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Abstract—In this paper, an integrated resilient control technique is proposed for discrete-10 

time stochastic Brownian systems with simultaneous unknown inputs and faults. Prior to 11 

previous work, the stochastic Brownian systems under consideration is quite general, where 12 

stochastic perturbations exist in states, control inputs, uncertainties and faults. Moreover, the 13 

unknown inputs concerned cannot be fully decoupled. Integrated observer by employing 14 

augmented approach, decomposition observer, and optimization algorithms is developed to 15 

achieve simultaneous state and fault estimates. Then, fault reconstruction-based signal 16 

compensation is formulated to eliminate the influences of actuator faults and sensor faults, while 17 

a state estimator-based controller is constructed to enhance the stability and robustness of the 18 

closed-loop dynamic system. The integrated resilient control technique can ensure the system 19 

has reliable output even under faults. The systems under investigation can be linear or Lipschitz 20 

nonlinear, and the design procedures are provided respectively. Finally, the proposed resilient 21 

control techniques are validated via an electromechanical servosystem and a flight control 22 

system. 23 
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1. Introduction 26 

Reliability and safety play significant roles in engineering fields.  Fault diagnosis algorithms can 27 

monitor the health condition of dynamic systems，and generate indication and reacting time to prevent 28 

serious situations due to faults.  Fault tolerant control (resilient control) aims at reducing faults from the 29 

system, providing reliable system output even when the system is under faulty scenarios. Therefore, 30 

fruitful results about fault diagnosis and resilient control have been recorded for engineering system 31 

(see [1-4]). 32 

One of the fault diagnosis technique, which is known as fault estimation, has been paid much 33 

attention, due to its capability to provide rich information of faults (such as magnitude, time, shape, 34 

type, etc.).  Advanced fault estimation approaches, such as reduced-order observer [5], 𝑘-step induction 35 

observer [6], Augmented observer [7, 8] have been investigated recently. Augmented observer can 36 

achieve simultaneous fault and state estimations, which means state estimates can be achieved as by-37 

products when we do fault estimation. The estimation of fault provides online information to design 38 

active fault tolerant control, and the estimation of system state meets the demand of available state value 39 

to establish state-feedback control, which take advantages over output-feedback control. Based on the 40 

estimation of faults, signal compensation is an advanced fault tolerant control technique, which can 41 

eliminate the influences of faults without replacing the pre-existing controller of the system (e.g. [9-42 

11]).  43 

The effectiveness of observer/estimator-based control depends on the accuracy of fault and/or state 44 

estimation. Unknown inputs, including systems uncertainties, modeling errors, external disturbances 45 

are unavoidable in practical process. Unlike faults which break down the system, unknown inputs are 46 

acceptable by real dynamic systems. Therefore, robustness against unknown inputs is essential for fault 47 

and state estimation. Unknown inputs can be eliminated by utilizing decomposition techniques, such as 48 
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unknown input observer (UIO) [12], differential geometric approach [13], or optimization algorithms 49 

[14].  A jointly unknown input observer-based fault & state estimator has been developed in our 50 

previous work [15] by combining both decomposition and optimization schemes to mitigate the 51 

influence of partially decoupled unknown inputs.  52 

Many practical systems in engineering, physics, biology etc. are subjected with stochastic 53 

perturbations. These stochastic perturbations can exist in states, inputs, disturbances and faults, making 54 

the system trajectory non-deterministic. Stochastic systems can capture the random natures of a real 55 

process, hence has been a hot research topic recently [16-21]. Due to Brownian perturbations, fault 56 

reconstruction and resilient controller cannot be designed separately in stochastic Brownian systems. 57 

Integrated fault tolerant control scheme has been developed for continuous-time stochastic Brownian 58 

systems for linear, Lipschitz nonlinear, and quadratic-inner-bounded nonlinear cases in [22], for Takagi-59 

Sugeno nonlinear case in recent work [23], and for uncertain systems in [24]. In traditional investigation 60 

of Brownian system, only state and input diffusion have been under consideration. However, diffusion 61 

of disturbances and faults can also exist in real systems. Therefore, research of general form of 62 

Brownian system, where stochastic perturbations exist in states, inputs, disturbances and faults, is in 63 

stringent requirement. At the end of [23], general form of Brownian distributions is considered, that is, 64 

the Brownian perturbations not only exist in states, but also exist in inputs, uncertainties, and faults. 65 

With the development of digital control, discrete-time stochastic system has been a crucial research 66 

topic. Sampling process makes the discrete-time dynamic different from continuous-time dynamic, 67 

hence the technique developed for continuous-time stochastic system is not valid in discrete-time 68 

stochastic system. The investigation of discrete-time stochastic Brownian systems can be found in [16-69 

17, 25, 26], where Brownian perturbations in both state and control input were considered in [18]. So 70 

far, fault estimation and fault tolerant control of discrete-time Brownian system is not fully studied. 71 

According to the authors’ survey, no result on fault reconstruction and resilient control of discrete-time 72 
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stochastic systems in presence of unknown inputs and general form of Brownian perturbations has been 73 

recorded.  74 

This paper is then motivated to develop integrated resilient control of discrete-time stochastic 75 

Brownian systems, which aims to obtain robust estimation of actuator and sensor faults, mitigate the 76 

influence of faults, and enhance the stability of the overall closed-loop system. Specifically, the 77 

stochastic system under investigation is in presence of unknown inputs that cannot be fully decoupled, 78 

which is general but bring challenges for the design of robust estimator. The contribution of the paper 79 

includes：1) This work is a start to investigate fault tolerant control design for general discrete-time 80 

stochastic Brownian systems, where stochastic perturbations exist in states, inputs, faults, and 81 

uncertainties.  2) By using an optimized decomposition observer, the mean estimates for fault and state 82 

are generated simultaneously, where the influence of partially decoupled unknown inputs can be 83 

reduced. 3) The integrated fault tolerant controller is composed of a robust fault estimator-based signal 84 

compensator, and a robust state estimator-based feedback controller. As a result, the actuator and sensor 85 

faults can be mitigated from system outputs; the stochastic system and estimation error trajectories are 86 

exponentially bounded in mean square and satisfy desired robustness performance.  87 

The paper is organized as follows: the construction of optimized decoupling observer-based fault 88 

& state estimation and estimator-based fault tolerant controller is introduced for linear system in Section 89 

2, while for Lipschitz nonlinear system in Section 3; Section 4 demonstrates simulation work on an 90 

electromechanical servosystem and a flight control system; the paper is ended with a conclusion in 91 

section 5. 92 

Notation. The superscript “𝑇” represents the transpose of matrices or vectors.  ℛ𝑛 and ℛ𝑛×𝑚 stand 93 

for the 𝑛-dimentional Euclidean space and the set of 𝑛 × 𝑚 real matrices, respectively. 𝑋 < 0 indicates 94 

the symmetric matrix 𝑋 is negative definite, while the notation 𝑋 > 𝑌 means that  𝑋 − 𝑌 is positive 95 

definite. 𝐼𝑛 denotes the identity matrix with the dimension of 𝑛 × 𝑛, while 0 is a scalar zero or a zero 96 

matrix with appropriate zero entries. ‖𝐴‖ = √𝜆𝑚𝑎𝑥(𝐴𝑇𝐴);  ‖𝑥‖ refers to the Euclidean norm of 𝑥, and 97 
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‖𝑥‖2 = (∑ 𝑥𝑇(𝑘)∞
𝑘=0 𝑥(𝑘))

1 2⁄
. 𝔼[𝑥] is expectation value of 𝑥, and 𝔼[𝑥|𝑦] is the expectation value of 98 

𝑥 conditional on 𝑦. For brevity, [
𝑀1 𝑀2

∗ 𝑀3
]
𝛥
⇔[

𝑀1 𝑀2

𝑀2
𝑇 𝑀3

]. 99 

2. Fault reconstruction and fault tolerant control for linear stochastic system 100 

The linear discrete-time stochastic system under consideration is influenced by actuator and/or 101 

sensor faults, unknown inputs and Brownian motions. The system dynamic is described as follows: 102 

{

𝑥(𝑘 + 1) = 𝐴𝑥(𝑘) + 𝐵𝑢(𝑘) + 𝐵𝑓𝑓(𝑘) + 𝐵𝑑𝑑(𝑘)

       +[𝑊𝑥(𝑘) + 𝐺𝑢(𝑘) + 𝐺𝑓𝑓(𝑘) +𝑀𝑑𝑝(𝑘)]𝜔(𝑘)

𝑦(𝑘) = 𝐶𝑥(𝑘) + 𝐷𝑓𝑓(𝑘)

                                       (1)                        103 

where 𝑥(𝑘) ∈ ℛ𝑛  is system state; 𝑢(𝑘) ∈ ℛ𝑚  is control input; 𝑦(𝑘) ∈ ℛ𝑝  represents measurement 104 

output; 𝑑(𝑘) ∈ ℛ𝑙𝑑  include𝑠 ℒ2 bounded deterministic unknown input; 𝑓(𝑘) ∈ ℛ𝑙𝑓  is composed of 105 

the means of actuator and/or sensor faults; 𝑑𝑝(𝑘) ∈ ℛ
𝑙𝑑𝑝  represents unknown input uncertainty vector 106 

in the multiplicative term of the stochastic Brownian noise; the discrete-time instant 𝑘 is a simplified 107 

representation of 𝑘𝑇𝑆, where 𝑇𝑆 is the sampling period. 𝜔(𝑘) represents Brownian motion defined on 108 

the probability space (Ω, ℱ, {ℱ𝑡}𝑡≥𝑡0 , 𝒫) . 𝜔(𝑘)  satisfies :  𝔼[𝜔(𝑘)] = 0 , 𝔼[𝜔2(𝑘)] = 1 , and  109 

𝔼[𝜔𝑖(𝑘)𝜔𝑗(𝑘)] = 0 (𝑖 ≠ 𝑗).   𝐴, 𝐵, 𝐶, 𝐵𝑑 , 𝐵𝑓 , 𝑊, 𝐺, 𝐺𝑓 , 𝑀 and 𝐷𝑓  are known constant coefficient 110 

matrices with appropriate dimensions.  111 

Remark 1. Through defining coefficient 𝐵𝑓 and 𝐷𝑓 accordingly, 𝑓(𝑘) represents different scenario of 112 

fault. Specifically, when 𝑓(𝑡) = 𝑓𝑎(𝑡), where 𝑓𝑎(𝑡) is actuator fault, then 𝐵𝑓 = 𝐵, 𝐷𝑓 = 0𝑝×𝑙𝑓 ; when 113 

𝑓(𝑡) = 𝑓𝑠(𝑡), where 𝑓𝑠(𝑡) is sensor fault, then 𝐵𝑓 = 0𝑛×𝑙𝑓 , 𝐷𝑓 = 𝐼𝑝; when 𝑓(𝑡) = [𝑓𝑎
𝑇(𝑡)    𝑓𝑠

𝑇(𝑡)]𝑇, 114 

then 𝐵𝑓 = [𝐵𝑓𝑎    𝐵𝑓𝑠], 𝐷𝑓 = [𝐷𝑓𝑎    𝐷𝑓𝑠] , where 𝐵𝑓𝑎  and 𝐷𝑓𝑎  represent the coefficients of actuator 115 

fault, 𝐵𝑓𝑠 and 𝐷𝑓𝑠 are coefficients of sensor fault [23].  116 

Without loss of generality, the sampling interval 𝑇𝑆  of the considered discrete-time stochastic 117 

system is sufficiently small, such that the faults do not vary too much between two consecutive sample 118 

instances. Then, we presume ∀ 𝑘, 119 
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𝑓(𝑘 + 1) = 𝑓(𝑘) + ∆𝑓(𝑘)                                                           (2) 120 

where ∆𝑓(𝑘) is supposed to be  ℒ2 bounded. 121 

We assume that 𝑑(𝑘) =  [𝑑1
𝑇(𝑘)  𝑑2

𝑇(𝑘)]𝑇, where 𝑑1(𝑘) ∈ ℛ
𝑙𝑑1 can be decoupled and 𝑑2(𝑘) ∈ ℛ

𝑙𝑑2  122 

cannot. Accordingly, 𝐵𝑑 = [𝐵𝑑1  𝐵𝑑2]. We also assume that 𝐵𝑑1 is of full column rank. 123 

In order to generate simultaneous estimates of state and faults, an augmented state vector can be 124 

constructed as �̅�(𝑘) = [𝑥𝑇(𝑘) 𝑓𝑇(𝑘)]𝑇 ∈ ℛ�̅� , where �̅� = 𝑛 + 𝑙𝑓 . And define 𝑑𝑓(𝑘) =125 

[𝑑𝑇(𝑘) ∆𝑓𝑇(𝑘)]𝑇. Then we can construct the following augmented system for model (1) 126 

{

�̅�(𝑘 + 1) = �̅��̅�(𝑘) + �̅�𝑢(𝑘) + �̅�𝑑𝑓𝑑𝑓(𝑘) + [�̅�𝑥(𝑘)

+�̅�𝑢(𝑘) + �̅�𝑓𝑓(𝑘) + �̅�𝑑𝑝(𝑘)]𝜔(𝑘)

𝑦(𝑘) = 𝐶̅�̅�(𝑘)

                         (3)     127 

where                                  128 

�̅� = [
𝐴 𝐵𝑓

0𝑙𝑓×𝑛 𝐼𝑙𝑓
] ∈ ℛ�̅�×�̅� , �̅� = [

𝐵
0𝑙𝑓×𝑚

] ∈ ℛ�̅�×𝑚 , �̅�𝑑𝑓 = [
𝐵𝑑 0𝑛×𝑙𝑓
0𝑙𝑓×𝑙𝑑 𝐼𝑙𝑓

] ∈ ℛ �̅�×(𝑙𝑑+𝑙𝑓) , �̅� =129 

[
𝑊
0𝑙𝑓×𝑛

] ∈ ℛ�̅�×𝑛 , �̅� = [
𝐺

0𝑙𝑓×𝑚
] ∈ ℛ�̅�×𝑚 , �̅�𝑓 = [

𝐺𝑓
0𝑙𝑓×𝑙𝑓

] ∈ ℛ �̅�×𝑙𝑓 , �̅� = [
𝑀

0𝑙𝑓×𝑙𝑑𝑝
] ∈ ℛ

�̅�×𝑙𝑑𝑝 ,  𝐶̅ =130 

[𝐶 𝐷𝑓] ∈ ℛ𝑝×�̅�. 131 

Then, the simultaneous mean estimations of fault and state can be obtained through establishing 132 

an estimator for model (3) to estimate the mean of augmented state vector  �̅�(𝑘). It can be noted that 133 

the existence of unknown inputs makes adverse effect on the accuracy of estimation. In order to reduce 134 

influences of unknown inputs, the following UIO is employed: 135 

{
𝑧̅(𝑘 + 1) = 𝑅𝑧̅(𝑘) + 𝑇�̅�𝑢(𝑘) + (𝐿1 + 𝐿2)𝑦(𝑘)

�̂̅�(𝑘) = 𝑧̅(𝑘) + 𝐻𝑦(𝑘)
                              (4)   136 

where 𝑧̅(𝑘) ∈ ℛ�̅� represents a middle variable; �̂̅�(𝑘) ∈ ℛ�̅� represents the estimate of �̅�(𝑘), while 𝑅 ∈137 

ℛ�̅�×�̅�, 𝐿1 ∈ ℛ
�̅�×𝑝, 𝐿2 ∈ ℛ

�̅�×𝑝, 𝑇 ∈ ℛ�̅�×𝑚 and 𝐻 ∈ ℛ �̅�×𝑝 are unknown matrices to be determined.                    138 

Define an estimation error vector as 139 
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𝑒(𝑘) = �̅�(𝑘) − �̂̅�(𝑘)                                                      (5)    140 

Then by using (3) to (5), we can calculate the error dynamic as 141 

  𝑒(𝑘 + 1) = [(𝐼�̅� − 𝐻𝐶̅)�̅� − 𝐿1𝐶̅]�̅�(𝑘) − 𝑅�̂̅�(𝑘) + [(𝐼�̅� − 𝐻𝐶̅) − 𝑇]�̅�𝑢(𝑘) + (𝐼�̅� − 𝐻𝐶̅)�̅�𝑑1𝑑1(𝑘) 142 

+(𝐼�̅� − 𝐻𝐶̅)�̅�𝑑2𝑓𝑑2𝑓(𝑘) + (𝐼�̅� − 𝐻𝐶̅)�̅�𝑥(𝑘)𝜔(𝑘) + (𝐼�̅� − 𝐻𝐶̅)�̅�𝑢(𝑘)𝜔(𝑘) 143 

                   +(𝐼�̅� − 𝐻𝐶̅)�̅�𝑓𝑓(𝑘)𝜔(𝑘) + (𝐼�̅� − 𝐻𝐶̅)�̅�𝑑𝑝(𝑘)𝜔(𝑘) + (𝑅𝐻 − 𝐿2)𝑦(𝑘)                       (6)     144 

where [�̅�𝑑1 �̅�𝑑2𝑓] = �̅�𝑑𝑓 ,  �̅�𝑑1 = [
𝐵𝑑1
0𝑙𝑓×𝑙𝑑1

] ∈ ℛ �̅�×𝑙𝑑1 , �̅�𝑑2𝑓 = [
𝐵𝑑2 0𝑛×𝑙𝑓
0𝑙𝑓×𝑙𝑑2 𝐼𝑙𝑓

] ∈ ℛ �̅�×(𝑙𝑑2+𝑙𝑓)  and  145 

𝑑2𝑓(𝑘) = [𝑑2
𝑇(𝑘) ∆𝑓𝑇(𝑘)]𝑇. 146 

If the observer gains satisfy the following equations: 147 

(𝐼�̅� − 𝐻𝐶̅)�̅�𝑑1 = 0                                                         (7)                                                                          148 

𝑅 = �̅� − 𝐻𝐶̅�̅� − 𝐿1𝐶̅                                                      (8)                                                                     149 

𝑇 = 𝐼�̅� − 𝐻𝐶̅                                                            (9) 150 

𝐿2 = 𝑅𝐻                                                              (10) 151 

the estimation error dynamic (6) can be simplified to 152 

𝑒(𝑘 + 1) = 𝑅𝑒(𝑘) + 𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘) + 𝑇�̅�𝑥(𝑘)𝜔(𝑘) 153 

+𝑇�̅�𝑢(𝑘)𝜔(𝑘) + 𝑇�̅�𝑓𝑓(𝑘)𝜔(𝑘) + 𝑇�̅�𝑑𝑝(𝑘)𝜔(𝑘)                      (11) 154 

Conditions (7) - (10) can be satisfied under the following assumptions: 155 

Assumption 1. rank(𝐶𝐵𝑑1) = rank(𝐵𝑑1); 156 

Assumption 2. [
𝐴 𝐵𝑓 𝐵𝑑1
𝐶 𝐷𝑓 0

] is of full column rank; 157 

Assumption 3. rank [
𝑧𝐼𝑛 − 𝐴 𝐵𝑑1
𝐶 0

] = 𝑛 + 𝑙𝑑1, for all 𝑧 with |𝑧| ≥ 1; 158 
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Assumption 4. rank [
𝐵 𝐵𝑓
𝐺 𝐺𝑓

] = rank [
𝐵
𝐺
]. 159 

Assumptions 1 through 4 are reasonable in fault reconstruction and fault tolerant control. 160 

Assumptions 1 to 3 are universal conditions of unknown input observer-based fault estimation [13, 15]. 161 

Specifically, Assumption 1 ensures that equation (7) is solvable, in other words, unknown input 𝑑1 can 162 

be decoupled. Moreover, a special solution of (7) is 163 

 𝐻∗ = �̅�𝑑1[(𝐶̅�̅�𝑑1)
𝑇(𝐶̅�̅�𝑑1)]

−1(𝐶̅�̅�𝑑1)
𝑇                                        (12) 164 

Assumption 2 and 3 indicate that the augmented system model is observable. Assumption 4 is the 165 

existing condition of estimator-based signal compensator. To be precise,  rank[𝐵 𝐵𝑓] = rank [𝐵] is 166 

the condition of signal compensation without stochastic perturbations on fault, e.g. [9-11]. Assumption 167 

4 is a revised condition such that diffusion of fault can also be compensated. 168 

It can be noticed that by selecting observer gain 𝐻 to make (7) hold, 𝑑1(𝑘) has been decoupled 169 

from error dynamic. However, the error dynamic is still subjected to 𝑑2𝑓(𝑘)  and Brownian 170 

perturbations. As a result, the other observer gains should be determined to guarantee boundness of 171 

error trajectory and eliminate the influences of 𝑑2𝑓(𝑘) on estimation error 𝑒(𝑘).  172 

Brownian perturbations make the estimation error dependent on the trajectories of system under 173 

investigation. In other words, it is hard to design fault estimation observer and fault tolerant controller 174 

separately. Therefore, the estimator gains cannot be determined at this stage, and a fault tolerant control 175 

scheme should be constructed first. 176 

Remark 2: In addition to state and input, the Brownian perturbations on fault and disturbance are also 177 

under consideration. Therefore, the investigated system is more general but brings challenges to 178 

achieve convergence of the estimation error. Specifically, the objectives of fault tolerant control 179 

strategy include mitigation of both drift and distribution caused by faults, whereas only drift induced 180 
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by fault have been reduced in existing work. Moreover, disturbance also leads to distribution of the 181 

estimation, namely, besides 𝑑2𝑓(𝑘), robustness against 𝑑𝑝(𝑘) should be achieved. 182 

Simultaneous estimations of system state and fault are achieved via the reconstruction of the 183 

augmented state �̂̅�, that is 184 

�̂�(𝑘) = 𝐽1�̂̅�(𝑘)                                                              (13) 185 

and 186 

𝑓(𝑘) = 𝐽2�̂̅�(𝑘)                                                           (14) 187 

where �̂�(𝑘) is the estimation of state 𝑥(𝑘), and 𝑓(𝑘) is the estimation of fault 𝑓(𝑘). 𝐽1 = [𝐼𝑛 0𝑛×𝑙𝑓] 188 

and  𝐽2 = [0𝑙𝑓×𝑛 𝐼𝑙𝑓]. 189 

Based on �̂̅�(𝑘), the following fault tolerant controllers are constructed: 190 

𝑢 = �̅��̂̅�(𝑘) = [𝐾 𝐾𝑓] [
�̂�(𝑘)

𝑓(𝑘)
] = 𝐾�̂�(𝑘) + 𝐾𝑓𝑓(𝑘)                            (15) 191 

and 192 

𝑦𝑐(𝑘) = 𝑦(𝑘) − 𝐷𝑓𝐽2�̂̅�(𝑘)                                                        (16) 193 

Then substituting controller (15) into system (1) and replacing 𝑦(𝑘) by  𝑦𝑐(𝑘), we have 194 

 𝑥(𝑘 + 1) = (𝐴 + 𝐵𝐾)𝑥(𝑘) − 𝐵𝐾𝐽1𝑒(𝑘) + (𝐵𝐾𝑓 + 𝐵𝑓)𝑓(𝑘) − 𝐵𝐾𝑓𝐽2𝑒(𝑘) + 𝐵𝑑𝑑(𝑘) 195 

+[(𝑊 + 𝐺𝐾)𝑥(𝑘) − 𝐺𝐾𝐽1𝑒(𝑘) + (𝐺𝐾𝑓 + 𝐺𝑓)𝑓(𝑘) − 𝐺𝐾𝑓𝐽2𝑒(𝑘) + 𝑀𝑑𝑝(𝑘)]𝜔(𝑘)             (17) 196 

and 197 

𝑦𝑐(𝑘) = 𝐶𝑥(𝑘) + 𝐷𝑓𝐽2𝑒(𝑘)                                                  (18) 198 

As mentioned above, the fault tolerant controller will make influences on estimation error, then 199 

we substitute controller (15) into UIO (4), the error dynamic after feedback control can be reconstructed 200 

as 201 

𝑒(𝑘 + 1)  = 𝑅𝑒(𝑘) + 𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘) + 𝑇(�̅� + �̅�𝐾)𝑥(𝑘)𝜔(𝑘) − 𝑇�̅�𝐾𝐽1𝑒(𝑘)𝜔(𝑘) 202 
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+𝑇(�̅�𝐾𝑓 + �̅�𝑓)𝑓(𝑘)𝜔(𝑘)  − 𝑇�̅�𝐾𝑓𝐽2𝑒(𝑘)𝜔(𝑘) + 𝑇�̅�𝑑𝑝(𝑘)𝜔(𝑘)               (19) 203 

According to Assumption 4, namely 204 

rank [
𝐵 𝐵𝑓
𝐺 𝐺𝑓

] = rank [
𝐵
𝐺
]                                                (20) 205 

and 𝐾𝑓 is designed as 206 

𝐾𝑓 = − [
𝐵
𝐺
]
+

[
𝐵𝑓
𝐺𝑓
]                                                       (21) 207 

we have 208 

𝐵𝑓 + 𝐵𝐾𝑓 = 0                                                              (22) 209 

and 210 

𝐺𝑓 + 𝐺𝐾𝑓 = 0                                                             (23) 211 

We can also derive that 212 

�̅�𝑓 + �̅� = [
𝐺𝑓 + 𝐺𝐾𝑓
0𝑙𝑓×𝑙𝑓

] = 0                                                  (24) 213 

Then system (17) and (19) can be reduced to 214 

𝑥(𝑘 + 1) = (𝐴 + 𝐵𝐾)𝑥(𝑘) + 𝐵𝑒𝑒(𝑘) + 𝐵𝑑𝑑(𝑘) 215 

   +[(𝑊 + 𝐺𝐾)𝑥(𝑘) + 𝐺𝑒𝑒(𝑘) + 𝑀𝑑𝑝(𝑘)]𝜔(𝑘)                          (25) 216 

and 217 

𝑒(𝑘 + 1) = 𝑅𝑒(𝑘) + 𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘) + 𝑇(�̅� + �̅�𝐾)𝑥(𝑘)𝜔(𝑘) 218 

             +𝑇�̅�𝑒𝑒(𝑘)𝜔(𝑘) + 𝑇�̅�𝑑𝑝(𝑘)𝜔(𝑘)                                                       (26) 219 

where 𝐵𝑒 = −𝐵𝐾𝐽1 − 𝐵𝑓𝐽2, 𝐺𝑒 = −𝐺𝐾𝐽1 − 𝐺𝑓𝐽2, �̅�𝑒 = −�̅�𝐾𝐽1 − �̅�𝑓𝐽2. 220 

Then, combining (16), (25) and (26), we can establish the following closed-loop system: 221 
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{
 
 

 
 
𝑥(𝑘 + 1) = (𝐴 + 𝐵𝐾)𝑥(𝑘) + 𝐵𝑑𝑑(𝑘) + 𝐵𝑒𝑒(𝑘)

                    +[(𝑊 + 𝐺𝐾)𝑥(𝑘) + 𝐺𝑒𝑒(𝑘) + 𝑀𝑑𝑝(𝑘)]𝜔(𝑘)

𝑒(𝑘 + 1) = 𝑅𝑒(𝑘) + 𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘) + 𝑇[(�̅� + �̅�𝐾)𝑥(𝑘) 

                    +�̅�𝑒𝑒(𝑘) + �̅�𝑑𝑝(𝑘)]𝜔(𝑘)

𝑦𝑐(𝑘) = 𝐶𝑥(𝑘) + 𝐷𝑓𝐽2𝑒(𝑘)

                     (27)   222 

It can be noticed that system (27) is composed of the original system and estimation error system 223 

after signal compensation and state-estimator-based feedback control, moreover, a measurement 224 

compensator is implemented on output. Due to Brownian motions, it is difficult to separate system 225 

dynamic and error dynamic. In other words, the observer gains and controller gains are interacted, 226 

which bring challenges of the integrated fault tolerant control scheme. A typical way to reduce the 227 

complication is to select a controller gain 𝐾 to make the modulus of all eigenvalues of 𝐴 + 𝐵𝐾 and 228 

𝑊 + 𝐺𝐾 less than 1. Then the problem is to find proper observer gains to guarantee the boundness and 229 

robustness of the overall closed-loop system. Before designing observer gains, the following lemmas 230 

are introduced. 231 

Lemma 1 [26]: Assume there is a stochastic process 𝑉𝑛(휁𝑛), as well as real number 𝑣, 𝑣, 𝜇 > 0 and 232 

0 < α ≤ 1, such that 233 

𝑣‖휁𝑛‖
2 ≤ 𝑉𝑛(휁𝑛) ≤ 𝑣‖휁𝑛‖

2                                                 (28) 234 

and 235 

𝔼{𝑉𝑛+1(휁𝑛+1)|휁𝑛} − 𝑉𝑛(휁𝑛) ≤ 𝜇 − 𝛼𝑉𝑛(휁𝑛)                                (29) 236 

are fulfilled for every solution of (27). Then the stochastic process is exponentially bounded in mean 237 

square. 238 

Lemma 2 [27]. For any matrices 𝑋 ∈ ℛ𝑠×𝑡 , 𝑌 ∈ ℛ𝑡×𝑠 , a time-varying matrix 𝐹(𝑡) ∈ ℛ𝑡×𝑡  with 239 

‖𝐹(𝑡)‖ ≤ 1 and any scalar 휀 > 0, we have: 240 

𝑋𝐹(𝑡)𝑌 + 𝑌𝑇𝐹𝑇(𝑡)𝑋𝑇 ≤ 휀−1𝑋𝑋𝑇 + 휀𝑌𝑇𝑌.                                   (30) 241 
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Lemma 3 (Schur complement) [28]. Let 𝑆 = [
𝑆11 𝑆12
∗ 𝑆22

] to be a symmetric matrix, then the LMI 𝑆 <242 

0 is equivalent to 𝑆22 < 0 and 𝑆11 − 𝑆12𝑆22
−1𝑆12

𝑇 < 0. 243 

Then the following theorem is proposed to make system (27) exponentially bounded in mean 244 

square, and satisfy robust performance as follows: 245 

𝔼(‖𝑦𝑐‖2
2) ≤ 𝔼(𝛾𝑑

2‖𝑑‖2
2) + 𝔼(𝛾𝑑2𝑓

2 ‖𝑑2𝑓‖2
2
) + 𝔼(𝛾𝑑𝑝

2 ‖𝑑𝑝‖2
2
)                     (31) 246 

where  𝛾𝑑, 𝛾𝑑2𝑓 and 𝛾𝑑𝑝 are robustness performance indices. 247 

Theorem 1. The closed-loop system (27) is exponentially bounded in mean square, and satisfies robust 248 

performance (31), if there exist positive definite matrices 𝑃and �̃�, and matrix 𝑌, such that 249 

[
 
 
 
 
 
 
Ω11 Ω12 0 (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑑 Ω15 0

∗ Ω22 0 𝐵𝑒
𝑇�̃�𝐵𝑑 Ω25 Ω26

∗ ∗ −𝛾𝑑2𝑓
2 𝐼𝑙𝑑2𝑓 0 0 Ω36

∗ ∗ ∗ 𝐵𝑑
𝑇�̃�𝐵𝑑 − 𝛾𝑑

2𝐼𝑙𝑑 0 0

∗ ∗ ∗ ∗ Ω55 0
∗ ∗ ∗ ∗ ∗ −𝑃]

 
 
 
 
 
 

< 0                        (32) 250 

where 251 

Ω11 = (𝐴 + 𝐵𝐾)
𝑇�̃�(𝐴 + 𝐵𝐾) + (𝑊 + 𝐺𝐾)𝑇�̃�(𝑊 + 𝐺𝐾) + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇(�̅� + �̅�𝐾) + 𝛼�̃� − �̃�252 

+ 𝐶𝑇𝐶 253 

Ω12 = (𝐴 + 𝐵𝐾)
𝑇�̃�𝐵𝑒 + (𝑊 + 𝐺𝐾)𝑇�̃�𝐺𝑒 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅�𝑒 + 𝐶

𝑇𝐷𝑓𝐽2 254 

Ω22 = 𝐵𝑒
𝑇�̃�𝐵𝑒 + 𝐺𝑒

𝑇�̃�𝐺𝑒 + �̅�𝑒
𝑇𝑇𝑇𝑃𝑇�̅�𝑒 − 𝑃 + 𝛼𝑃 + 𝐽2

𝑇 𝐷𝑓
𝑇𝐷𝑓𝐽2 255 

Ω15 = (𝑊 + 𝐺𝐾)𝑇�̃�𝑀 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅� 256 

Ω25 = 𝐺𝑒
𝑇�̃�𝑀 + �̅�𝑒

𝑇𝑇𝑇𝑃𝑇�̅� 257 

Ω55 = 𝑀
𝑇�̃�𝑀 + �̅�𝑇𝑇𝑇𝑃𝑇�̅� − 𝛾𝑑𝑝

2 𝐼𝑙𝑑𝑝 258 

Ω26 = �̅�
𝑇𝑇𝑇𝑃 − 𝐶̅𝑇𝑌𝑇 259 

Ω36 = �̅�𝑑2𝑓
𝑇 𝑇𝑇𝑃 260 
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𝑌 = 𝑃𝐿1 , 𝛼 is a positive scalar that 0 < α ≤ 1. 𝛾𝑑2𝑓 , 𝛾𝑑  and 𝛾𝑑𝑝  are given robustness performance 261 

indices. Then we have 𝐿1 = 𝑃
−1𝑌. 262 

Proof. A Lyapunov function candidate in the following form can be established for error dynamic 263 

system (27): 264 

�̃�(�̃�𝑒(𝑘)) = 𝑉1(𝑥(𝑘)) + 𝑉2(𝑒(𝑘)) = 𝑥𝑇(𝑘)�̃�𝑥(𝑘) + 𝑒𝑇(𝑘)𝑃𝑒(𝑘)                  (33) 265 

where �̃� and 𝑃 are positive matrices. And let �̃�𝑒(𝑘) = [𝑥
𝑇(𝑘)  𝑒𝑇(𝑘)]𝑇 266 

Then  �̃�(�̃�𝑒(𝑘)) satisfy (28), where 267 

𝑣 = min{𝜆𝑚𝑖𝑛(�̃�), 𝜆𝑚𝑖𝑛(𝑃)}, 268 

and 269 

 𝑣 = max{𝜆𝑚𝑎𝑥(�̃�), 𝜆𝑚𝑎𝑥(𝑃)} 270 

Then we move to validate that �̃�(�̃�𝑒(𝑘)) satisfy (29). We can calculate that 271 

∆𝑉1(𝑥(𝑘)) = 𝔼[𝑉1(𝑥(𝑘 + 1))|𝑥(𝑘)] − 𝑉1(𝑥(𝑘)) 272 

                     = 𝑥𝑇(𝑘)(𝐴 + 𝐵𝐾)𝑇�̃�(𝐴 + 𝐵𝐾)𝑥(𝑘) + 2𝑥𝑇(𝑘)(𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑑𝑑(𝑘) 273 

                         +𝑑𝑇(𝑘)𝐵𝑑
𝑇�̃�𝐵𝑑𝑑(𝑘) + 2𝑒

𝑇(𝑘)𝐵𝑒
𝑇�̃�𝐵𝑑𝑑(𝑘) + 2𝑥

𝑇(𝑘)(𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑒𝑒(𝑘) 274 

                         +𝑒𝑇(𝑘)𝐵𝑒
𝑇�̃�𝐵𝑒𝑒(𝑘) + 𝑥

𝑇(𝑘)(𝑊 + 𝐺𝐾)𝑇�̃�(𝑊 + 𝐺𝐾)𝑥(𝑘) 275 

                         +2𝑒𝑇(𝑘)𝐺𝑒
𝑇�̃�(𝑊 + 𝐺𝐾)𝑥(𝑘) + 𝑒𝑇(𝑘)𝐺𝑒

𝑇�̃�𝐺𝑒𝑒(𝑘) 276 

                         +2𝑥𝑇(𝑘)(𝑊 + 𝐺𝐾)𝑇�̃�𝑀𝑑𝑝(𝑘) + 2𝑒
𝑇(𝑘)𝐺𝑒

𝑇�̃�𝑀𝑑𝑝(𝑘) 277 

+𝑑𝑝
𝑇(𝑘)𝑀𝑇�̃�𝑀𝑑𝑝(𝑘) − 𝑥

𝑇(𝑘)�̃�𝑥(𝑘)                                                                         (34) 278 

and 279 

∆𝑉2(𝑒(𝑘)) = 𝔼[𝑉2(𝑒(𝑘 + 1))|𝑒(𝑘)] − 𝑉2(𝑒(𝑘)) 280 

                  = 𝑒𝑇(𝑘)𝑅𝑇𝑃𝑅𝑒(𝑘) + 2𝑒𝑇(𝑘)𝑅𝑇𝑃𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘)  + 𝑑2𝑓
𝑇 (𝑘)�̅�𝑑2𝑓

𝑇 𝑇𝑇𝑃𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘)  281 
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                      +𝑥𝑇(𝑘)(�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇(�̅� + �̅�𝐾)𝑥(𝑘) + 2𝑒𝑇(𝑘)�̅�𝑒
𝑇𝑇𝑇𝑃𝑇(�̅� + �̅�𝐾)𝑥(𝑘)  282 

                   +𝑒𝑇(𝑘)�̅�𝑒
𝑇𝑇𝑇𝑃𝑇�̅�𝑒𝑒(𝑘) + 2𝑒

𝑇(𝑘)�̅�𝑒
𝑇𝑇𝑇𝑃𝑇�̅�𝑑𝑝(𝑘) + 2𝑥

𝑇(𝑘)(�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅�𝑑𝑝(𝑘) 283 

+𝑑𝑝
𝑇(𝑘)�̅�𝑇𝑇𝑇𝑃𝑇�̅�𝑑𝑝(𝑘) − 𝑒(𝑘)𝑃𝑒(𝑘)                                                                       (35) 284 

Substituting (34), (35) into (33), then adding and subtracting 285 

−𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) − 𝛾𝑑2𝑓

2 𝑑2𝑓
𝑇 (𝑘)𝑑2𝑓(𝑘) − 𝛾𝑑𝑝

2 𝑑𝑝
𝑇(𝑘)𝑑𝑝(𝑘) + 𝛼�̃�(�̃�𝑒(𝑘))                    (36) 286 

to ∆�̃�(�̃�𝑒(𝑘)) yields: 287 

∆�̃�(�̃�𝑒(𝑘)) < [𝑥𝑇(𝑘) 𝑒𝑇(𝑘) 𝑑2𝑓
𝑇 (𝑘) 𝑑𝑇(𝑘) 𝑑𝑝

𝑇(𝑘)]Θ

[
 
 
 
 
 
𝑥(𝑘)

𝑒(𝑘)

𝑑2𝑓(𝑘)

𝑑(𝑘)

𝑑𝑝(𝑘) ]
 
 
 
 
 

 288 

+𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) + 𝛾𝑑2𝑓

2 𝑑2𝑓
𝑇 (𝑘)𝑑2𝑓(𝑘) + 𝛾𝑑𝑝

2 𝑑𝑝
𝑇(𝑘)𝑑𝑝(𝑘) − 𝛼�̃�(�̃�𝑒(𝑘))                              (37) 289 

where 290 

Θ =

[
 
 
 
 
Θ11 Θ12 0 Θ14 Θ15
∗ Θ22 Θ23 Θ24 Θ25
∗ ∗ Θ33 0 0
∗ ∗ ∗ Θ44 0
∗ ∗ ∗ ∗ Θ55]

 
 
 
 

                                                  (38) 291 

Θ11 = (𝐴 + 𝐵𝐾)
𝑇�̃�(𝐴 + 𝐵𝐾) + (𝑊 + 𝐺𝐾)𝑇�̃�(𝑊 + 𝐺𝐾) + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇(�̅� + �̅�𝐾) + 𝛼�̃� − �̃� 292 

Θ12 = (𝐴 + 𝐵𝐾)
𝑇�̃�𝐵𝑒 + (𝑊 + 𝐺𝐾)𝑇�̃�𝐺𝑒 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅�𝑒 293 

Θ22 = 𝐵𝑒
𝑇�̃�𝐵𝑒 + 𝐺𝑒

𝑇�̃�𝐺𝑒 + 𝑅
𝑇𝑃𝑅 + �̅�𝑒

𝑇𝑇𝑇𝑃𝑇�̅�𝑒 − 𝑃 + 𝛼𝑃 294 

Θ23 = 𝑅𝑇𝑃𝑇�̅�𝑑2𝑓 295 

Θ33 = �̅�𝑑2𝑓
𝑇 𝑇𝑇𝑃𝑇�̅�𝑑2𝑓 − 𝛾𝑑2𝑓

2 𝐼𝑙𝑑2𝑓 296 

Θ14 = (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑑 297 

Θ24 = 𝐵𝑒
𝑇�̃�𝐵𝑑 298 

Θ44 = 𝐵𝑑
𝑇�̃�𝐵𝑑 − 𝛾𝑑

2𝐼𝑙𝑑 299 
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Θ15 = (𝑊 + 𝐺𝐾)𝑇�̃�𝑀 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅� 300 

Θ25 = �̅�𝑒
𝑇𝑇𝑇𝑃𝑇�̅� + 𝐺𝑒

𝑇�̃�𝑀 301 

Θ55 = 𝑀
𝑇�̃�𝑀 + �̅�𝑇𝑇𝑇𝑃𝑇�̅� − 𝛾𝑑𝑝

2 𝐼𝑙𝑑𝑝 302 

From (8), we know 𝑃𝑅 = 𝑃𝑇�̅� − 𝑌𝐶̅, where 303 

𝑌 = 𝑃𝐿1                                                         (39) 304 

LMI (32) indicates 305 

[
 
 
 
 
 
 
Φ11 Φ12 0 (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑑 Φ15 0

∗ Φ22 0 𝐵𝑒
𝑇�̃�𝐵𝑑 Φ25 Φ26

∗ ∗ −𝛾𝑑2𝑓
2 𝐼𝑙𝑑2𝑓 0 0 Φ36

∗ ∗ ∗ 𝐵𝑑
𝑇�̃�𝐵𝑑 − 𝛾𝑑

2𝐼𝑙𝑑 0 0

∗ ∗ ∗ ∗ Φ55 0
∗ ∗ ∗ ∗ ∗ −𝑃 ]

 
 
 
 
 
 

< 0                         (40) 306 

where 307 

Φ11 = (𝐴 + 𝐵𝐾)𝑇�̃�(𝐴 + 𝐵𝐾) + (𝑊 + 𝐺𝐾)𝑇�̃�(𝑊 + 𝐺𝐾) + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇(�̅� + �̅�𝐾) + 𝛼�̃� − �̃� 308 

Φ12 = (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑒 + (𝑊 + 𝐺𝐾)𝑇�̃�𝐺𝑒 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅�𝑒 309 

Φ22 = 𝐵𝑒
𝑇�̃�𝐵𝑒 + 𝐺𝑒

𝑇�̃�𝐺𝑒 + �̅�𝑒
𝑇𝑇𝑇𝑃𝑇�̅�𝑒 − 𝑃 + 𝛼𝑃 310 

Φ15 = (𝑊 + 𝐺𝐾)𝑇�̃�𝑀 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅� 311 

Φ25 = 𝐺𝑒
𝑇�̃�𝑀 + �̅�𝑒

𝑇𝑇𝑇𝑃𝑇�̅� 312 

Φ55 = 𝑀𝑇�̃�𝑀 + �̅�𝑇𝑇𝑇𝑃𝑇�̅� − 𝛾𝑑𝑝
2 𝐼𝑙𝑑𝑝 313 

Φ26 = �̅�
𝑇𝑇𝑇𝑃 − 𝐶̅𝑇𝑌𝑇 314 

Φ36 = �̅�𝑑2𝑓
𝑇 𝑇𝑇𝑃 315 

Pre-multiplying and post-multiplying the block 𝑑𝑖𝑎𝑔{𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝑃−1} on both sides of inequality 316 

(40), we have 317 
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[
 
 
 
 
 
 
Φ11 Φ12 0 (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑑 Φ15 0

∗ Φ22 0 𝐵𝑒
𝑇�̃�𝐵𝑑 Φ25 𝑅𝑇

∗ ∗ −𝛾𝑑2𝑓
2 𝐼𝑙𝑑2𝑓 0 0 �̅�𝑑2𝑓

𝑇 𝑇𝑇

∗ ∗ ∗ 𝐵𝑑
𝑇�̃�𝐵𝑑 − 𝛾𝑑

2𝐼𝑙𝑑 0 0

∗ ∗ ∗ ∗ Φ55 0

∗ ∗ ∗ ∗ ∗ −𝑃−1 ]
 
 
 
 
 
 

< 0                       (41) 318 

According to Schur Lemma, inequality (41) is equivalent with 319 

Θ < 0                                                               (42) 320 

leading to 321 

∆�̃� < 𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) + 𝛾𝑑2𝑓

2 𝑑2𝑓
𝑇 (𝑘)𝑑2𝑓(𝑘) + 𝛾𝑑𝑝

2 𝑑𝑝
𝑇(𝑘)𝑑𝑝(𝑘) − 𝛼�̃�(�̃�𝑒(𝑘))             (43) 322 

As 𝑑(𝑘), 𝑑2𝑓(𝑘) and 𝑑𝑝(𝑘) are bounded, a positive scalar 𝜇 can be found to satisfy the following 323 

inequality 324 

𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) + 𝛾𝑑2𝑓

2 𝑑2𝑓
𝑇 (𝑘)𝑑2𝑓(𝑘) + 𝛾𝑑𝑝

2 𝑑𝑝
𝑇(𝑘)𝑑𝑝(𝑘) ≤ 𝜇                             (44) 325 

Then we have 326 

∆�̃�(�̃�𝑒(𝑘)) < 𝜇 − 𝛼�̃�(�̃�𝑒(𝑘))                                             (45) 327 

which indicate the closed-loop dynamic (27) is exponentially bounded in mean square. 328 

To prove the robustness of (27), Let 329 

           Γ = 𝔼{∑ [𝑦𝑐
𝑇(𝑘)𝑦𝑐(𝑘)

𝐾
𝑘=0 − 𝛾𝑑

2𝑑𝑇(𝑘)𝑑(𝑘) − 𝛾𝑑2𝑓
2 𝑑2𝑓

𝑇 (𝑘)𝑑2𝑓(𝑘) − 𝛾𝑑𝑝
2 𝑑𝑝

𝑇(𝑘)𝑑𝑝(𝑘)]}       (46) 330 

Then adding and subtracting 𝔼(∑ ∆�̃�𝐾
𝑘=0 ) to Γ, we can calculate 331 

Γ = 𝔼{∑ [𝑥𝑇(𝑘)𝐶𝑇𝐶𝑥(𝑘)𝐾
𝑘=0 + 𝑒𝑇(𝑘)𝐽2

𝑇 𝐷𝑓
𝑇𝐷𝑓𝐽2𝑒(𝑘) + 2𝑥

𝑇(𝑘)𝐶𝑇𝐷𝑓𝐽2𝑒(𝑘) − 𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘)  332 

      −𝛾𝑑2𝑓
2 𝑑2𝑓

𝑇 (𝑘)𝑑2𝑓(𝑘) − 𝛾𝑑𝑝
2 𝑑𝑝

𝑇(𝑘)𝑑𝑝(𝑘) + ∆�̃�]} − 𝔼{∑ ∆�̃�𝐾
𝑘=0 } 333 
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< 𝔼{∑ [𝑥𝑇(𝑘) 𝑒𝑇(𝑘) 𝑑2𝑓
𝑇 (𝑘) 𝑑𝑇(𝑘) 𝑑𝑝

𝑇(𝑘)]𝐾
𝑘=0 Π

[
 
 
 
 
 
𝑥(𝑘)

𝑒(𝑘)

𝑑2𝑓(𝑘)

𝑑(𝑘)
𝑑𝑝(𝑘) ]

 
 
 
 
 

− 𝔼(∑ ∆�̃�𝐾
𝑘=0 )                                       334 

(47) 335 

where 336 

Π =

[
 
 
 
 
 
Π11 Π12 0 (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑑 Π15
∗ Π22 0 𝐵𝑒

𝑇�̃�𝐵𝑑 Π25
∗ ∗ −𝛾𝑑2𝑓

2 𝐼𝑙𝑑2𝑓 0 0

∗ ∗ ∗ 𝐵𝑑
𝑇�̃�𝐵𝑑 − 𝛾𝑑

2𝐼𝑙𝑑 0

∗ ∗ ∗ ∗ Π55]
 
 
 
 
 

 337 

Π11 = Θ11 − 𝛼�̃� + 𝐶
𝑇𝐶 338 

Π12 = Θ12 + 𝐶
𝑇𝐷𝑓𝐽2 339 

Π22 = Θ22 − 𝛼𝑃 + 𝐽2
𝑇 𝐷𝑓

𝑇𝐷𝑓𝐽2 340 

Π15 = Θ15 341 

Π25 = Θ25 342 

Π55 = Θ55 343 

It can be noticed that under zero condition 344 

𝔼(∑ ∆�̃�𝐾
𝑘=0 ) = 𝔼(�̃�) > 0                                                  (48) 345 

Pre-multiplying and post-multiplying the block 𝑑𝑖𝑎𝑔{𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝑃−1} on both sides of inequality 346 

(32), and based on Lemma 3, we can derive 347 

Π < 0                                                                   (49) 348 

which means 349 

𝔼(‖𝑦𝑐‖2
2) ≤ 𝔼(𝛾𝑑

2‖𝑑‖2
2) + 𝔼(𝛾𝑑2𝑓

2 ‖𝑑2𝑓‖2
2
) + 𝔼(𝛾𝑑𝑝

2 ‖𝑑𝑝‖2
2
)                 (50) 350 

Therefore, we can prove Theorem 1. 351 
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Now the Algorithm of integrated fault tolerant control can be given as follows: 352 

Algorithm 1. 353 

 354 

3. Fault reconstruction and fault tolerant control for Lipschitz nonlinear stochastic system 355 

In section 2, fault reconstruction-based resilient controller has been proposed for discrete-time 356 

linear stochastic system. In this section, integrated fault tolerant control technique will be designed for 357 

a class of nonlinear stochastic system, that is, Lipschitz nonlinear stochastic systems. Moreover, the 358 

influence of measurement noise is also under investigation. The considered system is in the form of: 359 

{
 

 
𝑥(𝑘 + 1) = 𝐴𝑥(𝑘) + 𝐵𝑢(𝑘) + Φ(𝑥(𝑘), 𝑢(𝑘)) + 𝐵𝑓𝑓(𝑘) + 𝐵𝑑𝑑(𝑘)

                 +[𝑊𝑥(𝑘) + 𝐺𝑢(𝑘) + 𝐺𝑓𝑓(𝑘) + 𝑀𝑑𝑝(𝑘)]𝜔(𝑘)
        

𝑦(𝑘) = 𝐶𝑥(𝑘) + 𝐷𝑓𝑓(𝑘) + 𝐷𝑑𝑑𝑚(𝑘)

                    (51) 360 

where Φ(𝑥(𝑘), 𝑢(𝑘)) is a nonlinear function vectors, which is assumed to be Lipschitz, i.e. ∀ 𝑥(𝑘), 361 

�̂�(𝑘) ∈ ℛ𝑛, and 𝑢(𝑘) ∈ ℛ𝑚, there is  a constant 휃 > 0 such that 362 
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|Φ(𝑥(𝑘), 𝑢(𝑘)) − Φ( �̂�(𝑘), 𝑢(𝑘))| ≤ 휃|𝑥(𝑘) − �̂�(𝑘)|                      (52) 363 

𝑑𝑚(𝑘) ∈ ℛ
𝑙𝑑𝑚  represents measurement noise, where 𝐷𝑑  is the coefficient matrix with appropriate 364 

dimension. 𝑑𝑚(𝑘) is assumed to be ℒ2 bounded. The other symbols are the same as defined in (1). The 365 

nonlinearities in many practical systems follows satisfy Lipschitz condition (52), therefore, the fault 366 

tolerant control scheme develop in this section is applicable to many real plants. 367 

 An augmented system can be reconstructed through the employment of the auxiliary state 368 

vector �̅�(𝑘) = [𝑥𝑇(𝑘) 𝑓𝑇(𝑘)]𝑇 ∈ ℛ�̅�, that is 369 

{

�̅�(𝑘 + 1) = �̅��̅�(𝑘) + �̅�𝑢(𝑘) + �̅�𝑑𝑓𝑑𝑓(𝑘) + Φ̅(𝑥(𝑘), 𝑢(𝑘))

+[�̅�𝑥(𝑘) + �̅�𝑢(𝑘) + �̅�𝑓𝑓(𝑘) + �̅�𝑑𝑝(𝑘)]𝜔(𝑘)

𝑦(𝑘) = 𝐶̅�̅�(𝑘) + 𝐷𝑑𝑑𝑚(𝑘)

                  (53) 370 

where Φ̅(𝑥(𝑘), 𝑢(𝑘)) = [ΦT(𝑥(𝑘), 𝑢(𝑘)) 01×𝑙𝑓]
𝑇
∈ ℛ�̅�. The definitions of other symbols are the 371 

same with (3). 372 

Then a nonlinear UIO can be established for (53)  373 

{

𝑧̅(𝑘 + 1) = 𝑅𝑧̅(𝑘) + 𝑇�̅�𝑢(𝑘) + 𝑇Φ̅(�̂�(𝑘), 𝑢(𝑘))

                        +(𝐿1 + 𝐿2)𝑦(𝑘)

�̂̅�(𝑘) = 𝑧̅(𝑘) + 𝐻𝑦(𝑘)

                          (54) 374 

where 𝑅, 𝑇, 𝐿1, 𝐿2 and 𝐻 are observer gains satisfying (7) - (10), and 𝐿1 is to be designed. 375 

The estimation error which is defined as (5) can be calculated as 376 

𝑒(𝑘 + 1) = 𝑅𝑒(𝑘) + 𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘) + 𝑇 Φ̃(𝑘) − 𝐿1𝐷𝑑𝑑𝑚(𝑘) − 𝐻𝐷𝑑𝑑𝑚(𝑘 + 1) 377 

                +𝑇�̅�𝑥(𝑘)𝜔(𝑘) + 𝑇�̅�𝑢(𝑘)𝜔(𝑘) + 𝑇�̅�𝑓𝑓(𝑘)𝜔(𝑘) + 𝑇�̅�𝑑𝑝(𝑘)𝜔(𝑘)                                                               378 

(55) 379 

where  Φ̃(𝑘) = Φ̅(𝑥(𝑘), 𝑢(𝑘)) − Φ̅(�̂�(𝑘), 𝑢(𝑘)). 380 

http://www.baidu.com/link?url=0u_-lVnL9KIF8UyqtnikB2j25CysZAkluS1XFU-FuzMn4U5AZXeoXjsGVIWUk-HARfslKflBfs-fFHeHAd73qDZ_NfpWe_b4B1q_II6O6fm
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Under estimator-based controllers (15) and (16), the following closed-loop dynamic can be 381 

derived 382 

{
 
 

 
 
𝑥(𝑘 + 1) = (𝐴 + 𝐵𝐾)𝑥(𝑘) + 𝐵𝑑𝑑(𝑘) + 𝐵𝑒𝑒(𝑘) + Φ(𝑥(𝑘), 𝑢(𝑘))

                    +[(𝑊 + 𝐺𝐾)𝑥(𝑘) + 𝐺𝑒𝑒(𝑘) + 𝑀𝑑𝑝(𝑘)]𝜔(𝑘)

𝑒(𝑘 + 1) = 𝑅𝑒(𝑘) + 𝑇�̅�𝑑2𝑓𝑑2𝑓(𝑘) + 𝑇 Φ̃(𝑘) − 𝐿1𝐷𝑑𝑑𝑚(𝑘) − 𝐻𝐷𝑑𝑑𝑚(𝑘 + 1)

                    +𝑇[(�̅� + �̅�𝐾)𝑥(𝑘)  + �̅�𝑒𝑒(𝑘) + �̅�𝑑𝑝(𝑘)]𝜔(𝑘)

𝑦𝑐(𝑘) = 𝐶𝑥(𝑘) + 𝐷𝑑𝑑𝑚(𝑘) + 𝐷𝑓𝐽2𝑒(𝑘)

     (56) 383 

Similarly, the controller gain 𝐾 is designed to assign matrices the eigenvalue of 𝐴 + 𝐵𝐾 and 𝑊 +384 

𝐺𝐾 inside unit circle.  However, the existence of nonlinear component Φ(𝑥(𝑘), 𝑢(𝑘)) and Φ̃(𝑘) on 385 

the closed-loop system (56) makes the methodology presented in Section 2 invalid. Therefore, 386 

additional techniques will be required in the design of robust estimator for Lipschitz nonlinear 387 

stochastic systems. 388 

The following theorem then presented to determine observer gain 𝐿1, such that model (56) above 389 

is exponentially bounded in mean square and satisfy robust performance (31b): 390 

𝔼(‖𝑦𝑐‖2
2) ≤ 𝔼(𝛾𝑑

2‖𝑑‖2
2) + 𝔼 (𝛾𝑑2𝑓

2 ‖𝑑2𝑓‖2
2
) + 𝔼 (𝛾𝑑𝑝

2 ‖𝑑𝑝‖2
2
) 391 

+ 𝔼[(𝛾𝑚1
2 + 𝛾𝑚2

2 )‖𝑑𝑚‖2
2]                                                     (31b) 392 

Theorem 2. The closed-loop system (56) is exponentially bounded in mean square, and satisfies robust 393 

performance (31b), if there exist a positive definite matrix 𝑃 and �̃�, and matrix 𝑌, such that 394 

[
 
 
 
 
 
 
 
 
 
Ψ11 Ψ12 0 Ψ14 Ψ15 Ψ16 0 Ψ18 0 0
∗ Ψ22 0 Ψ24 Ψ25 Ψ26 0 Ψ28 0 Ψ210
∗ ∗ Ψ33 0 0 0 0 0 0 Ψ310
∗ ∗ ∗ Ψ44 0 Ψ46 0 0 0 0
∗ ∗ ∗ ∗ Ψ55 0 0 0 0 0
∗ ∗ ∗ ∗ ∗ Ψ66 0 0 0 0
∗ ∗ ∗ ∗ ∗ ∗ Ψ77 0 0 Ψ710
∗ ∗ ∗ ∗ ∗ ∗ ∗ Ψ88 0 Ψ810
∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ Ψ99 Ψ910
∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ Ψ1010]

 
 
 
 
 
 
 
 
 

< 0                         (57) 395 

where 396 
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Ψ11 = (𝐴 + 𝐵𝐾)𝑇�̃�(𝐴 + 𝐵𝐾) + (𝑊 + 𝐺𝐾)𝑇�̃�(𝑊 + 𝐺𝐾) + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇(�̅� + �̅�𝐾) + 𝛼�̃� − �̃�397 

+ 𝐶𝑇𝐶 + 𝛾1
2휃2𝐼𝑛 398 

Ψ12 = (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑒 + (𝑊 + 𝐺𝐾)𝑇�̃�𝐺𝑒 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅�𝑒 + 𝐶
𝑇𝐷𝑓𝐽2 399 

Ψ22 = 𝐵𝑒
𝑇�̃�𝐵𝑒 + 𝐺𝑒

𝑇�̃�𝐺𝑒 + �̅�𝑒
𝑇𝑇𝑇𝑃𝑇�̅�𝑒 − 𝑃 + 𝛼𝑃 + 𝐽2

𝑇 𝐷𝑓
𝑇𝐷𝑓𝐽2 400 

+𝛾2
2휃2𝐼�̅� 401 

Ψ33 = −𝛾𝑑2𝑓
2 𝐼𝑙𝑑2𝑓 402 

Ψ14 = (𝐴 + 𝐵𝐾)
𝑇�̃�𝐵𝑑 403 

Ψ24 = 𝐵𝑒
𝑇�̃�𝐵𝑑 404 

Ψ44 = 𝐵𝑑
𝑇�̃�𝐵𝑑 − 𝛾𝑑

2𝐼𝑙𝑑  405 

Ψ15 = (𝑊 + 𝐺𝐾)𝑇�̃�𝑀 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅� 406 

Ψ25 = 𝐺𝑒
𝑇�̃�𝑀 + �̅�𝑒

𝑇𝑇𝑇𝑃𝑇�̅� 407 

Ψ55 = 𝑀𝑇�̃�𝑀 + �̅�𝑇𝑇𝑇𝑃𝑇�̅� − 𝛾𝑑𝑝
2 𝐼𝑙𝑑𝑝 408 

Ψ16 = (𝐴 + 𝐵𝐾)𝑇�̃� 409 

Ψ26 = 𝐵𝑒
𝑇�̃� 410 

Ψ46 = 𝐵𝑑
𝑇�̃� 411 

Ψ66 = �̃� − 𝛾1
2𝐼𝑛 412 

Ψ77 = −𝛾2
2𝐼�̅� 413 

Ψ210 = �̅�𝑇𝑇𝑇𝑃 − 𝐶̅𝑇𝑌𝑇 414 

Ψ310 = �̅�𝑑2𝑓
𝑇 𝑇𝑇𝑃 415 

Ψ710 = 𝑇
𝑇𝑃 416 

Ψ810 = −𝐷𝑑
𝑇𝑌𝑇 417 

Ψ910 = −𝐷𝑑
𝑇𝐻𝑇𝑃 418 

Ψ88 = 𝐷𝑑
𝑇𝐷𝑑 − 𝛾𝑚1

2 𝐼𝑙𝑑𝑚 419 

Ψ99 = −𝛾𝑚2
2 𝐼𝑙𝑑𝑚  420 
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Ψ1010 = −𝑃 421 

Ψ18 = 𝐶
𝑇𝐷𝑑  422 

Ψ28 = 𝐽2
𝑇𝐷𝑓

𝑇𝐷𝑑 423 

𝑌 = 𝑃𝐿1, 𝛼 is a positive scalar that 0 < α ≤ 1. 𝛾𝑑2𝑓, 𝛾𝑑,𝛾𝑑𝑝 , 𝛾1, 𝛾2, 𝛾𝑚1, 𝛾𝑚2, are given robustness 424 

performance indices. Then we have 𝐿1 = 𝑃
−1𝑌. 425 

Proof. Lyapunov function candidate (33) can be chosen for error dynamic system (55). Then it can be 426 

noticed that  �̃�(�̃�𝑒(𝑘)) satisfies condition (28) in Lemma 1. 427 

Based on (33) and (56), we can calculate ∆�̃�(�̃�𝑒(𝑘)). Adding and subtracting −𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) −428 

𝛾𝑑2𝑓
2 𝑑2𝑓

𝑇 (𝑘)𝑑2𝑓(𝑘) − 𝛾𝑑𝑝
2 𝑑𝑝

𝑇(𝑘)𝑑𝑝(𝑘) − 𝛾1
2ΦT(𝑘)Φ(𝑘) − 𝛾2

2Φ̃𝑇(𝑘)Φ̃(𝑘) − 𝛾𝑚1
2 𝑑𝑚

𝑇 (𝑘)𝑑𝑚(𝑘) −429 

𝛾𝑚2
2 𝑑𝑚

𝑇 (𝑘 + 1)𝑑𝑚(𝑘 + 1) + 𝛼�̃�(�̃�𝑒(𝑘)) to ∆�̃�(�̃�𝑒(𝑘)) , where 𝛾1  and 𝛾2  are positive scalars, and 430 

using Lemma 2, one has 431 

∆�̃�(�̃�𝑒(𝑘))432 

≤ [𝑥𝑇(𝑘) 𝑒𝑇(𝑘) 𝑑2𝑓
𝑇 (𝑘) 𝑑𝑇(𝑘) 𝑑𝑝

𝑇(𝑘) 𝛷𝑇(𝑘) �̃�𝑇(𝑘) 𝑑𝑚
𝑇 (𝑘) 𝑑𝑚

𝑇 (𝑘 + 1)]𝛬

[
 
 
 
 
 
 
 
 
 

𝑥(𝑘)

𝑒(𝑘)

𝑑2𝑓(𝑘)

𝑑(𝑘)

𝑑𝑝(𝑘)

𝛷(𝑘)

Φ̃(𝑘)  
𝑑𝑚(𝑘)

𝑑𝑚(𝑘 + 1)]
 
 
 
 
 
 
 
 
 

 433 

+𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) + 𝛾𝑑2𝑓

2 𝑑2𝑓
𝑇 (𝑘)𝑑2𝑓(𝑘) + 𝛾𝑑𝑝

2 𝑑𝑝
𝑇(𝑘)𝑑𝑝(𝑘) + 𝛾𝑚1

2 𝑑𝑚
𝑇 (𝑘)𝑑𝑚(𝑘) + 𝛾𝑚2

2 𝑑𝑚
𝑇 (𝑘 +434 

1)𝑑𝑚(𝑘 + 1) − 𝛼�̃�(�̃�𝑒(𝑘))                 435 

 (58) 436 

where  437 
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Λ =

[
 
 
 
 
 
 
 
 
Λ11 Λ12 0 Λ14 Λ15 Λ16 0 0 0
∗ Λ22 Λ23 Λ24 Λ25 Λ26 Λ27 Λ28 Λ29
∗ ∗ Λ33 0 0 0 Λ37 Λ38 Λ39
∗ ∗ ∗ Λ44 0 Λ46 0 0 0
∗ ∗ ∗ ∗ Λ55 0 0 0 0
∗ ∗ ∗ ∗ ∗ Λ66 0 0 0
∗ ∗ ∗ ∗ ∗ ∗ Λ77 Λ78 Λ79
∗ ∗ ∗ ∗ ∗ ∗ ∗ Λ88 Λ89
∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ Λ99]

 
 
 
 
 
 
 
 

                                   (59) 438 

Λ11 = (𝐴 + 𝐵𝐾)
𝑇�̃�(𝐴 + 𝐵𝐾) + (𝑊 + 𝐺𝐾)𝑇�̃�(𝑊 + 𝐺𝐾) + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇(�̅� + �̅�𝐾) + 𝛼�̃� − �̃� 439 

+𝛾1
2휃2𝐼𝑛 440 

Λ12 = (𝐴 + 𝐵𝐾)
𝑇�̃�𝐵𝑒 + (𝑊 + 𝐺𝐾)𝑇�̃�𝐺𝑒 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅�𝑒 441 

Λ22 = 𝐵𝑒
𝑇�̃�𝐵𝑒 + 𝐺𝑒

𝑇�̃�𝐺𝑒 + 𝑅
𝑇𝑃𝑅 + �̅�𝑒

𝑇𝑇𝑇𝑃𝑇�̅�𝑒 − 𝑃 + 𝛼𝑃 + 𝛾2
2휃2𝐼�̅� 442 

Λ23 = 𝑅𝑇𝑃𝑇�̅�𝑑2𝑓 443 

Λ33 = �̅�𝑑2𝑓
𝑇 𝑇𝑇𝑃𝑇�̅�𝑑2𝑓 − 𝛾𝑑2𝑓

2 𝐼𝑙𝑑2𝑓 444 

Λ14 = (𝐴 + 𝐵𝐾)𝑇�̃�𝐵𝑑 445 

Λ24 = 𝐵𝑒
𝑇�̃�𝐵𝑑 446 

Λ44 = 𝐵𝑑
𝑇�̃�𝐵𝑑 − 𝛾𝑑

2𝐼𝑙𝑑 447 

Λ15 = (𝑊 + 𝐺𝐾)𝑇�̃�𝑀 + (�̅� + �̅�𝐾)𝑇𝑇𝑇𝑃𝑇�̅� 448 

Λ25 = �̅�𝑒
𝑇𝑇𝑇𝑃𝑇�̅� + 𝐺𝑒

𝑇�̃�𝑀 449 

Λ55 = 𝑀
𝑇�̃�𝑀 + �̅�𝑇𝑇𝑇𝑃𝑇�̅� − 𝛾𝑑𝑝

2 𝐼𝑙𝑑𝑝 450 

Λ16 = (𝐴 + 𝐵𝐾)
𝑇�̃� 451 

Λ26 = 𝐵𝑒
𝑇�̃� 452 

Λ46 = 𝐵𝑑
𝑇�̃� 453 

Λ66 = �̃� − 𝛾1
2𝐼𝑛 454 

Λ27 = �̅�
𝑇𝑇𝑇𝑃𝑇 − 𝐶̅𝑇𝑌𝑇𝑇 455 

Λ37 = �̅�𝑑2𝑓
𝑇 𝑇𝑇𝑃𝑇 456 

Λ77 = 𝑇𝑇𝑃𝑇 − 𝛾2
2𝐼�̅� 457 
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Λ28 = −𝑅𝑇𝑃𝐿1𝐷𝑑  458 

Λ29 = −𝑅
𝑇𝑃𝐻𝐷𝑑 459 

Λ38 = −�̅�𝑑2𝑓
𝑇 𝑇𝑇𝑌𝐷𝑑 460 

Λ39 = −�̅�𝑑2𝑓
𝑇 𝑇𝑇𝑃𝐻𝐷𝑑 461 

Λ78 = −𝑇
𝑇𝑌𝐷𝑑  462 

Λ79 = −𝑇𝑇𝑃𝐻𝐷𝑑 463 

Λ88 = 𝐷𝑑
𝑇𝐿1
𝑇𝑃𝐿1𝐷𝑑 − 𝛾𝑚1

2 𝐼𝑙𝑑𝑚  464 

Λ89 = 𝐷𝑑
𝑇𝐿1
𝑇𝑃𝐻𝐷𝑑 465 

Λ99 = 𝐷𝑑
𝑇𝐻𝑇𝑃𝐻𝐷𝑑 − 𝛾𝑚2

2 𝐼𝑙𝑑𝑚  466 

LMI (57) indicates 467 

[
 
 
 
 
 
 
 
 
 
 
Σ11 Σ12 0 Ψ14 Ψ15 Ψ16 0 0 0 0

∗ Σ22 0 𝐵𝑒
𝑇�̃�𝐵𝑑 Ψ25 Ψ26 0 0 0 Ψ210

∗ ∗ Ψ33 0 0 0 0 0 0 Ψ310
∗ ∗ ∗ Ψ44 0 Ψ46 0 0 0 0
∗ ∗ ∗ ∗ Ψ55 0 0 0 0 0
∗ ∗ ∗ ∗ ∗ Ψ66 0 0 0 0
∗ ∗ ∗ ∗ ∗ ∗ Ψ77 0 0 Ψ710
∗ ∗ ∗ ∗ ∗ ∗ ∗ Σ88 0 Ψ810
∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ Ψ99 Ψ910
∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ Ψ1010]

 
 
 
 
 
 
 
 
 
 

< 0                  (60) 468 

where 469 

Σ11 = Ψ11 − 𝐶
𝑇𝐶 470 

Σ11 = Ψ12 − 𝐶
𝑇𝐷𝑓𝐽2 471 

Σ22 = Ψ22 − 𝐽2
𝑇 𝐷𝑓

𝑇𝐷𝑓𝐽2 472 

Σ88 = Ψ88 − 𝐷𝑑
𝑇𝐷𝑑 473 

Pre-multiplying and post-multiplying the block 𝑑𝑖𝑎𝑔{𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝑃−1} on both sides of 474 

inequality (60), and according to Schur Lemma, inequality (60) is equivalent with   475 

Λ < 0                                                                (61) 476 
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leading to  477 

∆�̃� < 𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) + 𝛾𝑑2𝑓

2 𝑑2𝑓
𝑇 (𝑘)𝑑2𝑓(𝑘) + 𝛾𝑑𝑝

2 𝑑𝑝
𝑇(𝑘)𝑑𝑝(𝑘) + 𝛾𝑚1

2 𝑑𝑚
𝑇 (𝑘)𝑑𝑚(𝑘) + 𝛾𝑚2

2 𝑑𝑚
𝑇 (𝑘 +478 

1)𝑑𝑚(𝑘 + 1) − 𝛼�̃�(�̃�𝑒(𝑘))          479 

(62) 480 

As 𝑑(𝑘), 𝑑2𝑓(𝑘), 𝑑𝑝(𝑘), 𝑑𝑚(𝑘) are bounded, we can find a positive scalar 𝜇 such that 481 

𝛾𝑑
2𝑑𝑇(𝑘)𝑑(𝑘) + 𝛾𝑑2𝑓

2 𝑑2𝑓
𝑇 (𝑘)𝑑2𝑓(𝑘) + 𝛾𝑑𝑝

2 𝑑𝑝
𝑇(𝑘)𝑑𝑝(𝑘) + 𝛾𝑚1

2 𝑑𝑚
𝑇 (𝑘)𝑑𝑚(𝑘) ≤ 𝜇 482 

        (63) 483 

Then we have 484 

∆�̃�(�̃�𝑒(𝑘)) < 𝜇 − 𝛼�̃�(�̃�𝑒(𝑘))                                               (64) 485 

which indicate dynamic (56) is exponentially bounded in mean square. 486 

Then the robustness of (56) is to be discussed. Let 487 

           Γ = 𝔼{∑ [𝑦𝑐
𝑇(𝑘)𝑦𝑐(𝑘)

𝐾
𝑘=0 − 𝛾𝑑

2𝑑𝑇(𝑘)𝑑(𝑘) −𝛾𝑑2𝑓
2 𝑑2𝑓

𝑇 (𝑘)𝑑2𝑓(𝑘) − 𝛾𝑑𝑝
2 𝑑𝑝

𝑇(𝑘)𝑑𝑝(𝑘) 488 

−𝛾𝑚1
2 𝑑𝑚

𝑇 (𝑘)𝑑𝑚(𝑘)]}                                 (65) 489 

Then adding and subtracting 𝔼(∑ ∆�̃�𝐾
𝑘=0 ) to Γ, we can calculate 490 

𝑦𝑐(𝑘) = 𝐶𝑥(𝑘) + 𝐷𝑑𝑑𝑚(𝑘) + 𝐷𝑓𝐽2𝑒(𝑘) 491 

Γ = 𝔼{∑ [𝑥𝑇(𝑘)𝐶𝑇𝐶𝑥(𝑘)
𝐾

𝑘=0
+ 𝑒𝑇(𝑘)𝐽2

𝑇 𝐷𝑓
𝑇𝐷𝑓𝐽2𝑒(𝑘) + 𝑑𝑚

𝑇 (𝑘)𝐷𝑑
𝑇𝐷𝑑𝑑𝑚(𝑘) + 2𝑥

𝑇(𝑘)𝐶𝑇𝐷𝑓𝐽2𝑒(𝑘)492 

+ 2𝑥𝑇(𝑘)𝐶𝑇𝐷𝑑𝑑𝑚(𝑘) + 2𝑒
𝑇(𝑘)𝐽2

𝑇𝐷𝑓
𝑇𝐷𝑑𝑑𝑚(𝑘) − 𝛾𝑑

2𝑑𝑇(𝑘)𝑑(𝑘)493 

− 𝛾𝑑2𝑓
2 𝑑2𝑓

𝑇 (𝑘)𝑑2𝑓(𝑘) − 𝛾𝑑𝑝
2 𝑑𝑝

𝑇(𝑘)𝑑𝑝(𝑘) − 𝛾𝑚1
2 𝑑𝑚

𝑇 (𝑘)𝑑𝑚(𝑘) + ∆�̃�]} − 𝔼 {∑ ∆�̃�
𝐾

𝑘=0
} 494 
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< 𝔼{∑ [𝑥𝑇(𝑘) 𝑒𝑇(𝑘) 𝑑2𝑓
𝑇 (𝑘) 𝑑𝑇(𝑘) 𝑑𝑝

𝑇(𝑘) 𝛷𝑇(𝑘) �̃�𝑇(𝑘) 𝑑𝑚
𝑇 (𝑘) 𝑑𝑚

𝑇 (𝑘 + 1)]
𝐾

𝑘=0
Ω

[
 
 
 
 
 
 
 
 
 

𝑥(𝑘)

𝑒(𝑘)

𝑑2𝑓(𝑘)

𝑑(𝑘)

𝑑𝑝(𝑘)

𝛷(𝑘)

Φ̃(𝑘)  
𝑑𝑚(𝑘)

𝑑𝑚(𝑘 + 1)]
 
 
 
 
 
 
 
 
 

 495 

−𝔼(∑ ∆�̃�𝐾
𝑘=0 )                                                                                                            (66)  496 

where 497 

Ω =

[
 
 
 
 
 
 
 
 
Ω11 Ω12 0 Λ14 Λ15 Λ16 0 Ω18 0
∗ Ω22 Λ23 Λ24 Λ25 Λ26 Λ27 Ω28 Λ29
∗ ∗ Λ33 0 0 0 Λ37 Λ38 Λ39
∗ ∗ ∗ Λ44 0 Λ46 0 0 0
∗ ∗ ∗ ∗ Λ55 0 0 0 0
∗ ∗ ∗ ∗ ∗ Λ66 0 0 0
∗ ∗ ∗ ∗ ∗ ∗ Λ77 Λ78 Λ79
∗ ∗ ∗ ∗ ∗ ∗ ∗ Ω88 0
∗ ∗ ∗ ∗ ∗ ∗ ∗ ∗ Λ99]

 
 
 
 
 
 
 
 

     498 

Ω11 = Λ11 − 𝛼�̃� + 𝐶
𝑇𝐶 499 

Ω12 = Λ12 + 𝐶
𝑇𝐷𝑓𝐽2 500 

Ω22 = Λ22 − 𝛼𝑃 + 𝐽2
𝑇 𝐷𝑓

𝑇𝐷𝑓𝐽2 501 

Ω18 = 𝐶𝑇𝐷𝑑 502 

Ω28 = Λ28 + 𝐽2
𝑇𝐷𝑓𝐷𝑑 503 

Ω88 = Λ88 + 𝐷𝑑
𝑇𝐷𝑑 504 

It can be noticed that under zero condition 505 

𝔼(∑ ∆�̃�𝐾
𝑘=0 ) = 𝔼(�̃�) > 0                                                         (67) 506 

Pre-multiplying and post-multiplying the block 𝑑𝑖𝑎𝑔{𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝐼, 𝑃−1} on both sides of 507 

inequality (57), and using Schur Lemma, we have 508 

Ω < 0                                                                  (68) 509 
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which means 510 

  𝔼(|𝑦𝑐|2
2) ≤ 𝔼(𝛾𝑑

2|𝑑|2
2) + 𝔼(𝛾𝑑2𝑓

2 |𝑑2𝑓|2
2
) + 𝔼(𝛾𝑑𝑝

2 |𝑑𝑝|2
2
)                           (69) 511 

Therefore, we can prove Theorem 2. 512 

Now the Algorithm of integrated fault tolerant control can be given as follows: 513 

Algorithm 2.  514 

 515 

 516 

4. Simulation  517 

This section introduces two case studies on an Electromechanical servosystem and a flight control 518 

plant to validate the effectiveness of the designed resilient control technique. 519 

4.1． Electromechanical servosystem 520 
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An electromechanical servosystem is identified by a discrete-time model in the following form 521 

[29]: 522 

{
𝑥(𝑘 + 1) = 𝐴𝑥(𝑘) + 𝐵𝑢(𝑘)

𝑦(𝑘) = 𝐶𝑥(𝑘)
                                            (70) 523 

where 𝑥(𝑘) = [𝑥1
𝑇(𝑘) 𝑥2

𝑇(𝑘)]𝑇, 𝑥1(𝑘) represents the load angular position, 𝑥2(𝑘) denotes the shaft 524 

speed, 𝑢(𝑘) stands for the input voltage. The sampling time is 0.1s, and the system coefficients are 525 

given as 526 

𝐴 = [
0.0468 0.1564
0.2083 0.8154

] , 𝐵 = [
39.2076
11.5299

], 𝐶 = [
1 0
0 1

]. 527 

Considering the influence of faults, unknown uncertainties, and Brownian motions, the system 528 

can be described by stochastic discrete-time model (1). The unknown inputs are random signals taking 529 

value from −0.1 to 0.1, and the coefficient is  𝐵𝑑 = [
0.3 0.1 −0.05
−0.2 0.3 −0.15

], where 𝐵𝑑1 = [
0.3
−0.2

] and 530 

𝐵𝑑2 = [
0.1 −0.05
0.3 −0.15

]. The uncertainties in stochastic item 𝑑𝑝 is random noises from −0.01 to 0.01.  531 

The fault under concern is 20% loss of actuation effectiveness from 20 second to 30 second. Hence, 532 

𝐵𝑓 = 𝐵, 𝐷𝑓 = [
0
0
]. 533 

The stochastic distribution coefficients are supposed as 𝑊 = 0.05𝐴 , 𝐺 = 0.1𝐵 , 𝐺𝑓 = 0.1𝐵𝑓 534 

and 𝑀 = [
0.02
0.01

]. 535 

According to Algorithm 1, we can observer gains 𝐻 = [
0.6923 −0.4615
−0.4615 0.3007

0 0
] , 𝑇 =536 

[
0.3007 0.4615 0
0.4615 0.6923 0
0 0 1

]. The eigenvalue of system matrices 𝐴 and 𝐺 are already inside the unit circle, 537 

therefore, we select the control gain 𝐾 = [0 0]. Choose 𝑟𝑑 = 50, 𝑟𝑑2𝑓 = 500, 𝑟𝑑𝑝 = 5, 𝑎 = 0.1, the 538 

observer gain  𝐿1 can be solved from (31) as  539 



29 

 

L1 = [
0.4479 1.1056
0.6662 1.6622
0.0192 0.0392

] 540 

Then we can calculate gain matrices 𝐿2 and 𝑅 from (8) and (10), respectively. Moreover, 𝐿 =541 

𝐿1 + 𝐿2. Controller gain 𝐾𝑓 can be obtained from (21) as 𝐾𝑓 = −1. 542 

The fault reconstruction and resilient control technique can be then implemented to the 543 

electromechanical servosystem. Euler-Maruyama method [31] is employed to simulate the standard 544 

Brownian motions (with 5 Brownian paths), simultaneous estimations of the 5-path states and fault can 545 

be obtained. The means of the 5 paths are compared with the original signals to show the results in Fig. 546 

1-3. The comparisons of the outputs under three scenarios, which is fault-free, faulty with fault tolerant 547 

control, and faulty without fault tolerant control, are shown in Fig. 4-5.  548 

 549 

Fig. 1. Load angular positionand its estimation 550 
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 551 

Fig. 2. Shaft speed and its estimation 552 

 553 

Fig. 3. Actuator fault and its estimation 554 
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 555 

Fig. 4. 𝑦1(𝑘) in different scenarios 556 

 557 

Fig. 5.  𝑦2(𝑘) in different scenarios 558 

It is noticed that we can obtain the estimations system state and fault with satisfactory accuracy, 559 

and the unknown inputs can be reduced successfully.  Furthermore, the actuator fault makes the system 560 

output have bias with fault-free case, however, the designed fault tolerant control technique can 561 

compensate the influence of faults successfully. Therefore, this case study illustrates the effectiveness 562 

of the presented fault tolerant technique. 563 

4.2. Flight control system 564 

Now, it is time to implement the developed resilient control technique for a Lipschitz nonlinear 565 

system. Considering a simplified longitudinal flight control system subjected to unknown inputs, faults, 566 
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Brownian motions can be represented by system (51). The system state is 𝑥(𝑘) =567 

[휂𝑦(𝑘) 𝜔𝑧(𝑘) 𝛿𝑧(𝑘)]𝑇, where  휂𝑦 is normal velocity, 𝜔𝑧 is pitch rate, and 𝛿𝑧 is pitch angle. The 568 

initial condition 𝑥0 = [1 0.5 2]𝑇 . 𝑢(𝑘)  is elevator control signal ， Φ(𝑥(𝑘), 𝑢(𝑘)) =569 

[0 0.01 sin(𝑥3(𝑘)) 0]
𝑇
. The system matrix can be found in [9,30], that is  570 

𝐴 = [
0.9944 −0.1203 −0.4302
0.0017 0.9902 −0.0747
0 0.8187 0

] 571 

𝐵 = [
0.4252
−0.0082
0.1813

] , 𝐶 = [
1 0 0
0 1 0
0 0 1

] 572 

The unknown input disturbances in deterministic item 𝑑=[𝑑1 𝑑2 𝑑3]
𝑇  are random noises 573 

taking values from −0.1 to 0.1, where 𝑑1 can be decoupled and 𝑑2, 𝑑3 cannot. The uncertainties in 574 

stochastic item are random noises from −0.01  to 0.01 . Measurement noise 𝑑𝑚 =575 

[𝑑𝑚1 𝑑𝑚2 𝑑𝑚3]
𝑇  are random noises taking values from  −0.1  to 0.1 . The coefficients of 576 

uncertainties are given as follows: 577 

𝐵𝑑1 = [
0.1
0.1
0.01

], 𝐵𝑑2 = [
0.1 −0.15
−0.2 0.3
0.08 −0.12

], 𝑀 = [
0.01
0.05
−0.04

], 𝐷𝑑 = [
0.1 0.1 0.2
0 −0.3 0
0.1 0 −0.2

]. 578 

The actuator fault under consideration 𝑓𝑎 = −2 + 0.2 sin(0.2𝑇𝑠) from 40s to 60s, and the sensor 579 

fault is 𝑓𝑠 = −3 from 70s to 100s, which exists in the third sensor. In this case, 𝐵𝑓𝑎 = 𝐵 and 𝐷𝑓𝑠 =580 

[0 0 1]𝑇.  581 

Consequently, the fault vector considered is 𝑓 = [𝑓𝑎 𝑓𝑠]
𝑇  with 𝐵𝑓 = [𝐵𝑓𝑎 0

3×1
]  and 𝐷𝑓 =582 

[03×1 𝐷𝑓𝑠]. The stochastic distribution coefficients are supposed as 𝑊 = 0.01𝐴, 𝐺 = 0.1𝐵, 𝐺𝑓 =583 

0.1𝐵𝑓. 584 

According to Algorithm 2, we can solve the observer gains 585 
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𝐻 =

[
 
 
 
 
0.4975 0.4975  0.0498
0.4975 0.4975 0.0498
0.0498 0.0498 0.0050
0 0 0
0 0 0 ]

 
 
 
 

, 586 

𝑇 =

[
 
 
 
 
0.5025 −0.4975 −0.0498 0 −0.0498
 −0.4975 0.5025 −0.0498 0 −0.0498
−0.0498 −0.0498 0.9950 0 −0.0050

0 0 0 1 0
0 0 0 0 1 ]

 
 
 
 

. 587 

The control gain is chosen as  𝐾 = [−2.608 −4.0433 −1.4276] to assign the eigenvalues of  588 

𝐴 + 𝐵𝐾  to be {−0.9, 0.75, 0.8}  and the eigenvalues of 𝑊 + 𝐺𝐾  to be  589 

{−0.1276, 0.0055, 0.0085}. Then, choose 𝑟𝑑 = 100, 𝑟𝑑2𝑓 = 200, 𝑟𝑑𝑝 = 50, 𝑎 = 0.01, 𝑟1 = 50, 590 

𝑟2 = 100, 𝑟𝑚1 = 20, 𝑟𝑚2 = 50, the observer gain  𝐿1 can be solved from (57) as  591 

𝐿1 =

[
 
 
 
 
0.7091 −0.4087  0.0200
 −0.6613  0.3655 −0.0496
−0.3911 0.2593 −0.0943
0.3963 −0.2925 0.0484
−0.0863 0.1725  0.3908 ]

 
 
 
 

 592 

Then we can calculate gain matrices  𝐿2 and 𝑅 from (8) and (10), respectively. Moreover, 𝐿 = 𝐿1 + 𝐿2. 593 

Controller gain 𝐾𝑓 can be obtained from (21) as 𝐾𝑓 = [−1 0]. The reference of control input is given 594 

to be 𝑢𝑟(𝑘) = 2, then 𝑢(𝑘) = 𝑢𝑟(𝑘) + �̅��̂̅�(k), where �̅� = [𝐾 𝐾𝑓]. 595 

 The fault reconstruction and resilient control technique can be then implemented to the 596 

electromechanical servosystem. Euler-Maruyama method [31] is employed to simulate the standard 597 

Brownian motions (with 3 Brownian paths), simultaneous estimations of the 3-path states and fault can 598 

be obtained. The means of the 3 paths are compared with the original signals to show the results in Fig. 599 

6-10. The comparisons of the outputs under three scenarios, which is fault-free, faulty with fault tolerant 600 

control, and faulty without fault tolerant control, are shown in Fig. 11-13.  601 
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 602 

 603 

 Fig. 6. velocity 휂𝑦 and its estimation 604 

 605 

 606 

Fig. 7. Pitch rate 𝜔𝑧 and its estimation 607 
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 608 

 609 

Fig. 8. Pitch angle 𝛿𝑧 and its estimation 610 

 611 

Fig. 9. Actuator fault and its estimation 612 
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 613 

Fig. 10. Sensor fault and its estimation 614 

 615 

 616 

Fig. 11. 𝑦1(𝑘) in different scenarios 617 

 618 
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 619 

Fig. 12. 𝑦2(𝑘) in different scenarios 620 

 621 

 622 

Fig. 13.  𝑦3(𝑘) in different scenarios 623 

Figs. 6-10 illustrate that the presented fault reconstruction-based resilient control scheme can 624 

obtain robust estimates of both system state and faults. From Figs. 11-13, we can notice that actuator 625 

fault and sensor fault make the system outputs have differences from fault-free outputs. In this example, 626 

the faults have significant influences on the first and third outputs. The designed resilient control 627 

technique can reduce the influence of faults, providing reliable outputs even under faulty scenarios.  628 

Many systems have high nonlinearities, and fuzzy modelling is an effective technique to handle 629 

nonlinearities, see [32, 33]. Therefore, fault estimation and resilient control of Takagi-Sugeno fuzzy 630 

systems with general form of stochastic perturbation will be a topic of our further research. 631 

 632 
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5.  Conclusion 633 

A fault reconstruction-based resilient control strategy has been proposed for stochastic discrete-634 

time linear systems and Lipschitz nonlinear systems in this paper. The system under investigation is 635 

subjected to unknown inputs, faults, and Brownian perturbations. The unknown inputs under 636 

consideration cannot be fully decoupled, and the Brownian motions concerned exist in state, control, 637 

fault and uncertainties, simultaneously. The investigation of this type of system is challenging but 638 

generally exist in real industrial field. Several advanced techniques, including augmented approach, 639 

unknown input observer, optimization algorithms, observer-based control, and signal compensation, 640 

have been integrated. Implementing the presented reconstruction and resilient control technique, the 641 

system state and fault can be estimated satisfactorily, and the influences of faults have been mitigated 642 

successfully. Therefore, the reliability and safety of stochastic discrete-time systems can be enhanced. 643 
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