Chapter 11
Private information and media freedom
1
Introduction1
The recent creation of a tort of invasion of privacy aimed at the protection of personal information against media intrusion has filled one of the most serious lacunae in English law. Described by the Law Commission as ‘a glaring inadequacy’,2 and condemned by the Court of Appeal,3 dicta in a pre-HRA decision of the House of Lords4 remarked upon ‘. . . the continuing, widespread concern at the apparent failure of the law’ in this area.5 That failure has now been remedied under this largely HRA-driven legal development although, as the House of Lords stated in Wainwright v Home Office,6 there is no general, comprehensive tort of invasion of privacy.

The developments discussed below are driving forward a respect for the privacy of personal information still not fully evident in the publishing of a number of media bodies, especially the tabloid press. The misuse of private information by private individuals in other contexts, such as in relation to ‘cyberbullying
’ or ‘revenge porn,’
 is considered elsewhere in this book.
 The acquisition and use of personal information by state agents, with the purpose of preventing or detecting crime or protecting national security, is considered in Chapter 10. While Chapter 10 considers the laws relating to interception of communications and surveillance aimed at the regulation of investigative techniques by state agents, it must be remembered that they can also be used against intrusive methods employed by the media to gather information.7 
The tort of misuse of personal information could of course be used against the broadcast media or against a private individual who discloses personal information non-consensually, but the press is by far the worst offender in terms of acquiring and publishing personal information. This chapter gives approval to the development of the tort but in doing so the danger to press freedom must not be over-looked. Thus the operation of the tort must be balanced by protection for speech, so as to allow the publication of matters of genuine public interest. 
Warren and Brandeis’ verdict in the nineteenth century, ‘The Press is overstepping in every direction the obvious bounds of propriety and decency . . . [inflicting] through invasions of privacy . . . mental pain and distress far greater than could be inflicted by mere bodily injury’,9 is still alarmingly true today, over 100 years later. Anyone familiar with the output of our print media will be wearily aware of its penchant for publishing what one journalist has described as ‘toe-curlingly intimate details’ about the sex lives not only of celebrities, but of ‘quite obscure people’.10 Intrusive prurience is not the only complaint: Victim Support has detailed a large number of case histories in which ordinary victims of crime and their families had had their suffering markedly exacerbated by intrusive and insensitive publications in local and national newspapers describing their plight in quite needless detail, causing in some cases diagnosable psychiatric harm, making others feel forced to move from the area where the crime had been committed; causing all intense emotional distress.11 In contrast to the position in virtually every Western democracy, such injuries had until fairly recently no remedy in a privacy law in this country: a toothless Press Complaints Commission could only request the offending newspaper to print its adjudication on the matter.12 It is frequently remarked of countries which have a privacy law, such as France and Germany, that their media does not exhibit the ‘gutter’ quality associated with the UK tabloid press.13 In our cut-throat media market, the tendency of debased and lurid ‘news’ coverage in one newspaper to drive down the standards in another is very marked. Within this pervasive ‘gutter’ culture, which will influence the choices of readers, a newspaper which is unwilling to debase its standards may not survive, detracting from the diversity of opinion one would expect of a free press.

While the notion of respect for individual privacy could be said to be a clear underlying common law value,14 it failed pre-HRA to find full expression in law, perhaps because intermittent governmental interest in the latter half of the twentieth century in statutory protection for privacy distracted the courts with the chimera of possible legislative action.15 Quite clearly, however, no government in the past grasped this nettle, out of a fear of press hostility.16
The Human Rights Act 1998 (HRA), however, introduced Art 8 of the European Convention on Human Rights into UK law, providing for a right to respect for private life.17 Under the HRA, if a statute concerning privacy is applicable in a given situation, the issue of indirect horizontal effect is not significant. Most public authorities and a number of private bodies engage in the processing of personal information. They are therefore subject to the provisions of the Data Protection Act (DPA) 199883 and any other relevant statute creating reporting restrictions to protect privacy, and such statutes must be interpreted compatibly with the Convention rights under s 3 of the HRA, whether or not both parties concerned are private bodies.84 In ensuring that such statutes are interpreted compatibly with the Convention, it is clear that Art 8 is of particular relevance. In determining whether information is to count as private, Art 8 must now be viewed as the source of interpretation under ss 3 and 2 HRA. That is clearly the case in respect of all statutory provisions which mention or could relate to personal information, including the DPA 1998. By virtue of ss 2 and 6 of the HRA, it is also the case in relation to the common law.

But Art 8 is not directly justiciable against the press or other private bodies; its reception into UK law under the HRA nevertheless provided an impetus for the notion of respect for privacy finally to find expression through the common law. Inevitably, tension has been generated by this development into an area – press freedom – which previously was largely unregulated, being governed partly by media codes of practice and partly by relatively narrow (albeit expanding) common law doctrines.

This chapter will concentrate on the development of a common law privacy remedy. The implications of this development of protection for privacy for freedom of expression will be considered. The developments discussed below, under the Communications Act 2003 and the DPA, were influenced by Art 8, but the work in developing the privacy rights was done initially by Parliament and then by the Regulator in both cases – the Data Protection Registrar and Ofcom (the broadcast regulator). The difficult area, and the one which has seen the most dynamic and dramatic development, was the transformation of the doctrine of confidence into a privacy law, under the impetus of the HRA.

The chapter begins by examining basic principles of protection for private information under the HRA and Art 8 ECHR (section 2). It then considers protection for privacy under media regulation (section 3); it moves on to look at selected specific reporting restrictions under statute and, in relation to children, under the jurisdiction of the court (section 4). The main part of this chapter examines in section 5 the transformation of the doctrine of confidence into a privacy tort. The chapter then moves on to consider the over-lapping and further protection for personal information offered by the DPA in section 6. Remedies for privacy invasion are considered in the penultimate section. 

2
Strasbourg jurisprudence on protection for personal information: basic principles
As Chapter 2 explained, Art 8(1) provides a ‘right to respect for private and family life, the home and correspondence’ which is qualified under para (2).20 There is a substantial Strasbourg jurisprudence on the data protection obligations of public authorities. It is clear that the actions of such bodies in the gathering, storing and use of information relating to private or family life, including photographs,21 engages Art 8.22 Certain categories of material, such as those relating to health23 or sexual orientation or activity24 are regarded as ‘particularly sensitive or intimate’,25 requiring especially compelling grounds to justify interference. As Chapter 10 indicated, surreptitious methods of obtaining information, such as telephone tapping, are seen potentially as particularly serious breaches of Art 8 at Strasbourg.26 The collection of personal information by private bodies, including, in particular, the press, sometimes using surreptitious means, and its publication, is in reality only one, often highly objectionable, manifestation of data collection and processing. 

The simple transposition of Convention obligations upon public authorities onto private agents cannot be assumed in all instances covered by Art 8. But the Court found over 30 years ago31 that Art 8 obligations may require the adoption of measures even in the sphere of relations between individuals. Strasbourg originally approached the notion of an obligation to intervene between private parties with a caution related to the significance which the margin of appreciation doctrine has had in this context. The essence of the doctrine,33 as Chapter 2 explained, is that in assessing compliance with the Convention, the Court will afford states a certain latitude, principally in deciding what kinds of interferences with Convention rights are necessary. Three principal factors influence Strasbourg in conceding a particularly wide margin of appreciation: first, where a complainant seeks to lay a positive obligation on the state; second, where the harm complained of flows from the action of a private party, rather than the state itself, so that the so-called ‘horizontal effect’ of the Convention is in issue; third, where there is a potential conflict with another Convention right. Clearly, these factors may arise independently of each other. Or they may, as in the context under discussion, arise contiguously, thereby demanding that an especially wide margin should be allowed. In a number of the earlier private life decisions all three were present,34 which may explain the somewhat unsatisfactory and misleading nature of some of those judgments.

Prior to the decision in Von Hannover, discussed below, Strasbourg had been prepared to extend the notion of private space beyond obvious places such as the home; as Harris, O’Boyle and Warbrick put it: ‘it is not enough just for the individual to be himself: he must be able to a substantial degree to keep to himself what he is and what he does . . . the idea of private space need not be confined to those areas where the person has some exclusive rights of occupancy’.54 In this respect, the Strasbourg approach had been developing for some time in a direction which went beyond the pre-HRA UK common law approach. When the case of Von Hannover v Germany59 was decided, making it clear that Art 8 does require that there should be a remedy for invasions of privacy by private parties, it was already apparent that this was the course that Strasbourg was preparing to take.60 A significant decision pre-dating Von Hannover, and arguably highly indicative of the Court’s eventual stance in that case, was Peck v United Kingdom.61 Peck was a case about the obligations of public authorities, but it made it clear that media intrusion into privacy can lead to a breach of Art 8. The applicant had been captured on Council CCTV cameras, wandering through the street carrying a knife, immediately after he had attempted to commit suicide by cutting his wrists. This footage was passed by the local authority on to a news broadcast and a popular television programme, Crime Beat, both of which showed extracts from the CCTV footage, from which the applicant was recognisable, to an audience of hundreds of thousands.

The Court said that the relevant moment was viewed to an extent which far exceeded any exposure to a passer-by or to security observation and to a degree surpassing that which the applicant could possibly have foreseen. Therefore the Court found that the disclosure by the Council of the relevant footage constituted a serious interference with the applicant’s right to respect for his private life.62 In terms of the proportionality of the interference, the Court accepted that the state has a strong interest in detecting and preventing crime and that the CCTV system plays an important role in furthering that interest. But the Court noted that the Council had other options available to it to allow it to achieve the same objectives. It could have identified the applicant through inquiries with the police and thereby obtained his consent prior to disclosure. Alternatively, the Council could have masked the relevant images itself, thereby concealing his identity. It was concluded that the disclosure constituted a disproportionate interference with his private life and therefore had created a violation of Art 8 of the Convention. The Court also found – as discussed further below – that the applicant had no effective remedy in relation to the violation of his right to respect for his private life. Therefore the Court also found a breach of Art 13.

Von Hannover v Germany64 finally made it clear that had the filming of Peck been undertaken by a private media body which had then published the information, a breach of Art 8 would have arisen if Peck had been unable to obtain a domestic remedy. Von Hannover made it clear that Art 8 rights are applicable in the private sphere and there is a positive obligation on the state to provide a remedy in national law for privacy-invasion by private media bodies. The case represented the culmination of a long legal fight by Princess Caroline of Monaco in the German courts to stop pictures of herself and her children, obtained by paparazzi without consent, appearing in various newspapers and magazines across Europe. The pictures were of the Princess engaged in various everyday acts: shopping, horse-riding, at a beach club, or a restaurant. The German courts had afforded her a privacy remedy in relation to the more intrusive photographs she had complained of. The approach taken was that one may still be entitled to respect for privacy in semi-public places if, as the German Supreme court put it, it is clear by reference to ‘objective criteria’ that one wishes to ‘left alone’ so that one can, ‘relying on the fact of seclusion, act in a way that [one] would not have done . . . in public’.
 The Strasbourg Court found, unanimously, that the failure of the German courts to provide her with a remedy in relation to a number of the unconsented-to paparazzi pictures amounted to a breach of Art 8:

‘The Court reiterates that although the object of Art 8 is essentially that of protecting the individual against arbitrary interference by the public authorities, [but] there may be positive obligations inherent in an effective respect for private or family life. These obligations may involve the adoption of measures designed to secure respect for private life even in the sphere of the relations of individuals between themselves.’66

The Court found in relation to the specific facts of the case:

‘In the present case there is no doubt that the publication by various German magazines of photos of the applicant in her daily life either on her own or with other people falls within the scope of her private life.’67
This finding suggests that the Court equated the idea of ‘daily life’ with that of ‘private life’. This was made clear in the following passage: ‘the photos of the applicant in the various German magazines show her in scenes from her daily life, thus engaged in activities of a purely private nature such as practising sport, out walking, leaving a restaurant or on holiday.68 These findings are discussed further below.69
In other words, although the photographs were taken in places that could be viewed as ‘public’ in the sense of open or semi-open to the public, the activities captured on film acquired a private quality since they self-evidently related to every-day life activities with no ‘public life’ dimension. The Princess was obviously not acting in her public capacity at the times in question – as when taking part in a ceremonious occasion. She was not engaging in activity of a more borderline private/public nature such as, for example, visiting war graves or paying homage to local monuments or dignitaries while visiting a city informally. The Court stated that it had previously ‘had regard to whether the photographs related to private or public matters’. It had also found that there is ‘a zone of interaction of a person with others, even in a public context, which may fall within the scope of ‘private life’.70 These findings could be taken to suggest that the place in which activities occur is of secondary importance to the nature of the activities. In other words, while activities occurring in obviously private places such as the home are normally – not always – to be viewed as private activities by virtue of that fact, the converse is not the case.

It would not appear to comport readily with the values Art 8 is seeking to protect to impose an obligation on celebrities to confine activities such as dining to private places in order to avoid paparazzi attention. This may be inferred from the finding at Strasbourg that Art 8 is ‘primarily intended to ensure the development, without outside interference, of the personality of each individual in his relations with other human beings.’72 The question of affording a remedy now turns on a changing cultural understanding of privacy and not on a simplistic distinction between places, based on physicality. Persons in the Princess’s position will constantly attract attention purely by virtue of their position, so there are strong reasons for differentiating between the positions of celebrities and non-celebrities under Art 8 in order to recognise the risk to which the one is exposed while the other is not. In common parlance, being photographed and followed while engaging in daily life activities is an invasion of privacy. So is being photographed when engaging in an activity of great personal significance in public. It is not evident, it is argued, that the unwelcome feelings generated in each instance – of outrage, humiliation, resentment of intrusion and so on – are conceptually distinct from each other.

The trend in the Strasbourg jurisprudence has been incrementally to discard the simplistic public/private space dichotomy in favour of focusing on the public/private nature of activities. If the activity is one that could readily occur in a public or a private place, and it is one which is self-evidently within the daily life sphere as opposed to the formal one, the case for Art 8 engagement that the Court clearly accepted in Von Hannover is a strong one. To fail to recognise this is to fail to understand the harm caused to personal everyday life choices if they must be made under threat of surveillance. The Court took account of the reality of celebrity life in which constant surveillance by paparazzi amounts to harassment and even persecution:

‘[The Princess] alleged that as soon as she left her house she was constantly hounded by paparazzi who followed her every daily movement, be it crossing the road, fetching her children from school, doing her shopping, out walking, practising sport or going on holiday . . . The context in which these photos were taken – without the applicant’s knowledge or consent – and the harassment endured by many public figures in their daily lives cannot be fully disregarded.’ 78
But the concluding words of this statement make it clear that the Court is not basing its judgment mainly on the element of harassment that was present, although that element was taken into account. The judgment makes it clear that every-day activities of a personal nature can find Art 8 protection from press intrusion regardless of the place in which they occur and without the need to demonstrate that an especially intimate act was occurring. It was indicated in Sciacca v Italy80 that there is no need for press harassment in order to bring reporting of daily life details within the scope of Art 8; the Strasbourg Court applied Von Hannover to a case that was not one of press harassment, and cited the jurisprudence of Von Hannover in general terms.81
This approach adopts quite an expansive approach to the notion of ‘private life’ which has not been fully adopted domestically, as discussed below. However, the Strasbourg Court and the domestic courts, as discussed in Section 5 below, have developed a means of balancing Arts 8 and 10 against each other which, it will be argued below, has led to an undermining of that expansive approach in relation to celebrities since it has recently been found, contrary to this first Von Hannover decision, that they have a reduced expectation of privacy.
  Section 5 references the above jurisprudence but focuses especially on the more recent Strasbourg jurisprudence which has influenced recent developments in the tort of misuse of private information.
3
Broadcasting regulation and press self-regulation

Introduction

Successive governments have considered that the press should regulate itself as regards protection of privacy rather than seeking to impose reliance on a statute-based regulatory model – the Ofcom model. Self-discipline has been preferred to such a model in order to preserve press freedom. In contrast, as Chapter 6 indicated, broadcasting privacy regulation has a statutory basis and the broadcast regulator, Ofcom is government-appointed. The model used for broadcasting diverges in a number of respects from the previous and current press self-regulatory scheme.

Certain especially sensitive information is covered by these regulatory models, but is also the subject of specific reporting restrictions, discussed in Section 4 below. In some instances, these were adopted once it was clear that self-regulation could not be trusted to ensure that some newspapers would behave responsibly.116 The media are also subject to the DPA 1998 in respect of their processing of personal information, although, as explained below, the Act does not provide a full protection against intrusion on privacy by the media.

There is an obvious tension between press self-regulation, broadcasting regulation and the demands of Art 8 of the Convention, introduced into UK law by the HRA, since current regulation does not provide an effective remedy for breaches of Art 8. As discussed below, the Press Complaints Commission (PCC), replaced by a similar regime under the Independent Press Standards Organisation (IPSO) in 2014, and Ofcom (previously the Broadcasting Standards Commission (BSC)) have powers to adjudicate upon violation of their respective privacy codes. Their adjudications will be published by offending newspapers or broadcasters; IPSO and Ofcom can also fine offenders; this arguably constitutes some degree of ‘respect’ for private life.117 The requirement to broadcast Ofcom adjudications is statutory in the case of the independent broadcasters; it arises under its Agreement in the case of the BBC. Thus the Ofcom regime, which has powerful sanctions at its command, as detailed further in Chapter 7,118 tends to deter broadcasters from breaching Article 8, although it does not provide an effective remedy for breaches of Art 8 since it cannot provide compensation to victims of broadcast privacy violation. But the press has been subject to no similar constraints under the PCC; it remains to be seen, as discussed below, whether self-regulation by IPSO will lead to further restraint on press invasion of privacy.

When the European Commission on Human Rights considered the PCC in Spencer (Earl) v UK,119 it made no suggestion that its activities could satisfy the requirement of respect for private life. Rather, it pointedly remarked: ‘the PCC has no legal power to prevent publication of material, to enforce its rulings or to grant any legal remedy against the newspaper in favour of the victim’. Thus, it was reasonably clear that reliance on the PCC alone was inconsistent with the Convention principle that rights should be ‘practical and effective’, not ‘theoretical or illusory’.120 Peck v UK121 made it clear that media self-regulation cannot be considered an adequate way of protecting the guarantees under Art 8. In relation to the relevant regulation of the broadcast media, which are subject to a much tougher regulatory regime on privacy matters than the press, the Court found, as regards the provision of a remedy for breach of Art 8:

‘The Court finds that the lack of legal power of the Commissions to award damages to the applicant means that those bodies could not provide an effective remedy to him. It notes that the ITC’s power to impose a fine on the relevant television company does not amount to an award of damages to the applicant.’122
Thus, a fortiori, the PCC system (replaced at the end of 2014 by IPSO) could not be viewed as providing an effective remedy. The Ofcom regime, although it is more effective, does not appear to satisfy the demands of Art 8 either: no damages for the complainant are available and the sanctions only operate post-broadcast. This question is considered further below. So it is apparent that self-regulation of the press is not sufficient to protect privacy under the ECHR, but nor is broadcast regulation, although it is more effective. Further protection for privacy via civil liability, reflecting the demands of the HRA, has been relied on to obtain an effective remedy in ECHR terms, as discussed in Section 5.123 The self-regulatory regime for the press described below, therefore, has to an extent become increasingly marginalised by actions relying on common law privacy liability under the impetus of the HRA. The broadcasting regime is also influenced by the HRA, but less radically.

Press self-regulation

The Press Council

The Press Council was created in 1953 with a view to allowing the press to regulate itself. It issued guidelines on privacy and adjudicated on complaints. It could censure a newspaper and require its adjudication to be published. In practice, however, a number of deficiencies became apparent: the Council did not issue clear enough guidelines, its decisions were seen as inconsistent and in any event ineffective: it had no power to fine or to award an injunction.124 Moreover, it was seen as too lenient towards the press; it would not interfere if the disclosure in question could be said to be in the public interest, and what was meant by the public interest was uncertain. These problems led eventually to the formation of the Committee on Privacy and Related Matters chaired by Sir David Calcutt (hereafter ‘Calcutt 1’) in 1990127 which considered a number of measures, some relevant to actual publication and some to the means of gathering information. The Committee decided that improved self-regulation should be given one final chance and recommended the creation of the Press Complaints Commission, which was set up in 1991 to police a Code of Practice for the press.

The Press Complaints Commission

The Press Complaints Commission agreed a Code of Practice in 1990, which the newspapers accepted. The PCC Code was given added status in 2000 since it, and the Ofcom Broadcasting Code discussed below, are recognised in s 12(4)(b) of the HRA and in s 32(3)of the DPA.131 Section 12(4)(b) requires that when a court is considering a grant of relief that could affect the exercise of Art 10 rights it should, inter alia, have regard to ‘any relevant privacy code’. In this sense the HRA affords the code statutory recognition. The Commission could, until it was disbanded in 2014, receive and pronounce on complaints of violation of the Code and could demand an apology for inaccuracy, or that there should be an opportunity for reply.132 
After self-regulation by the Press Complaints Commission in accordance with the revised Code of Practice had been in place for a year, Sir David Calcutt (hereafter ‘Calcutt 2’) reviewed its success128 and determined that the Press Complaints Commission ‘does not hold the balance fairly between the press and the individual ..it is in essence a body set up by the industry, dominated by the industry’. The Leveson Inquiry, set up in 2011, was prompted by public revulsion about the hacking of the mobile phone of a murdered teenager, Milly Dowler. The PCC’s response to this scandal was entirely defective. In a Report, now withdrawn, it repeatedly excused the conduct of the News of the World.
 After the Guardian raised allegations (subsequently confirmed) of phone hacking by the News of the World, including allegations that the paper had misled the PCC, the PCC were quick to dismiss such suggestion and were critical of the ‘dramatic billing’ of the Guardian articles.

The Leveson report focused on ‘the culture, practices and ethics of the press’ in the context of the latter’s relationship with the public, the police and politicians. In particular it considered press regulation under the PCC, finding it deficient in various respects. The Leveson Inquiry produced proposals for a regulatory solution to the problem of press invasion of privacy, intended to replace the system under the Press Complaints Commission.
 Leveson did not propose that legislation should establish a body to regulate the press, finding that it should be up to the press to come forward with their own body to meet the criteria laid down.
 But in order to police press self-regulation more effectively, Lord Justice Leveson proposed in his Report that the new press self-regulator should receive official recognition in the form of the creation of a press recognition panel.
 
As a result of the Leveson Report the Press Recognition Panel was created.
 The Panel, set up by the Royal Charter on Self-regulation of the Press, differs in the scope of its powers from a statutory body, such as Ofcom, which has extensive legal powers, for example, to withdraw broadcasting licenses; the recognition body has no such special legal powers, although it does have the power to recognise an independent press regulator as an ‘approved regulator’ for the purpose of ss34(2),40(2) Crime and Courts Act 2013, which radically alters the nature of remedies available against publishers of news-related material in various court proceedings (s34(1),s40(1)); the remedies and costs regime under the Act is discussed further below.

The recognition criteria that provide the basis for approval of the regulator follow the Leveson proposals. Schedule 3 of the Royal Charter on Self-regulation of the Press 2013 sets out the substantive requirements, which include independent appointment of the Board, and Chair, by an appointment panel with no more than one member who is a current serving editor. The appointment of the Board of the self-regulatory body should be carried out in accordance with various criteria that are designed to ensure the board’s independence and industry-relevant expertise (Sched 3 para 5):

‘a) be nominated by a process which is fair and open; b) comprise a majority of people who are independent of the press; c) include a sufficient number of people with experience of the industry (throughout the United Kingdom) who may include former editors and senior or academic journalists; d) not include any serving editor…’
The code adopted, while remaining the responsibility of the regulator, must meet various criteria (Sched 3, para 8):
‘The Code must take into account…the rights of individuals. Specifically, it must cover standards of:

a) conduct, especially in relation to the treatment of other people in the process of obtaining material;
b) appropriate respect for privacy where there is no sufficient public interest justification for breach…’

The Charter emphasises that the self-regulatory body should provide guidance on the interpretation of the public interest that would justify what would otherwise amount to a breach of the Code. 
In response to Leveson, the PCC was disbanded in 2014, but sections of the press established the Independent Press Standards Organisation (IPSO), which is currently hearing privacy complaints. But IPSO does not satisfy the Leveson principles, and will not apply for recognition by the Press Recognition Panel, since it considers that the panel oversight represents an unacceptable encroachment on press freedom. The Independent Monitor of the Press (IMPRESS) has also been established, but without general acceptance from the press, and indeed as in effect a Leveson-compliant potential rival to IPSO. In contrast to IPSO, IMPRESS is clearly an attempt at self-regulation that meets the Leveson principles; however, at present it has very little press membership and lacks the support of any publishers, who have broadly rejected it in favour of IPSO.
 IMPRESS is likely to apply to the Press Recognition Panel to become an approved regulator in late 2015.

IPSO closely resembles the PCC; it has largely the same composition, relies on the PCC Code, and retains the support of publishers who were previously members of the PCC, although it has greater power to impose sanctions for breaches of the Code (see below). As discussed below, it is clear that the model of self-regulation under IPSO fails to meet the recognition criteria in the Charter and the Leveson proposals, and it does not accept the validity of the Royal Charter or the Press Recognition Panel. Thus in so far as the Leveson Inquiry revealed that gross invasions of privacy by the press were occurring, including phone-hacking, its attempt to curb such invasions in future has so far failed. Leveson appears to represent yet another failed attempt to curb the excesses of the British press. However, although the press in general obviously prefer IPSO’s self-regulation, they may find themselves faced with enhanced awards of compensation and costs in privacy cases if IMPRESS becomes an approved regulator in late 2015, as seems probable. Thus, pressure may be placed on the press to sign up to IMPRESS, something to which most newspapers are strongly opposed. Failure to join an approved regulator is expected to have, from 2016 onwards, potentially serious financial implications for the press due to the enhanced remedies and awards of costs available under the Crime and Courts Act 2013, discussed below. 
IPSO Code provisions

Clause 3(i) of the PCC Code, now being policed by IPSO, incorporates part of the wording of Art 8(1) into the Code; it provides: ‘Everyone is entitled to respect for his or her private or family life, home, health and correspondence,’ and that publications intruding into private life without consent must be justified. When Clause 3 was amended in 2004 it added ‘everyone is entitled to respect for his or her private…correspondence, including digital communications’. The Code makes special mention of hospitals and similar institutions in cl 8 and requires that the press must identify themselves and obtain permission before entering non-public areas of such institutions. Intrusion into grief and shock must be done with sympathy and discretion under cl 5.

Children receive special protection under cl 6: they must not be interviewed or photographed on subjects involving the welfare of the child or any other child in the absence of or without the consent of a parent or other adult who is responsible for the children. IPSO recently upheld a complaint under clause 3 in relation to pixelated photos of children which were nevertheless identifiable in the community in which the children’s families were resident.
 Children must not be approached or photographed at school without the permission of the school authorities.133 
In 1999, Tony Blair complained to the PCC regarding a news story about Kathryn, his daughter.133 The complaint was upheld. It was in fact the first complaint to be made under cl 6 regarding the privacy of the children of public figures at school. The PCC said: ‘if every story about the PM’s children which relates to their education is to be justified on the basis that he has made statements about education, then the Code provides no protection for his children or others in a similar position.’ But the PCC also said that the press should be free to report on matters relating to children of public figures if such stories revealed hypocrisy or had an impact on policy. It said further that the child should only be identified if that child alone had to be the centre of the story. IPSO has also recently upheld complaints concerning children. In A woman v Chester,
 a newspaper published a court report about the complainant’s partner’s conviction for charges relating to an incident in which the child’s safety had been placed at risk. The article included details from which the child could be identified, in particular the name of the complainant’s partner, his partial address, and his relationship to the child concerned.
 These details were contrary to a reporting restriction imposed by the court which was intended to shield the chid from publicity (see below). IPSO found that while newspapers had a right to report matters heard in open court, the existence of a reporting restriction must be taken into account. It found ‘that the complainant’s child had a reasonable expectation that this material – which related to a distressing incident that raised significant safety concerns – would not be published to the wider public.’

However, IPSO, like the PCC, has faced criticism for failing to have a role in relation to flagrant breaches of clause3(i) in relation to children.
 In July 2014, Conservative MP, Dr Sarah Wollaston complained to the PCC about the publication of an article by the Sun newspaper concerning her son.
 The story, which featured on the front page, described the child, who has a serious medical condition, as having a mark of the ‘devil’ on his torso. IPSO, which took over the complaint from the PCC, also failed to act, because the paper arrived at a private settlement with Dr Wollaston, who subsequently withdrew her complaint. As the campaign group Hacked Off observed at the time, this result is problematic if IPSO is to act to set press standards.
 IPSO did publish a resolution statement on its website, but this omitted reference to the Code and lauded the private settlement; furthermore, while the Sun did publish an apology it was not on the front page, was short and lacked genuine contrition (describing the paper as ‘proud of our record of standing up for children’). 
Clause 3(ii) of the IPSO Code provides that it is ‘unacceptable to take photographs of individuals in private places without their consent’. Private places are stated to be public or private property ‘where there is a reasonable expectation of privacy’. The taking of photographs in private places, persistent phoning, questioning, photographing or pursuit of individuals after being asked to desist, or failing to leave private property after being asked to do so (cl 4(ii)), harassment (cl 4(i)), and the use of listening devices or phone interception (cl 10), are also all proscribed. 

IPSO has largely continued the PCC’s lenient approach to the publication of photographs. An example is provided by the decision of Dalton v The Times Literary Supplement
 in which photos of the complainant’s daughter receiving her GCSE results, which had been published in a national newspaper (with consent) at the time, had been stored and reused two years later without consent in an article concerning sexism. IPSO found that consent for republication of photographs taken in a public place was unnecessary and that only where republication would gratuitously embarrass or humiliate an individual could the republication of such photos constitute a breach of Clause 3.

Further provisions of the Code reflect certain of the statutory reporting restrictions mentioned below, but go further than they do. Under cl 7, the press must not, even where the law does not prohibit it, identify children under 16 who are involved in cases concerning sexual offences, whether as victims or witnesses. Equally, cl 11 provides that the press must not identify victims of sexual assault unless they are free to do so by law and there is ‘adequate justification’.

But, very importantly, all the clauses of the Code mentioned here that relate to intrusion into private life, except cls 5 and 11, are subject to exceptions in the public interest; this is defined non-exhaustively as including ‘detecting or exposing crime or serious impropriety (previously ‘serious anti-social conduct’), protecting public health or safety or preventing the public being misled by some statement or action of an individual or organisation’. The Code also states that ‘There is a public interest in freedom of expression itself.’ The Code requires that ‘Whenever the public interest is invoked, the Regulator will require editors to demonstrate fully how the public interest was served.’ So obviously it is IPSO’s interpretation of the ‘public interest’ in policing the Code that is crucial, since a range of invasions of privacy by the press can occur without breaching the Code if that somewhat imprecise test is deemed to be satisfied.
A very significant decision concerning the public interest elements of the Code concerned a ‘sting’ by journalist, Alex Wickham, on Conservative MP and then Minister for Civil Society, Brooks Newmark.
 The sting involved setting up a fake Twitter account of a female Conservative Party activist, which proceeded to tweet compliments to various conservative MPs, including Mr Newmark.
 Mr Newmark responded to these tweets and engaged in personal contact with the fake account. Following an exchange of several pictures using Whatsapp the journalist suggested that they “take it to the next level” after which the journalist sent Mr Newmark an explicit picture of a woman and, in return, Mr Newmark sent the journalist an explicit picture of himself.
 IPSO agreed that the paper had provided evidence that it had complied with Clause 10, since there was credible information to suggest that a number of women had been approached on social media by members of Parliament, including Mr Newmark, based on information from a confidential source.
 IPSO considered the separate question of whether publication was in the public interest. IPSO found that:
‘…a Government Minister who had made public his commitment to promoting a positive role for women in politics and was subject to a duty to uphold the highest standards in public life had engaged in an exchange of messages of a sexual nature with a woman he believed to be a junior party activist. IPSO is satisfied that both the investigation and publication were in the public interest.’

This significance of this decision is attested to by the fact that, very unusually, IPSO proceeded without a complaint – a decision which was unsuccessfully challenged by the Mirror.
 The infringement of Mr Newmark’s privacy was serious but the public interest arguments were strong (if the Sunday Mirror’s account is accepted) given that the incident had some relation to an MP’s public life. The result of this decision is generally accepted as a reasonable interpretation of the concept of ‘public interest’.  
Interpretation of the privacy provisions of the Code

It remains to be seen, after it has been in operation for a significant period, whether IPSO will be as generous towards the press in its interpretations of the Code as was the PCC. The PCC’s interpretation of the very significant privacy clause, cl 3, suggested that the non-consensual publication of specific identifying personal information, including addresses, was not necessarily a breach of the Code unless the person in question might thereby be put at risk from stalkers,134 or if such a person was ‘potentially vulnerable’.135 Clause 3 states that it is unacceptable to photograph individuals in private places without consent, making it clear that a private place is either public or private property in which there is a reasonable expectation of privacy. The interpretation of the term ‘a reasonable expectation of privacy’ is clearly a significant matter. Since IPSO is probably a public authority under s 6 HRA,136 it is suggested that it should adopt the post-Von Hannover Strasbourg interpretation of a ‘reasonable expectation of privacy’, thus extending it well beyond obviously private places or places accessible to the public, but semi-private, such as restaurants. Von Hannover, as discussed above,
 obviously takes an approach that renders privacy no longer dependent on location. As argued above, public/private distinctions based on location are too simplistic, and a test of a reasonable expectation of privacy or, more broadly still, of control of private information, is more satisfactory.137 On the basis of such a test, if, for example, one person engages in a whispered exchange with another in the street, and this exchange is recorded by a reporter using a listening device, it is contended that an invasion of privacy has occurred which falls within Art 8.

The PCC appeared to accept a fairly expansive interpretation of a ‘reasonable expectation of privacy’, but not one that was clearly in full harmony with Von Hannover as it was not made fully clear that people have such an expectation in the street.138 It has also found that publication of pictures of children in crowds on public occasions, such as sporting events, do not amount to breaches of the Code.139 As indicated, IPSO’s interpretation of the public interest test in the Code is also of crucial significance. In making a determination, IPSO will take into account – as did the PCC – the extent to which the material is already in the public domain, and the specific issues of public interest that are raised.140 

Sanctions

The press Regulator’s Board adjudicates upon complaints received, making a public finding as to whether the Code was violated, and requesting newspapers to publish its adjudication – a request invariably complied with, to date. The Code preamble states that any publication criticised by the regulator must publish the adjudication ‘in full and with due prominence’. Editors and publishers are required by the preamble to ensure that the Code is observed. The terms of the Code are incorporated into the conditions of employment of many members of the staff of newspapers, although not all. No fund has been set up in order to compensate members of the public whose privacy has been invaded.
A significant difference between the PCC and IPSO is that the regulator’s Board has the power to award fines, although it still cannot award compensatory damages nor prevent publication of offending items. The current Regulator's Board has the power to fine a publisher up to 1% of its UK annual turnover (up to £1,000,000), but only following a standards investigation that establishes that the editor had committed systemic breaches of the Editor’s Code.
 
Conclusions

It is suggested that various fundamental problems are still apparent. Arguably, IPSO’s policing of the Code is still likely to err on the side of generosity towards the newspapers.142 Despite the Code, or due to its press-friendly interpretation by the PCC, editors have previously been prepared to publish pictures of individuals in obviously private places (such as holiday villas), often taken with a long-range lens, without consent, even when it is virtually impossible to argue that a public interest in publication exists. The PCC adopted a very press-friendly stance towards paparazzi pictures of well-known figures taken in public, if secluded, places.
 A pre-Von Hannover example of such flouting of the Code occurred in the case of Holden (Amanda) v The Star.143 Holden, the star of a sitcom, was holidaying in a private villa in Italy when, without her consent, agency reporters took photographs of her sunbathing topless. One of the photographs was published in the Star. She obtained an ex parte injunction on grounds of breach of confidence, as interpreted in Douglas and Others v Hello!144 preventing further publication of the photographs. Although the case was clearly covered by cl 3(ii) of the PCC’s Code of Practice, she did not make a complaint, preferring – for obvious reasons – to go straight to the courts to obtain the injunction. She claimed damages in respect of the publication which did occur.145 A number of more recent examples are given below in Section 5 in which celebrities disregarded the PCC route, and this is likely to continue to occur under IPSO.146 The Holden case indicates that the Code alone was not proving a sufficient deterrent to newspapers which, for obvious commercial reasons, were prepared to invade privacy.

As mentioned, IPSO cannot prevent publication of material obtained even in gross breach of the Code. Absent radical changes to its powers, which would have to be agreed by the industry, it is clear that it cannot be regarded as providing an effective remedy for violations of privacy under Art 8. This does not mean that it has no role now that effective remedies have been developed under the impetus of the HRA. It continues to provide an alternative to using the law for those who cannot or do not wish to incur legal costs. It continues, in conjunction with the National Union of Journalist’s Code, to set benchmarking ethical standards for the profession. It also provides a means of appeasing and satisfying complainants, which may be less stressful and more speedy than court action. But taking the right to private life seriously obviously requires that a court remedy is available – the IPSO route alone would clearly be inadequate since it does not satisfy the Convention requirement under Art 13 of providing an effective remedy for breach of a Convention right. However, the damages and costs regime, discussed in Section 7 below, under the Crime and Courts Act 2013, may eventually lead to ensuring greater respect for privacy. 
Broadcasting and privacy
Introduction

The regime governing broadcasting was described in Chap 7. In relation to privacy it is (anomalously) much tougher than the one just described under IPSO. It is set up under statute and the broadcast regulator has a number of relatively strong sanctions at its command. Ofcom took over the role of the broadcast regulator under the Communications Act 2003. However, it is still necessary to consider the previous Broadcasting Act 1996, and the Fairness and Privacy code published under s 107 of that Act, and now revised and policed by Ofcom. 
The Ofcom privacy regime

The model of regulation adopted is described in Chapter 7 regarding the control of potentially offensive or harmful material in broadcasting. Court sanctions are not provided under the regulatory regime; persons aggrieved by privacy-invading broadcasting can complain to the regulator, Ofcom, which can provide redress, if it finds that the Code on privacy that it polices has been breached. Ofcom’s remedies do not, however, extend to the provision of injunctions or damages.

Ofcom took over the previous duties of the Broadcasting Standards Commission (BSC)154 to draw up, revise, and hear complaints under the fairness and privacy code issued under s 107 of the Broadcasting Act 1996. It also took over the powers under s 119 of that Act to force broadcasters to carry apologies and statements of findings following complaints. The meagre case law relating to the interpretation of its predecessors, probably still a reliable guide to the interpretation of the current Code,
 are considered below.

The 2003 Act opened the way for the BBC to be able, for the first time, to be fined by an independent regulator – Ofcom. Section 198 of the 2003 Act gives power to Ofcom to regulate the BBC in so far as that is provided for in the BBC’s Agreement with the government.158 In other words, it created the possibility of regulation by Ofcom on privacy matters. The amendments subsequently made in December 2003 to the BBC Agreement inserted, for the first time, the requirement to observe the fairness and privacy Code drawn up under the Broadcasting Act 1996. Previously, the BBC Agreement had no provisions relating to invasion of privacy. S 198(3) of the 2003 Act allows for the imposition of penalties upon the BBC for breach of provisions in its Agreement and Charter.160 The 2007 Agreement provides for the imposition by Ofcom upon the BBC of financial penalties for breach of various enforceable requirements,161 which includes the fairness Code in para 45.162 Moreover, cl 93 provides that if Ofcom is satisfied that the BBC has breached an enforceable requirement, it may require the BBC to carry a correction or statement of Ofcom’s findings upon its adjudication on any complaint.

The independent broadcasters are regulated by Ofcom under the 2003 Act directly. Section 326 provides that they too are bound by the fairness and privacy code; they may be directed by Ofcom to carry statements of findings and corrections;165 they can be fined for breach of the Code, and, in extreme cases, licences may theoretically be revoked.167 These provisions are bolstered by s 3(2) of the 2003 Act under which Ofcom has the duty of ensuring the application of standards that provide adequate protection to members of the public and all other persons from what the Act calls ‘unwarranted infringements of privacy’, balanced of course against freedom of expression. Thus the BBC is now in the same position as the other broadcasters in relation to standards of privacy protection, correcting the anomalous position that existed previously.

Ofcom’s Privacy Code

Ofcom’s rules on privacy, taken over from the BSC Code, are part of its current Broadcasting Code, discussed in Chapter 7.
 Ofcom’s Code, like the IPSO Code, goes beyond what the law demands in a number of respects; it is binding in the sense that Ofcom can apply sanctions if it is breached. This Code is similar to that of IPSO, but in certain respects, it is more extensive and offers greater guidance on the operation of the overriding public interest test. Under cl 8.1 the creation of an infringement of privacy by making and broadcasting programmes can only occur if ‘warranted’. Under the public interest test, an infringement of privacy can be justified (warranted) on a number of grounds. They include: revealing or detecting crime or disreputable behaviour, protecting public health or safety, exposing misleading claims made by individuals or organisations or disclosing significant incompetence in public office (cl 8.1). 
The privacy of persons suffering grief or distress must in particular be respected, under cl 8.16, but footage of accidents etc can be broadcast without consent if ‘warranted’. Such persons should be approached with sensitivity, and they should not be put under pressure to provide interviews unless this is warranted. Clauses 8.13–8.15 provide that surreptitious filming, the use of hidden microphones etc must be justified by an overriding public interest. Clause 8.1 of Ofcom’s Code accords with the approach in Von Hannover:

‘Legitimate expectations of privacy will vary according to the place and nature of the information, activity or condition in question, the extent to which it is in the public domain (if at all) and whether the individual concerned is already in the public eye. There may be circumstances where people can reasonably expect privacy even in a public place. Some activities and conditions may be of such a private nature that filming or recording, even in a public place, could involve an infringement of privacy. People under investigation or in the public eye, and their immediate family and friends, retain the right to a private life, although private behaviour can raise issues of legitimate public interest.’
Thus the Code impliedly adopts a nuanced approach to public domain issues. But under cl 8.11 filming of people in the news can occur in public places without prior warning. Clause 8.11 does not state that this can occur only if ‘warranted’. In other words, it does not, on its face, demand that broadcasters perform a balancing act between Arts 8 and 10 in relation to such filming. In light of Von Hannover, and the developing UK privacy jurisprudence discussed below, it is argued that cl 8.11 requires amendment.

Children receive special protection under cll 8.20–8.22. If under 16 they must not be interviewed without the consent of a parent or other adult who is responsible for them. If consent is refused a decision to go ahead must be justified by an overriding public interest. Under cl 2.6 of the ITC Code children could not be interviewed regarding private, family matters. This requirement was not subject to the public interest test. But under cl 8.22 such interviewing can be warranted The Code makes special mention of agency operations in cl 8.8 (such as police investigations) and requires that the broadcasters should obtain consent to film unless it is warranted to proceed without consent. Clause 8.8 also covers filming in institutions, such as hospitals, and requires that the broadcasters must obtain consent to transmit material when persons are shown in sensitive situations, such as in psychiatric hospitals, unless exceptions can be made in the public interest. Broadcasters can record phone calls if they identify themselves (cl 8.12); door-stepping can occur on private property if there is an overriding public interest (cl 8.11). Clause 8.10 provides: ‘Broadcasters should ensure that the re-use of material, i.e. use of material originally filmed or recorded for one purpose and then used in a programme for another purpose or used in a later or different programme, does not create an unwarranted infringement of privacy’.

The relationship between the ECHR and media regulation

In debate on the Human Rights Bill, a great deal of concern was voiced in Parliament about the possibility, as regards the PCC, that it would be deemed a public authority for the purposes of the HRA. It was thought that it would be subject to judicial review for violation of the Convention in its rulings and therefore in some way in a position to threaten press freedom.168 Although it appears that it was subject to the Convention,169 and this appears to be the case as regards IPSO,173 that route was unlikely to be explored: it would be likely to provide, even if proceedings succeeded, a merely paper remedy. If a finding was made that IPSO had violated the Convention rights, for example by finding that someone’s privacy had not been invaded when, in the court’s view on judicial review, Art 8 required a contrary conclusion,170 the very most that the court could do would be to quash the finding of IPSO by a quashing order (formerly certiorari) and require it to reconsider the case by a mandatory order (formerly mandamus). Damages could conceivably be awarded against it also under s 8 HRA, but that is very unlikely.
        Clearly, the statutory powers affecting Ofcom must all be interpreted compatibly with the Convention under s 3 HRA. Thus, in so far as the concept of privacy at Strasbourg in this context has undergone a change post-Von Hannover, the duties placed upon Ofcom under the statute should be interpreted relying on ss 3 and 2 HRA to reflect that change. The Convention rights of course also have a direct impact on Ofcom via s 6 HRA. The BSC and ITC were subject to judicial review,171 as is Ofcom.172 As Chapter 7 indicated, it is clear that Ofcom is a functional public authority under s 6 HRA and it is probably a core authority.174 The duties of Ofcom under s 6 HRA can be viewed as additional and complementary to those it has under the 2003 Act and the Broadcasting Act 1996. If these bodies fail to uphold complaints relating to invasion of privacy, proceedings can be brought against them under s 7(1)(a) HRA. In any such proceedings, a court now has to satisfy s 12(4)(b) HRA, which means that the privacy Codes of these bodies are admissible in evidence and can be considered.
 By this means, Ofcom’s Code has acquired, it is suggested, a quasi-legal status. It already has such a status since it was set up under statute, but its status can be viewed as enhanced under s 12 HRA. It may be noted that the BSC Code was taken into account in any event in the pre-HRA ruling in Broadcasting Standards Commission ex p BBC.

But the private media bodies – the newspapers and non-public service broadcasters – are not bound by the Convention rights under s 6. So if they invade privacy the aggrieved individual has three options. He or she could use the complaints mechanisms represented by Ofcom or IPSO. If an adjudication occurs the individual would not receive damages, but would have the satisfaction of an acknowledgement that a breach had occurred. He or she might be appeased and would not have had to incur the cost, risk and publicity of a court action. Clearly, a court action seeking to uphold privacy runs the risk of drawing attention to the subject-matter of the original complaint. Most members of the public are not in a position to take newspapers/broadcasters to court. So the benefits of these non-court-based methods of obtaining redress for privacy invasion should not be over-looked.

If the complaint was not upheld he or she could seek review of the Ofcom or IPSO decision, relying on Art 8 and s 7(1)(a) HRA, as  discussed above. Finally, he or she could bring an action relying on breach of confidence/privacy, possibly coupled with action under the DPA 1998. But the position would be different if the broadcast body itself was a public authority for HRA purposes. The BBC as a body with a public service remit, is probably a functional public authority.177 If this is the case, under s 6 HRA, these bodies are bound to comply with the Convention rights in exercising their public functions. The question then would be whether decisions as to filming are part of that function. Assuming that they are, an effective remedy would potentially be available under s 8 HRA.

But since private broadcasters are not public authorities the only ‘remedies’ they are subject to are those available through the courts. However, an action brought directly against Ofcom under s 7(1)(a) on grounds of failing to use sanctions in respect of an invasion of privacy in breach of its Privacy Code could lead to a mandatory order requiring it to use the sanctions it has available, including, ultimately, withdrawal of its licence, against the broadcaster concerned. Nevertheless, that would still not provide an effective remedy for breach of Art 8, following the Peck ruling discussed above, since Ofcom cannot award damages to complainants. The effective remedy for breach of Art 8 rights is provided in most circumstances by the action for breach of confidence/privacy discussed below. The Data Protection Act 1998 could also be invoked, as will be discussed, in order to provide such a remedy in certain circumstances against data-processing by broadcasters.

Deference to the regulators
If an aggrieved individual brought an action directly against IPSO, the BBC or against Ofcom in respect of an invasion of privacy, relying on s 7(1)(a) HRA and Art 8, the chances of success would be low. The courts take a markedly deferential approach to reviewing decisions of the regulators, being reluctant to interfere in the exercise of its expert judgment unless Ofcom has made a plain error of law, or abused its discretion. This stance has also been taken in respect of the BBC. In R v Broadcasting Complaints Commission ex p Granada Television Ltd,178 in an application for judicial review of the then Commission’s finding under a privacy code, Balcombe LJ found:

‘…[decisions related to] the concept of an infringement of privacy, are best left to a specialist body, such as the BCC, whose members have experience of broadcasting . . . Unless on no interpretation of the word “privacy” could the findings of the BCC be justified . . . there is no basis for the grant of judicial review . . . Whether in such a case there is an unwarranted infringement of privacy is a matter of fact and degree and as such for the decision of the BCC with which the court cannot interfere...’ 179
R v BSC ex p BBC181 concerned an application by the BBC for judicial review of the BSC’s findings that the privacy of a company, in this case Dixon’s, had been invaded by secret recording in one of its stores by the BBC. Lord Woolf observed:

‘So long as the approach which [the Regulators] adopt is one to which, in their statutory context, the words ‘infringement of privacy’ are capable of applying then the courts should not interfere. It is only if an approach to ‘infringement of privacy’ by [them] goes beyond the area of tolerance that the courts can intervene….having regard to the role the legislation gives to [them], the answer to the scope of their remit is that it is something for [them] to determine not the courts….This is not an area on which the courts are well equipped to adjudicate.’182
In the post-HRA Anna Ford case,183 which concerned an application for judicial review of the decision of the PCC on a complaint under its own privacy code, the judge found:

‘English courts will continue to defer to the views of bodies like the [Press Complaints] Commission even after the HRA came into force. In summary, the type of balancing operation conducted by a specialist body such as the Commission is still regarded as a field of activity to which the courts should and will defer. The Commission is a body whose membership and expertise makes it much better equipped than the courts to resolve the difficult exercise of balancing the conflicting rights of Ms Ford and Mr Scott to privacy and of the newspapers to publish.’184
The decision of the House of Lords in R (on the application of Pro-Life Alliance) v BBC,186 discussed in detail in Chapter 7, gives very strong endorsement to the notion that a high degree of deference should be paid to media regulators and to media bodies due to their special expertise.187 In that instance the BBC was acting in effect in its regulatory role in deciding whether the film in question offended too greatly against taste and decency to be broadcast in its original form. Pro-Life indicates impliedly that the courts do not regard it as their task to decide what the outcome of a privacy complaint should have been. They view their role as merely demanding that they review the decisions of the regulators, or media bodies, affording them a very broad area of discretion, even where the Convention rights are in issue. They take this stance, as Chapter 7 pointed out, partly on the basis that the primary determination as to the requirements of privacy has been entrusted to the regulators by Parliament, not the courts, but perhaps mainly on the ground of institutional competence – on the basis that the courts are not well equipped to adjudicate in this context due to lack of the special expertise possessed by the media bodies in question. It might appear that the HRA should have affected this stance radically since under s 6, the courts must ensure that Convention standards are adhered to. But this was not the stance that was adopted in Pro-Life. 
It can however be argued that Pro-Life concerned a matter that the courts are arguably not well equipped to inquire into – the acceptability to television audiences of disturbing material in election broadcasts. But the courts are, clearly, well equipped to consider the proper means of balancing conflicting legal rights. As discussed below, they have shown themselves readily capable of performing the balancing act between Arts 8 and 10 of the Convention in the context of breach of confidence/privacy claims and of the inherent jurisdiction of the court to protect children. Similarly, in R(Gaunt) v OFCOM,
 which concerned the compatibility of Ofcom rules on offence and Article 10, the Court of Appeal found that the assessment of whether the Convention right was infringed is ‘ultimately one for the court’, although the court should give ‘due regard’ to the judgment of Ofcom as the statutory regulator.
 Thus, it is argued that if a privacy claim, as opposed to a claim relating to offensive broadcast material, is considered at the highest level under the HRA, the court might be prepared to take a stance that differed from that taken in Pro-Life. The degree of deference shown to the media body in that instance might, and should, be repudiated.

In the Campbell case discussed below, the House of Lords showed no inclination to defer to the newspaper’s expertise in determining how far it had balanced public interest and privacy factors in taking the decision to publish the photos of Naomi Campbell. Instead, the Lords engaged in a rigorous scrutiny of that decision. It is hard to see why the mechanism by which the claimants get into court (breach of confidence or s 7(1)(a) HRA) should affect this stance. It is also difficult to see why greater deference should be paid to a broadcaster as opposed to a newspaper editor. Possibly there is an argument that Ofcom has greater expertise than a media body in this matter, but it would be hard to argue that it would have the experience or authority of a court in dealing with the quintessentially legal problem of the balancing act between Arts 8 and 10 based on proportionality.

4
Selected reporting restrictions

Victims of sexual offences  

A number of special restrictions on reporting apply to the victims of certain sexual offences. Under s 4(1)(a) of the Sexual Offences (Amendment) Act 1976, once an allegation of rape was made it was an offence, punishable by a fine, to publish or broadcast the name, address or photograph of the woman or man who was the alleged victim. Once a person was accused of rape, nothing could be published by the media which could identify the woman or man. These restrictions were extended under s 1(1) of the Sexual Offences (Amendment) Act 1992 as amended by s 48 of the Youth Justice and Criminal Evidence Act 1999 and Sched 2. Section 1(1) covers a number of sexual offences as well as rape, and provides: ‘where an allegation has been made that an offence to which the Act applies has been committed against a person,188 no matter relating to that person shall during that person’s lifetime be included in any publication.’ So it is a specific offence to publish a picture of the alleged victim, or his or her name and address, once an allegation of a rape offence has been made. Once a person has been charged with a rape offence, no material likely to lead members of the public to identify an individual as the complainant in relation to the offence may be published.189 A publisher whose conduct falls within this offence would have a defence if a victim had given his or her consent to such a disclosure (Sexual Offences (Amendment) Act 1976 s1(5A)). 

The courts have powers to direct restrictions to be removed; this may be done on the narrow ground of encouraging witnesses to come forward,190 or on the broader ground that a refusal to lift the restrictions ‘would impose a substantial and unreasonable restriction upon the reporting of proceedings at the trial and it is in the public interest to remove or relax the restriction’. This clearly allows a judge to undertake a broad balancing act between the privacy rights of the victim – and the policy of encouraging victims to bring cases to trial, given that rapes are notoriously under-prosecuted – and the media interest in reporting on trials, including, specifically the open justice principle.
Selected reporting restrictions relating to children

Juveniles involved in criminal proceedings  
Under s 39 of the Children and Young Persons Act (CYPA) 1933, a court (apart from a youth court) could direct that details relating to a child, who was a witness or defendant, including his or her name, should not be reported and that no picture of the child should be broadcast or published. The media could make representations to the judge, arguing that the demands of media freedom outweigh the possibility of harm to the child. In relation to any proceedings in any court the court may make an order under s 39 of the 1933 Act prohibiting publication of particulars calculated to lead to the identification of any child concerned in the proceedings. Section 39 orders are especially problematic for journalists since they frequently provide insufficient guidance as to what can safely be published.205
Section 49 of the CYPA, as amended,206 which relates to youth courts, places restrictions on the identification of children or young persons convicted in the youth court.207 Section 49 provides for an automatic ban on publishing certain identifying details relating to a juvenile offender, including his or her name and address, although the court can waive the ban. Under the Crime (Sentences) Act 1997, the court can lift reporting restrictions where it considers that a ban would be against the public interest.

The s 39 restrictions were extended under s 44 of the Youth Justice and Criminal Evidence Act 1999, which covers children involved in adult proceedings. The 1933 Act did not cover the period before proceedings begin. The 1999 Act prohibits the publication once a criminal investigation has begun, of any matter relating to a person involved in an offence while he is under 18 which is likely to identify him. Thus, juveniles who are witnesses are also covered. Under s 44(4), the court can dispense with the restrictions if it is satisfied that it is in the public interest to do so. Thus, s 44 brings the restrictions relating to juveniles in adult proceedings into line with those under s 49 relating to youth proceedings, placing the onus on the court to find a good reason for lifting the restriction rather than having to find a good reason for imposing it. The discretion of the court is therefore more narrowly confined.208 This is clearly an instance in which, as between the demands of press freedom and the interest in the protection of the privacy and reputation of juveniles, the latter interest has prevailed.

The ‘ECHR jurisdiction’ of the court

Where specific statutory restrictions do not apply, the High Court may nevertheless grant an injunction restraining reporting that might reveal a child’s
 identity or other matters relating to a child as an aspect of its inherent jurisdiction to protect minors.209 After the decision in In re X (A Minor) (Wardship: Jurisdiction)210 (the Mary Bell case), it can be seen that there was an increasing recourse to the court’s asserted power to grant injunctions to restrain the publication of information about its wards or other children. The invention of this jurisdiction was described by Hoffmann LJ in R v Central Independent Television211 in the following terms: ‘the courts have, without any statutory or . . . other previous authority, assumed a power to create by injunction what is in effect a right of privacy for children’.

Instances in which the High Court is exercising its inherent jurisdiction tend to create the most wide-ranging impact on media freedom to publish since the reporting is not necessarily linked to court proceedings. The conflict between free expression and privacy is most likely to occur where the inherent jurisdiction is being exercised. After the House of Lords decision in In re S,212 discussed below, this term was replaced by the term ‘the Convention jurisdiction’.

In re S (A Child) the House of Lords had to adjudicate on an appeal against an order made by Hedley J in the Family Division of the High Court.238 The appeal raised a short but difficult point: ‘can or should the court [under the inherent jurisdiction] restrain the publication of the identity of a defendant and her victim in a murder trial to protect the privacy of her son who is the subject of care proceedings’? The murder victim was S’s brother and there was psychiatric evidence to the effect that S, as an already vulnerable child, would suffer greater trauma and be at greater risk of later mental illness if he was subjected to bullying and harassment at school once the identity of his mother became known. The House of Lords determined that it was no longer necessary to show that the inherent jurisdiction applied. Lord Steyn said: ‘The foundation of the jurisdiction to restrain publicity in a case such as the present is now derived from convention rights under the ECHR (emphasis added).’243 In other words, the jurisdiction was not the ‘vehicle’ allowing for the balancing exercise to occur – the Convention rights themselves provided the vehicle. Having come to that determination the Lords found that the Article 10 interest in open reporting or criminal trials outweighed the Article 8 privacy interest of the child. That decision is also discussed in section 5 below which considers the balancing exercise between Arts 8 and 10 in relation to liability for disclosing personal information under the tort of misuse of private information.


The court must balance the privacy interest against the interest in speech, without giving either presumptive priority.
 Briefly, the factors of relevance to the privacy interest include the impact of newspaper coverage especially on young or particularly vulnerable children and whether the children were themselves victims of or witnesses to the crimes being tried.
 Factors of relevance to the speech interest include the nature of the crime, the relevance of reporting upon the child’s identity to the coverage of the case and the outcome of the case itself.

5
Liability for disclosing personal information under the tort of misuse of private information

Introduction
This section will set out to demonstrate that far more protection from privacy-invading journalism is available in UK law now than ever before. It is no longer possible for the press to treat privacy merely as a commodity that can be used to sell newspapers. As discussed below, in an extremely important development, protection for personal information is now available under the tort of misuse of private information, developed under the impetus of s6 HRA and Art 8 ECHR. But along with enhanced protection for privacy, it is necessary to seek to ensure that media freedom is preserved, in the sense that speech of genuine public interest is not suppressed. Since two Convention rights are involved – Arts 8 and 10 – it is now necessary to find a way of striking a fair balance between them. In order to do so, the extent to which the value of preserving informational autonomy and dignity is at stake in any particular claim for protection of private life must be pinpointed, as must any countervailing free expression value – the issue to which this section now turns. 
Free speech theories and privacy

The theory that freedom of speech is necessary for the discovery of truth, discussed in the Introduction to Part II,595 has been a strong influence in US jurisprudence596 but not historically at Strasbourg597 or in the UK courts.598 It has been persuasively argued that this rationale has little application to the paradigm privacy case, in which intimate facts about an individual are revealed. Barendt has contended that ‘Mill’s argument . . . applies more strongly to assertions of opinion . . . than to . . . propositions of fact’.599 The argument is that since privacy actions attempt to prevent the publication of private facts only, and not general expressions of opinion, they will pose little threat to that free and unhindered public debate about matters of importance which Mill’s argument seeks to protect. Moreover, as Schauer has argued,600 on finding out a new fact, it may not replace a previously false belief, but merely add to what was previously ‘epistemologically empty space’. Much intrusive journalism merely communicates a set of probably trivial facts about a given figure and it is very hard to maintain plausibly that the simple acquisition of such factual information has any inherent truth value. However, this is not the case in relation to some investigative journalism. For example, the revelation of the paedophile tendencies of a right wing evangelist leading a campaign against homosexual rights would contribute to various strands of public debate. 

Similarly, the justification for speech which may be referred to as the argument from autonomy601 arguably has minimal application in this area, and indeed the values it espouses actually point to a reasonable degree of privacy protection. The basic thesis is that matters of substantive moral choice must be left to the individual as an autonomous, rational agent (subject, of course, to his duty to respect the basic rights of others); therefore, the state offends against human dignity, or treats certain citizens with contempt, if the coercive powers of the law are used to enforce the moral convictions of some upon others by, say, banning certain kinds of pornography or extreme political discourse.602 It is immediately apparent that much privacy-invading speech, by both directly assaulting informational autonomy and indirectly threatening the individual’s freedom of choice,603 far from being bolstered by the autonomy rationale, is in direct conflict with it. The state, in restricting what one citizen may be told about the private life of another, is not acting out of a paternalistic desire to impose a set of moral values thereby, but rather to assure an equal freedom to all to live by their own values.

The argument from self-development – that the freedom to engage in the free expression and reception of ideas and opinions in various media is essential to human development604 – has received some recognition at Strasbourg605 and in the House of Lords.606 As with the argument from autonomy, it is immediately apparent that this justification, since it seeks to facilitate human flourishing, far from inevitably opposing the right to privacy, must support it to some extent since, as argued above,607 a reasonable degree of privacy is a requirement, not a threat, to individual self-development, particularly the human capacity to form intimate relationships, without which the capacity for individual growth would be severely curtailed.

Moreover, as Barendt has argued,608 it is implausible to view most newspaper reporters as freely serving their own human need for self-development. The focus must therefore be on the readers of such material. Joseph Raz has proposed a theory of freedom of expression which he argues provides a reader-based justification for expression and is concerned not with ‘serious’ public debate, but with the type of speech which is ‘often overlooked’ or seen as ‘trivial’.609 He points out that much public expression in the media portrays and expresses aspects of forms of different lifestyles610 which, he argues, ‘validate the styles of life portrayed’. Conversely, censorship is not only an ‘insult’ to the persons leading the lifestyle censored – a point which sounds very like Dworkin’s argument for freedom of expression based on equal respect for citizens611 – but it also, in a more instrumental vein, denies those living the lifestyle the opportunity for reassurance, the sense that they are not alone in their lifestyles and its problems, and also the chance for the public to learn about the widest possible range of lifestyles, thus maximising their freedom of choice.612
Raz considers that his argument does not in general justify revelations about particular individuals, but may do so in relation to ‘individuals who have become symbols of certain cultures, or ideologies, or . . . styles of life’.613 It is clear, however, that if speech which invades the privacy of such individuals is restricted, the ‘message’ sent by the state thereby, far from suggesting condemnation or contempt for the lifestyle revealed, in fact displays respect for the ability of the individual to decide for himself whether he wishes to share his life-decisions with the public at large. Moreover, the reassuring knowledge that control of such information rests with the individual will surely further the core aim of the self-fulfilment justification – the ability of persons to make free choices to experience and experiment with the widest possible range of lifestyles and activities. Conversely, the inability of the individual to exercise such control would, as argued above, amount to a significant ‘chilling effect’ upon the willingness of individuals to make controversial choices about their personal lives. On both deontological and consequentialist arguments, then, this justification tends to support a reasonable degree of protection for informational autonomy.

As the Introduction to Part II explained, the ‘self-governance’ or argument from democracy is viewed as ‘the most influential theory in the development of 20th century free speech law’,614 an assertion supported by examination of the approach of UK and Strasbourg judges, discussed in the Introduction to Part II. Its basic thesis is that citizens cannot participate fully in a democracy unless they have a reasonable understanding of political issues; therefore, open debate on such matters is necessary to ensure the proper working of a democracy;615 as Lord Steyn has put it, ‘freedom of speech is the lifeblood of democracy’.616 In so far as democracy rests upon ideas both of participation and accountability, the argument from democracy may be seen to encompass also the function which a free press performs in exposing abuses of power,617 thereby allowing for their remedy and also providing a deterrent effect for those contemplating such wrong-doing.618
As has been indicated previously, it is a marked feature of the Strasbourg jurisprudence that clearly political speech receives a much more robust degree of protection than other types of expression.619 Thus, the ‘political’ speech cases discussed in this book620 all resulted in findings that Art 10 had been violated and all were marked by an intensive review of the restriction in question. In contrast, in cases involving artistic speech, supported by the values of autonomy and self-development rather than self-government, an exactly converse pattern emerges: applicants have tended to be unsuccessful and a deferential approach to the judgments of the national authorities as to its obscene or blasphemous nature has been adopted.621 As indicated in Part II, a similar pattern may be discerned in the domestic jurisprudence: the most lofty rhetorical assertions of the importance of free speech and the strongest determination to protect it have been evident in cases where journalistic material raises political issues, broadly defined.622 In such cases, the courts have either overtly adopted the Strasbourg principles described above623 or have strongly emphasised the high status freedom of speech holds in the common law, as ‘a constitutional right’.624 Media freedom in relation to political expression has clearly been recognised as having a particularly high value in UK law and Convention jurisprudence. In contrast, when speech supported by the arguments from self-development or autonomy rather than self-government is in question, decisions have tended to be far more cautious.625
Two points emerge from this discussion. Where speech is supported mainly by arguments from autonomy, truth and self-development, there will in general be little or no justification at the level of principle for allowing it to override privacy; indeed, the discussion above reveals the truth of Emerson’s remark that, far from being invariably in conflict, the twin rights to freedom of speech and to privacy ‘are mutually supportive, in that both are vital features of the basic system of individual rights’.626 In more practical terms, the type of speech which, as we have seen, receives the highest level of protection, namely political speech, is by its nature most unlikely to conflict with the right to privacy. In many cases it will not raise privacy issues, as where it consists of the discussion of political ideas, institutions, and policies. Where political speech does concern individuals, as where it reveals abuse of state power, the conflict is more likely to be with reputation than privacy.627 Conversely, the paradigm cases of journalistic invasions of privacy which, by definition, involve the personal, not the public-political affairs of its subject, usually involve celebrities rather than public servants, and are driven by purely commercial considerations. Such publications simply do not engage core Art 10 values such as the furtherance of a democratic society. Thus, it will only be in a fairly narrow category of cases that any real conflict will arise – those where the publication in question relates to the personal life of a particular figure,628 but there is a serious argument that it serves a valuable purpose in revealing a matter relevant to that person’s fitness for office, or in furthering public knowledge or debate about matters of serious public concern. 
Lack of a remedy for privacy-invasion
Historically the UK has not sought to strike a balance between media freedom and protection of privacy since no general liability for journalistic invasion of privacy existed, pre-HRA. Thus there was a gap in the law, and so a failure to protect informational autonomy, which was illustrated by the ruling in Kaye v Robertson and Another.279 Mr Kaye, a well-known actor, was involved in a car accident and suffered severe head injuries. While he was lying in hospital two journalists from the Sunday Sport, acting on Mr Robertson’s orders, got into his room, photographed him and interviewed him. Owing to his injuries, he did not object to their presence and shortly after the incident had no recollection of it. The resultant article gave the impression that Mr Kaye had consented to the interview. His advisers sought and obtained an injunction restraining the defendants from publishing the photographs and the interview. On appeal by the defendants the Court of Appeal ruled that the plaintiff’s claim could not be based on a right to privacy as such a right is unknown to English law. His true grievance lay in the ‘monstrous invasion of privacy’ which he had suffered but he would have to look to other rights of action in order to obtain a remedy, namely libel and malicious falsehood. The basis of the defamation claim was that the article’s implication that Mr Kaye had consented to a first ‘exclusive’ interview for a ‘lurid and sensational’ newspaper such as the Sunday Sport would lower him in the esteem of right thinking people. The Court of Appeal held that this claim might well succeed, but that as such a conclusion was not inevitable it could not warrant grant of an interim injunction, basing this ruling on Herbage v Times Newspapers and Others.280
The court then considered malicious falsehood. First, it had to be shown that the defendant had published about the plaintiff words which were false. Their Lordships considered that any reasonable jury would find that the implication contained in the words of the article was false. As the case was, on that basis, clear cut, an interim injunction could in principle be granted. Secondly, it had to be shown that the words were published maliciously. Malice would be inferred if it was proved that the words were calculated to produce damage and that the defendant knew them to be false. The reporters clearly realised that Mr Kaye was unable to give them any informed consent. Any subsequent publication of the falsehood would therefore be malicious. Thirdly, damage must have followed as a direct result of the publication of the falsehood. The words had produced damage in that they had diminished the value of Mr Kaye’s right to sell the story of his accident at some later date. That ground of action was therefore made out.

Therefore, an injunction restraining the defendants until trial from publishing anything which suggested that the plaintiff had given an informed consent to the interview or the taking of the photographs was substituted for the original order. However, this was a limited injunction which allowed publication of the story with certain of the photographs, provided that it was not claimed that the plaintiff had given consent. Thus, it seemed that no effective remedy was available for the plaintiff. Legatt LJ concluded his ruling by saying: ‘We do not need a First Amendment to preserve the freedom of the Press, but the abuse of that freedom can be ensured only by the enforcement of a right to privacy.’281 Kaye was a very telling decision: it is possible that had breach of confidence (see below) been argued in that instance it could have succeeded; but the case highlighted the need for the judges to develop a privacy remedy, if Parliament continued to refuse to do so. Confidence was not argued in Kaye because at the time it was not readily apparent that it covered situations in which there was no prior confidential relationship.

Background to the tort of misuse of private information

The following discussion traces the creation for the first time in UK law of common law liability for invasion of privacy by the unauthorised disclosure of personal information – a liability that would now clearly cover the situation that arose in Kaye. Of all the areas of law covered by this book, this one has undergone the most dramatic transformation under the impetus of the HRA. The discussion documents the incremental transformation of the doctrine of confidence into a privacy remedy in the HRA era.287
The common law doctrine of breach of confidence

Traditionally, the common law doctrine of breach of confidence protected some confidential communications,291 and the breadth of the doctrine had for some time supported the view that it could provide a general means of protecting personal information, although this area of law had developed largely as a means of protecting commercial secrets. 
The House of Lords in AG v Guardian Newspapers (No 2)294 found that the ruling in Coco v AN Clark (Engineers) Ltd295 conveniently summarised the three traditionally accepted key elements of the law of confidence: ‘First the information itself . . . must have the necessary quality of confidence about it. Secondly, that information must have been imparted in circumstances importing an obligation of confidence. Thirdly, there must be an unauthorised use of that information to the detriment of the party communicating it.’ Even if these elements were made out, publication of the information was still possible if the defence of public interest applied.

To satisfy the requirements of the first element, information must, it seemed, not be in the public domain and must not be trivial. The third element, unauthorised use of information, was fairly self-explanatory; as to detriment, it appeared from the cases either that unwanted revelation of private facts per se might constitute detriment for the purposes of the law of confidence,296 or, alternatively, that establishing detriment might not always be necessary.297 However, it was in relation to the second element – the circumstances in which the courts would find an obligation of confidence to have been imposed – that the most radical development occurred. Under the traditional model of confidence, one of two ingredients had to be satisfied for such an obligation to arise. The first was that, at least in cases involving personal, as opposed to commercial information, there had to be some identifiable pre-existing intimate or necessarily confidential relationship between confider and confidant, such as a professional relationship of trust,298 or marriage,299 from which the obligation of confidence could be inferred, in the absence of an express agreement on the matter.
The discarding of the test of showing an obligation to keep the information confidential was the single most important step in the transformation of the doctrine of confidence into a privacy remedy. Three stages of development can be discerned. First, pre-HRA, the traditional categories of relationship imposing obligations of confidence were broadened and it was recognised that the relationship between the parties was not the determining factor. The key factor appeared to be that the receiver of the information was bound by conscience not to disclose it. The focus on conscience transmuted into a different test: it began to be recognised that the obligation could be imposed whenever a reasonable man would recognise that the information was confidential.405 Thus the need for some kind of prior bond of trust between the parties began to disappear. 
In a number of pre-HRA cases, including Francome v Mirror Group Newspapers,435 Shelley Films,436 Creation Records,437 and Hellewell,438 no prior relationship of confidentiality was present. As a result of the successful actions in Shelley Films,439 Creation Records440 and HRH Princess of Wales441 (all involving surreptitiously taken photographs), Francome,442 (where information was obtained by a newspaper using a telephone tap) and Lam v Koo and Chiu443 (involving the surreptitious obtaining of a document), any requirement for a communication between plaintiff and defendant disappeared, a development also supported by dicta of Lord Goff in AG v Guardian Newspapers (No 2).444 This was possible because the requirement of an ‘implied agreement’ of confidentiality was radically re-interpreted: the approach of the courts was to imply the agreement of confidentiality into the dealings between the parties, not on the basis of any mutual agreement on the matter, but instead on the basis that the reasonable man in the position of the defendant would have assumed such an obligation.445 The central interest served by protecting confidences ceased to be enforcing promise-keeping, or preserving certain kinds of relationships; rather, it became simply that of preventing private or personal information entering the public domain without the plaintiff’s consent. The action, therefore, while still termed ‘breach of confidence’,451 was moving closer, even pre-HRA, to becoming a privacy tort.452 
Due to the courts’ own duty under s6 HRA, these developments were consolidated under the impetus of the HRA, but in general the courts considered initially in the very early post-HRA years, that they were dealing with an extension of the doctrine of confidence. Finally, the notion of imposing an obligation of confidence was discarded entirely: the only requirement was that the information was private in Art 8 terms; if that was the case the other party came under a duty not to disclose it. In other words, the action in question became that of breach of privacy (that term is used as short-hand for liability for misuse of private information). In identifying these stages of development, it must be borne in mind that the traditional relationships imposing an obligation of confidence, such as master/servant or patient/doctor are still relevant: they can figure as weighty factors tipping the balance in favour of privacy at the stage of balancing the speech and privacy interests.406
Perhaps the most important concern relating to the development of confidence as a remedy for invasion of privacy was the fear that the action would pose an unacceptable risk to media freedom. The main insurance against this possibility pre-HRA rested with the public interest defence, whereby disclosure of admittedly private or confidential information was permitted if this would serve the public interest.505 Traditionally, confidential information would not be protected if the public interest served by disclosing the information in question outweighed the interest in preserving confidentiality. There were two key developments in the defence in the pre-HRA era. First, while originally only allowing disclosure if it would reveal wrongdoing on the part of the plaintiff,523 the strength of the public interest in question rather than the individual wrongdoing of the plaintiff became the determining factor.524 Secondly, where disclosure was said to be in the public interest because it exposed particular criminal or anti-social behaviour, or revealed some specific risk to public health, it was clear that this would not always justify disclosing the matter in the press.525 The public interest defence provided a means of reconciling the demands of speech and confidence. Under the impetus of the HRA, this balancing exercise has become, as indicated below, more sophisticated since it is now largely undertaken as a balancing act between Arts 8 and 10 with their associated jurisprudence. 
The ‘indirect horizontal effect’ of Art 8 under the Human Rights Act

There is now a statutory tort of invasion of privacy, under the HRA, but it is applicable only against public authorities, relying on Art 8 and s 6 HRA. So where a body processing personal information (which includes its publication) is also a public authority it can be sued directly under s 7(1)(a) of the HRA in respect of breaches of Art 8 – thus creating a statutory tort of invasion of privacy. But most media bodies are private companies, not public authorities and it now seems clear that there is no possibility under the HRA of suing private bodies for breach of Art 8 ECHR directly under s 7(1)(a), principally because, as Chapter 4 explained, s 6 HRA makes the Convention rights binding only upon ‘public authorities’. However, since the courts, as ‘public authorities’85 themselves have a duty not to act incompatibly with the Convention rights, this creates a role for the rights even in litigation between private parties, thus giving rise to ‘indirect horizontal effect’. This does not require the courts to create new causes of action in such litigation;86 rather, the s 6(1) duty to act compatibly with the Convention rights can bite upon their adjudication of existing common law actions. This was confirmed by the House of Lords in Wainwright v Home Office.
 The effect is ‘horizontal’ as it is between two private parties – often a celebrity and a newspaper. It is ‘indirect’ because one of the two private parties cannot directly sue the other relying on ss6 and 7 HRA, but must rely on an existing cause of action; once in court the court itself since it is a public authority must abide by the ECHR in adjudicating on the action. 
As Chapter 4 indicates, the courts accepted in the early HRA years – in the context of privacy, but not, so far, in other contexts – that the common law doctrine of confidence must be developed compatibly with the rights. Further, s 2(1) HRA requires the domestic judiciary to take any relevant Strasbourg jurisprudence into account.105 Since they are not bound by the case law, the courts could depart from it when so minded. However, as Chapter 4 pointed out, the courts tend to follow Strasbourg jurisprudence where it is of a settled nature. Lord Nicholls said in Campbell:

‘The values embodied in articles 8 and 10 are as much applicable in disputes between individuals or between an individual and a non-governmental body such as a newspaper as they are in disputes between individuals and a public authority.’95
In Douglas III,96 Lord Phillips considered that the House of Lords had accepted the doctrine of indirect horizontal effect in Campbell v MGN 97 and in Re S (a child).98 Lord Phillips summarised Lady Hale’s comments on the matter:

‘Baroness Hale said that the Human Rights Act did not create any new cause of action between private persons…But where there is a cause of action the court, as a public authority, must act compatibly with both parties’ Convention rights.’99
In HRH Prince of Wales v Associated Newspapers Ltd100 Lord Phillips in the Court of Appeal said:

‘The English court has recognised that it should also, in so far as possible, develop the common law in such a way as to give effect to Convention rights. In this way horizontal effect is given to the Convention.’101
The caveat contained in the words ‘so far as possible’ may indicate that the courts were holding back from accepting the absolute duty to give effect to the rights within the common law in the sense that it might be impossible to give effect to the rights where they conflicted with clear common law rules. But Buxton LJ in the Court of Appeal in Mckennitt v Ash102 summed up the post-Campbell position without any such caveat:

‘. . . the court, as a public authority, is required not to act in a way which is incompatible with a Convention right. The court is able to achieve this by absorbing the rights which articles 8 and 10 protect into the long-established action for breach of confidence. This involves giving a new strength and breadth to the action so that it accommodates the requirements of those articles.’

The word ‘accommodate’ suggests that the action in question should reflect the Convention rights, even if the Convention requirements do conflict with established common law rules. The course that has been taken in this context, by the incremental steps described below, was not one that required difficult decisions to be made at each stage. The favoured common law mode of reasoning, resembling the creeping in of the tide rather than the breaching of a dam, lent itself very readily to this new context. But despite Buxton LJ’s comments, the expansive version of private life accepted in the first Von Hannover case, above, has not fully been accepted domestically.  

Remaining relevance of the doctrine of confidence

It must be remembered, not only that the privacy action has grown out of the confidence doctrine, but that the confidence doctrine is still relevant in non-privacy cases – and may also be pleaded within them as an alternative possibility. The fact that a traditional confidence claim would have succeeded is no longer an essential element of the tort, but, as discussed below, it will weigh in the balance in favour of the privacy claim when it is balanced against the competing speech interest. Confidence is also relevant in commercial cases, which are not the concern of this book, and in state cases, in which the government asserts a breach of confidence claim in respect of a leak or other use of government information, as in the well-known Spycatcher case, discussed in Chapter 8.
 
The tort of misuse of private information 

A reasonable expectation of privacy rather than an obligation of confidence
The role of s6 HRA in infusing Article 8 into the doctrine of confidence was apparent in the significant early post-HRA decision of the Court of Appeal in Douglas and Others v Hello! Ltd.459 The magazine OK! secured an agreement with two celebrities, Michael Douglas and Catherine Zeta-Jones, before their wedding under which it agreed to pay a very large sum of money to them in respect of rights to publish exclusive photographs of the wedding and an article about it. The couple trusted OK! to project only the images they wanted projected to the public. Hello! clearly knew that exclusive rights were to be granted for coverage of the wedding, and that it had not secured them. However, the security operation at the wedding failed to prevent some unauthorised photos from being taken and Hello! obtained them. The couple were informed after the wedding that copies of Hello! were already in the UK with a photo of the wedding on the front cover and that they would be distributed very shortly. They rapidly obtained an ex parte injunction restraining publication.

The Court of Appeal had to decide whether an injunction restraining the publication should be continued in force until trial, thereby effectively ‘killing’ that issue of Hello!. The key issues were (a) the applicability of the law of confidence; (b) the relevance of the HRA 1998; (c) whether the injunction should be continued until the trial of the action or whether the claimants should be left to seek to obtain damages at the trial. The Court noted that the doctrine of confidence originally arose from the exercise of the equitable jurisdiction to restrain freedom of speech in circumstances in which it would be unconscionable to publish private material. It said that it was clearly established that where information was accepted on the basis that it would be kept secret, the recipient’s conscience would be bound by that confidence, and it would be unconscionable for him to break his duty of confidence by publishing the information to others.460
Sedley LJ found that the law of confidence had developed to the point at which it could provide a right to privacy, in so far as a privacy right could be viewed as covering matters which are distinct from those which confidence has come to be viewed as capable of covering. He accepted that it might have reached that point even independently of the HRA. In particular, he found that it is arguable that confidence does not cover surreptitious takings of personal information by someone whose conscience cannot be said to be bound to maintain confidence – a ‘stranger’ – and that such takings are more readily covered by a right to privacy, albeit originating from confidence. His point appeared to be that although such takings could be covered by confidence, as indicated above,461 the notion of an implied obligation to maintain confidence might be viewed as artificial, depending on the circumstances. 

However, if the photos in the instant case had been taken by a ‘stranger’, the cause of action in his view could arguably be termed a right to privacy, and the HRA aided that conclusion. Thus, the HRA gave a force to the above argument – that confidence had developed in such a way as to provide a right to privacy – which it might not otherwise have had. Sedley LJ made this clear: ‘we have reached a point at which it can be said with confidence that the law recognises and will appropriately protect a right of personal privacy’. He based this finding in part on the coming into force of the HRA since it required the courts – as public authorities under s 6 HRA – to give effect to the right to respect for private and family life set out in Art 8 of the European Convention on Human Rights. He said that the jurisprudence of the Court and the common law:

‘…now run in a single channel because, by virtue of s 2 and s 6 of the Act, the courts of this country must not only take into account jurisprudence of both the Commission and the European Court of Human Rights which points to a positive institutional obligation to respect privacy; they must themselves act compatibly with that and the other Convention rights. This, for reasons I now turn to, arguably gives the final impetus to the recognition of a right of privacy in English law.’463
His key point in relation to a possible difference between confidence and privacy was:

‘The law no longer needs to construct an artificial relationship of confidentiality between intruder and victim: it can recognise privacy itself as a legal principle drawn from the fundamental value of personal autonomy.’464
Clearly, in an action between private parties – as in the instant case – it could not be said that the defendant was bound by the Convention since it was not a public authority under s 6 of the HRA. Sedley LJ found that the Court, as itself a public authority under s 6, was obliged to give some effect to Art 8, among other provisions of the Convention. Its duty, he said, appears to allow it to ‘take the step from confidentiality to privacy’.466 
The court concluded that the claimants had an arguable case that they had suffered a breach of their privacy; this claim was based on the law of confidence, interpreted compatibly with Art 8. Although the court was unanimous in reaching this conclusion, Sedley LJ differed from the other two judges in differentiating between confidence and privacy in respect of surreptitious takings of information.
The following decisions make more explicit the shift from confidence to privacy post-HRA. In A v B plc the Court of Appeal dealt with the vexed issue of the requirement of an obligation of confidentiality very straightforwardly as follows:

‘The need for the existence of a confidential relationship should not give rise to problems as to the law . . . A duty of confidence will arise whenever the party subject to the duty is in a situation where he either knows or ought to know that the other person can reasonably expect his privacy to be protected.’488
The seminal case of Campbell490 in the House of Lords was the turning point in the final transformation of confidence into privacy. Naomi Campbell complained in an action both in breach of confidence and under the Data Protection Act 1998 after the Mirror newspaper had published details of her treatment for drug addiction with Narcotics Anonymous, including surreptitiously-taken photographs of her leaving the clinic and hugging other clients. Importantly, this photo made the location of the NA centre that Campbell had been attending clearly identical to anyone familiar with the area.491 In the trial the information in question was divided into five classes as follows:

‘(1)
the fact of Miss Campbell’s drug addiction;

(2)
the fact that she was receiving treatment;

(3)
the fact that she was receiving treatment at Narcotics Anonymous;

(4)
the details of the treatment – how long she had been attending meetings, how often she went, how she was treated within the sessions themselves, the extent of her commitment, and the nature of her entrance on the specific occasion; and

(5)
the visual portrayal [through photographs] of her leaving a specific meeting with other addicts and being hugged before such a meeting by other members of the group receiving treatment’492
The applicant had conceded that the Mirror was entitled to publish the information in categories (1) and (2) – the vital fact that Campbell was a drug addict and was receiving treatment for her addiction;493 the dispute therefore centred around the question whether publishing the further details and the photographs (categories (3)–(5)) could attract liability. The Court of Appeal found that the extra details in these categories were too insignificant to warrant the intervention of the courts.

It was clear that most of the ‘information’ in the case – the fact of, and details of the treatment – were provided to the Mirror by another patient at Narcotics Anonymous or one of Campbell’s staff, sources who would have been caught by the obligation of confidence even under the traditional doctrine of confidence.494 But the photographs had clearly been covertly taken. Morland J at first instance found that the taking of such photographs imposed an obligation of confidentiality.495 The Court of Appeal reversed this finding only on the basis that the photographs disclosed no fresh confidential information, not on the basis that under the circumstances no obligation of confidentiality could be imposed.

The finding that no relief should be granted in respect of the photographs was overturned in the Lords. A majority of the House of Lords found liability in confidence in respect of the publication of surreptitiously-taken photographs of the model outside Narcotics Anonymous, in the street. There were clearly no circumstances that could impose an obligation of confidentiality in the traditional sense. There was obviously no pre-existing relationship between Campbell and the photographer. Clearly, there had been no express or implied promise by the photographer of confidentiality. The duty to refrain from disclosing the information arose purely from the private nature of the information itself, whereas in Douglas there were warning signs forbidding photography which could be viewed as indicating to the reasonable person that the information was to remain confidential. As Lord Nicholls put it: ‘This cause of action has now firmly shaken off the limiting constraint of the need for an initial confidential relationship.’496
Lord Hope said: ‘If the information is obviously private, the situation will be one where the person to whom it relates can reasonably expect his privacy to be respected.’498 He further said that the only element required to give rise to the reasonable expectation of privacy is the fact that the information is obviously private. So all that is needed is that there is private information which the defendant publishes without consent, or seeks to publish. With the decision in Campbell the action therefore become one for breach of privacy. The 2005 Court of Appeal judgment in Douglas v Hello! Ltd,499 strongly re-affirmed this development, and was prepared to discard the terminology of confidence in favour of that of privacy. 
Buxton LJ in Mckennitt v Ash500 referred to ‘the rechristening of the tort as misuse of private information’ which had occurred in Campbell.501 The case concerned the publication in 2005 of a book Travels with Loreena Mckennitt: My Life as a Friend. The book was written by the defendant, Niema Ash, who was formerly a friend of Ms Mckennitt, a well-known folk star with a global reputation. She had often travelled and socialised with Ms Mckennitt and she entertained her while she was in England. Ms Mckennitt claimed that a substantial part of the book revealed personal and private detail about her which she was entitled to keep private. Ms Mckennitt had always very carefully guarded her personal privacy. But she accepted that she had occasionally released some personal information which she felt comfortable with, and in respect of which she was able to control the boundaries herself.502 This occurred mainly in connection with a charity which she had founded and the personal information she divulged was highly relevant to the charity’s key purposes. The information sought to be restrained contained in the book included: Ms Mckennitt’s personal and sexual relationships; her personal feelings and, in particular, in relation to her deceased fiancé and the circumstances of his death; matters relating to her health and diet; matters relating to her emotional vulnerability, and as to the specifics of the interior of her home. Buxton LJ found that all of it was obtained within a pre-existing relationship of confidence, in the traditional sense. He found that not only would a reasonable man standing in Ms Ash’s shoes have realised that the information was confidential, but that Ms Ash herself clearly realised that it was, from comments that she had made in the book.

Against that background he found that the information in relation to which relief was sought could be accounted private information – the key question – because, he noted, relying on Von Hannover v Germany:

‘. . . private life, in the Court’s view, includes a person’s physical and psychological integrity; the guarantee afforded by Article 8 of the Convention is primarily intended to ensure the development, without outside interference, of the personality of each individual in his relations with other human beings. There is therefore a zone of interaction of a person with others, even in a public context, which may fall within the scope of private life. Based on that general principle, the ECtHR held that there [was] no doubt that the publication by various German magazines of photos of the applicant in her daily life either on her own or with other people falls within the scope of her private life.’503
The defendant had sought to suggest that the ECtHR went no further in Von Hannover than to hold that the Princess’s privacy had been invaded by a campaign of media intrusion into her life, and otherwise the taking and publication of the photographs would not have been in itself an invasion of privacy. Buxton LJ rejected that contention, on the basis that the findings in Von Hannover were not confined to an instance of a campaign of media intrusion. It was concluded on that basis that the information in question was covered by Art 8. Although Von Hannover was taken into account, it was clear that the information was of a more personal nature than the information about the Princess. But the references to Von Hannover indicated that the Court of Appeal would probably have been prepared to find that less intimate information was also covered. As discussed below, the key question is whether Article 8 was engaged, as determined by reference to Von Hannover.504
It is clear that the findings in the appeal ranged widely, well beyond the narrow limits of the facts of the case. The Court of Appeal made it clear that it was not necessary to identify factors giving rise to an obligation of confidence – even though such factors were in fact present. It was also made clear that the determination as to whether information is private must be made by reference to Art 8, and that Von Hannover, as the leading case, should be applied without limiting its scope to an instance of media harassment. Thus, personal facts could be covered even if partly in the public domain. Some of the information at issue was partly in the public domain due to its controlled release by Ms Mckennitt as part of her charity work. Clearly, the information complained of was not acquired in public in the way that the information at issue in Von Hannover was acquired, but Buxton LJ’s judgment indicated that if it had been, it would have been viewed as private information.

In Mckennitt and in Campbell it can be seen that the need to demonstrate that an obligation of confidentiality had been imposed was entirely discarded. Both judgments clearly accepted that the step from confidence to privacy had been taken, and that the determination as to whether the information should be accounted private, relying on Art 8, had become the only necessary step in deciding that relief could be afforded, subject to the speech/privacy balancing act. Lord Nicholls of Birkenhead in Campbell v MGN Ltd found:321 ‘Essentially the touchstone of private life is whether in respect of the disclosed facts the person in question had a reasonable expectation of privacy’. The acceptance that a key element of confidence could and should be discarded in favour of relying on Art 8 is indicative of an acceptance in this context of an absolute duty to develop the common law by reference to the Convention rights, under the s 6 HRA doctrine of indirect horizontal effect.

What is ‘private’ information under recent decisions?
What ‘information’ is now protected under the privacy tort? That covers all sorts of obviously private activities such as medical treatment (Campbell);
 it also covers private functions such as weddings (Douglas),
 and, according to Von Hannover,
 daily life activities that happen to be carried out in public. In terms of privacy-invasion photographs do represent a very effective way of conveying minute details, including facial expressions, in a way that cannot be replicated by reporting. So photographs appear to represent a particularly pernicious form of privacy-invasion. The fact that photographs have been taken may give weight to the argument that the invasion of privacy at stake should be accounted serious enough to allow prima facie for the grant of relief. The Art 8 jurisprudence should be taken into account in order to determine whether information should be viewed as private or not,
 but in the more recent decisions the domestic courts have developed a set of criteria to determine whether or not information should be deemed ‘private’.
It was found in David Murray v Big Picture Ltd
 that targeting children for photographs when engaging in everyday activities may be covered as ‘private’ information by the tort of misuse of private information. JK Rowling argued that she and her child found it distressing to be pursued by the media in this way.
 The agency's defence was that the English courts had refused to recognise the right of an individual not to be photographed in a public place, except when special factors such as harassment, distress to a child or disclosure of confidential information was involved.
 The Court of Appeal found that it was at least arguable that her child had a reasonable expectation of privacy.
 The fact that he was a child was found to be of particular significance.
 

The Court found that there could be circumstances in which there will be no reasonable expectation of privacy, even after Von Hannover.
 But the Court did not think that a clear distinction could be drawn between a child (or an adult) engaged in family and sporting activities and something as simple as a walk down a street or a visit to the grocers to buy the milk. It was thought the distinction could be contemplated on the basis that the first type of activity would be clearly part of a person's private recreation time intended to be enjoyed in the company of family and friends and that, on the test deployed in Von Hannover, publicity afforded to such activities is intrusive and can adversely affect the exercise of such social activities. The Court considered that in certain circumstances the second, more anodyne type of everyday activity could fall within the scope of ‘private’ information.
 It found that a reasonable expectation of privacy could arise, taking account of all the circumstances of the case, including ‘the attributes of the claimant, the nature of the activity in which the claimant was engaged, the place at which it was happening, the nature and purpose of the intrusion, the absence of consent and whether it was known or could be inferred, the effect on the claimant and the circumstances in which and the purposes for which the information came into the hands of the publisher’.

Murray was significant since the Court of Appeal brought domestic law on privacy much closer to accepting the Von Hannover ‘everyday life’ principle, although only in relation to a child. In contrast, Max Mosley v News Group Newspapers Limited
 dealt with a far more typical situation, since the newspaper in question disclosed intimate facts concerning Mosley’s sexual life. In 2008, the News of the World published a series of articles revealing that Max Mosley, President of Formula One had engaged in group sex sessions, of a mildly sado-masochistic nature, with five prostitutes, in private, residential property. The information had been obtained from one of the prostitutes hired to take part in the sessions, who had also used a hidden camera to make a video recording of the sexual activity. The News of the World reported on Mosley under the heading "F1 boss has sick Nazi orgy with 5 hookers" with an inside double-page spread story referring to "a depraved NAZI-STYLE orgy in a torture dungeon";
 it contained explicit detail of the sexual activity, as well as numerous still photographs.
 Similar information and video footage was posted on the defendant’s website.
 Mosley served legal proceedings on the News of the World alleging breach of privacy and claiming unlimited damages. The claim was specifically for breach of confidence and/or the unauthorised disclosure of personal information said to infringe the claimant’s rights to respect for his private life as protected by Article 8 ECHR.
 The information was found to be obviously private; it was therefore found that the newspaper had committed a breach of confidence as well as a violation of the Art 8 rights of all those involved in the relevant sexual acts, and considered that publication could only be justified if it was in the public interest, discussed below.
When the activity engaged in is public in nature, such as an appearance – for example, at an awards ceremony to receive an award – at a public event or the performance of a civic role, then there is clearly no question that there can be a ‘reasonable expectation of privacy’. This point was made in Von Hannover.
 However, in relation to ‘public figures’ there is a possibility that normally private acts, such as an affair, could be of relevance to the public function that they perform. That point would be expected to be raised in relation to speech/privacy balancing, but it has also been raised in relation to reducing or denying that a person has a reasonable expectation of privacy. 
As discussed above, in Von Hannover it was established that a public figure cannot be deemed to lose their reasonable expectation of privacy for all purposes, but that has not been found domestically to mean that there is no distinction between such persons and individuals without a public profile. An example of this is the case of Trimingham v Associated Newspapers,
 which concerned an affair between the politician Chris Huhne and his press officer Ms Trimingham. Ms Trimingham did not challenge publication of the fact of the affair, but objected to the nature and breadth of the news coverage against her, which attacked her reputation and discussed her sexuality and previous relationships.
 It was found that Ms Trimingham had no reasonable expectation of privacy regarding information concerning even a previous relationship, despite the fact that it was found to be unrelated to the scandal.
 Mr Justice Tugendhat found that:
‘If these statements had stood alone and there had been no scandal with Mr Huhne, for example if they had appeared in a short diary piece, I would have accepted that Ms Trimingham had a reasonable expectation of privacy, and that there was little to be said by way of defence… In the actual circumstances I conclude that the addition of these statements is not sufficiently serious to justify a finding that the Defendant has misused Ms Trimingham's private information.’
 
Typically, only personal information that is related to a public role would lack a reasonable expectation of privacy; however, the weight of the general public role associated with being a press officer and engaging in an affair with such a high profile politician was found to have, in effect, qualitatively reduced Ms Trimingham’s reasonable expectation of privacy. This finding is in striking contrast to Tammer v Estonia in which it was found that the personal information of public figures that is unrelated to their public status should not be deemed to be in the public interest.
 Mr Tugendhat’s finding is obviously objectionable in terms of valuing informational autonomy; the issue of public status and relevance of the information to a public role should have been considered in relation to the balance between Arts 10 and 8, discussed below.

Terry v Persons Unknown
 (also known as LNS v Persons Unknown) raised the question whether a celebrity who suspects that any one of a number of newspapers might publish private information can prevent publication via an injunction aimed at the world at large.
 Obviously if the celebrity has to wait until the information has been published that might mean that privacy liability would become a merely empty remedy.
 The first issue was whether the information should be accounted ‘private’. The case concerned Terry’s (John Terry was a member of the England Football team) extramarital relationship with Vanessa Perroncel, the long-term girlfriend of Wayne Bridge, a fellow England defender. The claimant sought to renew an interim injunction to prevent information known to a number of people via word of mouth being printed to the world at large.
 
The court found that Terry would not be likely to establish that there had been a breach of a duty of confidence owed to him as there was insufficient evidence as to what he and the other person had each told to whom and in what circumstances.
 But in relation to misuse of private information he was found to be on somewhat stronger ground.  The court found that at a trial of a claim for misuse of private information a claimant must first establish that he has a reasonable expectation of privacy in relation to the information of which disclosure is threatened.
 That would arise if ‘a reasonable person of ordinary sensibilities would [have such an expectation] if he or she was placed in the same position as the claimant and faced the same publicity’ in all the circumstances.
 These included:

‘the attributes of the claimant, the nature of the activity in which the claimant was engaged, the place at which it was happening, the nature and purpose of the intrusion, the absence of consent and whether it was known or could be inferred, the effect on the claimant and the circumstances in which and the purposes for which the information came into the hands of the publisher... Photographs attract special protection because they can be much more intrusive and informative than words...”
 
It was found that there could be a reasonable expectation of privacy. The next step in the case concerned the balancing act between Arts 8 and 10, considered below.
Very similar finding were made in Ferdinand v MGN Ltd.
 Ferdinand brought the claim for misuse of private information over an April 2010 Sunday Mirror article in which interior designer Carly Storey gave her account of their 13-year relationship in return for £16,000. The article included a photograph and text messages. It was found that the information in the article was in principle protected by Article 8 since sexual behaviour in private was found to be part of the core aspect of individual autonomy which Article 8 protects, and that the texts were examples of ‘correspondence’ and so, again, in principle, were subject to protection. 
The situation that arose in Weller v Associated Newspapers Ltd
 strongly differed from those in Terry and Ferdinand. The claimants were the children of Paul Weller, a well-known musician and former member of The Jam and Style Council. Photographs had been taken of them in the street and at a cafe while they were out on a shopping trip with him in Santa Monica, California.
 The defendant newspaper publisher published the photographs on Mail Online for one day before removing them from the internet. The claimants’ faces were not pixellated. Acting by their father as their litigation friend they brought proceedings against the defendant for damages and an injunction for misuse of private information and for compensation under s 13 of the Data Protection Act 1998 (DPA).
 
The relevant attributes of the claimants identified were the images of each of their faces.
 The place in question was a public place on the street, and partly in a café which was visible from the street and partly situated on the street. The Editors' Code recognises that private activities can take place in a public place. The Mail Online knew that the photographs had been taken without consent because of the wording of the accompanying caption.
 The publication of the photographs distinguished the claimants from their peers and had a strong effect on the claimants in terms of causing distress.
 On that basis it was found that there was a reasonable expectation of privacy.
 The photographs were found to be different in nature from crowd shots of the street showing unknown children.
 
Conclusions as to ‘reasonable expectation of privacy’
The domestic courts, despite finding (in Mckennitt) that the privacy action should be structured by reliance on the Article 8 ECHR jurisprudence, have not gone all the way down the Von Hannover path – to accepting that images of daily life (as opposed to a person’s ‘public’ life) are covered as ‘private’ information in relation to adults. No liability in a Von Hannover situation (where the information was acquired in a public place and was prima facie anodyne) has yet been imposed in the UK courts, except in respect of children.
 Instead, the domestic courts have found that the information in question will be deemed private when a reasonable person of ordinary sensibilities in the same position as the claimant would have had a reasonable expectation of privacy in all the circumstances. These have been found to include (see Weller for a structured application): the attributes of the claimant, the nature of the activity in which the claimant was engaged, the place at which it was happening, the nature and purpose of the intrusion, the absence of consent, the effect on the claimant and the circumstances in which and the purposes for which the information came into the hands of the publisher. The result is that in the domestic courts information appears now to need to pass a threshold test of seriousness before it can be accounted ‘private’, especially where some form of link to a public role can be discerned as in Trimingham; but information about daily life activities may be deemed private where it concerns a child. 
       Taking account of Von Hannover it can be concluded that the UK courts adopted, in the early years of the HRA, an increasingly strong line in relation to privacy complaints. At Strasbourg and domestically it is possible to say that from around 2004 to 2008 a clear shift occurred in more fully recognising a right to privacy to be exercised against the media. That shift was reaffirmed between 2008-2015 to an extent, but the tendency has been to move away from the Von Hannover notion of expectation of privacy in relation to daily life activities. That tendency has also been, as discussed below, accompanied by a more ready acceptance of dubious free speech arguments put forward by newspapers. 
Information in the public domain
Information could be protected by the doctrine of confidence if it retained a quality of confidentiality. But, clearly, information is not confidential if it is already in the public domain. As discussed, it is now only necessary to ask whether the information qualifies as private information. However, information will be neither confidential nor private if it is already in the public domain. A better way of putting this is to say that public information – such as photographs of the Prince of Wales at a ceremonial occasion or of a footballer during a match – by its nature cannot be private. So the discussion begins by considering the point at which information can be said to have lost its quality of confidentiality or, now, of privacy. It will be found that privacy values, such as seeking to prevent humiliation, distress, indignity, and to preserve informational autonomy, have come to dominate the public domain inquiry to a very significant extent. 
Section 12(4) HRA confirms that, when considering when to grant an injunction, the court must ‘have regard to the extent to which the information has become, or is about to become, available to the public.’ Information could be viewed as public, as opposed to private, either because it is already known to many people, so it has lost its private quality, or – it was thought pre-HRA and in the early HRA years – because it was made available in a public place on the basis that it would then be known to anyone who happened to be present. 
Making a determination that information has lost its private quality because it is known to a number of people has often been problematic. In the US prior publicity generally negatives liability.354 In contrast, the English doctrine of confidence and s 12(4)(a)(i) of the HRA have adopted a more nuanced approach, whereby the existence of prior publicity is a relevant but not conclusive factor. Thus, in the leading pre-HRA decision, AG v Guardian Newspapers Ltd (No 2),358 Lord Keith argued that whether information is in the public domain will often be a matter of degree and therefore prior disclosure to a limited group of people might not rob the information of its confidentiality, an approach which received general support in the case.359 

It is now clear that information can remain ‘private’ or confidential even though it is known to a number of persons. In Mills v News Groups Newspapers,374 which concerned the threatened publication of the applicant’s address in the Sun, the judge said: ‘The fact that information may be known to a limited number of members of the public does not of itself prevent it having and retaining the character of confidentiality, or even that it has previously been very widely available.’375 Similarly, in Campbell, there was no suggestion that the limited number of people who knew the details of the model’s attendance at Narcotics Anonymous had robbed the information of its confidential quality. 
Similarly, in Blair v Associated Newspapers,378 in which Cherie Blair was granted a series of injunctions against various parties to prevent the publication of details of her domestic arrangements, provided by a former nanny, the fact that one print-run of the Mail on Sunday carrying the offending article had already been distributed was held not to have robbed the information of its confidential quality. That was a significant decision since thousands of people would have read the article. In principle, it is argued, it was correct since the mere fact that a newspaper manages to put out one print run before the plaintiff can obtain an interim injunction should not preclude the grant of relief on the basis that the defendant should not be able to profit from his own wrong-doing. In Mckennitt v Ash Mr Justice Eady said at first instance: ‘it does not necessarily follow that because personal information has been revealed impermissibly to one set of newspapers, or to readers within one jurisdiction, that there can be no further intrusion upon a claimant's privacy by further revelations’.
 Thus, the judges are strongly adhering to a key principle of informational autonomy – that persons constantly choose the forums and the persons to whom they disclose some personal information: the fact that it is disclosed in a particular setting to a particular group – as in Mckennitt in respect of some of the information – does not mean that the individual condones its mass dissemination. 
This approach is clearly to be preferred to the more absolutist US stance. While the latter has the advantage of making it relatively easy to predict in advance what can be disclosed with impunity, it relies, as Paton-Simpson has persuasively argued, on a simplistic and misleading attitude whereby privacy is treated as an all or nothing concept, rather than as a matter of degree.379 Attention in privacy cases now focuses on the value of the speech (see below), not on a mechanistic application of a public domain test – a test that fails to focus on the key issue: the distress caused by the disclosure of the information.
As to the second public domain matter, it used to be the case that confidence would not cover instances where the information was initially obtained through observation in a public place. However, the decision in HRH Princess of Wales v MGN Newspapers Ltd and Others384 casts some doubt on this contention, since the information in question was obtained in a gymnasium attended by other club members and therefore, clearly, it had been disseminated to an extent, albeit in a manner limited enough to prevent it from being viewed as in the public domain. An interim injunction to protect the information was nevertheless granted. Thus, at the time it appeared to be clear that information obtained by means of observation in similar semi-public places, such as restaurants, might be found to retain the necessary quality of confidence.

It became much clearer post-HRA that the courts were prepared to view information already partly in the public domain as worthy of protection on the grounds that it could still be viewed as private.396 Campbell made it clear that the gathering of information in a public location did not mean that it was robbed of its confidentiality. Von Hannover confirmed that that is clearly the position adopted at Strasbourg. Baroness Hale in Campbell qualified her finding on the public domain point by demanding that where a private/daily life activity takes place in public, it must have an added privacy element in order to overcome the argument that the material was in the public domain since the activity occurred in a public location. She said: ‘The activity photographed must be private.’397 Von Hannover as discussed above, did not demand this added privacy element. But Lord Hope did not demand that the activity captured by photographers should be of an especially significant nature in terms of privacy; he said: ‘But these were not just pictures of a street scene where she happened to be when the photographs were taken. They were taken deliberately, in secret and with a view to their publication in conjunction with the article’.398 Those dicta comport quite readily with the findings of the Strasbourg Court, but Baroness Hale’s view appears to have prevailed, as discussed above.

What is the guiding principle to be derived from these findings on the public domain issue, including those in Peck and Von Hannover? It is suggested that it is simply that of recognising the value of allowing persons control over the mass dissemination of private information, taking private information to mean information relating to a person’s personal, as opposed to public, life.
 Obviously there will be circumstances where mass dissemination of the information has already occurred to the point where the information cannot be viewed as private. But the courts appear to be reluctant, as the Blair case indicated, to accept that a person has lost control of their private information, unless prior mass publicity forces them to that conclusion. In taking this stance it is clear that the judges have shown recognition of the underlying values of dignity and autonomy at stake.
So it is reasonable to conclude that the law is now seeking to protect the ability of the individual to control the mass dissemination of private information. The fact that the information is already known to some or that it was obtained in an inherently uncontrolled environment, such as the street, are not the key factors. Private life activities ranging from the everyday (walking with a friend in the street), to the intensely intimate (attempting suicide), can occur in public. Private facts – such as a revelation that a person, thought to be straight, is in a gay relationship, or that a person is having an affair – can be revealed in public locations. The location of the activities has already been discarded as non-determinative and, as indicated, is ceasing to play even a residual role in UK privacy cases. It does not appear to be necessary that the information should be of an especially private nature: daily life activities can also be viewed as personal. In general, then, the role of ‘public domain’ as a limiting factor in terms of location is clearly diminishing in privacy claims, although arguably it can still play an important part in confidentiality ones. The first public domain issue is still of significance where the plaintiff, not the defendant, deliberately placed the information in the public domain by revealing it to reporters or others.402 The second – location – is becoming increasingly insignificant.
A note on ‘public domain’ in state confidentiality cases
 

It may be noted that state confidentiality claims appear to be moving in a direction entirely opposed to that indicated in Campbell and in Von Hannover. In other words, a contrary development is apparent, it is suggested, in relation to government assertions of a breach of confidence. As Chapter 8 indicated, AG v Times, the Tomlinson case,403 suggested that a tendency to find that information is already in the public domain, even where it has been disseminated only to a small group of persons, is apparent.404 If it can eventually be said that the interpretation of ‘public domain’ differs depending on whether the plaintiff is the government or a private individual, this would accord with the requirements of Strasbourg jurisprudence as recognised under s 2 HRA since in the former instance, the strong individual right under Art 8 is not also at stake.

Section 12(4)(a)(i) HRA requires a court to ‘have particular regard’ to ‘the extent to which the material has, or is about to become available to the public’ when considering the grant of relief which, if granted, might affect the exercise of the Art 10 right (s 12(1)). If the development indicated becomes a settled one, this would mean that the courts had accepted that differing approaches should be taken to the interpretation of s 12(4)(a)(i) of the HRA, depending on whether Art 8 was or was not at stake. The requirement to take into account the extent to which the material is about to become available could have the effect of widening the public domain test in a manner reconcilable with the spirit of AG v Times (Tomlinson case), but not with Von Hannover or Campbell. So since s 12(4) should be interpreted compatibly with Art 8 under s 3 HRA, a differentiated use of the public domain argument in privacy cases and in state ones under the doctrine of confidence, is justified.

The so-called doctrine of ‘waiver’ 
It can be argued that a plaintiff has ‘waived’ his or her right to respect for private life due to seeking publicity on the potentially private matter in question. In Woodward v Hutchins,526 intimate facts about Tom Jones and another pop star were revealed to the Daily Mirror by a former agent who had been their confidante. The plaintiffs sought an injunction on the ground of breach of confidence. There had been a confidential relationship and they claimed that the agent should not be able to take unfair advantage of that confidentiality. The Court of Appeal refused to uphold the claim on the basis that the plaintiffs had sought to publicise themselves in order to present a certain favourable ‘image’ and therefore could not complain if the truth were later revealed. The public interest in knowing the truth about the plaintiffs seemed to rest on a refusal to use the law to protect their attempt to mislead the public.

In Campbell it was made clear that there is no general defence of waiver as in Woodward. The applicant herself had conceded that the Mirror was entitled to publish the fact that she was a drug addict and was receiving treatment for her addiction; it was accepted that the press was entitled to expose the falsity of her previous public statements that she did not take drugs and was not a drug addict. As Phillipson puts it, ‘This, however, was on the basis that there was a public interest in preventing the public from being misled,528 not on any notion that that publicity-seeking in itself destroys an individual’s reasonable expectation of privacy’.529 Campbell’s general statements that she was not a drug addict did not defeat, it was found, her expectation of privacy in relation to the details of her treatment for drug addiction. Lord Hoffmann found, ‘[Campbell] is a public figure who has had a long and symbiotic relationship with the media. A person may attract or even seek publicity about some aspects of his or her life without creating any public interest in the publication of personal information about other matters.’530 None of their Lordships accepted that Campbell’s publicity-seeking in the past would destroy protection for her private life.

However, certain post-HRA cases indicate judicial acceptance of a position whereby a claimant’s reasonable expectation of privacy as regards his personal information is subject to a ‘zonal waiver’ – a partial waiver, albeit not a blanket waiver as in Woodward. In A v B
 the claimant sought an injunction against an article written by the claimant rock singer’s former wife which he believed would contain disclosures about the effects of drugs on him and his drug rehabilitation at Narcotics Anonymous. He had himself admitted to the press on previous occasions his own use of drugs. The judge found as regards the ‘waiver’ argument that it was critical to the claim that the claimant has a reasonable expectation of privacy as regards personal information that he has not conducted himself in a way that evinces a desire to publicise personal information in a similar category to the information which he claims is private.
 The judge found that where a claimant had decided to ‘lift the veil’ on his personal affairs:
‘…the court’s characterisation of what is truly in the public domain will not be tied specifically to the details revealed in the past but rather focus upon the general area or zone of the claimant’s personal life (e.g. drug addiction) which he has chosen to expose.’ (emphasis added)

The idea of a ‘zonal waiver’ in A v B is clearly in tension with the idea of informational autonomy, since it imputes an intention to place one’s information in the public domain. The doctrine has subsequently received judicial criticism,
 but has been confirmed in Murray v Express Newspapers Plc,
 and has received a degree of support in recent Strasbourg case-law.
 Axel Springer v Germany,
 discussed further below, concerned a media company which had been prevented from reporting the arrest and conviction of an actor for a drug offence. The German courts had upheld the issuance of an injunction to prevent the publication of this information on the basis of the actor’s right to the protection of his ‘personality rights’.
 The ECtHR accepted that this injunction amounted to a disproportionate interference with the media company’s Art 10(1) right.
 The Court’s reasoning is relevant to the reasonable expectation of privacy under Article 8(1).  The Court confirmed that ‘the conduct of the person concerned prior to publication of the report or the fact that the photo and the related information have already appeared in an earlier publication are… factors to be taken into consideration,’ but emphasised that ‘the mere fact of having co-operated with the press on previous occasions’ could not deprive a claimant of his reasonable expectation of privacy.
 The Court found that the actor ‘had… revealed details about his private life in a number of interviews… he had therefore actively sought the limelight’
 and therefore his reasonable expectation of privacy was accordingly reduced. 

The ‘zonal waiver’ approach arguably influenced the decision of AAA v Associated Newspapers.
 In AAA the child claimant sought damages and an injunction against a newspaper in relation to a publication discussing her paternity. In particular, the newspaper sought to publish speculations that her father, an elected politician, had engaged in extra-marital sex with her mother. (The public interest element of this claim is examined below; the current discussion is limited to the judicial finding regarding the reduction in the claimant’s reasonable expectation of privacy.) It was found that the publication of an interview with the mother in another magazine that had contained references to the claimant’s father had reduced the daughter’s reasonable expectation of privacy, despite it also including an explicit reference to the mother’s refusal to discuss her daughter’s paternity. The mother’s agreement to proceed with the interview in the knowledge that there would be discussion of the father was found to be indicative of an ‘ambivalent’ desire to keep her daughter’s paternity private, which was insufficient to create a reasonable expectation of privacy about that information.
 
The High Court judge’s assessment, confirmed by the Court of Appeal, was that the mother’s behaviour was indicative of a ‘wish to inform certain individuals, if not of the father's identity, then at least to point them in a certain direction’.
 The judge found that the mother wished to correct a perception that the daughter's conception was a “drunken mistake”’ and the speculation she thus engendered prevented her claiming a reasonable expectation of privacy on behalf of her daughter in relation to the specific information of her daughter’s paternity.
 
To conclude on ‘waiver’ – it is clear that as a general ‘defence’ to privacy claims it has been marginalised, although Woodward has not been expressly over-ruled.531 A person who has placed details of her private life in the public domain by giving interviews to magazines on a specific matter may find that that defeats her expectation of privacy, because the matter is not accounted private (possibly even if some details as to the matter in question were not previously disclosed). Or if a person has misled the public that may provide a public interest argument that the record should be set straight. In Campbell the claimant’s denial of her drug addiction meant that the fact that she was receiving drug treatment lost protection on the basis that there was a public interest in knowing the truth which defeated her expectation of privacy. Thus the defence of waiver appears to have been partly swallowed up by the balancing act between speech and privacy which is discussed below. However, the influence of ‘waiver’ can be discerned in various post-HRA cases, especially A v B.
 The idea of ‘zonal waiver’ is perhaps now best interpreted – as it was in Axel Springer and AAA – as a particularly persuasive factor weighing against the finding that a claimant who has courted publicity regarding an area of his personal life should have a reasonable expectation of privacy regarding personal information pertaining to that area.
Balancing speech and privacy claims under the HRA

The statutory scheme of the HRA, the Convention rights and the relevant privacy codes – now the IPSO (formerly PCC) code – provide the ground rules for determining when material should be published despite the invasion of privacy which will occur. Under the HRA, it was thought originally, as Venables593 and Mills594 indicated, that the balancing act would occur by reference to s 12(4) HRA which appears to accord priority to Art 10.
 The House of Lords in Campbell
 gave far more extensive guidance on the balancing act and made it clear that Arts 8 and 10 must be treated equally despite s12(4). The balancing act is affected by the importation of the Strasbourg concepts of necessity and proportionality as applied under Arts 10 and 8 ECHR, scheduled in the HRA. The second paragraphs of Arts 8 and 10 under the HRA provide the principal mechanism by which to seek to create a balanced resolution of the two rights of privacy and speech. The IPSO privacy code provisions may be relevant in terms of the weight to be placed on either side of the equation. Public interest factors may go to the value to be placed on the speech. 
Development of the ‘parallel analysis’ 
The House of Lords in the seminal decision of Campbell v MGN set out the domestic approach to balancing Arts 8 and 10.707 The House of Lords adopted the approach taken in the Court of Appeal decision of Re S.
 Lady Hale in Re S found that it was not merely necessary to consider Art 8 as an exception to Art 10 under Art 10(2); it was also necessary to consider Art 10 as an exception to Art 8, under Art 8(2). Thus, the Court must first ask whether Art 10 is engaged in a privacy case against the press. The standard Convention tests should then be followed, under Art 10(2) asking whether the interference with the Art 10 guarantee proposed by the plaintiff would be necessary in a democratic society and proportionate to the legitimate aim of protecting private life, as a ‘right of others’. The Court should then consider the issue from the opposing perspective under Art 8, with the rights reversed in position, so that the speech interest is treated as an exception to the primary right to respect for privacy under Art 8. The same inquiries as to necessity and proportionality should then be made from this opposing perspective, again under the rights of others exception which also appears in Art 8(2). Lord Steyn, in Re S, a speech with which the other members of the House concurred, deduced a number of principles from the decision of the House in Campbell v MGN:

‘First, neither article has as such precedence over the other. Secondly, where the values under the two articles are in conflict, an intense focus on the comparative importance of the specific rights being claimed in the individual case is necessary. Thirdly, the justifications for interfering with or restricting each right must be taken into account. Finally, the proportionality test must be applied to each.’
   
This process may be termed the ‘parallel analysis’.708 The method of resolving conflicts between Arts 8 and 10 is well established in Strasbourg case law. An illustration of this is provided by the case of Tammer v Estonia.
 In Tammer v Estonia the journalist applicant had been subject to a criminal penalty in respect of the publication of a hard-hitting interview relating to a former political aide, alleging that she had broken up the Prime Minister’s marriage by having an affair with him and had deserted her own children. His application under Art 10 failed before the Court, which found that the remarks in question related to the former aide’s private life; the restriction upon the journalist’s Art 10 rights, taking into account the lightness of the penalty imposed, was therefore a necessary and proportionate response to the need to uphold the privacy of the aide.
 
Similarly in Peck v United Kingdom649 the Court found a breach of Art 8 rights even where significant restrictions on Art 10 rights were thereby created. As mentioned above, the case concerned CCTV footage of an attempted suicide in the street, which was then shown on national television. The applicant was identifiable from the footage and the broadcasting of it was found to create a breach of Art 8. The decision is of significance, not only because it allowed for the suppression of freedom of expression on a matter of some significant public interest, but also because it demonstrates that freedom of expression can be curbed even where the speech suppressed is already partly in the public domain. 
  In Campbell, as part of the ‘parallel analysis’ of proportionality, the poverty of the speech claim was made clear. Lord Nicholls found: ‘The need to be free to disseminate information regarding Miss Campbell’s drug addiction is of a lower order than the need for freedom to disseminate information on some other subjects such as political information.’773 Lady Hale similarly held: ‘there are undoubtedly different types of speech’ and that some of those ‘are more deserving of protection in a democratic society than others’; speech would be valuable where it included:

‘. . . revealing information about public figures, especially those in elective office, which would otherwise be private but is relevant to their participation in public life. Intellectual and educational speech and expression are also important in a democracy, not least because they enable the development of individuals’ potential to play a full part in society and in our democratic life. Artistic speech and expression is important for similar reasons, in fostering both individual originality and creativity and the free-thinking and dynamic society we so much value.’774
Lord Hope found:

‘But it should also be recognised that the right of the public to receive information about the details of her treatment was of a much lower order than the undoubted right to know that she was misleading the public when she said that she did not take drugs. In Dudgeon v United Kingdom (1981) 4 EHRR 149, para 52 the European Court said that the more intimate the aspects of private life which are being interfered with, the more serious must be the reasons for doing so before the interference can be legitimate. Clayton and Tomlinson, The Law of Human Rights (2000), para 15.162, point out that the court has distinguished three kinds of expression: political expression, artistic expression and commercial expression, and that it consistently attaches great importance to political expression and applies rather less rigorous principles to expression which is artistic and commercial. According to the court’s well-established case law, freedom of expression constitutes one of the essential foundations of a democratic society and one of the basic conditions for its progress and the self-fulfilment of each individual: Tammer v Estonia (2001) 37 EHRR 857, para 59. But there were no political or democratic values at stake here, nor has any pressing social need been identified.’775
He concluded that a person’s right to privacy can be limited by ‘the public’s interest in knowing about certain traits of her personality and certain aspects of her private life . . .’.776 But he found that in order to deprive Miss Campbell of her right to privacy it would not be enough to argue ‘that she is a celebrity and that her private life is newsworthy’.

‘Treating the complained-of details merely as background was to undervalue the importance that was to be attached to the need, if Miss Campbell was to be protected, to keep these details private. And it is hard to see that there was any compelling need for the public to know the name of the organisation that she was attending for the therapy, or for the other details of it to be set out.’777
Therefore he found that in relation to the details complained of, including the picture taken of Ms Campbell outside the NA clinic, other than the fact of receiving drug treatment, a remedy should be granted, a conclusion with which the Lords in the majority agreed.
In Von Hannover v Germany,656 which was decided shortly after Campbell, the Strasbourg court addressed an Art 8 claim in respect of journalism that invaded the applicant’s privacy. As indicated above, journalists had followed Princess Caroline, photographing and recording trivial details of her personal life, such as dining with her children or shopping. The Strasbourg Court found as regards the public interest dimension:

‘. . . the publication of the photos and articles in question, of which the sole purpose was to satisfy the curiosity of a particular readership regarding the details of the applicant’s private life, cannot be deemed to contribute to any debate of general interest to society despite the applicant being known to the public.’659
The Court further found:

‘…a fundamental distinction needs to be made between reporting facts – even controversial ones – capable of contributing to a debate in a democratic society, relating to politicians in the exercise of their functions, for example, and reporting details of the private life of an individual who, moreover, as in this case, does not exercise official functions. While in the former case the press exercises its vital role of ‘watchdog’ in a democracy by contributing to ‘impart[ing] information and ideas on matters of public interest . . . it does not do so in the latter case . . . The situation here does not come within the sphere of any political or public debate because the published photos and accompanying commentaries relate exclusively to details of the applicant’s private life.’661
Since the photographs and publications ‘made no contribution’ – due to their banal and anodyne nature – to a debate of general interest, the interest in press freedom under Art 10 had to give way, it was found, to the Princess’s privacy interests. Thus, the Court found that the reporting of the private life of a public figure is not an aspect of the media’s watchdog role, except in special circumstances where aspects of his or her private life relate to political or public debate. In the instant case the details related exclusively to the applicant’s private life and in those circumstances, it was determined, freedom of expression had to be narrowly interpreted. That narrow interpretation appeared to mean impliedly that while the reporting was viewed as constituting expression, interferences with it would almost inevitably be justified due to its nature. The Court did appear to accept that Art 10 was engaged, but it made it clear that the type of speech in question would always, as a general rule, tend to be afforded a very low weight.662 Material consisting merely of photographs showing daily life activities of celebrities accompanied by no reporting attempting to create links to wider issues is the staple fare of many magazines and newspapers. So the possible public interest value of such photographs should not be exaggerated. Further, it must be borne in mind that consented-to photographs of celebrities are readily available. Any desires of the audience to see their life-styles ratified, or to observe social trends embodied in the lives of celebrities, already have a ready outlet.
In the House of Lords in Re S,
 decided shortly after Von Hannover – deciding upon a very different application of the balancing act in Campbell and Von Hannover – Lord Steyn, giving the leading judgment, found that the interest in open reporting of the criminal process outweighed the privacy interest of the child in question. He relied on making a finding as to the strong general rule allowing for the reporting of criminal trials, and allowed the Art 10 argument therefore to prevail over the Art 8 interest at stake. But in re S the private and family life claim was very strong in terms of both informational and substantive autonomy. The revelation of the mother’s identity was likely to affect S’s ability to recover from the impact on him of his brother’s death and mother’s trial for the murder, and therefore it was especially crucial that her identity should not be revealed in the immediate aftermath of his brother’s death. S was a victim in a very real sense of the alleged offence: he lost his mother (who was later imprisoned for the murder of his brother) and his brother and his high risk of psychiatric harm was likely to be enhanced, according to expert evidence, depending on the level of publicity.767 The suffering he was likely to undergo as a result of the publicity in terms of bullying and teasing was thought likely to have such an impact on him, in terms of exacerbating the inevitable psychiatric harm he would suffer, that the precarious placement with his father was thought to be likely to break down. So very intimate relationships were at stake in extremely compelling circumstances. A range of Art 8 values were very strongly engaged. Nevertheless, Lord Steyn gave the privacy claim a very cursory treatment, dismissing it in two paragraphs of his speech.

In contrast to the privacy claim in Re S, the speech claim was weak; Lord Steyn was obviously right to identify the interest in open justice as a very significant matter in terms of speech values, but wrong, it is argued, to proceed to the assumption that knowledge of S’s identity was necessary in order to serve that interest. The speech interest engaged in publishing photographs of the mother with the dead boy and revealing the mother’s name was minimal: discussion of the circumstances surrounding the murder could have occurred in the press on a basis of anonymity, at least during the mother’s trial. The mother’s name would clearly mean nothing to the vast majority of the readers of the newspapers in question. Thus the public interest could have been served, since the case raised certain wider issues, while still protecting S. This judgment suggests that the courts are more comfortable with free speech than with privacy claims: as discussed above, free speech values have traditionally had far more hold on the common law than privacy values have. Although the parallel analysis was formally conducted in Re S, it is suggested that it was undertaken in a tokenistic fashion – no real effort was made to subject the true value of the speech claim to scrutiny; conversely, the privacy claim was accorded insufficient weight. Thus, although the Lords in Re S endorsed Campbell, there seemed to be no recognition of the fact that the decision gave the impression of departing in spirit from the fundamental approach of Campbell, that of presumptive equality of Arts 10 and 8. 
Factors affecting the balancing act

It is possible to identify a range of factors that will weigh strongly in the balance on one side or the other at the second stage of the proportionality enquiry.752 Clearly, that inquiry will be highly fact-sensitive. As Campbell made clear, the speech claim will be weakened if the speech fails to partake in the justificatory speech rationales discussed above; that is particularly the case where the speech does not relate to a civic function (including involvement in the legal process, such as arrest).
 The decision in Von Hannover identified a category of speech – ‘infotainment’ – that will in most circumstances be overridden by privacy interests since it is devoid of the speech value indicated by those rationales.753 The speech at issue in Von Hannover was not illustrative of social trends; it had no wider purpose than to entertain; it was aimed at an audience motivated purely by curiosity. The photograph at issue in Campbell was also of very little value in speech terms, as Lord Hoffmann pointed out. Conversely, the speech claim will be strengthened if one of the speech-based rationales is present, even if it cannot be viewed as political expression. If the interest in open justice is at stake that will tend to strengthen it very strongly (as the House of Lords found in Re S), but it will not inevitably overcome the privacy claim. Where speech of public interest value is in issue, taking account inter alia of the public interest factors discussed above,755 it would have a higher value than the speech at issue in Von Hannover.

The privacy claim will be strengthened if sensitive personal data as designated by the DPA 1998 is at stake (see below). In a case concerning a child that will also strengthen the claim. If intrusive methods such as phone hacking are used to obtain the information, particularly those that could potentially attract criminal sanctions,756 that will weigh in the balance in favour of privacy. In assessing the gravity of the invasion of privacy involved, further considerations might be of relevance. It could be asked whether the events reported happened in a very intimate setting (for example, the plaintiff’s home) or in a more ‘public’ environment, such as a restaurant, a beach, or the street. On the other hand, if selective disclosure of personal information appears to be part of a deliberate, systematic attempt to manipulate the media by giving a false impression of the claimant’s life to the public on a matter of some importance that might arguably weaken the privacy claim,757 although great caution must be used in deploying this argument since selective disclosure of certain personal matters is entirely in accord with informational autonomy; the mere fact that a person is a celebrity does not mean that they under a duty to reveal intimate details of their sex life. The fact that the public is in ignorance as to certain aspects of it should be irrelevant.

If breaches of the IPSO Code have occurred, including breaches relating to the use of clandestine devices and subterfuge, it is suggested that that is a matter a court can properly take into account in terms of strengthening the privacy claim, under s 12(4) HRA. The Mills case in particular made it clear that the Code provides a guide to the weight to be accorded to privacy factors.
 If traditional duties of confidence are involved, including in particular contractual duties, that will also add strongly to the privacy claim (as in HRH Prince of Wales v Associated Newspapers Ltd).758 The form in which the information is recorded (eg in a diary or on a personal mobile phone), or the form in which it is captured by the defendant may also be relevant in enhancing the privacy claim. The fact that other Convention rights are also implicated may strengthen the privacy claim. If the values underlying other rights could be viewed as engaged, as in Re S, in respect of Art 6(1), that might strengthen either claim.

Recent approaches to the ‘parallel analysis’
This section considers a number of significant recent cases in which the parallel analysis was conducted in order to resolve the clash between speech and privacy in each instance. In HRH Prince of Wales v Associated Newspapers Ltd778 the Court of Appeal had to consider a claim for breach of privacy and confidence brought by the Prince against the Mail on Sunday which had published details from his private diary. The diary in question was one of eight given to the paper by Sarah Goodall, a secretary in his private office from 1988 to 2000. The journals were handwritten accounts that Charles made following foreign visits over the past 30 years and which he circulated ‘in confidence’ to between 50 and 75 people, including politicians, actors, journalists and other people in the media. The employment contracts of each of those in Prince Charles’ service provided that any information in relation to him that was acquired during the course of his or her employment was subject to an undertaking of confidence and was not to be disclosed to any unauthorised person.

Prince Charles alleged that the publication of the extracts from the journal interfered with his right to respect for his private life and his correspondence under Art 8 of the Convention, so that it constituted in a breach of privacy. The Mail on Sunday denied this but alleged, in the alternative, that any interference with this right was justified under Art 8(2) as necessary to protect the rights of the newspaper and the public under Art 10. Prince Charles had accepted that the relief that he claimed amounted to a restriction on the newspaper’s right of freedom of expression under Art 10, but he alleged that this restriction was justified under Art 10(2) as necessary to protect his right to privacy, his copyright and to prevent the disclosure of information received in confidence.

The Court of Appeal found that the action concerned a claim for breach of privacy but that all the elements of a claim for breach of confidence under the old law were evident since the information was disclosed in breach of a ‘well-recognised relationship of confidence, that which exists between master and servant’.779 So a weighty element affecting the balance was the importance in a democratic society of upholding duties of confidence between individuals. It was argued on the other hand on behalf of the newspaper that Prince Charles, as heir to the throne, was a public figure who had controversially courted public attention and used the media to publicise views, particularly in relation to the Chinese, of a similar kind to those expressed in the journal, so he could have no reasonable expectation that the journal would remain confidential.780 The first instance judge had found, and the Court of Appeal agreed, that this factor did not go to the question of whether the content of the journal was confidential, but rather to the question whether that confidentiality would have to give way when weighed against the rights of freedom of expression enjoyed by the newspaper and its readers. 

The Court found that in general the Strasbourg Court views with disfavour attempts to suppress publication of information which is of genuine public interest and noted that where it relates to a matter of major public concern, even medical confidentiality may not prevail.782 The Court noted that where no breach of a confidential relationship is involved, the balance will be between Art 8 and Art 10 rights and will usually involve weighing the nature and consequences of the breach of privacy against the public interest, if any, in the disclosure of private information. But the Court found that position would be different where the disclosure related, as it did in the instant case, to ‘information received in confidence’. It found:

‘. . . the test to be applied when considering whether it is necessary to restrict freedom of expression in order to prevent disclosure of information received in confidence is not simply whether the information is a matter of public interest but whether, in all the circumstances, it is in the public interest that the duty of confidence should be breached. The claimant is as much entitled to enjoy confidentiality for his private thoughts as an aspect of his own ‘human autonomy and dignity’ as is any other.’783
The newspaper identified a number of matters of public interest revealed by the diary: (1) the nature of lobbying to which Prince Charles subjected this country’s elected leaders; (2) the political conduct of the Heir to the Throne; (3) the conduct of Prince Charles in failing to attend the 1999 Chinese banquet; (4) Prince Charles’ public statements about his non- attendance at that banquet. He had termed Chinese officials ‘waxworks’. However, the first instance judge concluded that the contribution that the journal or the articles in the newspaper made to providing information on any of those matters was minimal, and the Court of Appeal took the same view. The Court concluded that the first instance judge had been correct to hold that Prince Charles had an unanswerable claim for breach of privacy. When the breach of a confidential relationship was added into the balance, the Court found that his case was overwhelming. This case was of interest in that matters of some public interest were revealed – matters of much greater interest than those revealed by the reporting in Von Hannover, but the Court had little difficulty in finding that the privacy and confidentiality interest outweighed them.

Arguably, this case followed a pattern rather similar to that taken in the Lords in Re S, in the sense that one of the claims was dealt with in a somewhat cursory fashion, while still paying lip service to the balancing act. The speech claim was dismissed with rapidity, after a fairly cursory examination of its weight. If the future monarch exhibits tendencies that could be viewed as non-diplomatic in relation to Chinese officials, that is a matter of public interest which the public have a right to know about. Thus, the speech claim required far more thorough consideration than it received. The strength of the privacy claim, the morally reprehensible methods used to obtain the information, and the public interest in protecting the Prince’s ability to protect his record of his confidential thoughts seemed to obscure the competing strengths of the speech claim.
The Court of Appeal took a similar approach to the public interest argument advanced under Art 10 in K v News Group Newspapers
 but in this instance it was weaker. The case concerned K, a married man working in the entertainment industry who began a sexual relationship with a colleague. Subsequently the relationship became known to other colleagues and to K’s wife and K ended his extra-marital relationship. Information concerning the affair was then leaked to a newspaper, and K, having been alerted to this fact, sought an injunction against publication. He argued that the publication would cause his family distress, particularly his children whom, he argued, would be bullied in school. The Court found that the benefits to be achieved by publication in the interests of free speech were wholly outweighed by the harm that would be done through the interference with the rights of privacy of all those affected.
 Lord Justice Ward emphasised that there was a distinction between the public interest and matters the public are interested in, and that satisfaction of the ‘public prurience’ was not a sufficient justification for interfering with the private rights of those involved.

A contrasting example of a weak privacy interest and relatively much stronger speech interested is provided by Hutcheson v NGN.
 In this case the newspaper sought to publish information about an individual who had been dismissed from employment with the Gordon Ramsay Group for financial misconduct. An anonymous tip-off to the newspaper related the financial misconduct (which concerned diversion of company funds) to the claimant’s second family, whose existence he had sought to keep secret from the general public and the company. Hutcheson’s privacy claim related to this second family. It was found that the public interest in exposing the financial misconduct outweighed Hutcheson’s reasonable expectation of privacy, given that the family’s existence had already been exposed and the importance of the public interest in question.

In relation to Art 8 it was found that while there was a possible argument that a reasonable expectation of privacy as regards the existence of the second family, given that the family would be subject to press intrusion if publication went forward, it was weak since it concerned the bare fact of a family relationship which was readily able to be established from publicly available information.
 As regards Article 10 it was found that the detail of the family relationship was justifiably linked to the public interest, given that the second family was among the private purposes towards which Hutcheson was accused of diverting company funds.
 Furthermore, Hutcheson had argued publicly about the financial misconduct.
 Lord Justice Gross appealed to an argument similar to the truth-based justification for freedom of speech discussed above:

‘… there is a public interest in NGN being free to publish the fact of Mr Hutcheson’ second family to authenticate the allegation of diversion of corporate funds for private purposes. In doing so, NGN is obviously subject to the law of defamation, should the allegation turn out to be unfounded…’

Therefore an arguable privacy claim was readily outweighed by a strong public interest that was clearly linked to the information the claimant had sought to keep private; no injunction was awarded.
 The case of BKM v BBC
 concerned a similarly strong public interest and weak privacy interest. Briefly, BKM sought an injunction to prevent the BBC filming in a care home, despite the fact that the BBC had offered to avoid recording the characteristics or other personal information of residents; in particular, the BBC assured residents that they would be non-identifiable in any footage.
 The judge found that BKM retained a reasonable interest in privacy as regards the bare fact of filming in the care home, but that – on balance – it was of limited weight.
 As regards the speech interest, it was found that there was a strong public interest in reporting potential mismanagement of the care home.
 On this basis the application for an injunction was rejected.
 

Recent cases on the speech/privacy balance, however, which have tended towards favouring newspapers, are not – it will be contended – characterised by strong speech claims opposing weak privacy ones. This is the result of a recent approach at Strasbourg which has been increasingly deferential towards press interests.
The approach taken to speech/privacy balancing in Von Hannover v Germany (no 2)
 differed significantly from the approach taken in the first Von Hannover case. Relying on the Court’s judgment in the first applicant’s case, the applicants subsequently brought several sets of proceedings in the civil courts seeking an injunction against any further publication of photos that had appeared in German magazines. The Court first found that the concept of private life would extend to covering personal information including photos, even where that person is a public figure. 

In relation to the next step – the balancing act – the Court found that where the balancing exercise has been undertaken by the national authorities in conformity with the criteria laid down in the Court’s case-law, the Court would require strong reasons to substitute its view for that of the domestic court. It then considered a number of criteria relating to the balancing test. They included the nature of the public interest involved. The Court did not criticize the approach of the German Court which found that the subject in question – the illness affecting Prince Rainier III – qualified as an event of contemporary society on which the magazines were entitled to report. It further found that the accompanying photo – which had a slight bearing on that subject – was inoffensive.
 However, the same could have been said of the photos in the first Von Hannover case
 which nevertheless were found to have virtually no speech value.
 The Court concluded that the German Court had remained within the state’s margin of appreciation in carrying out the balancing act, and the Strasbourg Court did not therefore determine that it should depart from the national court’s approach. 

This decision clearly gave some encouragement to the taking of photos of well-known figures without consent engaged in every-day life activities if the photo could be deemed innocuous and in some way linked to an article relating to an event of some significance in society. The case of Axel Springer v Germany
 led to a similar outcome in which however the Court did depart from the stance taken in the domestic courts as to the balancing act. The case concerned publications relating to the arrest and conviction of a well-known television actor for possession of drugs.  The domestic courts held that the actor’s right to protect his privacy prevailed over the public’s interest in being informed, granting an injunction against the newspaper. 

The newspaper claimed a violation of its right to freedom of expression under Article 10 ECHR. The Grand Chamber considered a range of factors in considering the balancing act between Arts 10 and 8.
 It considered in particular: the contribution made by the article to a debate of general interest; the actor’s prior conduct in relation to the media; the circumstances and method of obtaining the information; how well known the actor was; the content and consequences of the publications. In terms of proportionality it considered the severity of the interference.  It found that there was a degree of public interest in the information, that the actor was well known and had actively sought previous publicity.  The publication of the article, it was found, had not had serious consequences for the actor in terms of invasion of privacy, and while the injunction did not represent a severe sanction, it might have had a chilling effect on the press. Thus the Grand Chamber held that the grounds advanced by the Government were not sufficient to establish that the interference with Article 10 was ‘necessary in a democratic society’ to protect the actor’s right to respect for his private life.  There was, therefore, a violation of Article 10. Again, this decision took into account factors, such as that the actor had previously sought publicity, which were very doubtfully linked to the claimed speech value of the publications. The acceptance of the relevance of that factor is likely to give encouragement to the so-called ‘zonal waiver’ factor considered above. 

Phillipson points out ‘that the Strasbourg Court in both Von Hannover (no 2) and Axel Springer has started to fully embrace the notion that ‘public figures’ have a reduced expectation of privacy, and, importantly, has expanded the notion of ‘public figure’ to encompass those who are simply well known to the public’.
 This trend is reflected in a number of cases concerning footballers, discussed below, whose public status has provided the basis for rejecting preventing the publication of details of intimate details of their lives.
 Phillipson finds this trend ‘objectionable’ since it fails to answer specific questions as to the justification for invading privacy in the specific circumstances.  
The domestic case of AAA v Associated Newspapers,
 the facts of which were considered above, raised more difficult issues than Von Hannover (no 2) did in the sense that the private facts at issue related in both to the public life of a public figure, but in AAA had a degree of genuine public interest. In AAA the public interest was arguably stronger in relation to the politician in question, but the privacy claim also related to a child. In relation to the balancing act between Arts 10 and 8, it was found that the judge had not clarified what she meant by adverting to the "recklessness" of the politician in fathering 2 children as a result of affairs as fully as she might have done, but that it was clear that she had had in mind that the daughter was alleged to have been the second child conceived as a result of the father’s extramarital affairs.
 It was found that the judge was entitled to hold that that was of itself reckless behaviour. It was found that the balancing exercise between Arts 8 and 10 conducted by the first instance judge was to be treated as analogous to the exercise of discretion and that an appellate court should not intervene unless the judge had erred in principle. It was noted that in sensitive privacy cases, particularly where there were cogent public interest arguments in play, there was a difficult judgment to be made in balancing those competing rights. It was determined that the first instance judge had been best placed to undertake the balancing exercise since she had had the advantage of hearing witnesses and assessing them, and there could be no criticism of the way she conducted that exercise.
 It was found that the judge's refusal to grant an injunction could not be criticised. 
However, in finding that privacy should be overcome by free expression, it is suggested that the impact on the child was not given enough weight. In that respect AAA may be contrasted with Weller,
 discussed above in relation to ‘reasonable expectation of privacy’ which also concerned children, but in Weller it was hard if not impossible to identify any public interest value of the information. In turning to the balancing act, it was accepted that there is no ‘threshold of seriousness’ to be overcome in relation to finding that Art 10 is engaged, due to the importance of freedom of expression.
 In considering the balance between the two rights the issues of proportionality were approached as in Re S
 and Von Hannover v Germany (no 2).
 Section 12(4) HRA and the (then) PCC Code were also considered. The criteria from Von Hannover no 2 were applied in turn. The publication of the photographs, it was found, did not contribute to a current debate of general interest. Also the pictures of the children with their father (Weller) had not previously been published. As regards the circumstances in which the photos were taken, it was found that it was clear at the time that the taking of the photos was not consented to. It was found that the balance came down in favour of finding that the Art 8 rights overrode the Art10 rights engaged. 

This outcome was unsurprising given that the case concerned children, and it was impossible to put forward a plausible argument that the photos answered to a public interest. However, the case showed a willingness to accept dubious free speech arguments which might well prevail in a case in which it could be argued that the figure in question had previously sought publicity and if it could be argued that he/she could be deemed to be a ‘role model’. The stance taken suggested that a willingness to allow Art 10 to prevail over Art 8, despite paying lip service to the equality of the two rights is apparent in these instances, bolstered by Von Hannover (no 2), the IPSO Code and s12(4) HRA. 
The trend of the Strasbourg Court towards a position in which it favours very flimsy or non-existent free expression arguments when balancing Articles 8 and 10 in privacy cases was confirmed in the third Von Hannover case.
 In Von Hannover v Germany (no 3)
 a German magazine had published an article about a trend among celebrities of renting out their holiday homes and it described the von Hannover family villa. The article was accompanied by a photograph of Princess Caroline and her husband on holiday, taken without consent or knowledge. Princess Caroline ultimately failed to obtain an injunction in the domestic courts against any further publication of the photograph, and brought the case to Strasbourg. The Court found that the German courts had given due consideration to the criteria for the balancing exercise that were set out in Von Hannover v Germany (No.2) and Axel Springer AG v Germany. So, taking account of the margin of appreciation enjoyed by the national courts in undertaking such a balancing exercise, it was found that Germany had not failed to comply with its positive obligations under Article 8. The Court considered the criteria the national court had taken into account. In considering the public interest value of the photograph – its contribution to a debate of public interest – the Court appeared to accept that although there was no link between the photo and article, and the photo itself made no contribution to any potential debate about celebrities renting out holiday homes, the photo made some sort of contribution to a general interest debate, a conclusion that is very hard to understand.
 

It reaffirmed the point made in Von Hannover v Germany (no 2) to the effect that the applicant and her husband must be regarded as public figures, and so were unable to claim the same protection for their private life as ordinary private individuals. In other words, this point applied in the UK context would mean that they automatically had a reduced expectation of privacy and therefore the privacy of a figure deemed to be well known would have difficulty in overcoming a free expression claim, even if very weak, as in this instance, of a newspaper.  This third Von Hannover case demonstrates a clear departure from the first one, which clearly found that celebrity gossip makes no contribution to the role of the press in a democracy and therefore in such instances the free expression claim will usually be overcome by the privacy one. The situation now reached appears to be that privacy claims in ‘celebrity gossip’ cases may well lose out partly because the celebrity in question as a person the public is interested in, will inevitably have a weak privacy claim purely by virtue of that status, and the inquiry into the public interest value of the expression in question has become a virtually empty one; the privacy claim will only be likely to prevail if intrusive or intimate details are published. This third Von Hannover case has gone even further down the path of accepting spurious public interest arguments than the second one since in the second one there was a weak connection between the objected-to photo and the accompanying article. In this instance even that connection was not required. The scope of the concept of privacy is clearly being diminished in the two more recent Von Hannover cases, and in Axel Springer, while the scope of media freedom to publish commercially advantageous photos has been broadened. It is argued that free expression has not been advantaged by this latest decision since the free expression justifications would not have supported the publication of the photo.
     
Despite the influence of the two recent Von Hannover cases and Axel Springer, in certain very recent instances a refusal of domestic judges to accept dubious public interest arguments under Art 10 is arguably apparent. In CHS v DNH
 a well-known woman brought an action to prevent details of her affair from being divulged when her partner discovered she had been adulterous by reading her diary. The argument based on her privacy interest was to the effect that the potential damage which could be done, both to the claimant, as a public figure of trust, and to Mr Y, as a public figure who is married to someone else, was enormous.
 The judge also found that the motivation for the threatened publication was malicious.
 In an unreported case based on somewhat similar facts a well-known sportsman obtained a temporary injunction preventing the Sun newspaper publishing a story about a sexual relationship he had with a female celebrity before his marriage.
 The order was made by Mrs Justice Elisabeth Laing, who explained her reasons for granting the injunction. She said that publication would ‘no doubt cause embarrassment to the man and his current wife’.
 She said: ‘It is not for me to moralise about such conduct. But I do express a suitably diffident doubt whether this conduct was socially harmful…. no-one was corrupted or coerced. The conduct had no ramifications beyond the three people who were affected by it. It did not affect society in any way.’
 In other words, the judge was unable to discern a genuine public interest in the publication of the information. Her remarks stand in contrast to those expressing the notion that there could be a public interest in discussions of adultery in the Terry
 case, above. The problem with the idea put forward in that case is that it gives no weight to the real motivation of the newspaper in exposing an affair – to make a profit, and fails to explain why allowing specific persons to be named could be necessary to further the debate in question.

Conclusions 

The current tort of misuse of private information covers liability for publishing personal information outside reliance on s 7(1)(a) of the HRA. In other words, it covers a remedy for invasion of privacy that can be utilised against private and public bodies, although, as the discussion has shown, its invocation as a means of curbing press intrusion onto privacy has represented by far its most significant role.288 Any law protecting a person from unwanted publication of personal information must inevitably become ‘a legal porcupine, which bristles with difficulties’,290 but in the decade since Campbell English law has seen the development of a pragmatic and yet, it is argued, principled approach based on the reasonable expectation of privacy. In particular, it is strongly contended that the perception of conflict between speech and privacy is often exaggerated and simplistic, and indeed that an examination of the values underlying each reveals them to be in many respects mutually supportive, rather than invariably antagonistic. 
Where the press uses claims based on free speech values to hide the fact that it is in reality merely seeking commercial gain by selling details of private lives of well-known figures, court scrutiny in the course of a privacy action may be able to reveal the reality of the situation. In other instances, both claims should be probed with a view to considering how crucial it is to the speech value of a publication that a person’s identity or other details are revealed. Obviously, if the story concerns malpractice by a public figure, identity is crucially relevant. But, despite very recent developments, it is argued that the courts continue to be more comfortable with free speech than with privacy claims. That is probably one of the most significant points emerging from this chapter. As discussed above, the common law accorded a very high value to free speech, elevating it, pre-HRA, to the status of a common law right. In ex parte Simms785 Lord Steyn referred to free speech as ‘the primary right . . . in a democracy’ (emphasis added). In contrast, the judges pre-HRA failed to create a common law tort of invasion of private life or of the non-consensual use of personal information.786 Despite the apparent acceptance post-HRA that speech and privacy claims are to be treated equally, it is suggested the strong common law tradition of free speech in fact influenced a number of the decisions discussed, including the decision in Re S, to the detriment of the more nebulous demands of privacy – demands that appear to have less of a hold on the judicial imagination. Where the judiciary perceive a clash between common law and Convention values, their tendency, despite the inception of the HRA, still appears to be to give preference to the former.

Clearly, the HRA’s primary role has been to protect the citizen against the arbitrary and oppressive use of state power – the main concern of the previous chapter. But the ability of large media corporations to invade privacy is equal to, or even arguably surpasses, that of the state, as the state does not possess the power in itself to create widespread dissemination of private information. Therefore provision of protection for the citizen against the mass media is equally necessary. However, the recent approach at Strasbourg has strayed dangerously close to one that is tolerant of extensive media intrusion into privacy based on flimsy free speech arguments. As Phillipson has argued ‘what Strasbourg has done, by accepting…a broad and undefined notion of the public interest, is to rob that notion of any coherent boundaries it might once have had’.

6
The Data Protection Act 1998

Introduction

Until 1998, there was no statute in the UK equivalent to the US Privacy Act 1974 which enables persons to obtain access to information held on them in paper-based and electronic state files. In the UK, certain categories of information covered by the Official Secrets Act 1989 could not be disclosed, but if personal information fell outside those categories there was still no general right of access to it. No full general statutory rights of access to stored personal information in electronic or manual files, or control over the processing of such information, were created until the Data Protection Act 1998 (DPA) was passed. The electronic storage and processing of information obviously presents a particular threat to privacy because, for example, personal information gathered for a purpose acceptable to its subject may be transferred to another data bank without the subject’s knowledge or consent. It may also be linked up with other information, thus creating what may be a distorted picture.

The Data Protection Act 1998 was passed in response to the European Data Protection Directive on the protection of individuals with regard to the processing of personal data and the free movement of such data.555 The aim of the Directive was to ensure that the same level of data protection was established in all member states in order to facilitate the transfer of personal data across national boundaries within the European Union. The DPA 1998556 creates a comprehensive protection for personal information. The following discussion is not intended as a comprehensive guide to the 1998 Act, something that would be out of place in a book of this nature. Instead, it will focus on certain specific privacy issues, and especially on their relationship with media freedom of expression.
 
Definitions under the Data Protection Act 1998554
S1(1) defines data as information processed by equipment operating automatically or recorded with the intention that it should be processed by means of such equipment or recorded as part of a relevant filing system or which forms part of an accessible record. The most significant part of this definition refers to data recorded as part of ‘a relevant filing system’. Such a system is defined in s 1(1) as any set of information relating to individuals that is structured by reference to individuals or by reference to criteria relating to individuals ‘in such a way that specific information relating to individuals is readily accessible’. This definition is clearly imprecise, but it seems that most, if not all, structured filing systems relating to paper-based materials containing personal information will be covered. Thus ‘data’ is caught by the Act either if it is held on any electronic storage system, typically a computer, or if it forms part of a filing system.557
The Act protects against the wrongful processing of ‘personal data’. ‘Personal data’ means ‘data which relate to a living individual who can be identified (a) either from those data’, or (b) ‘from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller.’ Any data relating to a living person is termed ‘personal data’.558 Personal data covers expressions of opinions about an individual, but now also covers indications of intentions in relation to that individual. This would include, for example, the intentions of a personnel manager regarding the promotion or demotion of an employee. Photographs of an individual clearly fall within the Act. The Court of Appeal’s decision in Durant v Financial Services Authority559 narrowed the prima facie meaning of these terms to an extent. It was held that the interpretation of personal data should be guided by the principle of respect for privacy. It means: ‘information that affects his privacy, whether in his personal or family life, business or professional capacity’. Thus it was held that, to be personal, data about an individual must go beyond:

‘…the recording of the putative data subject’s involvement in a matter or an event that has no personal connotations . . . The information should have the putative data subject as its focus rather than some other person with whom he may have been involved or some transaction or event in which he may have figured or have had an interest.’560
Especially intimate private information is classified as ‘sensitive personal data’; this covers a person’s sexual life, along with matters such as a person’s religious and political opinions, and his or her physical and mental health (s 2). It also includes some other, more wide-ranging categories of information, including information relating the racial or ethnic origin of the data subject, his or her political opinions, membership of a trade union and information relating to the commission by the individual of any offence and any proceedings relating to that offence.561
Under the law of confidence, as discussed above, it used to be the case that once it could  be determined that information was in the public domain, through, for example, previous media attention or other participation in a public process, such as a trial, an individual was no longer able to protect it through legal action. That is accorded some confirmation by s 12(4)(a)(i) HRA, discussed above. However, as discussed, the courts are reluctant, under the current privacy liability, to find that information is unprotected as already in the public domain. The public domain issue is addressed only in a very limited fashion by the DPA, in Sched 3, para 5, which provides that one of the conditions for the processing of sensitive personal data is that the data subject has deliberately placed the information in the public domain. That stance is not far from the one the courts have reached under the privacy doctrine in relation to the notion of a zonal waiver.

The Data Principles

The Data Principles, contained in Sched 1 of the Act, form its central core. The rest of the Act elaborates on the system for ensuring that these principles are adhered to. Subject to the exemptions, all personal data must be processed in accordance with the Data Protection Principles. The principles set out a number of fundamental privacy rights which encapsulate the value of informational autonomy. They accept that personal information must be stored and used by others, but surround such use by safeguards intended to preserve informational autonomy so far as possible, consistent with such acceptance.

Part II of Sched 1 deals with interpretation of the principles and makes the following provision in relation to the first principle:

1
(1) In determining for the purposes of the first principle whether personal data are processed fairly, regard is to be had to the method by which they are obtained, including in particular whether any person from whom they are obtained is deceived or misled as to the purpose or purposes for which they are to be processed.’

The most important of the Principles is Data Principle 1 which states that personal data must be processed fairly and lawfully and shall only be processed if at least one of the conditions in Sched 2 is met. The conditions include the requirement that the data subject has given consent to the processing, or it is necessary for the administration of justice or for the exercise of statutory functions, of functions of a Minister or government department or for the exercise of other functions of a public nature exercised in the public interest, or for the purposes of legitimate interests pursued by the controller or a third party, except where the processing is unwarranted by reason of prejudice to the legitimate rights or freedoms of the subject. Thus, in the case of all data, one of the conditions in Sched 2 must be met while in the case of sensitive personal data, one of the conditions in Sched 3 must also be met.

Thus the processing of ‘sensitive personal data’ attracts a higher level of safeguards than personal data under Data Principle 1(b) (Sched 1), as elucidated by Sched 3. The conditions include the requirement that the data subject has given her explicit consent to the processing, or the information has deliberately been made public by the subject, or it is necessary for medical purposes, or for the administration of justice, or for the exercise of statutory functions, of functions of a Minister or government department, or for the purposes of legitimate interests pursued by certain non-profit-making bodies.

Data Principle 2 provides that the data may be obtained only for one or more specified purposes and shall not be processed in any manner incompatible with that purpose. Under Data Principles 4 and 5, data must be accurate and, where necessary, kept up to date; when it is kept for a specific purpose, it must not be kept for longer than is necessary for that purpose. Also, data must be processed in accordance with the rights of data subjects under Data Principle 6, and under Data Principle 7 it must be adequately protected; appropriate security measures must be taken.

A number of subject exemptions, however, allow certain activities to be exempted from a number of the new provisions. The Data Principles and most of the key provisions of the Act do not apply where the exemption is required for the purpose of safeguarding national security. Thus, the security and intelligence services are exempt. Data related to the prevention and detection of crime are exempt from the first Data Principle and the subject access provisions in s 7. As indicated below, there is a special exemption for journalistic purposes; where the media exemption operates, the media will be exempt from a number of the provisions, including all the Data Principles, except the seventh.

Obligations of data controllers

Any person using a computerised system in order to store data relating to people is designated the ‘data controller’ (s 1(1)), while the person who is the subject of the data remains the ‘data subject’. However, the processing of personal data no longer requires the performance of operations by reference to a data subject (s 1(1)). Under s 17, the data controller must register with the Data Protection Registrar, now renamed the Data Protection Commissioner. The data controller must notify the holding of data to the Commissioner under s 17(1), who will then make an entry in the register maintained under s 19 unless, under s 17(3), processing is unlikely to prejudice the rights or freedoms of data subjects or unless, under s 23(1), the data controller has an approved in-house supervision scheme. However, the Act requires compliance with the Data Principles and therefore such compliance is not dependent on the registration of the data holder.

Section 7 provides that if the data controller is asked by the data subject in writing whether personal data is being processed by or on behalf of the data controller, that information must be given within 40 days. If such data is being processed, the data subject is entitled to a description of the data, of the purposes for which it is being processed and of the recipients to whom it may be disclosed. Also, the data subject is entitled to have the data communicated to her and any information available to the controller as to the source of the data, in a form which is capable of being understood. Under Sched 1, Part II in relation to the fourth principle it is provided that if the data is found to be inaccurate, the data subject can notify the controller of the fact, which should then be indicated in the data. If it is so indicated, the fourth principle is not contravened. If a court is satisfied on the application of a data subject that personal data of which the applicant is the subject is inaccurate the court under s 14 can make an order erasing, blocking, destroying or rectifying the data.

Under s 10, the data subject has a right, enforceable by court order, to prevent the processing of data likely to cause substantial damage or distress, if that damage or distress is or would be unwarranted.

Impact of the DPA on the media
The media are regarded as data controllers under the DPA 1998.565 The Act covers the ‘processing’ of data, which is defined extremely widely; of particular significance for the media is the fact that the definition covers both the obtaining and the publishing of data.562 The ‘data’ controller – the person who has responsibilities under the Act - is the person563 who controls the manner in which and the purposes for which the data is processed. In relation to newspapers, this will generally be the editor or editorial board. In so far as the DPA offers remedies that can affect media freedom, s 12 HRA is relevant, whether the body against which relief is sought is a private body or a public authority under the HRA.564 

Conditions

A key question in relation to the First Data Protection Principle is, as indicated above, that of consent, since data cannot be processed unless one of the conditions in Sched 2, in relation to all personal data, or Sched 3, in relation to sensitive personal data, is met. The obvious condition which would apply in relation to journalism would be that consent had been obtained, since in most circumstances it is unlikely that one of the other conditions could be met. But consent by the data subject would rarely be present in a privacy case. Schedule 3 refers to explicit consent. Thus, in relation to non-sensitive personal data, implied consent is sufficient. In relation to sensitive data, it is sufficient if the information has deliberately been made public by the subject. The Act does not explain what is meant by consent. The proper approach to the question of consent under the DPA is to align it with that discussed above under the privacy doctrine. It should be asked therefore whether the plaintiff has in fact robbed the information disclosed of its private quality through prior, voluntary publicity of the information in question or related information. It is essential that this test is applied in a nuanced fashion, basing it on the core privacy value of informational autonomy.569 The notion of ‘consent’, then, should be used only where there is an arguable claim of actual consent to the publication in question, express in respect of sensitive personal data or implied in respect of personal data. 

The only other condition that could be fulfilled by a media body to escape liability under the Act would be that the processing is necessary for the purposes of legitimate interests pursued by the data controller, or by the third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject. While this provision is imprecise, it would appear, in the context of press publication, to require the Court to examine, in the light of Arts 8 and 10, whether it was ‘necessary’ to publish the complained of data for the purposes of exercising the Art 10 right to freedom of expression. Thus, it might be relied upon by the press generally to argue that the data had been gathered and published in order to carry out the press’s legitimate role as watchdog.570 However it will not assist a newspaper which had obtained information surreptitiously, as will often be the case in privacy cases, and which therefore cannot claim to have obtained it ‘fairly’. 
Media exemptions

The Act gives the media quite generous conditional exemptions from many of its provisions, and, importantly, protection from the possibility of interim injunctions to restrain publication. Where data is processed for the ‘special purpose’ of journalism571 under s 32(1) and (2), the key protective provisions (including Data Principles 1 and 2 and s 10) do not apply at all if the processing is undertaken with a view to publication, the data controller reasonably believes that, having regard to the special importance of the public interest in freedom of expression, publication is in the public interest, and compliance with the protective principles is incompatible with journalistic activity.572 In considering the belief of the data controller that publication is in the public interest, regard may be had under s 32(3) to his compliance with any relevant code of practice that has been designated by the Secretary of State for the purposes of the sub-section. Journalists are not exempt from Data Principle 7, which in essence requires that care must be taken of the personal data, but this provision alone does not provide a significant protection for privacy.

Although the Act gives an individual the right to apply to the Court for an order that a journalist, as a data controller, cease processing information about him which is causing or is likely to cause substantial, unwarranted distress (s 10), the mere claim that the processing is for the purposes of journalism with a view to publication stays the proceedings and the case is referred to the Data Commissioner for a determination on the point (s 32(4)). Thus, interim injunctions to prevent unfair processing by the press – a critical remedy in privacy cases – are not available. Even if a journalist was found to have breached the Act due to a failure to take such care, no interim injunction could be granted – under s 32. Where the exemption applies, it may be said then that the DPA 1998 probably has only a marginal impact on non-consensual media use of personal information. The remedies under the Act, discussed below, for breach of the Data Protection principles include a right to compensation573 and a right to prevent processing likely to cause damage or distress.574 However, there is a specific exemption designed to benefit the media in s 32 of the Act. In essence, it both prevents the media from being subject to interim injunctions preventing the publication of personal data575 and allows them to be exempted from the Data Protection Principles576 if the media body in question was acting for journalistic purposes and the data controller reasonably believed publication to be in the public interest and that he could not comply with the provisions of the Act, given the journalistic purposes he was carrying out. This provision has been held, controversially, to apply both before and after publication,577 so that it provides a comprehensive media defence.

The right under s 10 to demand that the data controller ceases processing and the right if they do not to seek a remedy in court is unlikely, in any event, to bite against the media since the data subject must first notify the data controller to require that she cease processing, and the controller has 21 days to reply stating the action she intends to take. In the case of the media it seems probable that if publication of the personal data is intended, the media body in question would publish it, if possible, within the 21-day period.

However, these protections for the media do have limits. If data is being processed for the special purposes without a view to publication – which could be the case if it has already been published – the exemption does not apply. Equally, it does not apply to unpublished personal information if no reasonable belief could be demonstrated that publication of the information would be in the public interest. Clearly, there would also be cases where it was uncertain whether that belief could be demonstrated. Thus, the requirements of the Act have a practical impact on journalists in certain circumstances.

Thus the DPA gives the public broad rights against the publication of sensitive personal data without consent by the media, and against the publication of any unfairly obtained personal data, subject however to a broad defence of public interest. Phillipson has observed that the DPA may provide one of the few ways that English law can provide a remedy for the publication of photographs of daily life activities that might not attract the protection of the law of confidence/privacy,578 although it now appears that such activities are covered in relation to children, as Murray and Weller established.

The DPA has not, however, proved popular with litigants asserting privacy rights against the press, probably largely because interim injunctions cannot be obtained under it against the media. It was pleaded in Campbell,
 discussed above, but it was virtually ignored in the House of Lords findings. The case confirmed the application of the Act to the media. At first instance it was found:

Under s 1(1), the claimant was termed a ‘data subject’, the information, including the details and photographs, that the claimant was receiving therapy at Narcotics Anonymous was ‘personal data’, the defendant was the ‘data controller’, the obtaining, preparation and publication of the claimant’s personal data was ‘processing’.581
These findings were not questioned on appeal; the Court of Appeal in fact specifically confirmed that the publication of hard copies of newspaper does fall within the definition of processing of data.582 In relation to the media, it was found in Campbell at first instance, that the obtaining of information by surreptitious photography was unfair, and that if information is obtained in breach of confidence, it will not be obtained ‘lawfully’.583 Campbell demonstrated that the position of the media in relation to sensitive personal data, is particularly difficult. Under Sched 3, the media body has to show that the data subject has given ‘explicit consent’ to the processing or the data was deliberately ‘made public’ by the subject. Otherwise the media body must bring itself within the conditions set out in the Data Protection (Processing of Sensitive Personal Data) Order 2000, which essentially requires a very weighty ‘public interest defence’ involving the revelation of criminality, dishonesty, malpractice or mismanagement.584 It would clearly be very difficult to make out such a defence in a normal case concerning the revelation of private facts; it was not made out in Campbell.585 It is clear from Campbell that the DPA claim will normally stand or fall with the privacy claim.

It is concluded, therefore, that the 1998 Act does have an impact on the media586 since, except in a narrow range of instances, they are not exempt from the requirement to obtain consent where one or more of the conditions set out in s 32 do not apply. Although, from the point of view of protecting privacy, it may be argued that this is a welcome development, it may be suggested that the Act does not properly hold the balance between Arts 10 and 8. If so, since s 3 HRA applies, the courts have to consider the scope within the Act for creating a fairer balance in accordance with the demands of both those Articles. For example, s 10 speaks of unwarranted disclosures, a terminology which creates leeway for arguments based on Art 10. Although publication or processing in the public interest is not a general defence under the Act there is, as indicated, scope for interpreting what is meant by the public interest in s 32 in order to create such a balance, a matter that is considered further below.587 Once the stage of considering the balancing act between Arts 8 and 10 is reached, it should be conducted as for a privacy claim.

Enforcement of the DPA
The enforcement mechanisms allow for the enforcement of privacy rights against a range of bodies, including private ones, thus affording greater respect for Art 8 rights than is afforded under the HRA, since under it only public authorities are directly bound. The Act creates a number of offences in relation to data processing and the Act’s requirements. In particular, it is a criminal offence for an unregistered person or body to store personal data under s 21(1).

Under s 13(1), compensation can be awarded if damage has resulted from the contravention by a data controller of any of the requirements of the Act, including the requirement to rectify, destroy, block or erase inaccurate data. However, by s13(3) it is a defence for the controller to prove that he had taken such care as is reasonable in the circumstances to comply with the requirement. The compensatory damages awarded under the DPA in media cases have tended to be nominal.
 However, the very recent case of Vidall v Google
 found that the requirement to show both distress and ‘damage’ by s13(2) was contrary to Directive 95/46.
 Section 13(2) was therefore disapplied and thus compensatory damages are now recoverable for distress.
 This development could affect awards in media cases.
The rights granted under the Act are largely enforceable by the Data Protection Commissioner. Importantly, the Commissioner has security of tenure, being dismissible only by the Crown following an address by both Houses of Parliament. Under s 47, a failure to comply with a ruling of the Commissioner is a criminal offence. But the Commissioner can only make such a ruling after serving an enforcement notice under s 40 and such a notice may only be served if one or more of the Data Principles has been breached. The enforcement mechanism under the 1998 Act is based on the serving of notices on data controllers. If a person thinks that data of which she is the subject is being processed in contravention of the Act she can apply to the Commissioner for an assessment as to whether this is the case (s 42). The Commissioner can serve an information notice under s 43 on a data controller requiring the controller to furnish information to her within certain time limits.

Where the Commissioner is satisfied that a controller is contravening the Act, she may ultimately force the controller to act by serving upon it an enforcement notice, which (under s 40(1)) requires the controller to take, within such time as may be specified in the notice, such steps as may be specified for complying with the requirements of the Act. The notice may either ask the controller to rectify, block, erase or destroy any inaccurate data or data containing an expression of opinion or take steps to check the accuracy of the data. If a controller fails to comply with an enforcement or information notice, it will commit a criminal offence.

Under s 48, an appeal lies from decisions of the Commissioner to the Tribunal which is made up of experienced lawyers and ‘persons to represent the interests’ of data subjects under (s 6(6)). This power of appeal is exercisable upon the broadest possible grounds. The Act provides that any person may appeal to the tribunal against an enforcement or information notice (s 48) either on the basis that the notice is not in accordance with the law, or that the Commissioner ought to have exercised her discretion (if any) differently’ (s 49). The Tribunal is also empowered to substitute such other notice as could have been served by the Commissioner. There is a further appeal from the Tribunal to the High Court, but on a ‘point of law’ only (s 49(6)). In practice, this will probably be interpreted so as to allow review of the Tribunal’s decisions, not just for error of law, but also on the other accepted heads of judicial review.

Thus, the Commissioner’s decisions can, in the final analysis, be enforced, just as can orders of the Court. These powers are buttressed by powers of entry, search and seizure to gain evidence of a failure by the authority to carry out its obligations under the Act or of the commission of a criminal offence under the Act (detailed in Sched 9).

Relationship between the HRA and DPA

The DPA 1998 is precisely aimed, inter alia, at the preservation of informational autonomy in a very broad sense, going beyond the obligations created by the HRA, under Art 8, which as discussed is directly applicable only to public authorities. The 1998 Act is of immense significance as a privacy measure which reaches fully into the private sphere. In so far as they are reflected in the DPA, the rights under Art 8 also bind private as well as public bodies.

The Data Protection Commissioner and Tribunal operating under s 6 of the DPA 1998 are public authorities and therefore they are directly bound, under s 6 of the HRA, by the Convention rights. Both bodies are consequently subject to judicial review for violation of the Convention in their rulings. Because under s 47 a failure to comply with a ruling of the Commissioner is a criminal offence, a significant possibility of enforcing Art 8 rights might appear to arise.

The exemptions under the Act are broad; where they apply to bodies that are public authorities under s 6 of the HRA, Art 8 can be relied upon to seek to prevent the unfair processing of data where an infringement of its guarantee had occurred or appeared likely to occur. This matter was mentioned in the previous chapter, but it may be noted here that Art 8 clearly views the processing of personal data as prima facie falling within para 1.590
7
Remedies for privacy-invasion
Introduction

The privacy measures considered in this chapter offer a variety of remedies. Ofcom has a number of internal remedies at its command, and since it is a public authority under s 6 HRA, it must act in accordance with Arts 10 and 8 in applying them. Various criminal offences arise under the DPA 1998, while reporting restrictions can be enforced in contempt proceedings. Compensation is available under s 13 of the DPA in respect of unfair processing by data controllers. However, as indicated above, it appears that interim injunctions are not obtainable under s 32 DPA unless the claimant is seeking to prevent re-publication of the material. If the doctrine of confidence/privacy is relied on, a number of civil remedies are available, and those remedies are also available under s 8 HRA where an action is brought directly for invasion of privacy under Art 8 under s 7(1)(a) of the HRA against a media body which is a public authority.787
Where an action is brought directly against a media body, either under the doctrine of confidence/privacy or, in the case of the BBC or Channel 4 under the HRA, the claimant would normally be seeking an injunction. In the case of Ofcom, the order sought by the claimant under s 8 HRA could be a declaration or a mandatory order, since he or she would be asking Ofcom to use its powers either to punish a broadcaster or to prevent a future broadcast. Orders against Ofcom could take the form of mandatory orders or declarations. The discussion below revolves mainly round the privacy cases brought under the privacy/confidence action and the impact on them of s 12(3) HRA.

Damages and costs 
Damages are available, in addition to, or in substitution for, injunctive relief,790 and regardless of whether or not the court could also have ordered injunctive relief in the particular circumstances.791 Until Campbell there was no authority for the award of damages for emotional distress, but precedents exist in other areas of law.792 It is now established that damages for emotional distress may be awarded in ‘private fact’ cases. In Campbell damages were assessed at a little over £14,000, including £1,000 for aggravated damages, in respect of the ‘trashing’ of Campbell’s character in articles published after she commenced her action against the Mirror.

The Court of Appeal in Douglas III said as to damages in confidence/privacy cases:

‘The sum [of damages awarded] is also small in the sense that it could not represent any real deterrent to a newspaper or magazine, with a large circulation, contemplating the publication of photographs which infringed an individual’s privacy. Accordingly, particularly in the light of the state of competition in the newspaper and magazine industry, the refusal of an interlocutory injunction in a case such as this represents a strong potential disincentive to respect for aspects of private life, which the Convention intends should be respected.’795
In Douglas the High Court and the Court of Appeal accepted that there had been a breach of the couple’s privacy by virtue of the publication of the unauthorised photographs, and awarded around £14,000 damages. The Court of Appeal in Douglas III796 found that this interference with an exclusive contract gave no cause of action to OK! – the original beneficiaries of it. It therefore overturned the award of £1m damages to OK! (the figure reflected the amount paid by rival company Hello! to the celebrity couple for exclusive coverage of their wedding). The Court of Appeal referred to the damages awarded to the Douglases as ‘a very modest sum in the context of this litigation’.797 The £1m award was restored by the House of Lords; the case is illustrative of the limited benefit of the remedy awarded under the privacy aspect of the applicants’ claim.

The limited utility of damages in privacy litigation was also raised in the Mosley
 case, which is considered above. Briefly, this case concerned the News of the World’s lengthy and extremely explicit coverage of the applicant’s group sex, quasi-sado-masochistic sexual activities, which were falsely represented by the paper as having NAZI undertones. Mosley claimed unlimited damages for breach of confidence and/or the unauthorised disclosure of personal information contrary to Art 8. Mosley claimed that the level of damages should reflect the fact that the newspaper had deliberately given him no advance warning of the publication of the story so as to deprive him of an opportunity to obtain an interim injunction in order to prevent publication. In the course of the proceedings before the High Court, the court heard evidence from the editor of the News of the World. As to the reasons for providing no advance warning to the applicant of the imminent publication of the story, it was made clear that the failure to do so was based on the fear that an interim injunction would be awarded (see further below).

The judge found that a claim for compensatory damages could reflect an element of aggravation. The principles governing such a finding for infringement of privacy were detailed as follows: 
‘(1) compensatory damages could include an element of aggravation; 
(2) the purpose of damages addressed the specific public policy factors in play when there had been a breach of confidence including personal dignity, autonomy and integrity; 
(3) as well as providing for distress, hurt feelings and loss of dignity there was an element for vindication to mark the infringement of the right, and nominal damages would not serve this purpose; 
(4) the award must be proportionate and not open to the criticisms of arbitrariness, to which end there had to be a readily identifiable scale, and therefore it would be legitimate to pay some attention to the current levels of personal injury awards;
(5) it was legitimate to take into account the effect on the claimant of the defendant’s advancing its case on public interest; on the other hand the extent to which the claimant’s own conduct had contributed to the nature and scale of the distress might be a relevant factor on causation.’
 

In the circumstances he found that it was appropriate to award the claimant a sum of £60,000. Eady J recognised that the sum awarded would not constitute adequate redress, noting: 

‘... I have already emphasised that injury to reputation is not a directly relevant factor, but it is also to be remembered that libel damages can achieve one objective that is impossible in privacy cases. Whereas reputation can be vindicated by an award of damages, in the sense that the claimant can be restored to the esteem in which he was previously held, that is not possible where embarrassing personal information has been released for general publication. As the media are well aware, once privacy has been infringed, the damage is done and the embarrassment is only augmented by pursuing a court action.....’
‘Notwithstanding all this, it has to be accepted that an infringement of privacy cannot ever be effectively compensated by a monetary award. Judges cannot achieve what is, in the nature of things, impossible. That unpalatable fact cannot be mitigated by simply adding a few noughts to the number first thought of... At the same time, the figure selected should not be such that it could be interpreted as minimising the scale of the wrong done or the damage it has caused.’

The judge noted that the applicant was hardly exaggerating when he said that his life was ruined. The judge did not however make the unprecedented award of punitive – rather than compensatory – damages that had been sought by Mr Mosley. Section 39 of the Crime and Courts Act 2013 has confirmed that a ‘relevant publisher’ cannot be subject to punitive aggravated damages in privacy litigation.
Clearly, these generally meagre awards of damages provide little financial disincentive to journalists inclined to invade privacy in pursuit of profit-making photographs and stories. In the exceptional circumstances of phone hacking, which involved extremely prolonged privacy invasions, far higher awards have been made, including one payment of £260,000 (to Sadie Frost).
 The court found that damages in privacy cases should compensate not merely for distress but also, where appropriate, for the loss of privacy or autonomy arising out of the infringement. A parallel was drawn between privacy invasion and harassment and set forth the following criteria to determine the level of compensation:
‘(a) the disclosure of certain types of private information was more significant than others; (b) information about mental and physical health and significant private financial matters attracted a higher degree of privacy, and therefore compensation; (c) information about social meetings attracted a lower degree of privacy and compensation; (d) information about matters internal to a relationship would be treated as private, and disclosures which disrupted a relationship or were likely to adversely affect a couple's attempts to repair it were likely to be treated as a serious infringement deserving substantial compensation; (e) the appropriate compensation would depend on the nature of the information, its significance as private information, and the effect on the victim of its disclosure; (f) the effect of repeated intrusions by publication could be cumulative; (g) in relation to distress, the "egg-shell skull" principle applied, so that a thinner-skinned individual might be caused more upset, and therefore receive more compensation, than a thicker-skinned individual who was the subject of the same intrusion…’

It is not clear at present how or if these principles would be applied in cases other than phone hacking and whether such an approach would result in greater awards of damages in privacy cases in general.  
 Another possibility for meaningful compensation for privacy invasion is created by the Crime and Courts Act 2013. Linked to the Leveson framework of an approved press regulator discussed above, was the creation of enhanced financial penalties in privacy litigation for relevant publishers who were not members of such a regulator. By section 34 of the 2013 Act exemplary damages will be available in such proceedings unless the publisher is a member of an approved regulator (s34(2)). This provision will be come into force on 3rd November 2015 (one year after the creation of the Press Recognition Panel). Exemplary damages would be awarded where (s34(6)):

‘(a) the defendant’s conduct has shown a deliberate or reckless disregard of an outrageous nature for the claimant’s rights, (b) the conduct is such that the court should punish the defendant for it, and (c) other remedies would not be adequate to punish that conduct.’


However, damages are not the primary disincentive – the cost of litigation far exceeds even aggravated damages. In the Mosley case, as well as the damages, the newspaper faced an additional bill of around £850,000 after the judge ordered it to pay Mr Mosley's legal fees, estimated at £450,000, in addition to its own costs of £400,000. In the Campbell litigation the reliance of the claimant on a conditional fee arrangement for her appeal to the House of Lords was itself challenged and appealed to the House of Lords on the basis that the exorbitant litigation costs (in excess of £1m) were contrary to Art 10. The challenge was unsuccessful domestically,
 but succeeded at Strasbourg (Mirror Group Newspapers Ltd v United Kingdom).
 However, in that case the scheme for conditional fee arrangements was challenged for its arbitrariness and unfairness
 rather than for the principle that a publisher should bear the costs of litigation that has determined it is responsible for infringing another’s privacy.
 

Following the Leveson recommendations, the Crime and Courts Act 2013 radically alters awards of costs against publishers who are not members of an approved regulator. By section 41(3) a court must award costs against a publisher involved in privacy litigation which could be a member of an approved regulator but is not, regardless of whether it is successful unless ‘…it is just and equitable in all the circumstances of the case to make a different award of costs or make no award of costs’ (s40(3)(b)). It is possible that s40 could be challenged as incompatible with Art 10 after MGN v UK.
 However, such a challenge is unlikely to be successful since subsequent case-law has distinguished the MGN v UK to its specific context, and it is clear that the Supreme Court has adopted a deferential stance to legislation imposing enhanced costs on certain categories of litigant.
 The s40 provision, whose financial implications should not be understated, will only come into force once a regulator has been approved by the Press Recognition Panel (s40(6)), which may occur in November 2015. As discussed above, the Conservative government has indicated that IPSO can continue to operate without oversight,
 despite its inability to satisfy ‘approved regulator’ status. But nevertheless, this costs regime could lead to pressure being brought to bear on publishers who do not join an approved regulator.
Interim injunctions

Clearly, the most important issue both for privacy and for media freedom is the question of the basis on which the courts will grant an interim injunction to restrain publication. The main flaw of the Data Protection Act, as indicated, as a statutory privacy remedy, is its bar on interim injunctions against the press. From the plaintiff’s perspective, obtaining an injunction is vital in privacy cases, far more so than in defamation. This is because the damage done to reputation by initial publication can be subsequently restored by a public finding that the allegation was false. By contrast, if private information is made public, the law can compensate for this harm at final trial by awarding damages, but it cannot in any way cure the invasion of privacy: it cannot erase the information revealed from people’s memories. From the defendant’s perspective, on the other hand, if the story is topical, even an interim injunction might kill it off completely. Thus, as Robertson and Nichol put it: ‘In breach of confidence . . . the critical stage is usually the application for an interim injunction . . . If the publisher is able to publish . . . the action will often evaporate . . . If the story is injuncted the publisher will often lose interest . . .’798 Similarly, Leigh and Lustgarten comment: ‘the interim stage is the critical one . . . [it is] effectively the disposition of the matter’.799 However, while all privacy is lost if the story is published, the speech claim could be served by a limited injunction designed to protect identity – it might, depending on the circumstances, still be possible to publish the story itself. This point is returned to below.

Prior to the inception of the HRA it was only necessary for the plaintiff to make out an arguable case for confidentiality800 in order to obtain an injunction; the courts then sought to maintain the status quo, on the basis that if the story was published, the material would lose its confidential character, and there would be nothing to have a final trial about.801 However, this consideration could be outweighed by the defence of public interest at the interlocutory stage. The view of Lord Denning in Woodward v Hutchins,802 that the mere fact that defendants intends to plead public interest at final trial should preclude interim relief, did not find wide support; instead, it appeared that, whilst a plea of public interest could defeat a claim for such relief, the defence had to be supported by evidence and have a credible chance of success at final trial.803 Since the judges have the confidential information in question before them at that stage, they may be able to find quite readily that the defence is made out (as Laws J did in Hellewell) or will probably succeed (as in Lion Laboratories) or that it does not justify publication at large (as in Francome). Since, as suggested above, the paradigmatic privacy claim often involves speech of little or no value in public interest terms,804 it is fairly easy, at least in some instances, to determine that the publication in question raises no serious speech or public interest issue.

However, that test was thought to be potentially unfavourable to the media because, in balancing the rights of the two parties, courts took the view that while the plaintiff’s right to confidentiality would be wholly defeated by publication, the press could always still publish the story if they won at trial; they were thus inclined toward protecting the more fragile right of the plaintiff.805
The HRA addressed this issue directly. In this context, s 12 is of interest in respect of injunctions or other orders granted under its own powers, contained in s 8,806 and at common law, where freedom of expression is affected. It will be recalled from Chapter 4 that s 12 applies (per sub-section (1)): ‘. . . if a court is considering whether to grant any relief which, if granted, might affect the exercise of the Convention right to freedom of expression’;807 it provides (per sub-section (3)) that: ‘no such relief is to be granted so as to restrain publication before trial unless the court is satisfied that the applicant is likely to establish that publication should not be allowed’. Section 12(4) specifically instructs the courts that when they are dealing with, inter alia, journalistic material, they should consider the extent to which ‘it is, or would be, in the public interest for the material to be published’ and thus remove any lingering doubts as to whether the court should consider the strength of the public interest defence at the interim stage. Sub-section (3), in allowing the court to grant injunctions only where it believes that the plaintiff will succeed at trial, requires the court to undertake a substantial balancing test at the interim stage; it also makes it clear that the burden is on the plaintiff to show that the privacy interest would probably succeed at trial.808
Undertaking this evaluation at the interim stage is not proving to be an especially difficult task, as the findings in Douglas,809 Venables810 and Mills811 suggested. The courts obviously have to take account of Art 10 jurisprudence on interim injunctions since s 12 instructs them to have ‘particular regard’ to Art 10. The leading Strasbourg case on prior restraints is Observer and Guardian v UK,812 in which the Court considered the compatibility with Art 10 of interim injunctions preventing those newspapers from publishing Spycatcher material. The Court laid down the basic principle that:

‘. . . while Art 10 does not in terms prohibit the imposition of prior restraints on pub lication . . . the dangers inherent in [them] are such that they call for the most careful scrutiny on the part of the Court . . . news is a perishable commodity and delay of its publication, even for a short period, may well deprive it of all its value and interest.’813
While the court’s actual decision in the case seemed to suggest that the need to preserve the plaintiff’s rights would in itself point strongly towards the imposition of an interim injunction,814 the relatively cautious approach adopted may have been influenced by the fact that the very sensitive issue of national security was at stake. It is suggested that the domestic judiciary should look rather to the general principle laid down in the case that the granting of interim injunctions is a particularly significant prima facie infringement of Art 10, given the perishable qualities of news. This factor would then have to be weighed against the strength of the privacy claim, in the manner suggested earlier and, in accordance with s 12, a court should award the interim injunction only if it considers that the privacy argument is the stronger one.

In Douglas the Court of Appeal had to consider whether the injunction against Hello! should be continued. Section 12(3) HRA provides that prior restraint on expression should not be granted except where the court considers that the claimant is ‘likely’ to establish at trial that publication should not be allowed. Under s 3 HRA the court has a duty to construe all legislation, which must include the HRA itself, compatibly with the Convention rights ‘so far as it is possible to do so’. Therefore, clearly, both sub-sections must be read in such a way as to ensure that all the rights are given full weight; s 12(3) must not accord more weight to Art 10 than to the other rights. The outcome, in any particular instance, would be determined, the Court found, principally by considerations of proportionality. Sedley LJ said that the Court has to:

‘. . . look ahead to the ultimate stage and to be satisfied that the scales are likely to come down in the applicant’s favour. That does not conflict with the Convention, since it is merely requiring the Court to apply its mind to how one right is to be balanced, on the merits against another right, without building in additional weight on one side.’

Taking into account the fact that the claimants had in a sense already ‘sold’ their privacy, Sedley LJ found that their rights to privacy were outweighed by the right of publication and considered that they should be left to a claim for damages at the trial of the action.

But the Court also had to consider the effects of leaving the claimants to a damages claim. In American Cyanamid Company v Ethicon Ltd 815 it was found that a judge must weigh the respective risks that injustice may result from his deciding one way or the other at the interim stage. If an injunction is refused, but the claimant does succeed in establishing his legal right at the trial which he sought to protect by means of the injunction, he might in the meantime suffer harm which could not adequately be compensated for by an award of money. On the other hand, there was the risk that if the injunction was granted, but the claimant failed at the trial, the defendant in the meantime might have suffered harm which was also non-compensable. This weighing up is sometimes termed ‘the balance of convenience’. Brooke LJ found that the balance of convenience appeared to favour leaving OK! to assert its legal rights at the trial of what he said was ‘essentially a commercial dispute between two magazine enterprises’. Therefore, although the Court found that the claim might succeed at trial and result in an award of compensation, it also found that the injunction should be discharged. Thus, Hello! could publish the issue which contained the wedding photographs.

In Venables
 the Court was satisfied that there was a real and serious risk to the rights of the claimants under Arts 2 and 3, and it was found that, in principle, jurisdiction to grant the injunctions to protect the claimants was present. The Court went on to assess the strength of the evidence relating to those risks; finding that a real risk existed and that the protection represented by the injunctions was proportionate to the need for confidentiality, the injunctions were granted. The injunctions were intended to last for their whole lives, although the existence of the internet makes their efficacy in practice somewhat doubtful.

The leading case on the interpretation of section 12(3) is now Cream Holdings Ltd and Others v Banerjee and Others.822 Banerjee was a senior accountant for Cream Holdings. She was dismissed and took with her copies of documents that appeared to show illegal and improper financial activities by the company, which she then passed to the Echo newspaper. The Echo published articles allegedly showing corruption involving a director of Cream and a council official. Cream sought injunctions to prevent further publication. The Court had to consider the proper test to be applied in deciding whether to grant such an injunction, taking account of the terms of s 12(3) HRA. The old test, as indicated above, was that the applicant as a threshold test, had to show that he or she had a ‘real prospect of success’ at final trial. If so, the court would consider where the ‘balance of convenience’ lay823 between the case for granting an injunction and that of leaving the applicant to his or her remedy in damages. So the Court had to consider the modification of that test under the HRA. Lord Nicholls noted that press concerns under the old ‘balance of convenience’ test which were discussed above lay behind the enactment of s 12(3). The leading speech was delivered by Lord Nicholls, with whom all their Lordships agreed. His Lordship said:

‘…the effect of section 12(3) is that the court is not to make an interim restraint order unless satisfied that the applicant’s prospects of success at the trial are sufficiently favourable to justify such an order being made in the particular circumstances of the case. As to what degree of likelihood makes the prospects of success ‘sufficiently favourable’, the general approach should be that courts will be exceedingly slow to make interim restraint orders where the applicant has not satisfied the court he will probably (‘more likely than not’) succeed at the trial. In general, that should be the threshold an applicant must cross before the court embarks on exercising its discretion, duly taking into account the relevant jurisprudence on article 10 and any countervailing Convention rights. But there will be cases where it is necessary for a court to depart from this general approach and a lesser degree of likelihood will suffice . . .’824
Lord Nicholls said that he had in mind, as instances in which a lesser degree of likelihood would suffice, two categories of case. As to the first, he clearly had the Venables situation in mind, where the claimant would be placed in immediate danger if the injunction was not granted. It is contended that he was right to take that stance since arguably the courts’ duty under s 6 HRA would not be satisfied if an injunction was not granted in such circumstances, since the court is bound to observe Arts 2 and 3.825
Lord Nicholls further had in mind the less contentious instance in which an injunction of short duration (days or hours) is required in order to give a judge time to consider the case properly:

. . . an application [may be] made to the court for an interlocutory injunction to restrain publication of allegedly confidential or private information until trial. The judge needs an opportunity to read and consider the evidence and submissions of both parties. Until then the judge will often not be in a position to decide whether on balance of probability the applicant will succeed in obtaining a permanent injunction at the trial.826
Thus, it is now clear that an injunction will normally be awarded only if the judge considers it more likely than not that the applicant will succeed at final trial. If the scales appear to be evenly balanced between the parties, injunctive relief will be refused. 
A further problem is that the grant of an injunction may become pointless. In Max Mosley v News Group Newspapers Limited
 the information in question was known to so many people, partly because part of it had been posted on the newspaper’s web-site that an injunction was deemed inappropriate since it was deemed unable to prevent dissemination of the information.
An injunction may take the form of a 'super-injunction'; the term refers to a legal gagging order which not only prevents the media from reporting the details of a story, but also forbids mention of the existence of the injunction itself – since knowledge that an injunction has been obtained by a particular celebrity obviously arouses curiosity as to what it covers. However, the use of super-injunctions has not overall been successful: people, including journalists, have taken to online forums and social networking websites to 'expose' the celebrities involved, as the internet is much harder to regulate than traditional media outlets. Several celebrities alleged to be those subject to super-injunctions have been named on Twitter and Wikipedia. Identification by tens of thousands of Twitter users occurred of the footballer Ryan Giggs as the holder of a super-injunction, in defiance of a High Court ruling.
 Ryan Giggs was one of several celebrity super-injunction holders to be widely identified on Twitter but could not be named by other media until an MP used parliamentary privilege to break the gagging order. 
The courts may consider that there is a case for an injunction, but not a ‘super-injunction’, which has a greater impact on media freedom. Thus in Ntuli v Donald
 Donald had obtained a super injunction which maintained his own anonymity, and restrained an anonymized defendant from doing specified but unpublishable things. The defendant was also restrained from publishing the fact that the injunction had been obtained. The Court found that the injunction would be maintained but the order for anonymisation of the parties and for non-disclosure of the injunction would be discharged as not in the interests of open justice and unnecessary to maintain the claimant’s Article 8 right. 

Are the remedies satisfactory? 
It is argued that this stance does not necessarily comport readily with the establishment of the presumptive equality of Arts 8 and 10. Once privacy has been breached, it cannot be reinstated, while the speech claim could be served at a later date, or could be served by a limited injunction concealing identity. In other words, there are nuanced methods of answering to the speech claim but not the privacy claim. The findings in Bannerjee, it is argued, elevate the speech claim over the privacy one in a manner which is not fully in accordance with the Strasbourg clashing rights jurisprudence. Since s 12(3) must be interpreted compatibly with the Convention rights under s 3 HRA, and the Convention jurisprudence must be taken into account under s 2, it is arguable that the test from Bannerjee should be re-visited in future by the House of Lords.

Ironically, the pre-HRA test gave a more equal weight to the two competing claims. The idea that newspapers would lose interest if the reporting was enjoined arose in a climate in which free speech had primacy and newspaper editors considered that their working practices should remain unfettered, confusing this idea quite frequently with free speech claims. Such confusion is also evident in early post-HRA decisions. But in the changed privacy-valuing culture that is now established, the idea of maintaining relatively unfettered media working practices needs to be revisited: now that the press have to face the grant of interim injunctions quite frequently, they have had to modify their working practices accordingly. The need to show that it is more likely than not that the privacy claim would succeed at final trial can distort, it is argued, the parallel analysis, encouraging a judge inclined towards the privacy claim to over-state it in order to find it possible to award an interim injunction. Equally, and perhaps most worryingly, it might lead a judge to overstate the speech claim, in the face of a strong competing privacy interest, in order to avoid the grant of an injunction.
Further, a judge will not award an injunction if it would represent an impotent remedy because the information has already reached so many people; in particular that may occur when it is accessible via a web-site. That point is distinguishable from the point about public domain made above – information may still attract a reasonable expectation of privacy even if it is partially in the public domain. But given that a newspaper is not under a duty to give prior notification to a potential plaintiff that it is about to publish privacy-invading material,
 and that it may well be difficult to obtain an interim injunction based merely on the rumour that publication of such material is about to occur (Terry), it may be concluded that the remedy of an injunction may not always be available when it is most needed. 
8
Conclusions

So what can finally be said as to the current state of legal protection for privacy in the UK, taking account also of the protections against state invasion of privacy detailed mainly in Chapter 10? As far as private actors are concerned, the main focus of this chapter, the position has changed dramatically in the post-HRA years. A comprehensive but complex and piecemeal protection against invasion of privacy can now be identified. It has a number of strands. First, misuse of private information can now give rise to civil liability. The new privacy liability has shaken itself free of the constraints previously imposed by the doctrine of confidence. Second, if a public authority breaches Art 8, ss 7 and 8 HRA can be relied on to obtain a remedy against it. That liability is much broader than the privacy liability that has grown out of the doctrine of confidence since it potentially reaches beyond providing protection for personal information and into a range of substantive privacy areas. Obviously that privacy liability could also be relied upon as an alternative against a public authority. Thirdly, children and vulnerable adults can rely on the ECHR jurisdiction of the Court in seeking reporting restrictions. So it is apparent that although a quite comprehensive protection from invasion of privacy is now available, gaps and anomalies are still evident.

Nevertheless, the existence of the tortious privacy liability, together with the provisions of the DPA, indicate that the available comprehensive domestic protection against invasion of privacy by gathering and publishing private information is almost as extensive as the protection provided by Art 8 at Strasbourg. In terms of rapidity of development, it out-stripped the Strasbourg protection at certain stages. The pronouncement in Wainwright as to the lack of a tort of invasion of privacy in UK law remains correct, but is becoming to an extent irrelevant since the protection provided by the developments under the HRA, together with that available under the various privacy statutes (including those discussed in Chapter 10), is reasonably comprehensive.

However a note of caution must be sounded. Apart from the doubts expressed above as to the Bannerjee decision, it must also be pointed out that an appellate court has yet to deal with the Von Hannover situation in which snatched paparazzi photographs of daily life activities of an adult taken in the street or in public places, such as beaches, are published. The key cases, including Campbell, Prince of Wales and Mckennitt, all dealt either with sensitive information, or with situations in which the old style doctrine of confidence would have applied in any event, or with both. The tone of the relevant decisions, despite Mckennitt, suggests that the courts are not prepared to grant relief in the Von Hannover situation, but instead have developed tests intended to find that the invasion of privacy can be viewed as serious. The seriousness of the invasion of privacy can be evaluated on the basis of a range of factors, as this chapter has indicated and not merely on the basis either of the nature of the location or of the especially intimate nature of the information. Those factors appear more likely to be relevant to the Art 8 and 10 balancing act, as opposed to being allowed to deny relief to the plaintiff at the stage of considering the private information claim.

The ECHR jurisdiction, the tort of misuse of private information and the liability of public authorities not to breach Art 8 are essentially the same cause of action since all are based on Art 8 and s 6 HRA. Something close to an absolute duty to bring the common law into line with the Convention rights has clearly been accepted in the transformation of confidence into privacy – the change that has been brought about to the doctrine of breach of confidence is dramatic. Legitimisation of the judicial enterprise in creating the privacy liability was found in the HRA: its introduction of the Convention into UK law allowed the courts to draw upon the general principles expressed in the Strasbourg privacy jurisprudence.829 The achievement of the judges documented in this chapter is impressive; they have shown, it is argued, moral courage in imposing privacy values on a popular culture that pre-HRA resembled the impoverished US one in many respects.830 The principal objection to the development of privacy rights has always been the perceived threat to media freedom. This chapter has argued that that fear is largely misplaced, and indeed that the right to free speech and to protection for privacy are ‘mutually supportive’,831 because, as the German Supreme Court has put it, both are ‘essential aspects of the liberal democratic order’.832 The introduction of legal protection for privacy may be encouraging a movement away from the prurient trivia currently infesting so much of the print media, and therefore, far from threatening free speech in the press, could enhance it. As factors limiting the circumstances in which privacy claims can be raised at all, such as ‘public domain’ and the defence of waiver, are diminishing in importance, so the focus of attention becomes – even more clearly – the true strength of the speech claim.
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