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Blockchain-Based Dynamic Key Management for
Heterogeneous Intelligent Transportation Systems

Ao Lei, Haitham CruickshankViember, IEEE,Yue Cao,Member, |IEEE,
Philip Asuquo, Chibueze P. Anyigor Ogah, and Zhili Sidember, IEEE

Abstract—As modern vehicle and communication technolo- can offer safer and efcient traf c management. Moreover,
gies advanced apace, people begin to believe that Intelligentcommercial applications, such as electric vehicle charging [2],
Transportation System (ITS) would be achievable in one decade. 546 recognition for license plates, location based service
ITS introduces information technology to the transportation . ) . " . N
infrastructures and aims to improve road safety and traf c |nformat_|on and dynamic scene to assist vehicle navigation [3],
ef ciency. However, security is still a main concemn in Vehicular €an be implemented on a dedicated platform. A recent report
Communication Systems (VCS). This can be addressed through from U.S Department of Transport (DoT) shows that 82% of
secured group broadcast. Therefore, secure key managementthe accidents can be prevented by using ITS systems [4]. Even
schemes are considered as a critical technique for network though signi cant developments have taken place over the

security. In this paper, we propose a framework for providing . L .
secure key management within the heterogeneous network. The past few years in the area of VCS, security issues, especially

security managers (SMs) play a key role in the framework by K€y management schemes are still an open topic for research
capturing the vehicle departure information, encapsulating block [5] [6]. High mobility, large volume, frequent handoffs of

to transport keys and then executing rekeying to vehicles within yehicular nodes and heterogeneity networks pose different

the same security domain. The rst part of this framework is challenges compared to the traditional mobile networks.

a novel network topology based on a decentralised blockchain S . . . .
structure. The blockchain concept is proposed to simplify the  YCS applications are classied into Vehicle-to-Vehicle

distributed key management in heterogeneous VCS domains. (V2V) and Vehicle-to-Infrastructure (V2I) [7] and its security
The second part of the framework uses the dynamic transaction highly relies on the exchange of safety beacon messages.
collection period to further reduce the key transfer time during  These beacon messages are usually referred to as Cooperative
vehlcl_es handover. Extensive simulations and analysis _show_ theAwareness Messages (CAMs) in Europe [8] or Basic Safety
effectlveness_ and ef ciency of the propos_ed framework, in which M BSMs) for US [9 h bl h hicl
the blockchain structure performs better in term of key transfer essages ( _S) or [_ ] ast e)_/ enable ot er vehicles to
time than the structure with a central manager, while the dynamic b€ aware of their surroundings. Vehicles located in the same
scheme allows SMs to exibly t various traf ¢ levels. RSU cell form a group and the current traf ¢ situation is
Index Terms—Dynamic Key Management, Blockchain, han- generated based on the summary of BSM broadcast from other
dover, VCS, ITS group members [10]. The trustfulness and legality of BSM
information are proved by encrypting safety messages with
a pre-agreed Group Key (GK). For this reason, the problem
of providing ITS security can be mapped into the problem
YBER-PHYSICAL System (CPS) is considered as onef how to reliably distribute or update group keys among
of the most potential techniques to bring a better lifall the communicating participants. Several approaches were
to human beings. One of the most attractive CPS scenariteveloped to improve the efciency of managing keys for
is the Intelligent Transportation Systems (ITS). Vehicles amgtoups. Key Tree Approaches [11] [12] were developed to ease
ITS infrastructures play the role of physical units, whiléhe problem. Furthermore, Batch Rekeying (BR) [13] [14] [15]
the Vehicular Communication Systems (VCS) is the netwomkas proposed to signi cantly improve ef ciency compared to
platform of ITS. VCS supports not only message exchangelividual rekeying schemes. But these approaches are not
among vehicles, but also between vehicles and infrastructusestable for VCS application as the number of mobile nodes
as well. Infrastructure access points in VCS are called Roawy be very large in VCS.
Side Units (RSUs) [1]. RSUs act as a base station in VCSAside from the aforementioned problem, it is critical to
and covers a dedicated section of the road. Traditional VCSnigke sure the cryptographic materials can be timely delivered
comprised of multiple RSU cells and offers a platform amontyp the Security Manager (SM) in a new security domain.
ITS for vehicles to exchange various kinds of messages sudbreover, GK has to be refreshed and redistributed (rekeying)
as safety noti cation message. With the help of VCS, ITSecurely whenever group member changes in order to achieve
forward and backward secrecy [16]. This approach poses chal-
A. Lei, H. Cruickshank, P. Asuquo, C. P. Anyigorogah and Z. Sufenges of rekeying ef ciency, especially in the heterogeneous
are with the Institute of Communication Systems, University of Sur- Lo . -
rey, GU2 7XH, UK (email: a.lei@surrey.ac.uk; h.cruickshank@surrey.ac.quetWOfk- Heterogeneity in wireless network refers to either the
p.asuquo@surrey.ac.uk; c.anyigorogah@surrey.ac.uk; z.sun@surrey.ac.ukflifference on the traf c volumes, or distinct network structures
Y. Cao is with the Department of Computer and Information SCi‘E:.I-?]- The heterogeneous networks structures normally stand
ences, Northumbria University, Newcastle-upon-Tyne, NE1 8ST, UK (ema}]: . .
yue.cao@northumbria.ac.uk). or the networks managed under different topologies or central
managers [18] [19]. Recently, heterogeneous VCSs are given

I. INTRODUCTION
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more attention. The heterogeneity in terms of different centrade cases, including ITS, smart grid, smart meters, smart
managers has become a real problem as VCS is considerethadical systems, smart cities, etc. These use cases assist
a worldwide system covering multiple countries. Speci callyiving, improve safety and release traf ¢ jam. However, chal-
speaking, SM should timely deliver a vehicle's cryptographienges hide in the positive impact of CPS. Major challenges
materials to the neighbour SM when the car passes the cragseut CPS have been conducted in enhancing the security
domain border. and privacy, as well as network efciency [22] [23]. For
With this in mind, blockchain [20] is considered as a feasinstance, wireless sensor network is a well known CPS use
ble tool to achieve the goal. Blockchain is a synchronised andse. It requires security scheme to maintain both ef cient
distributed ledger which stores a list of blocks. Blocks recomgkcret key distribution and low energy consumption [24]. A
user information and a receipt to link to the previous blockutting-edge CPS scenario is described in paper [25]. The
Central managers are removed from the blockchain structyr@per proposes a solution in vehicular fog-computing services
and the public ledger is maintained by all the network parti¢vehicular CPS). The fog-computing follows the distribution
ipants instead. Messages are broadcasted into the networkstoucture and distributes the heavy computation tasks to the
nodes to authenticate. A new block is attached to the leddefrastructures, instead of central manager. Paper [25] enables
if the messages pass the authentication process. With the feelmart resource management to optimise the communication-
with this simpli ed structure, information propagation betweeplus-computing energy ef ciency in order to achieve the best
security domains can be accelerated since the informationQeS requirement. A more applicable fog-computing-based
directly sent to the destination rather than passing the messagP$s system is discussed in [26]. The paper developed a
through central managers. Moreover, the distributed structdramework to optimise TCP/IP virtualised data centres, the dy-
of blockchain network performs better robustness under thamic scheduler and the dynamic queue system are taken into
single point of failure. consideration. The dynamic approach not only maximise the
In this paper, we propose a key management schemeerage workload admitted by the data centre, but also min-
for VCS scenario, including the key transfer between twimise the resulting network-plus-computing average energy
heterogeneous networks and the dynamic key managemesmisumption. However, both the above schemes only cover
scheme to decrease the key transfer time. A novel blockch#ie network ef ciency issue, but not consider the security and
concept is introduced into the proposed scheme to simplify thavacy vulnerabilities.
key transfer handshake procedure in order to achieve better
ef ciency. In the blockchain based scheme, we removed the
third-party authorities (central managers) and the key transfer
processes are veri ed and authenticated by the SM network A lot of attention has been attracted to the blockchain
The record of these processes (mined blocks) is shared withoncept since its parent production, bitcoin, was launched
the network for SMs to create public ledgers. Furthermore, the late 2008 [20]. The core idea of blockchain is that it
transaction collection period is able to dynamically changeaintains a distributed, authenticated and synchronised ledger
with respect to various traf ¢ levels. The time consumptionf transactions. Without the administration from the central
result of heterogeneous key management is compared withnager, network nodes denote their processing power to
that in the traditional network structure to evaluate the perfgoroofread transactions. The authenticated transactions are writ-
mances of our blockchain based scheme. ten into the public ledger in the form of blocks. Accountability
The remainder of this paper is organised as follows: Seftmction is bene ted by using block look-up, which helps to
tion Il brie y introduces key management techniques. Moddimely revoke the cryptographic materials of malicious users.
overview and details of our scheme are discussed in sectibnother issue of blockchain approach is the use of transactions
lll. We describe our system model, including blockchaimhich conveys information among the distributed network
algorithms, key transfer between heterogeneous networks amdi can hence send messages using peer-to-peer mode [27].
dynamic transaction collection periods. Scenario is set up fglore importantly, network participants (miners) contribute
performance evaluation in Section IV. Section V concluddheir processing power to verify information correctness and
the paper and presents some future plans. integrity in blockchain network [27].
Two characteristics are always mentioned along with
Il. RELATED WORK blockchain: distributed and decentralised. The distributed char-
In this section, we present the overview of the characteristigsteristic means that the network structure follows mesh or
of any related schemes in this section, a brief literature revig¥P topologies. Decentralisation mainly refers to the manage-
about CPS, bitcoin, blockchain applications and VCS kayient mode of blockchain network. However the core principle

Blockchain and Security Analysis

management is introduced afterwards. in blockchain is decentralisation. The centralised network de-
_ pends on a network manager to prevent malicious behaviours.
A. Cyber-Physical System As a result, centralised managers take too much communica-

In Cyber-Physical System, components are classi ed intmn and computation burden. Furthermore, the whole network
physical part and software part [21]. Physical componengsffers from disconnection if the central manager is under
include infrastructures, network sensors and computation ddtack. Decentralisation management networks, on the other
vices. Software components contain programme, software ¢yand, distribute the responsibility and control permissions
eration systems and the loT environment. CPS has variduetween the user nodes. Security and privacy of the network
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are based on the proof-of-work [28]. Due to the nature afidn't take the information proofreading time into considera-
distributed computation, the network has better robustnags. Moreover, it was apparent that our previous result did
to against network failure caused by nodes disconnectiorot consider dynamic elements in VCS. For example, the
Although the 51% attack [28] still plays a potential problentransaction collection periods should keep the same pace with
for blockchain applications, holding a majority of the totavarious vehicle rekeying periods.

network's processing power is highly unlikely. It's uneconomic

for individual attackers to employ a powerful system like ITS. 1. PROPOSEDFRAMEWORK

Paper [29] precisely analysed the security threats to blockch@in system Model

system. : .
y We focus exclusively on a system of ITS infrastructures

] o each equipped with a device embedded with wireless com-
C. Blockchain Applications munication module based on the IEEE 802.11p standard.
Most of the contributions using blockchain are devoted tdeanwhile, vehicles are required to have a built-in On Board
optimise decentralised currency models. Authors in [30] préit (OBU) to support the IEEE 802.11p standard. Vehicles
sented a new cryptocurrency. Basing on the concept of bitcoiravel on a road and periodically transmit safety messages
the new cryptocurrency improves scalability and exibility ofusing the transmitter in the OBU, which are collected by
cryptocurrencies. infrastructures that are built along the road at regular inter-
Despite the fact that there is no other work about usingls. Safety message includes movement information, such as
blockchain in VCS, blockchain architectures in some contribspeed, orientation, position and vehicle size. The infrastruc-
tions are still valuable for reference. Paper [31] proposed to usees relay messages between vehicles and SMs which are
blockchain to build a decentralised system to manage persopkaiced on the upper level of VCS. Each SM has their own
data. Authors design two types of un- nancial transactiorisgical coverage area which is called security domain.
which are assumed to access data in blockchain and write data
into the ledger, respectively. The access control of personal
data is monitored by blockchain. An access transaction is sent
when a user tries to access the database for storage or retrieval
of data. After the access transaction is approved, the user needs
to describe their requirements in data transaction in order to
nish the communication between blockchain. However, au-
thors in [31] didn't consider overhead and ef ciency problems.
Since 10T aims to seamlessly t into CPS, for maximising
adoption by users and infrastructures. It is critical to compress
the overhead and ef ciently manage the increasing number
of node identity materials [32]. The authors in [33] focus
on a cutting-edge secure transaction exchange system using
blockchain for decentralised energy trading in another CPS,
smart grids. They address the scalability, security and privalcy: 1. Traditional network structure [35]

problems of the centralised system. The security issues ari) Network Hierarchy:VCS networks normally have four

analysed with reference to the processing time to dlﬁerelrz]at&ers. Three layers on the side of service providers, while

cryptographic schemes. However the analysis is not bas[ﬁe user side occupies a single layer [35]. As showRiin

on the network performance. Contribution in [33] mvolve? yers on the service providers' side, namely, RSUs, SMs

another blockchain-CPS research focusing on smart med|
. 9 and Central Managers. RSUs act as IEEE 802.11p access
cal systems. Wireless nodes and sensors play the role "0 : :
L : T points (AP) which offer an interface to route messages from
blockchain miners. Miners in this approach can get access'1q . :
. ; : .~ yehicles to upper-level managers. RSUs are built along the
anonymised medical data as rewards, in return for their minin

work to maintain the blockchain. Both patients and the healgﬁad at regular intervals in order to provide maximum network
coyerage. SMs are placed at the second layer which manages

care staffs are given accessible and credible electronic medi¢al . . . : .
records. cryptography materlals.of different §ecur|ty domains. It is
proposed to install SMs in a geographically sparse manner, one
o for each security domain. Central managers rule the network
D. Our Contributions on the rst(top) layer, they are also known as Certi cate
To the best of our knowledge, our previous work [34] is thAuthorities (CAs). Vehicles' permanent identities, certi cates,
rst time the technology has been used in VCS applications. pseudonyms are calculated and authenticated at CA to issue
[34], the SM network was used to transfer and verify vehiclegal identities using in VCS.
keys in the across border requests, rather than forwarding then2) Traditional Structure: Traditional structure strictly fol-
to the third party authorities. The time consumption resuibws the aforementioned hierarchy. As shown Rig.2(a),
of heterogeneous key management is compared with thatSacurity Domain A is an area which is managed by SM-A. cer-
the traditional network structure to prove that the blockchaincate authorities (CAs) take the role of central managers at
concept helps to shorten the key transfer time. However,tlite top level. Several SMs are managed by CA.This traditional
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Fig. 2. Network structures (a) Traditional structure with the third-party authorities (b) Blockchain structure without the third-party authorities

network structure employs CA or trusted third party authoritgM group that may link with SMs on other domains and
at the top of the network to manage cryptography materiaterti cation entities with a domain. Similar to the bitcoin ap-
this however makes it an inef cient key exchange, and wilplications, the information in safety messages are encapsulated
require several several handshakes if a car passes from e transactions if they indicate an SM-border-crossing action.
security domain to another. When a vehicle attempts to joinTaansactions are shared with neighbour SMs to transport keys.
new geographic region in which infrastructures are managAdide from this, the SMs take the role of miners which forms
by a new CA, the Previous SM-A (Previous SM) picks ugransaction within a period of time into a block. As a reward,
this border crossing activity from the beacon messages thaihers are allowed to get their block authenticated by the SM
are sent by the vehicle. Then it generates a border crossimgjwork. Our proposal is to transport keys by mining blocks
request along with useful information related to the vehicko that a blockchain can be maintained for heterogeneous key
and forwards all these materials to the CA-A (Previous CAnanagement purpose, at least within a local SM domain. As
The request will be forwarded to the CA-B (New CA) if ita result, the keys of new joining members is delivered by
has passed the veri cation steps. CA-B will inform SM-Bretrieving the information from the block.
(New SM) about the border crossing activity with necessary
cryptography materials, before it checks the correctness of the
request. Rekeying procedures will be triggered in the new alda
after new SM has received such cryptography materials. We introduce the blockchain concept in this section,
3) Blockchain based structureThe above procedures inwhich aims to simplify the distributed key management in
traditional network delay the key transfer between two securilgrge heterogeneous security domains. Blockchain helps to
domains. Different to the traditional structure, the functions @fchieve a lightweight and scalable key transfer scheme. The
the central manager on the top level are merged into SM éonventional multi-server handover steps are illustrated before
blockchain based structure. In this case, SM takes over the rtfle blockchain idea is demonstrated.
of the network manager. As presentdHig.2(b), central Man-
ager is placed in an isolated environment, acting as a facilityl) Key Transmission Handshak&he cross domains hand-
to store and generate vehicle cryptographic materials. Crypsitake steps are discussed in [37] [38] to guarantee ef ciency
graphic materials, such as vehicle identities, pseudonyms amdl security. The handover steps were studied under mobile
pseudonym certi cates, are supposed to be kept in a dedicatadlti-server networks. The scenario involves ve entities:
facility to cope with the privacy and security purposes [36Mobile Nodes (MN), Home Agent (HA), Foreign Agent
Thus central managers are accessed under the following thile&), Authentication Server (AS) and RSUs. The schemes
situations.(i) Initial registration. New vehicles need to apply assume that all the MU had registered with AS to obtain the
for the initial registration when they leave the manufactureryptographic materials. The MU sends a request message to
and rst participate in a new security domaigi) Change sign into FA upon joining the foreign domain. The request is
the identity-related informatianvehicles must to periodically received by RSU, veri ed and forwarded to FA afterwards.
change their pseudonym set, as well as all the cryptographilce handover is triggered by FA. Before building connection
materials related to this pseudonym. Thus they need to contaith MU, FA must authenticate the unfamiliar node through
the central manager to generate a new set of cryptographid. Two handshakes will be established between FA and HA
identity for them.(iii) Adversary revocationin the blockchain before MU is proved as a legal user of HA. Finally, FA will
based structure, malicious behaviours are recognised by usggle a new set of cryptographic materials to MU.
blockchain look-up. Identity (including pseudonyms) of the The typical handover steps in [37] [38] are designed basing
adversary is publicised once the malicious behaviours hawe the unpredictable node movement trajectories. However,
been con rmed. vehicle movement trajectories are easily predicted due to the
Similar to the bitcoin network, the function of blockchairfact that the current RSU knows all the driving trends of vehi-
enables nodes to share information without the need forckes under its coverage area. For this reason, the conventional
central party to secure this ledger. SM is connected with &dlandover steps can be triggered by the HA instead of FA. In

Heterogeneous key management
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Fig. 3. Key transfer handshake procedures in cross-domain traditional structure

the VCS traditional structure, we assume the SMs take the

job of HA and FA and RSUs only for improving coverage

area. Additionally, malicious behaviours in VCS can easily

endanger human life, it requires a top level security to deliver

trusted service. The requirement is fullled by equipping

server who supervises user data. Thus, the handshakes between

SMs are checked by CA in a mandatory manner. ,
The cross domains handshake process in the traditio@'ﬁg

network is shown inFig.3. The network set a collection

period based on the traf c level. SM-A (previous SM) picks

up all the border crossing activities from beacon messadg@sother CAs. Similar to the cross domain version, SM-A-2

within this transaction period. These border crossing activitiégceives transactions from transaction packet in the end. The

are formed into individual transactions. SM-A sends thegdorementioned steps are presentedrign4.

transactions one by one to CA-A (previous CA) to proof.

To ensure security, proof work should verify the signature tb SM-A-1 sends transactions to CA-A :

check authenticgtion and message integrity. The ciphertext _"Y:‘llhfinfongCA,ﬁ destsw+ Sigf Cipher + destsygsk o

be decrypted using CA-A's private key and re-encrypted usin )

CA-B's public key. That's because the original ciphertext ig- CA-A forwards the transaction packetto SM-A-2

secured using CA-As public key and CA-B doesn't have thEnfinfogpk ¢, + destsy+ Sigf Cipher + destsmOsk caa

corresponding key to decrypt. During the proofreading, the

proved transactions are translated into a new version which is

readable by CA-B (next CA). CA-B repeats the proof steps

after receiving the transaction packet and convert them into

SM-B readable version. Finally, all the cross-border requests

arrive at SM-B, packing in transaction packet. A handshake

message ow is shown below with details. WheEnfg

stands for the encryption activities using ECIES scheme [39],

Sigfg is the signing conducts using ECDSA scheme [40].

PK andSK are elliptic curve based public and private key

4. Key transfer handshake procedures in same-domain traditional
cture

pairs, respectively. Fig. 5. Key transfer handshake procedures in blockchain structure

_ ) _ The key transportation handshake could thus be simpli ed
1: SM-A sends transactions to CA-A : by using blockchain mining method, meaning the messages
Enfinfogpk ., , + destsy+ Sigf Cipher + deStsyOsk 4 will be veri ed by SM network but not third party authorities.
2: CA-A forwards the transaction packetto CA-B : The blockchain structure removes CAs and nodes supervising

each other by mining the blocks and broadcasting the results.
) A simpli ed handshake graph is shown iRig.5. Collection

3: CA-B forwards the transaction packetto SM-B : period allows several transactions to be broadcasted into SM
Enfinfogpk ¢, + destsm+ Sigf Cipher + destsmIsk cas network and picked up by SMs in the network. Signatures

The handshake steps are reduced if SMs are Iocated?r]ntr"’ms"’mt.ionS are processed tp verify if the infor_matiop
the same security domain. SM-A-1 forwards transactions {0 transactions 1 .trustwo_rthy. Ciphertext in transactions 1s
CA-A to proof. Under this structure, both SMs are undéfgpt from Qecryptlop until they regch the des.tlnatlon SM
managed by the same CA. Therefore there is no need sigee the ciphertext is encrypted using the public key of the

translate transactions into another version which is dedicat%%sunat'_on SM. Accordlng_ to the nature (.)f blockchain mining,
transactions are inserted into the block in random order. Last

Enfinfogpk ., + destsy+ Sigf Cipher + destsmdsk can
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but not least, the above block will be mined using mininthe alteration on transactions causes a totally different value of
algorithm and the mined block will be broadcasted back toerkle root value. Time tampering is prevented by checking
the network. The above procedures are presented as followise timestamp eld. A target mining solution is a 256-bit
number with number of zeros,eos at the start of the hash
1: SM-A sends transactions to SM-Cloud result of the block header [33]. The numbeyges is the
targeted dif culty. SM collects all transactions within a certain
period (transaction collection period) of time and inserts these
2: SM-Cloud returns the mined block to SM-A : transactions in arbitrary order into a block. In this way, blocks
are able to aggregate multiple cross-border requests.

Enfinfogpk ¢t destsm+ Sigf Cipher + destsmdsk ga

2) Transaction formatTransactions are designed to encap- TABLE Il
sulate key transfer materials from the source SM to destination THE FORMAT OF BLOCK
SM. Six elds are contained in the transaction header of

. Block Header

our model Table.l) [34]. The transaction number shows the { = i Dosaription }
position of this transaction in the transaction packet. Current ersion Slock Version Number
and destination SM number are equivalent to bitcoin input Previous Block Hash| Hash of the previous block in the chaih

: : : . : : Merkle Tree Root Hash of the merkle tree rod®oot,
and output, respectlvely [20]. The |dent|ty materials including Timestamp Ereaticn Tos TS Biock
the current vehicle pseudonym and certi cate, are encrypted Targeted DIf culty The Proof-Of-Work dif culty target
using the public key of the destination SM. The signature Nonce A counter for the Proof-Of-Work l

; e . : : [ Block Payload (Transactions)

occupies the Iafst pogltlon of the transgct_lon to maintain the Tarsacior oL —Transacion o l
authentication, integrity and non-repudiation of key transfer
information. The payload of a block is comprised of transactions that

SMs collect within the transaction collection period, denoted
by tcp. These transactions are packed into the same block. The
theoretical number of transactions is decidedtby and the
Transaction Header number of passing vehicles in each honp). An expression

Hashed result of the fransaction of nt is shown in the following equation.
Number of this transaction in block

Current security domain numb&M-this

TABLE |
THE FORMAT OF TRANSACTION

Destination security domain numb8M-dest . Ny
Vehicle identity materials number of transactions = 360G=hour tece (1)
including the encrypted vehicle pseudonym and certi cate 360Gs=hour

Signature of this transaction to ensure integrity and authentication
Sig f Cipher + dest smgsk SM-thi

Payload: (Encrypted Transaction Information)
Cipher = En finfogpk SM-dest

4) Mining and Proof algorithm:In blockchain, proof-of-
work is a digital receipt which is hard to calculate but easy for

Here info is the identity materials in the transactionothers to verify [20]. A one-way cryptographic hash function,
Privacy-related information is encrypted into ciphertexdouble SHA256dhash(), is used to calculate the proof-of-
Enfinfo gpk.gest USING destination SM's public keP K gese WOrk. Where the double SHA256 is calculated as follows:
Signature is computed using both ciphertext and the number of
destination SM, signed using source SM's private E8ins. ashaq result = dhash(input) = SHA25SHA25Ginput ))

To keep the condentiality of the information in
transactions, identity materials are encrypted using destinatiorThe hash of the block header is calculated by SMs. This
SM's public key. As a result, the information stays unreadabtandidate block header is hashed repeatedly using different
to the SM network expect the destination SM. Encryptesbnce value until the resulting hash value starts with the
privacy related information combined with digitally signechumbers of zeros (matches the dif culty requirement). As we
transaction contents ensure that an adversary cannot act aseationed in the block format section, the transactions are
normal node, or amend and eavesdrop cross-domain requgdtssed in block payload in random order. The reason that we
as that would require the adversary to forge a signatutesing this approach is because it forces different SMs having
Simultaneously, other SMs are able to exam if this transactidifferent mining time. The random order provides an extent
is legitimate or not. Similarly, a malicious user cannot reaof stochasticity, leading to distinct header hash results. To be
anything from the encrypted message, as only the destinatioore precisely, different header hash results make SMs mining
SM has the key to decrypt the message. same sets of the transaction in different time lengths. There-

fore, block conicts are prevented in advanc&lgorithm.1

3) Block format: The block header is constructed by sixhows a summarised pseudocode of mining procedure.
elds (Table.Il), similar to the bitcoin block [34]. The second Algorithm.2 gives a detailed overview of necessary proce-
eld links the block to its parent block. This eld helps dures for proo ng a mined block.
blocks linking to each and creating a chain structure. All the
transactions in the block are merged into the merkle tree root5) Time Composition:Table.lll shows all the time ele-
[41]. Merkle tree root assures the integrity of transactions agents that composes the key transfer time. For traditional
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TABLE Il
THE TIME ELEMENTS OF PROCESSINGPROCEDURES
[ Parent Field | Description of Parent Field [ Child Field | Description of Child Field |
trand Calculation time to generate random transaction sequgnce
tprep The time cost to prepare block I Time cost to insert transactions into the block message
which will be mined later tmerkle Calculation time to get Merkle Tree Root
header Processing time to prepare block header
t Transmission time cost in SM network BO Average CSMA back-off time
transfer including CSMA back-off time tp Propagation time in network cable
tE Processing time to encrypt plain text (ECIES)
tprocessing Processing time for messag@cryption, tD Processing time to decrypt cipher text (ECIES)
Decryption, Signing and Veri cation ts Processing time to sign messages (ECDSA)
tV Processing time to verify signature (ECDSA)
Algorithm 1 Calculate Nonce (Proof-Of-Work) As describes above, processing time for three situations

Input: : Information to create Candidate Block HeatterBlock VersionVe ,  gre summarised iEquation(2)-(4). Wherent is the average
Previous Block HaslHashprey, Timestamptnow, dif culty number d and

transactionsTrans= [ T1: To>Tn] number of transactions among a single collection period.
Output: : Nonce valuenonce Variable ttc, tts andtg are processing time of key transfer
1: Initialise bool variablegotAns= FALSE; procedures in cross-domain traditional structure, same-domain
2: while (NOR gotAng do traditional structure and blockchain structure, respectively.

3: The transaction ordeaang = randPernfn)

by permuting integers within range [1, n];

4: Calculate Merkle tree rodRoot, basing ona;ang; —

5: Create the hashed block heattemp te=nt (v+to+te+ty) 2+(teotte) 3 (2

WhereH temp= VB jjHash prevjj Rooty jjtnow jjd;

6: Initialise tries numbenonce = 0 ; Hash outputesult ; — + + + + +

7 while (NOR gotAns& NOT got Proof-Of-Work from networkjlo trs= nt (tV o+ te ts) (tBO tP) 2 (3)

S rn%snuclte = dhash(H emdjnonce); Equation(2) and (3) describe the time components in the
10: if (result has at leastl padding zeros in fron& NOT got traditional structure. Due to the fact that CAs in the traditional
g PrO\(;If-Qf-Work fron; network Jhen . structure must verify and translate transactions to the neigh-
15 go;'/f\f]s(nf?CR%é. ) into nonce  eld; bour CAs or SMs. Both situations take all the elements in
14: return (nonce - 1); tprocessingiNtO calculation. For the cross-domain scenario, the
15: else if (receive Proof-Of-Work from Networkghen above processes are designed to be implemented twice.

16: gotAns =TRUE;

17: return NULL ;

18: end if

19:  end while tg= Nt ty+(teo+ tp) 2+ tpept tm 4)

20: end while . . . .

21: End Algorithm Equation(4) expresses that only signature verication

is required in transaction checking. However, mining time
tm and block preparation steps are attached into overall
processing time in order to extend the blockchain.

Algorithm 2 Proof the Block

Input: : Mined Block HeadeHined ; Block payloadB payioad
Output: : Bool variableisCorrect

1: Extract nonce valueonce = getNonce( Hmined )i 6) Dynamic Key Managemen©ur dynamic key manage-

2: Calculate Merkle Tree Ro®oo}; basing on the transactions Byayicad ment is achieved by using dynamic transaction collection
3: Create headek verity = VB jjHash prevjj ROOk jjtnow jjd; . : .

4: The string to VerifyInput e, = Hveritjj nonce; periods. To d_ecrea_se the side eﬁect of variables, the method
5: Calculate the hashed value of the stringsult="dhash ( Inputery ); of control variable is employed in our scheme. We use one
o if (riessc“(')‘r:‘:; a_‘T'FfSSI'E“_ padding zeros in frontihen second as the standard metric to measure the performances of
8 else ’ various pollef:tion periods. Thgsmu is a sum up num_ber.Of

9. isCorrect =FALSE; transactions in all the roadss.; is the average processing time
10: end if in one second under various collection periods. Basing on the
11: return isCorrect; . . .

12: End Algorithm Equation(1) and (4), we can derive the number of transactions

on ng roads andg.; as follows:

structure, all the time variables iRycessingare taken into ac- Nral = M‘

count, whilety is the only one to be considered in blockchain 360Gs=hour
structure. Message transfer timgnsfer including the informa- _

. . . . 1= N7 tv+(tgot+t 2+t +t t 6

tion propagation time in cable, as well as the random back-off ©* [nran tv+(teo* t) pep® tul - tep (6)
time in the CSMA protocol. The variablgye, is dedicated  Estimated key transfer time is calculated using various col-
to blockchain applications, containing time cost variables tection periods as inputs. The optimised transaction collection
create a new block. time is selected according to the minimum key transfer time:

tcp  NR %)
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200 is set for test cryptographic schemes to get a zoom-in

argmints.; subject to: tep 2 [thp; 2] view of results. Up to 1000 transactions are introduced in

tep block preparation simulations so that the exponential growth
To sum up, a transaction collection period optimisation aIgSf results can be demonstrated. Maximum 2000 transactions

rithm is demonstrated using pseudo-algorithrAlgorithm.3.  &ré simulated to compare the key transmission time which
aims to test the time value differences between blockchain

Algorithm 3 Optimise the Transaction Collection Period  and tradition structures.
Input: : Traf c amount on each road, n optional transaction collection

periods(typ  tp)
Output: : Optimised transaction collection periaf,

1: Initialise a data sinkg.1 = [tEp,  tRy]

2:for (i=1;i6 n;i++) do ) )

3: Call Equation(6), calculatety ; whentcp = ti.p and traf c amount
on each road is equal toy;

4:  tgqlil  tg, recordty, into the result sink;

5: end for

6: tdp = min( tg.1), Find the minimum key transfer time

7: return tg;

8: End Algorithm

IV. PERFORMANCEEVALUATION Fig. 6. The assumed topology for blockchain network

The performance evaluation of blockchain based key MaN“The third simulation aims to test key transmission time

agement scI:heme was cErrleq out #S'ng S|mulat;lons. Perifider different traf ¢ levels and transaction collection periods.
mag_ce er\:a uation is broken into Three parts. -II- € ISt Paflo e we assume that the system calculates the overall number
studies the processing time components, namely encryptige, c;5ss-porder activities at end of the collection periods.

decryption, signing, veri cation, block mining and bIOCkThe vehicle cross-border activities follow the exponential

preparation. The comparison of processing time results Rz tion. The cross-border events occur rate follows the
tween the blockchain structure and the traditional Str“Cturedﬁantile function of exponential distribution [45]:

demonstrated in the second part. The last part further studies

the processing time in blockchain network against different

transaction collection periods. This section starts with the t = M =
simulation assumptions.

1

Where i is the event number, is the rate of expected
events,t; is the expected events occurrence tirRg,is the
robability following the normal distribution andis the mean
alue of the exponential distribution. The upper and the lower
mount of vehicle traf c are considered under a saturated

A. Simulation Assumptions

Our result is generated using OMNeT++ 4.5 [42] [43
with the dedicated network simulation (Veins) packet [43

Elliptic Curve Integrated Encryption Scheme (ECIES) [3 afc condition and off-peak trafc of Beijing, which is

with elliptic curve secp.160r1 in Crypto++ [44] i_s §electe onsidered as one of the most crowded cities in the world. The
n(.)t'only )‘or cryptograpmc scheme ECIES, but E.II|pt|c Curv%ff-peak time has 3,000 vehicles per hour, while the saturated
Digital Signature Algorithm (E_CD_SA) as well. Cipher bloc_ktrafc is set to have 15,000 vehicles passing a road in an

has a length of 75 bytes which is because ECIES prOV'dﬁéur, aiming to examine our scheme under the worst case as

much better security level. 20 bytes are used to store the CrASR1 as the heaviest burden of VCS. The topology of scenario
border information in transactions. The dif culty of each bloclin the third part results are assumed in Beijing. There are
is set to 3 to maintain ef ciency and security. This securit)éi |

; o ht urban districts, therefore we assume &83opology. As
level is enough to secure the network which is due to the fas%gown inFig.6, each urban district is managedpby%yne SM

that SMs are trusted entities. We simulated that blocks %8 curity domains are connected to each other via two-way
mined by our laptop with Intel Core i5 and 8GB RAM andni

displ 4 GoF 920M. This devi | 25QItg;:;hways. Here we assume each common edge has ve two-
ISplay card \>erorce - This device can complete y highways to connect to the neighbour security domain.
hash calculations per second. The performances of rst t

. : LT us there are overall 120 highways basing on this topology.
parts of simulations focus on the processing time in terms pf - each SMicp is ranged from 0.5 seconds to 1 second in

transactlon_s. The results qepe”‘?' only on _the overall NUMBther to test the performance regarding different transaction
of transactions. Thus the simulation setup is compromised lection length

following steps: (i) At end of eachcp , a certain number of

transactions ooding into the SM network. The movement of _ _ _

vehicles are not considered in these two parts; (i) Each SR Processing Time of Cryptographic Schemes

records the processing time results of cryptography scheme$§Ve rst study the processing time cost for cryptographic
and block preparation. The results are records by averagsahemes. It aims to obtain the data of each elements in
the results from SMs; (iii) Transactions ranging from O tdable.lll and further complete the result &quation(2)-(4).
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growth of transaction number. The processing time slowly
increases before 300 transactions. Processing time over 0.1
seconds when transaction bigger than 400. Finally, preparation
time reaches 0.95 seconds when there are 1000 transactions.
The non-linear curve is caused by exponentially increasing of
trand, While rest of the preparation time components increase
linearly in proportion to the transaction number.

C. Comparison of Blockchain and Traditional Structures

To evaluate the performance of the novel blockchain and
traditional structures, we compare them with the conventional
handover schemes in [37] [38]. We conduct experiments under
two situations:(i) Key transfer between two security domains
which are within the same security division of the distr{@.

Fig. 7. Computation time of cryptographic schemes over transaction numi&Y transfer between two security domains which separate in
different security divisions of the district. Here the divisions

: i ) mean geographical districts monitored by different central
Since the key transfer time needs to consider the CO%‘anagers.

putation time of cryptographic schemes. Therefore we sim-

ulated the time cost for different schemésg.7 shows the

performance of different cryptographic schemes which are

used in key transfer procedures. Except for the mining time

cost, the processing time increases linearly with the growth

of transaction number. The mining algorithm always mines

a single header due to the fact that block header is able to

contain multiple transactions. The mining processing time is

an average value of multiple simulations. the practice value

is likely less than this average value due to the network only

accept the fastest mined block. The encryption and decryption

schemes cost similar processing time. Signature veri cation

costs the longest computation time among schemes. According

to the Equation(2)-(4), signature verication plays a key Fig. 9. Processing time comparison between structures and schemes (a) Time
component in key transfer tim&able.lV records the average cost values when hand over within same securit_y domain (b) Time cost values
processing time for each cryptographic schemes. when hand over across different security domains

TABLE IV Fig.9 depicts the key transfer performances of blockchain
AVERAGE CRYPTOGRAPHYPROCESSINGTIME scheme with respect to varying the number of transactions. The
results of schemes in [37] [38] are used as benchmark of the
simulation which aims to show the performance improvement

[ Cryptography Schemd Processing Time (Milliseconds})

ECIES Encryption 0.51027 . . . o

ECIES Decrﬁ;tion 0.73996 by using our scheme. Comparison of situati@nis shown
ECDSA Signing 0.51011 in the Fig.9(a). All the results have zero processing time
ECDSA Vering 1.10171 h bord ti d t in th twork
Block Mining 117046 when border across actions does not appear in the network.

It takes approximately 0.8 seconds to nish transfer 500
transactions, while nearly double the time is cost to handle the
same amount of transactions in the traditional structure. The
conventional scheme costs more than triple the key handover
time of blockchain structure. However, two curves have an
intersection at around 1500 transactions due to the exponential
increase of blockchain key transfer time. Although our scheme
cost more processing time due to the growing number of
transactions, our schemes provide better scalability against
the traditional structure when transaction number less than
1500. Additionally, our blockchain based scheme saves nearly
half of the processing time at transaction number equalling to
1500 and the time results always below the benchmark when
transactions no less than 2000. Similar contradistinction is
Fig.8 plots the block preparation time in terms of transactiodemonstrated in thEig.9(b) to show the result of situatiofi) .
number. The preparation time increases exponentially with ti& translates messages from one security domain to another

Fig. 8. Block preparation time with respect to the transaction number
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in the conventional scheme. For the traditional structure in
this situation, two CAs need to communicate with each other
in order to nish key transfer. Thus extra handshakes between
CAs cause tedious key transfer time in the traditional structure.
Handover time cost of the conventional scheme and traditional
structure exceed 10 seconds when transaction number more
than 800 and 1750, respectively. The blockchain scheme costs
much less time. To summarise, blockchain structure has better
scalability performance against the traditional structure in
situation(ii) due to less processing time cost.

D. Blockchain Performace Evaluation ) ) ) ) )
Fig. 11. Key transfer time under transaction collection periods

120 (4:2 3:3) =108 transactions' difference, resulting in
huge difference of key transfer time. In addition, the result
of 0.5 to 0.7 seconds increases steadily when other results
increase exponentially.

E. Dynamic Transaction Collection Period

To measure the effect more accurately, we use 1 second as a
standard metric to make sure that every transaction collection
Fig. 10. Average transaction number under different traf c levels periods have equal running time. In order to conrm the
effectiveness of the dynamic transaction collection period, we

The transaction collection period provides a window tRave carried out a simulation experiment to investigate the
allow SMs to pick received transactions. Therefore differen{,erage processing time of key transfer in 1 second.

period lengths decide the amount of transactions ooding into
SM network. Double-direction highways are considered based
on the assumptions iRig.6, leading to two trafc ows on
each highway. Therefore we take a single trafc ow as a
standard metric unit and simulate the average transactions in
a single traf ¢ ow. Fig.10 plots the average transactions as a
function of traf ¢ levels and transaction collection periods. We
observe that the transaction number is directly proportional to
the traf c level. Moreover, the longetcp, the more transac-
tions are caught by SMs. The average number of transactions
pertcp per traf c ow is calculated as follows:

= nrep= ¢
- TICP — 3600 CP

Wheren,cp is the average number of cross-border actions
(transactions) within eaditp andny is the average number of
vehicles (traf c level) passing a road in each hour. A parameter
ng is multiplied by thent,cp to get the average transaction
number in all the roads, heres is the amount of roads thatrig. 12. Key transfer time results measured in one second
are taken into calculation.

Fig.11 lllustrates the key transfer performances under var- The evaluation is done using simulation. The modelling and
ious collection periods. It can be seen that for each valparameter settings are discussed in the assumption section.
of collection period, there exists a marked rise trends whéime running time of simulation is set to be one hour, multiple
collection period longer than 0.8 seconds. The results indicdey transfer procedures under various collection periods are
that longer collection period lets SMs to accept much morecorded and divided by600 seconds. Part of the results
transactions, leading to heavy processing burden and tediofisabove description are shown iRig.12(a) Along with
computation time. According to the results in the previouhe growth of traf ¢ level, the minimum time results occur
gure, for instance, average 4.2 transactions are capturedder differentcp values. Longer transaction collection period
using 1 second collection period when traf ¢ level is equal tprovides shorter key transfer time under mild traf ¢ conditions.
15000vehicles/hour/roagdwhile 3.3 transactions are capturedHowever, rapid collection frequency and shorter collection in-
under traf c level of 12000 vehicles/hour/road This causes terval performance better under heavy traf ¢ burdeig.12(b)
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shows the curve change under our dynamic collection peritite extension of our work aims at pseudonym management
scheme. From the gure, it can be seen that the dynamising blockchain basing on the current system. Our future

scheme always occupies the minimum key transfer time amongrk aims at pseudonym management using blockchain basing
results. This is because the optimal choice of collection periods the current system. Moreover, users are able to decide the

are computed usindlgorithm.3. The algorithm forces SMs trade-off between security and privacy.

to select atcp which forces the system to transfer keys with

the minimum time cost.
[1]

(2]
(3]
(4]
(5]

Fig. 13. Decreased key transfer time in percentage 6]

We further studied the time-saving performance of the
dynamic schemerig.13 plots the average decreased time as a
function of various traf ¢ levels andcp ranging from 0.5 to (7]
1 second. We observe that under the heavier traf c level, the
more frequently transaction collection, the lower proportion of8]
decreased time. In contrast, infrequent transaction collection
guides to a larger proportion of decreased time at off-peak
traf ¢ level. Albeit fewer handshakes, longer collection period[9]
takes more than 10% of time cost to nish key transfer
at peak traf c level. Thus, for higher traf c levels, using a1
shortertcp becomes an economic selection to release the
computation burden and improve system ef ciency. Shorter
collection period, on the other hand, consumes more time [{g;
transfer transactions at low traf ¢ situations.

V. CONCLUSION [12]

In this paper, we propose a novel key management scheii@
for key transfer among SMs in heterogeneous VCS networks.
Our scheme introduces blockchain concept and optimises thg
performance using dynamic transaction collection periods. The
proposed blockchain structure allows key transfer securely
within the decentralised SM network. We developed an effeas)
tive and exible transaction collection period selection method

to shrink the key transfer time of blockchain scheme. Twgg
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