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ORIGINAL PAPER

Using the cloud for records storage: issues of trust

Julie McLeod1 • Brianna Gormly2

� The Author(s) 2017. This article is an open access publication

Abstract Organisations cannot avoid working in the cloud and therefore records

are being stored in the cloud either by design or by default. This raises important

issues of trust in using third-party cloud service providers for storing records and

digital archival collections. What factors contribute to trust in the decision-making

process? What are the implications that archives and records (ARM) professionals

need to understand and assess? This article discusses findings from an international

research project that explored issues of trust in the context of the economics of

cloud storage services. The most significant issues of trust to emerge were trust in

the sustainability and continued economic viability of cloud storage services. Whilst

anticipated costs savings (software, hardware, human) was the most frequently cited

reason for adopting a cloud storage service, the research revealed that very few

organisations or ARM professionals had actually estimated the costs, suggesting

decision-making processes are inadequate. A basis for trust in cloud storage solu-

tions might be found in the enhancement of checklists and other guidance docu-

ments for ARM professionals to address economic considerations.
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Introduction

Organisations cannot avoid working in the cloud; in fact International Data

Corporation (IDC 2016) estimates that worldwide sales of cloud related IT

infrastructure for the top five vendors in the market grew by over 20% to $29 billion

in 2015, representing almost one-third of their total revenue from IT infrastructure

sales. For archivists and records managers, the issue of using cloud services to store

records and archive collections is particularly important. As more data and

information is generated and stored in the cloud, either by design or default, they

need to be confident they can trust cloud service providers for storing their

organisation’s records. If cloud service providers are to be used, their viability,

sustainability and trustworthiness are paramount. What are the issues of trust in

using the cloud for records/archives storage and what factors contribute to trust in

the decision-making process?

This article reports on part of a larger study exploring economic models for

storing records in the cloud and archives’ use of these models in the cloud decision-

making process. Such models can be helpful in forecasting the medium to longer-

term financial implications of cloud storage to enable greater confidence in the

decision (McLeod and Gormly 2015). The study included a literature review to

identify existing models and an empirical study of their use in practice, the full

details of which have been reported elsewhere (McLeod and Gormly 2015, 2016). It

also examined issues of trust in third-party cloud service providers in order to

contextualise the economic decision-making process. This part of the study revealed

insights into issues of trust in cloud storage that went beyond the study’s original

focus on economic aspects and warranted further analysis.

This article presents the specific issues and themes identified from that analysis.

It first provides background on the push towards cloud storage for records, followed

by a literature review discussing trust in the context of storing records in the cloud.

It then presents the findings of the study related to issues of trust and a discussion of

the themes that emerged from these findings. Finally, it concludes with implications

for archives and records management (ARM) professionals.

Context

Third-party cloud services include public cloud, community cloud, or hybrid cloud

as well as private clouds managed by a third party. It is important to study their

adoption for records/archives storage because they can improve access to and

sharing of digital collections, increase potential for their long-term preservation,

increase security, take advantage of economies of scale and potentially save money.

Early drivers towards cloud storage were the economic benefits, highlighted in

literature from service providers and consultancy companies (Forrester Research

2011; Gartner 2011), though more recent literature has brought the financial benefits

into question (e.g. Gartner 2015). There is evidence that ARM professionals are

increasingly using the cloud for the storage of digital collections (e.g. Brown and
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Fryer 2014; Oliver 2014; Oliver and Knight 2015; Zander 2014). However,

decisions about using in-house versus cloud storage are complex; there are

implications if the wrong decision is made. In particular, a move to the cloud can

mean a loss of control where interruptions in the service may make data inaccessible

and there may be a lack of clarity about where data is stored (Duranti and Rogers

2012, pp. 529–530). Can we trust in cloud service providers to store our records?

For records and archives collections, these questions are particularly significant

because of the inherent uniqueness, special characteristics and role of records and

archives as evidence of ‘‘business’’ activities and as information assets (ISO

15489:1 2016). Archival records support accountability, protect rights, aid decision-

making and can create value. However, storing records in such a way that they can

remain authentic over time proves a complicated question as research projects have

explored (see for example InterPARES 1998–2012; Strodl et al. 2011).

Literature on trust

Existing work on trust and digital records in the archives and information studies

disciplines largely falls into two categories: examining the trustworthiness of digital

records themselves and exploring users’ trust in digital information and information

systems. Reporting on the first InterPARES project, MacNeil (2000) discusses the

requirements for authentic digital records, specifically, verification of their identity

and integrity. Here, trust is presented in the context of trust that the record is

authentic (MacNeil 2000, p. 53). Whilst the record preserver can perform the

appropriate checks to ensure a record is authentic, as the title of MacNeil’s article

suggests, this is the ‘‘grounds’’ for trust, but it is the future user who decides if the

record is trustworthy (MacNeil 2000, p. 74).

MacNeil’s conception of trust, as trust in the record to be authentic, appears

elsewhere in archival scholarship (see Meijer 2003, p. 289). In fact, in an overview

of the formulation of trust from a recordkeeping perspective, Sundqvist (2011) sees

‘‘a conflation of the concepts of trust and reliance, and of trustworthiness and

reliability’’ (p. 289). In this view, ‘‘[t]rustworthiness’’ is ‘‘an objective property’’ of

the record (Sundqvist 2011, p. 289). More recent work by the InterPARES project

also situates trust in the context of trustworthy records. Duranti and Rogers (2012)

apply this view directly to cloud computing and situate ‘‘trust in records’’ as based

on what can be known about the parties responsible for the records over time

(particularly the records’ custodian) (p. 522). However, writing about trust in the

context of cyberspace, Yeo (2013) notes that trust in archivists, archival institutions

(custodians), governments and private corporations (specifically banks in the

context of financial crises) is ‘‘in decline’’ (p. 215).

As noted above, MacNeil also views trust as a property understood through the

perspective of the user, and other scholars of information studies focus on trust in

terms of users’ views of digital information. Kelton et al. (2008, p. 363) explore

trust in order to address a gap in the information studies field (citing Hertzum et al.

2002 as an exception). They present their Integrated Model of Trust in Information,

which illustrates how users trust (or not) digital information (Kelton et al. 2008,
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pp. 368–370). Donaldson and Conway (2015, p. 2441) further apply and interrogate

Kelton, Fleischmann and Wallace’s model in an archival context.

Additionally, a few studies have looked at the trust between parties involved with

digital archives. Price and Smith (2011) respond to the limited discussion of trust

within archival scholarship (p. 254) and look to trust ‘‘between groups within

society’’ rather than trust in objects (p. 255). Specifically, they examine trust

between archives and users of archives (pp. 265–266) and between archives and

record creators (pp. 259–260). Oliver et al. (2011) explore the trust that information

and communication technology (ICT) professionals have in archivists to preserve

and provide access to digital records (pp. 312–313). In fact, trust in the context of

trust between different involved parties appears in the conclusion of Duranti and

Rogers’ (2012) article when they bring their discussion of trusting records, based on

knowledge of the custodian, to ‘‘the [cloud service] providers to whom we trust our

records and data’’ (p. 530).

More recent studies have examined trust in the context of the cloud. Franks et al.

(2015) look at the specific issue of retention and disposition, exploring how the use

of cloud services affects the ability to retain and dispose of records in accordance

with the law and other applicable guidelines, as well as how any resultant risks

might be mitigated. Through a survey of ARMA International members, they

identified both internal and external obstacles that require trust and understanding of

cloud services and also assessment of risk related factors. In essence their

recommendations are about cloud service providers offering fit-for-purpose services

and ARM professionals trusting those services based on a risk assessment.

Stancic et al.’s (2015) comparative analysis of the security policies of selected

cloud infrastructure service providers in Croatia sought to identify the information

needed for potential customers to view the company as a trusted service provider.

With only three responses from 10 service providers, it is difficult to draw firm

conclusions. However, the study demonstrates that not all cloud service providers

perceive the concept of trust in their service as their concern. Some use disclaimers

to place responsibility on the user, whilst others do not understand the special

attention required to become a trusted provider. The authors concluded that trust

between customers and cloud service providers should be based on providers

communicating adequate information and customers negotiating the functionality

required. Trust should therefore be seen as a combined socio-technical set of

requirements, roles and responsibilities, and responsible governance (including

rules, policies, procedures and best practices).

Specifically addressing the perspective of information professionals, Borglund

(2015) and Oliver and Knight (2015) provide relevant discussions of these

professionals’ trust in cloud solutions and service providers, respectively. Borglund

(2015, p. 116) interviewed Swedish archivists, whilst Oliver and Knight (2015) use

the National Library of New Zealand’s National Digital Heritage Archive as a case

study. Both studies touch on the financial dimension of using the cloud for archives.

Congruent with other research, Borglund (2015) notes that half the archivists

interviewed stated that the move to cloud storage was for cost reasons. However, the

interviews provided a ‘‘more nuanced picture’’ when interviewees indicated that

they could be more certain about the costs of their contract with the cloud service
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provider as opposed to in-house costs, which tended to be unclear (Borglund 2015,

p. 123). Similarly, one benefit noted in Oliver and Knight’s (2015) study was

‘‘greater transparency about the costs involved in digital preservation activities’’

(para. 16). Trust plays a role here because, as the in-house costs were not clear,

making the economic decision to move to cloud storage involved ‘‘a leap of faith’’

(para. 26).

These studies consider issues of trust in selecting a cloud service provider but, for

existing users who lose trust in a service provider they use, what are the reasons why

they lost trust? Looking beyond the archives, Leverich, Nalliah and Suderman

explore the experiences of individuals using ‘‘mainstream services’’ (e.g. Facebook)

‘‘to determine how trust-related issues changed the nature of users’ trust in the

service’’ (Leverich et al. 2015, p. 3). Based on the trust literature and a case study

they argue that ‘‘trust in the service provider is a far greater consideration than trust

in the technology’’ (Leverich et al. 2015, p. 4). In the course of their study, they

review many trust typologies and identify three types of trust particularly applicable

in the context of cloud services—cognition, relational and calculated trust.

Cognition-based trust is based on judgments about, for example, responsibility

and reliability (McAllister 1995; Lewicki et al. 2006). In a cloud context, these

might include (first) impressions of a service, a provider or technology interface

(Leverich et al. 2015, pp. 4, 8). Relational trust is based on direct experience ‘‘from

repeated interactions over time between trustor and trustee’’ i.e. information ‘‘from

within the relationship itself’’ (Rousseau et al. 1998, p. 399). Finally, calculated (or

calculus-based) trust is a rational economic choice (Rousseau et al. 1998, p. 399) i.e.

a cost–benefit decision at a given time.

In this way, the archival and information studies literature has touched on issues

of trust in digital records and cloud services, directly and indirectly related to

archives’ use of the cloud. This article further explores issues of trust for

information professionals and their organisations when considering the cloud for

records storage and the nature of the trust relationships involved.

Research investigation

Overall, our study aimed to more directly explore economic considerations in the

choice and sustainability of cloud storage, which had been touched upon in the

studies by Borglund and Oliver and Knight, as well as to extend coverage into the

international arena. As part of the larger InterPARES Trust project (www.

interparestrust.org) on public trust in digital evidence on the Internet, issues of trust

in third-party cloud service providers were examined in order to contextualise the

economic decision-making process. The study was conducted through an online

survey and follow-up interviews with a small number of respondents.

The survey design was influenced by another InterPARES Trust project (The Use

of Cloud Services for Records Management in International Organizations) which

the authors had access to and was ongoing at the time of this research. It was

subsequently reported by Goh and Sengsavang (2016) and was helpful in terms of

the structure for gathering demographic information on respondents and their
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organisations, as well as their experience in disseminating their survey (Goh and

Sengsavang 2016). The development of the survey questions was informed by the

study’s research questions (McLeod and Gormly 2016, p. 4). The questions fell into

three main themes: use of the cloud for records storage; trust in adopting cloud

services; and use of economic models in the decision-making process for records

storage. The initial survey was piloted with other InterPARES Trust researchers and

their contacts, and revised based on feedback. It also was split into two parts: The

first asked about the organisations’ use of cloud storage and the second asked

questions from the respondents’ perspectives in their specific roles. This structure

was designed to capture any differences between respondents’ views and those of

their organisations, irrespective of the extent to which the respondents were

involved in the decision-making process. In December 2015, the survey was

disseminated online through a purposively selected global set of archives, records

and information management listservs, and by international research colleagues to

contacts and relevant stakeholders in their organisations. Due to low response, it

was disseminated again in February 2016. McLeod and Gormly (2016) provide full

details of the survey tool (Appendix A pp. 22–38) and dissemination channels

(Appendix B, p. 39).

Ultimately, 61 completed survey responses and 115 incomplete responses were

received. Only the complete responses were analysed. Perhaps unsurprisingly, over

half the respondents (54%) were ARM practitioners and 13% ARM educators or

researchers. 11% were IT professionals, 10% in administration and the other 12%

had a role that combined ARM with another area (e.g., administration, IT, risk,

Freedom of Information, and e-government). Respondents were based in 17

different countries; however, the majority were in English-speaking countries (66%

from Australia, Canada, the United Kingdom, and the United States). The majority

of respondents were from governmental and educational organisations (33 and 23%

respectively). In terms of their involvement in decision-making about the adoption

(or not) of cloud services for storing some or all of their organisation’s records, 28%

were largely involved, 49% partly involved and 23% not involved. Whilst the

response rate and demographics limit the generalisability of the results to the

international records and archives community, and preclude any meaningful

comparison of the perspectives of respondents according to their role, the results can

be viewed as a snapshot of current perceptions of cloud storage in the information

profession.

At the end of the survey, respondents indicated whether or not they would be

willing to be contacted for an interview to provide a case example and more detail

about issues of trust. Potential interviewees were necessarily self-selected because

the survey was anonymous, making it impossible to purposively select from the pool

of respondents. Of 16 respondents who answered ‘‘yes’’ to this question, seven were

not relevant for follow-up, either because they did not know if their organisation

used the cloud or economic models, or because their organisation neither used the

cloud nor an economic model. Of the remaining nine respondents, five were

ultimately available to be interviewed. All interviewees were either ARM

professionals or had a role that combined ARM with something else. Their

organisations all use the cloud to some extent and represent a global spread of
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different sectors and different sizes (100–3000 staff). From smallest to largest, they

were a Spanish city council, a Canadian religious organisation, a New Zealand state

owned body, a Canadian university and a UK public sector body. They are diverse

in terms of their use of the cloud for storing records, with one using it specifically

for its digital archives, three using it for business systems (therefore storing records

by default), and one using it for a specific business function (teaching) but not for its

organisational records. Table 1 provides a summary of the case example contexts.

As stated in the introduction, whilst the overall study explored economic aspects of

cloud storage, this article reports on insights pertaining to issues of trust, which have

broader implications. The following sections report on the relevant data from this

part of the project, which was directly addressed in four survey questions and

discussed more extensively in the interviews.

Survey findings

Reasons for use (or not) of cloud storage for records

Just over half (32) of the survey respondents said their organisations used the cloud

for records storage; 43% did not, and the rest did not know. 47% of the

organisations stored some of their records in the short term (defined in the survey as

1–9 years) and 35% stored some of them in the longer term (defined as 10 ? years).

Only 10% stored all of their records in the cloud in the short term and no

organisation used the cloud for longer-term storage of all of its records.

The top two factors their organisations had considered in making the decision

were operating costs (41 of 61) and technology suitability (37 of 61); this was

followed by risks (31 of 61), which relates to trust. For respondents who indicated

that their organisation did or did not use cloud storage, the survey asked why or why

not. Respondents in organisations using cloud storage indicated that the decision to

use the cloud was based on anticipated cost savings in hardware and software, and

in human resources (25 and 14 of the 32 respondents respectively), which supports

the observations that cloud storage has been promoted for financial reasons. Some of

these respondents cited (positive) trust in cloud computing deployment models (6)

and trust in cloud service providers (8) as factors for adopting cloud storage

services, but these were less important than service-related factors (e.g. increased

flexibility and energy savings, enhanced availability, improved scalability of IT

infrastructure and business continuity). In contrast, half of respondents in

organisations not using cloud storage (13 of 26) cited lack of trust in cloud service

providers as the reason for their choice followed closely by legal/regulatory

requirements (10 of 26).

Issues of trust

All respondents in organisations both using and not using cloud storage were asked

to rate the importance of a list of issues of trust from not important to extremely

important, with the option ‘‘don’t know’’. The issues were grouped into four themes
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Table 1 Summary of the case example contexts

Case 1: Large UK public sector body

Developed its first digital repository in 2013, making use of cloud services for storing low usage

archival records that have no security classification. Includes records of some core business

functions but primarily archived websites and digitised archival records (public access is to other

copies). Present volume *17 Terabytes. Archives Department’s decision to use cloud services

motivated by the organisation’s adoption of a ‘cloud first’ IT strategy in alignment with UK

Government’s ‘Cloud First’ policy. An in-house digital repository storage centre would then bear a

disproportionate level of inherent overheads, substantially increasing costs

Case 2: Large 100-year-old Canadian technical college, satellite campuses around the world

Has a records management team and an archives unit. No formal records management programme

until 2015. Many hard copy records are stored with a commercial service provider, large percentage

of born-digital records being created and stored in digital form only. Organisation looked at the

cloud for digital records storage and cost savings in human resources. Began using Apple’s iCloud

to store some records in 2015 through a time-limited introductory offer. Though not a solution to the

lack of a fully developed records management programme, in conjunction with a new retention

schedule and development of records classification, the cloud offered an alternative storage solution

for inactive digital records. However, senior management put its adoption on hold

Case 3: Large New Zealand state owned enterprise, many contractors

Has a well-established records management service and is one of Microsoft’s early adopters

worldwide. Decided to move to an evergreen platform when Microsoft offered a big discount to

move to its new cloud platform and services suite. Microsoft was looking to trial its new platform.

Organisation was in a good position in terms of IT lifecycle management; offer showed a substantial

monetary advantage against its 3–5 year budget, though the organisation recognised there would be

risks. Cost was not the only driver for moving to the cloud; increased flexibility, access to

specialised services, evergreen technical support, avoiding shadow IT (i.e. individual staff or

business units ‘‘doing their own thing’’) and gaining centralised control, ability to work

collaboratively with third parties, better remote/home working support, 24/7 access and use of

portable devices (part of business transformation) were other drivers. A strategic decision for

organisational benefit but providing an excellent opportunity to move its records management to the

cutting edge (e.g. implementing ontology driven records management with front end auto-

classification)

Case 4: Large Spanish City Council responsible for governing the city, providing public services

administration and fostering socio-economic development of the area

Well-established ARM departments with records management processes/requirements well integrated

into management and business systems. Has used cloud-type platforms to provide and manage

public services and projects for a long time. Now uses the cloud for Software as a Service (e.g. to

maintain public street lighting, to manage incidents in collaboration with the Police Service). Using

these cloud services means records are created, used and therefore implicitly stored within those

systems. Present volume *2 Terabytes. Started to use a cloud service to manage its own records in

2005. In principle does not use the cloud for storing its 60 Terabytes of digital archival records,

these are managed in its own system. There is no driver to do so though if a cloud provider offered

software of interest for this collection it could be an option; not currently on the agenda

Case 5: Medium Canadian religious organisation formed by an amalgamation of four related

organisations, with staff spread across four different geographical locations

Organisation does not have a records management programme but has used public cloud services to

store some records since 2014. Main driver for using the cloud was to solve problems of file sharing

between different locations, provide access to files and email for leadership members and staff

travelling on business, and connect everyone. Uses the cloud for generic office software and a

professional association archives catalogue database. Administration, finance, personnel and

facilities management records are stored in the cloud but firm decision not to store archival records

in the cloud
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relating to: concerns about the service, including economic viability and sustain-

ability; potential savings; lack of trust in cloud computing and cloud service

providers; and the decision-making process. Figure 1a, b shows the respondents’

assessment of their organisations’ perspectives, as users and non-users of the cloud

for records storage, respectively. Figure 2a, b shows the respondents’ own

perspectives, again filtered by organisations using and not using the cloud for

records storage, respectively.
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Lack of trust in cloud service providers

Lack of trust in cloud compu�ng models (e.g.
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Vendor lock-in

Concerns about the service provider con�nuing to
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Concerns about the service provider con�nuing to
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Not (at all) important
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Extremely important

Don't know

(a)

(b)

Fig. 1 a Importance of trust issues in adopting a third-party cloud service for records storage—
perspective of organisations using the cloud. b Importance of trust issues in adopting a third-party cloud
service for records storage—perspective of organisations not using the cloud
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For organisations, the areas of greatest concern (ranked very or extremely

important) were about the service provider offering a financially viable service,

continuing to deliver an economically viable service, and also continuing to deliver

a sustainable service. Segmenting the data by organisations that had chosen versus

had not chosen to use the cloud shows that cloud users tended to be somewhat less

concerned with trust issues (Fig. 1a), suggesting they had satisfied any concerns or

were managing them. Those who had chosen not to use the cloud tended to rank
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Concerns about the internal/organisa�onal decision-
making process

Lack of trust in cloud service providers

Lack of trust in cloud compu�ng models (e.g. public,
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Vendor lock-in
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Concerns about the service provider con�nuing to
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Concerns about the service provider con�nuing to
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Not (at all) important
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Moderately important

Very important

Extremely important

Don't know
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Number of Respondents
Cloud Non-users
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Moderately important
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Extremely important

Don't know

(a)

(b)

Fig. 2 a Importance of trust issues in adopting a third-party cloud service for records storage—
perspective of respondents using the cloud. b Importance of trust issues in adopting a third-party cloud
service for records storage—perspective of respondents not using the cloud
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issues of trust as extremely important (Fig. 1b) and perhaps were non-users because

their concerns were not adequately addressed or their risk appetite was less.

However, as reflected in the overall data, cloud users are still concerned about issues

of viability and sustainability of the service.

In general, respondents considered trust issues more important than their

organisations. Respondents were particularly concerned about unfavourable

contractual terms offered by the provider and the sustainability of the service in

the future (see Fig. 2a, b). Given the overwhelming majority had an ARM role, it is

unsurprising that service sustainability emerged as a major concern. Well over half

indicated that concerns about the provider’s offer of an economically viable service,

and the service continuing to be economically viable in the future, were either

extremely or very important. Sorting the data by respondents in organisations using

and not using the cloud did not reveal substantially different views as Fig. 2a, b

shows. However, respondents in organisations not using cloud storage were slightly

more likely to rank issues of trust as extremely important (Fig. 2b). This follows the

same trend as responses at the organisational level (Fig. 1b). Overall, the

respondents’ greater concern about issues of trust as compared to their organisations

may reflect their greater awareness of these issues in their professional roles (ARM

practitioner/researcher, IT, etc.). Respondents were invited to share any other issues

of trust they had considered. There were very few and they related to security, legal

and specific service issues, with one respondent noting a lack of trust in staff having

the skills to make informed decisions (see McLeod and Gormly 2016, pp. 73–74).

Though there was a difference in degree between how respondents ranked issues

of trust for themselves and for their organisations, there were similarities in which

issues were considered to be of greater or lesser importance as careful comparison

of Figs. 1a, b and 2a, b shows. For both the respondents and their organisations,

irrespective of their use of the cloud for records storage, the most important issues

of trust were the service-related ones (i.e. economic viability, sustainability,

contractual terms or vendor lock-in), although there were some variations in the

relative importance of the different aspects. Similarities in relative importance are

evident for the other trust issues, with one notable exception. More respondents

indicated that concerns about the internal organisational decision-making process

were extremely important for them (23 respondents), whereas only 15 respondents

indicated that this issue was extremely important for their organisations, with

slightly more indicating that it was only moderately important (16 respondents).

This might suggest that respondents in their professional roles encounter issues in

the decision-making process which are going unnoticed by their organisations, or it

might reflect the exclusion of their concerns from the decision-making process, as

23% were not involved in the process.

Trust in the organisation’s decision-making

To better understand the issue of trust in the internal or organisational decision-

making process, the survey included a question asking what factors contributed to

trust in the process. The options were slightly different for the organisation’s

perspective versus the respondent’s own perspective (see Fig. 3 caption).
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Respondents could select as many factors as they felt were relevant. From the

organisations’ perspective, the most important factor (46 of 61 responses) was the

service provider/vendor’s reputation, followed by risk management (37 of 61

responses) (Fig. 3). This was the case irrespective of whether the organisation was

or was not using cloud storage. Several respondents who chose ‘‘other’’ noted

factors related to the contract with the service provider. Two specifically referred to

‘‘delivery capacity’’ and ‘‘clarity about durability levels provided’’; a third noted

that ‘‘solutions often meet business needs’’, however, future business needs were not

necessarily being adequately considered which was ‘‘contributing potentially to a

false sense of trust’’. From the respondents’ perspective, the top two factors

contributing to trust in the organisation’s decision-making process were the same;

however, taking account of regulatory/legislative requirements was also very

important. In fact, this factor ranked slightly above risk management for

respondents in organisations using cloud storage. In contrast, non-users most

frequently considered internal rather than external factors (e.g. thorough investi-

gation of the situation, analysis of alternatives and robust internal processes).

Case examples: issues of trust

Whilst the survey data provided a snapshot of what issues of trust were of concern to

information professionals, the interviews provided context for why these factors

were problems for archives. Each organisation had considered a range of factors in

0 10 20 30 40 50 60

No factors of trust contribute to the decision making process

Trust in the decision-making process has not been
considered

Don't know

Other, please specify...

Risk management

Taking account of regulatory/legisla�ve requirements

Analysis of alterna�ves

Thorough inves�ga�on of situa�on

Involvement of relevant stakeholders

Clear problem defini�on and/or goal

Robust internal processes

Service provider/ vendor reputa�on

Number of Respondents

Respondent

Organisa�on

Fig. 3 Factors contributing to trust in the decision-making process—all respondents. Note: The first nine
options were the same for both the organisation’s and respondent’s perspectives. The options ‘‘don’t
know’’ and ‘‘trust in decision-making process has not been considered’’ were only for the organisation’s
perspective to account for the respondent not knowing. The option ‘‘no factors of trust contribute to the
decision-making process’’ was for the respondent’s perspective only
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reaching the decision to use cloud services for records storage, some of which

related directly or indirectly to trust. It is important to note that, with one exception,

the interviewees did not always know what their organisation’s perspective of trust

issues were and were sharing their view or interpretation of it. The exception was

Case 1 whose organisation saw it as being the Archives Department’s responsibility

to consider and be satisfied about issues of trust and hence the perspectives were the

same.

Cloud service providers

The cases mirror the importance of trust in cloud service providers that emerged

from the survey. For Case 2, lack of trust was based on the information

professionals’ negative past experience with one particular provider. For Case 1

trust in cloud computing deployment models and in service providers were factors

in deciding to use the cloud for records storage. Allied to this, they had considered

risks, responsibilities and stakeholder impact. Case 3, which was in the process of

business transformation, had considered the ability to work collaboratively with

third parties and the socio-political benefits of using the cloud ‘‘to meet changes in

expectations brought about by the digital world’’. The desire to better support

remote/home working as well as meet the need to access information anywhere,

anytime, from any device implies trust in the platforms to deliver these services.

In case 5, whilst the organisation trusted in cloud computing models and the

service provider’s reputation, the archivist and administrative assistant had serious

concerns which they voiced in meetings and in briefing papers to its leaders.

Concerns centred around maintaining the records’ authenticity, reliability and

integrity. Further, they noted concerns about: (1) records subject to discovery, even

though their service provider Microsoft stated it was able to place holds on records

for discovery; (2) that Microsoft states it can access data to improve service or to

troubleshoot; and (3) the potential for records to be lost or deleted, surveilled, or

hacked. ‘‘Microsoft does have good security and encrypts data in transit and storage,

and does not mine data; however, [it] states that it may disclose data without prior

consent. The inability to do an external audit with a large corporate provider like

Microsoft is a concern’’. These factors led to their decision not to store born-digital

or digitised records, transferred to the archives, on the cloud server.

Adding further context to this issue, Case 3 interviewee (a senior manager in the

IT Department with an ARM education) pointed out that the importance of trust in

the cloud as a platform and for software can be lowered by the choice of content for

which an organisation uses the cloud. Their organisation planned to store only

administrative records and records of some core business functions (e.g. manufac-

turing, sales, research) that were classified as ‘‘public’’ or internal/confidential. By

exempting its critical services from moving content to the cloud, the organisation

had effectively lowered its trust threshold. This was similar in Case 1, which stored

only records that were open to the public, and Case 4 where only ‘‘non-official

records’’ were stored and only if the information does not contain personal data

subject to data protection legislation. This aspect of trust is only partially reflected in

the survey results where, of 20 respondents, just over half (11) said records
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classified as ‘‘public’’ were stored with third-party cloud services, half were storing

internal/confidential records, 9 were storing restricted/sensitive/secret records and

only one was storing highly confidential/top secret ones. Interestingly, Case 3’s IT

Department viewed the risks of using the cloud as not significantly different to those

faced on premises, although the magnitude of the consequences should a risk

materialise are likely to be significantly greater depending on the risk, since they are

not wholly in the organisation’s control.

Vendor lock-in

Vendor lock-in was a significant issue of trust in two of the cases but less so for

others. For Case 1, this was related to the ‘‘durability of service’’, i.e. the ability of

the service provider to retain and return the data with its integrity intact at any point.

Their strategy for addressing the issue was to add resilience by using two service

providers, identified from a sector recommended list, and duplicating all content to

both. This proved to be a cost-effective approach as the level of resilience required

of each service provider could be reduced, meaning procurement of a cheaper

service from each one and a lower overall cost. This reflects the view expressed by

Case 4 interviewee that concerns about the service provider and vendor lock-in can

be summarised as ‘‘being careful’’ in a market that is still developing, with a lot of

new companies offering products, and not yet considered ‘‘safe’’. These views

contrast with the survey findings where vendor lock-in was not one of the top

concerns; however, vendor lock-in relates to issues of sustainability, which were

large concerns for a majority of respondents.

Service viability and sustainability

A series of issues emerged related to the offer of an economically viable storage

service, and trust in the continued delivery of both an economically viable and

sustainable service. All of the interviewees and their organisations considered the

offer of an economically viable service to be highly important. However, some were

less concerned about its continued economic viability. For Case 1, the context of

storing low usage archival records used only by relatively few staff, together with

the UK Government’s Cloud First policy for public sector IT procurement,

contributed to this view. In 2013 the UK Government announced that ‘‘purchases

through the cloud should be the first option considered by public sector buyers of IT

products and services’’ in an attempt to make savings and efficiencies, for example

by ceasing to operate in-house data centres, and improve competitiveness (Great

Britain. Cabinet Office 2013). For Case 3, their strong relationship with Microsoft

was a factor; and for Case 5, the focus was on using the cloud to solve the

immediate problems of information access and sharing rather than taking a longer-

term view.

With the exception of Case 1, which had contracts with two service providers

running at staggered dates, the interviewees were particularly concerned about

sustainability. This is not surprising given the nature of records as information assets

and the responsibility of ARM professionals to ensure their availability over time,
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however long. Again, the interviews reflect the survey results in which roughly half

of respondents (30) indicated that sustainability of the cloud storage service was

extremely important. Further, the case examples highlight a complicating factor viz.

a gap in understanding between ARM professionals and their organisations that do

not fully understand the implications of ensuring that the storage service is

sustainable in a recordkeeping context.

Cost savings

Each organisation had considered the capital and/or operating cost in deciding

whether to use cloud services for records storage, and were split in their view of the

importance of cost factors. In this way, they did not reflect the survey data in which

cost saving was the most frequently cited reason why organisations had chosen to

use cloud storage. Three interviewees indicated that cost was important to some

degree. Having evaluated the overall costs of in-house versus cloud storage to the

organisation over time, the economics of using the cloud was a deciding factor for

Case 1. It was anticipated that, in the context of the cloud first strategy, there would

be no or few in-house data centre services in the future. In such an event, an in-

house digital repository would have to bear a disproportionate level of inherent

overheads, thereby substantially increasing the cost. Case 2, which had developed a

formal records management programme only the previous year, was moving away

from paper storage and looking at the cloud for digital records storage and cost

savings in human resources. Although cost was not the only driver to move to the

cloud for Case 3, Microsoft approached them with a heavily discounted offer if they

moved to the new Microsoft cloud platform with its suite of services. The

organisation was in a good position in terms of IT lifecycle management and a

review of its IT budget for the next 3–5 years showed a substantial monetary

advantage, though the organisation recognised there would be risks.

Cost can be particularly important in cases where the use of cloud software as a

service offers (e.g. email, office, and other standard systems) means that records are

created, used and, therefore, implicitly stored within those systems. This ‘‘records

storage by default’’ scenario is more complicated than known archival collections

whose size, growth rate and use can be relatively accurately estimated, as

exemplified in Case 1. Indeed Case 4 interviewee recognised that the cost was not

known. Failure to consider costs is particularly worrying in such a scenario,

especially if ARM professionals are not involved, as Case 3 interviewee

highlighted. Since their IT Department is responsible for monitoring costs, if costs

increase and the increase cannot be borne, they will probably discuss how to reduce

them with the individual business units. A likely approach is to reduce storage costs

by cutting content but without considering what content to cut and hence making

arbitrary decisions. This is a disconnection between IT and ARM.

With one exception, the interviewees shared the same perspective as their

organisations. This is perhaps unsurprising, given all of the organisations had

considered cost in reaching their decision, and reflects trust and/or agreement in the

cost factor. However, only Cases 1 and 3 were actively monitoring costs and in both

instances this was the responsibility of the IT Department.
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Contractual terms

Issues of trust also emerged about contractual terms with all five interviewees

considering unfavourable contractual terms to bemoderately to extremely important. In

Cases 2 and 5, the ARM professionals were much more concerned about contractual

terms than their organisation. ForCase 2 thiswas due to poor past experience elsewhere.

For Case 5 ownership of records was a concern. Although their provider (Microsoft)

‘‘states it will delete data once a contract is finished it is not clear if the data is zeroed

out’’. Portability of records, migration or refreshing to ensure long-term preservation,

the retention of embedded metadata and the potential addition of metadata by the cloud

provider were other concerns, all of which need to be addressed in a contract. An

additional concern for Case 5 was compliance with Canadian legislation, given that

Microsoft servers were not located in Canada when the service contract was signed.

Microsoft (2016) later announced they would open two data centres in Canada in 2016.

Even though, as a religious organisation, the archives is not subject to federal or

provincial privacy laws, the archivist wanted to follow best practice and comply with

existing legislation, resulting in a decision not to store archival records in the cloud at

the time. The cases reflect the survey data in which respondents ranked unfavourable

contractual terms as very or extremely important from their perspective but did not

indicate that it was as important from the perspective of their organisation. However,

Cases 1 and 3 were less concerned with contractual terms since they were, respectively,

aligning with their sector’s cloud first strategy and had a strong relationship with

Microsoft. Both situations contributed to greater trust.

Internal decision-making process

Trust in the internal decision-making process varied. The organisations’ perspec-

tives spanned the entire range, from not at all important, reflecting complete trust in

the process, to extremely important reflecting the need to have complete trust. Most

of the interviewees shared the view that this was an extremely important trust issue.

However, in Case 1 the Director of Archives viewed it as less important since there

were robust internal processes in place which ensured the situation was thoroughly

investigated, requirements taken into account, risks assessed and managed, and

relevant stakeholders involved. The involvement of relevant stakeholders was also

the one factor that contributed to trust in the decision-making process in Case 2,

whose aim was to manage any potential distrust in moving to the cloud for staff who

could be very protective of information.

In Case 4, internal factors contributing to trust were the organisation’s

management of risk through, for example, the development of requirements and

assessment of the systems. The IT Department was only concerned about the

technology and was unaware of the risks and confidentiality issues of using the

cloud from a records perspective. It was the role of the Records Management

Department to make the organisation aware of the recordkeeping requirements. The

Department was completing a set of scalable requirements for contracting cloud

services. Depending on the risk and criticality of the content, as well as the business

actions and access restrictions necessary, some cloud services could be used (or not)
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under specific requirements. In Case 4 the organisation listens to the ARM

professionals. This was not the same for Case 5 where the archivist and

administrative assistant had voiced concerns, which included lack of involvement

of all relevant stakeholders, not taking account of regulatory/legislative require-

ments and not conducting any form of risk management, to the organisation’s

leaders, but they had not been addressed.

Discussion

The findings from the survey and follow-up interviews revealed three main themes.

Overall, the primary concerns of our respondents might be summarised as concerns

about the sustainability of the service, the ability of the service to meet records

requirements, and the economic viability of the service. Our study also provides

some reflections on the existing scholarship on records and trust.

Sustainability of the service

Overall, the most significant issues of trust revealed in our study were trust in the

sustainability of a cloud storage service together with the offer and continued

delivery of an economically viable service. Perhaps this focus on sustainability is

unsurprising considering that archivists have a primary concern regarding preser-

vation and access to records over time. Further, the survey respondents’ high level

of concern about the continued economic viability of a service also belies issues of

trust in the sustainability of the service in addition to the organisation’s

responsibility for sound financial management. The case examples also reflect on

the importance of a sustainable storage service and their discussions connected this

concern to issues around contractual terms and vendor lock-in. They speak to a

nexus of trust issues around establishing a records solution that can be managed

effectively over time.

The case examples also point to how issues of trust in the sustainability of the

storage service might be addressed by managing and assessing risk. Risk

management was most evident in Case 4, which developed a set of requirements

and a method for assessing new systems in the organisation’s internal decision-

making process. Moreover, Cases 1, 3 and 4 chose to store only particular classes of

records, which presents another approach to determining acceptable risk in cloud

storage. This strategy follows the conclusions of Stuart and Bromage (2010) who

describe cloud adoption as a ‘‘risk-based decision’’ in which the risks differ between

organisations and between records of different values (pp. 223–224).

Ability of the service to meet records requirements

A second theme that emerged from the study was the need for records requirements to

be considered in the selection of a cloud storage service. As Case 4 demonstrates,

establishing requirements informs service procurement and is crucial for contractual

requirements. Checklists and guidance documents developed by government archives
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and archival scholarship can help ARM professionals determine the requirements to

consider in establishing cloud service contracts for storing digital assets of any kind

(e.g. ADRI 2010; Bushey et al. 2016; National Archives of Australia n.d.; New

Zealand Government 2015; State Records of South Australia 2015). Bushey et al.

(2015) list the specific areas these should cover, including many issues of trust that

emerged from our study (e.g. ownership; availability, retrieval and use; data retention

and disposition; data storage and preservation; security, confidentiality and privacy;

data location and cross-border data flows; and contract termination). Clearly defining

requirements also can help cloud service providers to understand recordkeeping

requirements, such as retention and disposition, to know how these functions can be

accomplished, and to develop appropriate products and services, as Franks et al.

(2015) recommend. Finally, a requirements list ‘‘could be used within an organization

to communicate the needs of records mangers and archivists to administration and IT

support’’ (Bushey et al. 2015, p. 131).

Economic viability of the service

Though the survey data indicated a high level of concern about cost among

respondents, with cost savings the most frequently cited reason for using cloud

storage, interviewees indicated that whilst cost was important, it was less so than

other issues (e.g. the ability to move data easily out of an unsustainable service).

However, data from the interviews and survey responses also suggest that current

assessments of the cost of moving to the cloud are inadequate. This follows the

previous work by Borglund (2015) and Oliver and Knight (2015) which

demonstrated that in-house costs of archival storage tended to be unknown and

unmeasured. It also suggests the ‘‘leap of faith’’ revealed by Oliver and Knight

(2015) is more widespread.

If ARM professionals and organisations are to trust in the economic viability and

sustainability of cloud storage, then costs need to be modelled and actively

monitored. This requires familiarity with the range of costing models available and

use of the appropriate one(s) to estimate the economic implications of cloud storage

over time. It also means quantifying current storage costs, including hidden,

nontechnical costs, and not a nominal future state as the Case 3 interviewee

indicated. Their organisation was still investigating the cost but thought it may be

higher. For ARM professionals, modelling costs will not only support their trust in

service providers to give a fair deal and continue to uphold their agreement in the

future, but will also facilitate dialogue with IT colleagues and senior managers, as

Case 1 exemplifies.

Framework for trust

In contrast to information and archival studies literature on trust, which primarily

focus on trusted content and user trust in that content, the findings of our study are

best framed in terms of Leverich et al.’s (2015) work on trust in cloud-based

services and the relevant trust typologies they identified. Specifically, information

professionals’ perspectives on cloud storage might be understood as a balance
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between cognitive and calculated trust. The issues of trust that emerged relating to

cloud service providers, vendor lock-in and cloud computing models, are all

cognitive types of trust—judgments based on first impressions or experience, be that

direct or indirect, positive or negative, current or past (McAllister 1995; Lewicki

et al. 2006). Cost savings and the economic viability of a cloud storage service, on

the other hand, are calculated trust issues (Rousseau et al. 1998), which are the

outcome of a more or less rigorous cost–benefit analysis as part of a (trusted)

decision-making process that is situational and context specific. Relational trust

(Rousseau et al. 1998), based on direct experience through interactions between the

user and cloud service provider in this case over time, featured less prominently in

the findings. This is perhaps partly because most of the case examples did not have

the experience over time and partly because it was not explicitly investigated in the

survey. However, trust in contractual terms and service sustainability might be

considered to be relational trust issues. Case 4’s repeated interactions with cloud-

type platforms to exchange information with other government bodies worked well

and implies trust in the systems. Though Leverich et al.’s (2015) study applies this

framework for trust in the context of cloud-based social media platforms, defining

trust in this way is useful for understanding information professionals’ perspectives

on adopting (or not adopting) cloud storage for records.

Furthermore, our findings reflect (Leverich et al. 2015, p. 4) suggestion that

‘‘trust in the service provider is a far greater consideration than trust in the

technology’’, and our study offers some nuance to this idea. Whilst the survey

confirmed the importance of trust in the service provider, this trust does not

necessarily directly translate into trust in the service being provided. A user may

trust an organisation based on the experience of using them for other services and/or

technology but, if they do not have a positive track record in cloud-based records

storage specifically, a user (potential or actual) may still have concerns about the

viability, sustainability etc. of such a service. These are subtly different but clearly

related issues that are perhaps attributable to the current stage of development and

delivery of cloud services.

Conclusions

Increasingly records are being stored in the cloud, either by design or default. This

raises questions about trust in using the cloud for the storage of an organisation’s

records. Our study sought to explore issues of trust in this context and to identify

factors that contribute to trust in the decision-making process. Whilst it is important

to acknowledge the limitations of the research, in terms of the survey response and

the necessary self-selection of the case examples, this study does provide a snapshot

that may act as a benchmark for future research.

The study demonstrates that trust in cloud service providers is an important issue

and lack of trust in them adversely affects the cloud adoption decision. Whilst this

supports Leverich et al.’s (2015) suggestion about the relative importance of trust in

the service provider over technology, it nuances this notion, since such trust does

Arch Sci

123



not necessarily translate into trust in the service being provided. Implicit in this is

trust in the service meeting both organisational and recordkeeping requirements.

The key issues of trust to emerge were concerns about the sustainability and

economic viability of cloud-based records storage. The study also highlights some

notable differences in the perspectives of our respondents and their organisations

(albeit to the extent that they were confident about their understanding of the

broader organisational perspective). These findings point to an inadequately

informed decision-making process and, in many cases, a lack of or limited

involvement of ARM professionals in that process. The use of cloud computing

checklists and guidance, developed specifically for the profession, can help alleviate

these concerns. They can also enable archivists and records managers, who are well

equipped with their professional knowledge to consider records storage over time, to

play a bigger role in a more informed decision-making process leading to greater

trust. Existing checklists do not explicitly address the economic issue and, given the

study revealed limited use of costing models, there is an opportunity to add this

issue. This would support ARM professionals to ensure they and/or other colleagues

fully address the economics as part of the decision-making process and, hence,

minimise concerns about long-term sustainability.

The case examples, unlike the survey results, expressed only low levels of

concern about the cloud, irrespective of their use or not of the cloud for records

storage (either deliberately or by default in business systems). In fact all of the case

organisations suggested that the cloud is here, should not be viewed as wholly

different and needs to be considered carefully and proactively both in terms of

potential benefits and risks. This speaks to technology acceptance (Davis 1989), for

which trust is a contributing factor in the cloud context (Sharma et al. 2016).

Trust is only needed in a situation that is risky (Wang and Emurian p. 111) or less

well understood and, as Leverich et al. (2015, p. 4) suggest, trust is dynamic. Whilst

sustainability and viability are the current concerns in using the cloud for records

storage, over time issues of trust may change. Gartner (2016) for example predicts that

increased security will become the main motivation for using cloud services. ARM

professionals will need to be alert to this shift and guidance will need to reflect it.
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