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1. Introduction 

The authorities have increasingly imposed tasks on business to lend support in the fight against acquisitive crime, including corruption. Business is expected to risk-categorise partners and clients to know where to invest the most anti-corruption effort. Regulators’ focus on country risk as opposed to case-specific risk means business’ primary driver in risk-categorising partners and clients is their country rather than their conduct. This creates unhelpful bias. The situation is exacerbated by the lack of constructive guidance from legislators and regulators on risk assessment and mitigation. As a result, banks sitting on the frontline of the corruption-related anti-money laundering (AML) fight may choose to take a blanket approach by de-risking, i.e. deeming clients linked to a specific country as being outside risk appetite. This paper will examine: (i) how banks approach risk; and (ii) challenges banks face in the context of UK and US anti-corruption and related AML legislation; particularly the relativity of country risk and the intricacy of the Politically Exposed Person (PEP) definition, a category introduced to purportedly help the finance industry fight corruption. This paper argues that while country risk should be considered, the key deciding factor in risk-categorising should be client-specific risk, i.e. the client’s conduct in the context of the respective industry, combined with product risk.  

2. Country risk: a moveable feast
2.1. Banks under fire

Having been castigated for reckless behaviour during the financial crisis, banks continue to find themselves in the regulator’s spotlight.
In 2017, the UK’s Financial Conduct Authority (FCA) fined Deutsche Bank (DB) £163 million for failing to maintain adequate AML controls from 2012 to 2015. According to the FCA (2017), DB was unable to assess and manage its money laundering risk and engaged in suspicious transactions enabling customers to transfer US$10 billion from Russia to overseas, via DB in the UK, “without detection”. The transactions were mirror trades: a customer in Moscow buys liquid securities in Roubles.  The same amount of these securities is sold to DB in London for dollars, sterling or euros by a company related to the Moscow-based customer. 

FCA’s reproach was that DB failed to categorise Russian customers as ‘high-risk’. As a result, they were not subject to adequate checks.
 This reproach indicates that regulators expect banks to have country risk assessment factored into a customer’s risk assessment and that Russia should be treated as high risk.
 As to the goal of DB’s transactions, it could have been a number of possibilities, including capital flight, tax evasion or concealment of corruption proceeds (or some combination). However, it remains unclear
 whether they entailed crime proceeds.  Caesar (The New Yorker, 2016) noted: 
“To inspect the trades […] was like standing too close to an Impressionist painting—you saw the brushstrokes and missed the lilies. These transactions had nothing to do with pursuing profit. They were a way to expatriate money. […] Mirror trades are not inherently illegal. […] A client might want to benefit […] from the diﬀerence between the local and the foreign price of a stock. […] because the individual transactions involved in mirror trades did not directly contravene any regulations, some employees […] at [DB Russia] at the time deny that such activity was improper.” 

DB’s case illustrates a bank can be fined even in the absence of proven crime proceeds, if the regulator decides the bank has failed to demonstrate it had assessed the risk. 

There are many complex issues that banks need to consider in customer relationships such as: does the rationale behind a transaction make sense; does a customer pose sanctions-related risks;
 is a customer involved in corruption or other acquisitive crime; is a customer involved in money laundering? Sometimes these risks are connected. The legal concept of money laundering has been defined so broadly that any handling of corruption proceeds, even the mere transfer, would count as laundering. These interconnected issues place banks in a difficult position. If a customer has used the bank’s infrastructure to pay or receive a bribe and the bank has failed to identify and report the transaction to the authorities, the bank may face penalties for AML deficiencies.

2.2. Placing focus on geography


How does the bank recognise the risk of laundering corruption proceeds when facing a similar scenario to that of DB?  
2.2.1. Transparency International’s CPI

The approach taken to identify risks varies but geography is often a key driver behind client risk scoring. Most banks use Transparency International’s (TI) Corruption Perception Index (CPI), among other information sources.
 Countries that score well are deemed low risk. 

But placing emphasis on geography in assessing risk is ‘risky’ in itself as risky transactions in ‘low-risk’ countries may be overlooked. Based on the 2016 CPI, if we divide countries into three groups – low (score between 100 and 67), medium (66 to 33) and high risk (32 to 0)
 - which is how banks usually classify clients (sometimes with sub-categories
) - the USA, Germany, Norway, France and the UK, would be low risk. Russia, Ukraine and Kazakhstan would be high risk. The UAE, Qatar, Greece, Italy, Saudi Arabia, Oman, Bahrain, Kuwait, Malaysia, Cuba, Turkey, Belarus, Brazil, India and China would be medium. If we are to divide the countries into two groups – highly corrupt and less corrupt –these medium countries (apart from the UAE and Qatar), being under the median score of 50, will fall into the highly-corrupt group.  

The relativity of the CPI or any perception-based index is evident. Respondents in some societies may not feel they can freely form and express an opinion on governance processes or they simply do not question the status quo. In consequence, perception indices do not necessarily objectively measure corruption or how closely business and government are intertwined: they represent opinions.
  One would expect that in forming their country risk appetite, banks would take the CPI as a starting point rather than as the sole deciding factor.

2.2.2. 
 FCPA investigations
The relativity of corruption perception is also evident in FCPA
 statistics. In the West, foreign bribery appears to have had greater resonance than domestic bribery. The USA pioneered the fight against foreign bribery by introducing the FCPA in 1977.
 As the FCPA 2012 guide highlights, the US Congress enacted the FCPA in response to revelations, in the wake of the Watergate scandal, of widespread bribery of foreign officials
 by US companies. Four decades later, it is clear that companies from the industrialised world – there is a long list of these - have not stopped offending, even though TI’s index suggests these countries are low risk. FCPA enforcement actions launched by the SEC from 2010 to 2015 also shows that China features most on this list as a destination of corrupt payments. Other destinations include Saudi Arabia, Qatar, Bahrain, Greece, Russia and Italy. However, if we are to consider TI’s index (as discussed above), these countries (apart from Russia) are ‘medium risk’ (in the three risk-groups scenario). 
 
2.2.3. FATF’s reports

As the international AML-standard setting body and the issuer of Mutual Evaluation Reports (MERs) on countries’ AML systems, the Financial Action Task Force (FATF)
 provides a source of country risk assessment material. However, the MERs of jurisdictions that score poorly on TI or feature in FCPA cases show insufficient analysis of money laundering statistics, in particular, to reveal a correlation between corruption and suspicious activity reports. If there is so much corruption in Russia and China, it remains a question why the FATF has not provided any analysis of the suspicious activity reporting on bribes laundering?
 When evaluating the US, the FATF does not appear to have paid attention to the fact that many US companies have been fined for corruption. One may wonder whether any of the FCPA enforcement actions have been based on Suspicious Activity Reports and if not, why the FATF has not investigated such omission.
  
2.2.4. 
 Simplified due diligence 


To assess risk adequately, a bank is required by law to identify a company’s beneficial owner(s). However, there is scope for interpretations. EU policy makers have defined ‘beneficial owner’ as holding more than 25%
 of the shares, and, at the same time, have allowed banks to apply simplified due diligence (SDD) in cases of listed companies (in jurisdictions where disclosure requirements ensure transparency). The third EU AML directive
 allowed an automatic application of SDD, while the fourth directive
 seeks to rectify this and explicitly requires risk analysis before SDD is applied. However, the fourth directive also allows customers resident in low-risk areas and public sector entities to be treated as potentially low-risk from a AML perspective. 

SDD has been commonly understood in the industry as providing a carte blanche for not investigating who is behind a company. A bank may not analyse ownership if no shareholder owns over 25% regardless of their jurisdiction (some banks have decreased this to 10% due to the US extraterritorial tax law FATCA
 requirement to identify US persons holding an interest of 10% or greater). However, if five crime families or five controversial PEPs each own a 20% stake, this may be overlooked unless, in legislation and a bank’s policies, it is explicitly stated that ownership has to be understood fully, regardless of jurisdiction, industry and product. 20% is a considerable stake to have; sometimes a stake as low as 10% or even 5% can ensure both influence and considerable financial benefits. 

The other problem is that neither EU nor domestic legislators have made clear exactly what SDD means - does it mean no need to: 
(i) identify the owner, 
(ii) document one’s understanding of ownership, 
(iii) obtain documentary evidence of identity (e.g. copies of passports, proof of address of owners, directors), 
(iv) run searches for adverse news, 
(v) or all in combination (and / or other)? (See Gelemerova, 2009, for related issues, and Section 3.1.1.) 

How do you decide whether risk is low if you do not undertake sufficient research to understand a client’s profile fully? By way of example, for a mirror trade involving companies from low-risk jurisdictions or companies in high-risk jurisdictions but with a first layer of shareholders holding each less than 25%, a bank might not investigate who is behind those companies, even though smaller shareholders may be controlled by a high-risk owner. In the era of globalisation of capital, boundaries become increasingly blurred. 

3. The role of banks in the fight against corruption

Both the FCPA and the UK Bribery Act have extraterritorial jurisdiction.

As a result, multinational companies – and many have a US and a UK touchpoint – can find themselves liable under both the FCPA and UK Bribery Act. Banks, providing financial management facilities to multinational companies, are required to be watchful with respect to corrupt payments. 

Regulators expect banks’ programmes to include clear escalation lines; due diligence procedures; risk assessment processes; monitoring; and training. A bank will likely seek to introduce compliance-related, including anti-corruption, clauses in its contracts with clients and obtain their code of ethics and anti-corruption policy (ideally covering, inter alia, hospitality, gifts and entertainment). 

However, in the first instance, banks should have clear policies and definitions. 
Banks have to understand whether they are facing an immediate corruption risk, i.e. is the client a public sector entity or a company that earns substantial income through public sector contracts, or, if an individual, is this a public sector servant (or connected to a public sector servant) or someone who earns substantial income through public sector contracts. In this regard, policy makers have created the PEP concept (see below). 
3.1. Categories of clients 

3.1.1. Corporates

It is sensible that banks understand the rationale behind a transaction and look into who is behind their client regardless of industry and jurisdiction, not only for AML purposes but also for fraud prevention and credit risk management. For example, a mirror trade, occurring between France and the UK: two countries perceived as low risk, however, (i) the trade may be facilitating tax evasion, (ii) it may be conducted on behalf of French and UK companies controlled by individuals from the very same jurisdictions that banks consider high risk. 


A bank has to assess the product risk in the context of the client’s business and type of entity. When it comes to corruption in the public sector, high-risk clients can broadly be:

· Companies which depend on state contracts (in terms of sales or supply chain) or on a high level of interaction with government agencies/officials


Such industries include public infrastructure maintenance, construction, mining. 
· State entities


A bank can face a wide range of public sector entities, e.g. government agencies, intergovernmental bodies, a local municipality, a court, a hospital, a school, a state company including utilities. It includes any type of entity funded by state money (the taxpayer or money coming from state-controlled sources). 

Although entirely possible where corruption is endemic, a state entity itself is unlikely to be the direct recipient of a bribe. Typically, the recipient would be an individual working for that entity. However, a bank can be accused of laundering by processing a state entity’s payments to a company under a corruptly assigned contract. Secondly, where a state entity is not assigning contracts but is granting licences or permits - situations in which a company could receive preferential treatment - a bank has to be wary of dealing with a state entity that has a reputation for systematically engaging in unfair practices. Thirdly, banks have to watch out for outgoing payments that may be part of an embezzlement scheme. Access to state funds can be tempting where governance is weak.  

Although the fourth EU directive allows public entities to be subject to SDD (if risk analysis justifies SDD), this does not necessarily mean low risk. Although unclear from legislation, presumably SDD on this occasion should mean no need to obtain documentary evidence of the identity of the individuals who run the entity. SDD should not be interpreted as negating the need to understand the client’s activities and to monitor the client’s transactions.

The degree of risk varies depending on the type of organisation and the nature of what they do and what product the bank will offer them.  State companies and public sector entities heavily involved in public procurement are most exposed to risk. This category can include municipalities, hospitals, utilities and commercial companies. If banks start avoiding this risk, instead of managing it, the impact will fall on a range of law-abiding entities, affecting the livelihood of ordinary people. 


Definitions of ‘state company’ can vary. Generally, it is a legal entity conducting business on behalf of the government. It can be fully or partially owned by the state. Some banks consider only entities 50% or more owned by the state to be state companies. However, it may be more appropriate for the definition to include the ‘influence’ element, i.e. whether the state has the directing mind by holding a controlling stake. The FCPA guide (2012) talks about the state’s degree of control over the entity, including whether key officers and directors of the entity are, or are appointed by, government officials. This should be considered together with ownership of the remainder of the company’s shares. In principle, even shareholders holding as little as 5-10% ownership can exert influence in a publicly quoted company, without necessarily meaning significant or critical influence. So the question we would need to ask is whether a company is state-run as opposed to just state-(co)owned. 


Some banks can choose to categorise as high-risk any entity which has as little as 5% (or less) held by a state. This could be broadly defined as a government-linked entity as opposed to a government-controlled or a government-run entity. Such approach, though, may soon run into difficulty as it will place into the same category both types: companies controlled by the state and companies in which the state is merely an investor that, on balance, does not have more influence than any other stakeholder. Where the state’s representatives are not the key decision makers and there is minimal involvement of state money, corruption and embezzlement risk may be lower or non-existent. 

How do bona fide companies compare to obscure entities, i.e. companies of unclear track record, lacking transparent ownership and of unknown attitude towards compliance? The risk arising from dealing with a bona fide company operating in a high-risk industry and/or in a high-risk jurisdiction can be mitigated. A bank may gain comfort from the fact that a client has a robust anti-corruption compliance programme, a transparent ownership that gives rise to no concerns, and is gaining state contracts through transparent tenders. 


Ultimately, in either case where a bank’s client is (i) a legitimate company interacting with state entities (ii) or a state company, what matters most is the nature of a bank’s relationship with the company – what products/services a bank offers to its client. A business banking relationship, i.e. a current account enabling the client to make and receive third-party payments, would typically pose the highest risk. A bank would need first to document the anticipated account activity and subsequently: (i) ensure it understands the rationale behind each payment, (ii) check whether client’s counterparties are bona fide, (iii) analyse inconsistencies and red-flags (e.g. the lack of a sensible rationale; payments to obscure entities).
If a bona fide company has gained one contract corruptly but its other contracts have been fairly obtained, a bank would not want to find itself facilitating the funds management relating to that one corrupt contract. What about the rest of the company’s activities? Are they safe to handle? One can argue that legislators have defined money laundering so broadly that even indirect exposure to corruption proceeds can be problematic as corruption proceeds cannot necessarily be isolated from clean proceeds: thus, any funds would be tainted by association. One can only hope that the money laundering interpretation will not be so unreasonably overstretched by regulators to the extent that it becomes prohibitive to bona fide business. 
3.1.2. Dealing with individuals 
PEP definition

AML legislation requires banks to determine whether their client is a PEP. Originally, the definition focused on foreign PEPs. In 2012, the FATF expanded the requirements
 to domestic PEPs and PEPs of international organisations, in line with Article 52 of the UNCAC,
 adopted in 2003. The latter does not specifically refer to the term ‘PEP’ but requires that financial institutions within its jurisdiction verify the identity of customers. This involves taking reasonable steps to determine the identity of beneficial owners of funds deposited into high-value accounts and conduct enhanced scrutiny of accounts sought or maintained by or on behalf of “individuals who are, or have been, entrusted with prominent public functions and their family members and close associates.” 

Similarly, according to the EU directives, a PEP means a natural person who is or who has been entrusted with a prominent public function.
 Notably, this should not be understood as covering middle-ranking or junior officials. 

According to the definition, “family members includes” the PEP’s: (a) spouse (or equivalent); (b) children and their spouses (or equivalent); (c) parents. 

The definition also includes “persons known to be close associates”. This means: (a) natural persons who are known to have joint beneficial ownership of legal entities or legal arrangements, or any other close business relations, with a PEP; (b) natural persons who have sole beneficial ownership of a legal entity or legal arrangement which is known to have been set up for the de facto benefit of a PEP.
 While (b) is rather limited, (a) is broad as ‘close business relations’ can be interpreted in a wide variety of ways.

The question is why the convention and, similarly, the FATF, focused on the element of prominence and, originally, foreign PEPs. 
Focus on foreign PEPs


The FCPA, which preceded the convention, FATF’s Recommendations and the EU directives, focuses on the bribery of foreign officials as it was the result of revelations that US companies were involved in foreign bribery. However, the FCPA covers corrupt payments irrespective of rank.
 It also includes a wide range of entities, from government and government agencies to municipalities, state companies and public organisations. Arguably, employees of organisations that have been bailed out (e.g. amidst a crisis) by the state could also fall into this category (see Gelemerova, 2010). Consequently, the broad FCPA definition can give rise to practical difficulties. 

The fourth EU Directive removed the distinction between foreign and domestic PEPs. However, the focus on country risk,
 prominence and seniority remained. 
Focus on prominence and seniority


The elements of prominence and seniority are important in understanding how the compliance landscape has been affected. Banks have begun (almost indiscriminately) categorising as high-risk those individuals holding senior positions with state institutions. However, if the PEP definition is meant to help banks fight corruption, why is it limited to people of prominence and seniority? Prominent people are indeed associated with a higher level of political exposure, which means that if the political tide turns against them, they will be exposed to criticism, and possibly, investigations and media attention. Interestingly, imposing an obligation on financial institutions to watch for funds linked to such individuals enables the authorities in the industrialised world to exercise global financial control. Quite understandably, where there is suspicion that a head of state is looting national funds, the international community should strive to stop that. However, shouldn’t banks be on the alert about corrupt money in any event, whether or not it has been looted by a prominent figure or a low-profile public servant. Prominence is a too subjective term for selection purposes.


One can argue that the PEP definition is strictly for customers in the financial industry while foreign bribery legislation targets all industries. One can also argue that the PEP definition was designed to target grand corruption.
 However, in banking this distinction is artificial and, potentially, misleading because the risk of corruption (and embezzlement) is associated with access to state funds (or some sort of business-related decision making, e.g. the issue of permits, licences, visas, customs clearance) rather than political exposure. Councillors and employees of a municipality, as well as those of council housing associations and low-ranking customs officials, for instance, may have access to funds and may be involved in assigning contracts or taking decisions. Renovation works, plumbing and other maintenance on council blocks of flats sometimes run into millions. Opportunities for corrupt enrichment abound irrespective of the decision making level in the administration and does not need to imply political exposure (some public servants are politically neutral).  
Subjectivity of assessment


The fourth EU money laundering directive states: “The [PEP] requirements […] are of a preventive and not criminal nature, and should not be interpreted as stigmatising [PEPs] as being involved in criminal activity. Refusing a business relationship with a person simply on the basis of the determination that he or she is a [PEP] is contrary to the letter and spirit of this Directive and of the revised FATF Recommendations.” However, by focusing on geography and prominence, and without providing adequate guidance on mitigation and how to factor in product risk, the authorities in the US and the UK have made it difficult for banks to service PEPs.
 


The subjective element of deciding whether the wealth of a prominent political figure has been gained corruptly can be considerable (see Gelemerova, 2009). Banks also face perception challenges. For instance, the former Soviet Republics are usually viewed in the West as high risk. There is no clear-cut indication as to why. To some, they are not democratic enough; to others, TI’s poor score means corruption risk is high. There is also a view that they are not AML-equivalent jurisdictions. FCA’s finding against DB – that Russia should have been categorised as high-risk – appears indicative of this latter view. There is also the argument that those countries went through a turbulent transition to a market economy when many became wealthy if not illegally, then unethically, and this has to be considered. 


The nexus between the business elite and the ruling regime, whether a royal family or an elected, possibly authoritarian-style, ruler, must also be considered. In this sense, there are similarities between the Middle East and some former Soviet Republics.
 However, the so-called non-democratic countries seem to fare worse than Arab kingdoms/sultanates, in terms of perception challenges. Somehow being a monarchy seems to make it acceptable, in the eyes of some, that business and government are closely intertwined. This way of looking at it can be misleading: banks should be careful in their considerations as Arab leaders can be the target of discontent (e.g. about corruption) and this is where political exposure matters. The higher up someone is in the hierarchy, the likelier it is for that person to have enemies. Where there is opposition and political rivalry, there are allegations and smear campaigns. 
The family connection


The other important element of the PEP definition is the family connection. As discussed, the definition ‘includes’ close immediate family members. Some interpret this as ‘limited to’. However, ‘includes’ means that a bank can exercise discretion and include the extended family, where appropriate (see Wolfsberg Group, 2017). Financial institutions with an international client base should consider the cultural element of the markets they are targeting. In many regions of the world, including the Middle East, extended family connections are important. A public servant may entrust his business interests with a cousin, not an immediate family member. 
Equally, there may be no commercial or financial connection between two relatives. Taking a risk-based approach which allows for resources to be allocated commensurate to the risk, one could argue that if there is financial independence, a financial institution should deem the PEP status as posing limited or no risk, hence non-material. Due diligence is critical in determining the extent of a relationship and the related level of risk. Based on its risk assessment a financial institution should have the discretion to decide whether a specific PEP is posing a real risk and what controls and measures to put in place and hope that a regulator will concur.
Associates


As to close associates, again we see unavoidable stigma, given that policy makers have been focusing for years on country risk rather than the need to look at risk and mitigation cumulatively. For instance, in the context of Russia or Kazakhstan, the PEP definition can be so overstretched that it becomes prohibitive to business. If a bank is working with a company owned by someone described in media as close to the Kremlin but that company works with major Western partners and there is no evidence of improper conduct, it might still be argued a bank’s mitigation is insufficient. 

Further, a businessman entering politics has to entrust the management of his assets with an associate. Equally, a politician who has never run a business but is earning money through bona-fide engagements or is a well-paid public servant (e.g. a minister in the UAE) would naturally need a trusted person to manage his finances. How much economic power is vested in an associate by a PEP and whether any of this power is funded by corruption is to determine through due diligence, to the extent possible, and not by a priori judgement. After all, we see similarities between the industrialised world and the developing markets: in the industrialised world, business tycoons control media and carve their influence in parliament through powerful lobby groups. It is the human factor that counts, regardless of culture, country or system. Due diligence must not only aim at identifying risk but also at providing contextual analysis and mitigation. What is adequate mitigation remains an open question, in the absence of clear guidance from regulators and policy makers. Banks are having to adjust through trial and error. In consequence, there is a danger of attrition: in the end, compliance fatigue may result in blanket de-risking.
Timing of PEP role

Timing must also be considered. Some financial institutions take the approach that once a PEP is always a PEP. There is a valid argument behind this approach and that is, that an influential figure in politics today may be able to sustain this influence for years ahead. However, this approach runs into practical difficulties. Any retired supreme court judge, for instance, will be regarded as a high-risk client even though there may be no more risk associated with such relationships (provided he has a clean track record) than with any other customer. 

Under EU legislation, where a PEP is no longer entrusted with a prominent public function, obliged entities shall, for at least 12 months, be required to consider the continuing risk and to apply risk-sensitive measures until such time as that person is deemed to pose no further risk.


This may be reasonable but some interpret this as individuals who have held a public post in the preceding one year only, which is incorrect. However, where a bank assesses that an individual who has ceased to hold a public post in the past one year poses no further risk, it is uncertain whether regulators will concur - there is insufficient practical guidance. If a business owned by a former public servant, with a clean track record, does not depend on interaction with state agencies and the nature of it does not allow any scope for the individual to improperly benefit from his (potential) public sector -/ political connections, then why should this individual be deemed high risk? However, policy makers and regulators do not provide enough guidance on this matter and on how to mitigate risk in different scenarios (other than by referring to low country risk as a default mitigant
). Regulators’ and policy makers’ emphasis on country risk could mean that former public servants from high-risk jurisdictions should always be considered PEPs, i.e. high-risk. Financial institutions have the discretion to decide, based on due diligence and risk assessment, hoping that a regulator will understand their reasoning.
3.2. Inherent risks versus conduct-specific risks
3.2.1. Inherent sector- and country-risk


Banks will likely have a risk matrix of sectors and jurisdictions. As discussed, they will likely define as high-risk: extractive industries (e.g. oil and gas, precious stones), construction and infrastructure, transport and telecommunications, defence and security, pharmaceuticals, aircraft and machine building, and other sectors with high interaction with government. 

Size matters as well. The larger the company and its business, the more subsidiaries it has, the higher the need for public procurement, especially in some sectors (for instance, a company involved in building infrastructure, e.g. roads and bridges).
However, banks will also tend to base their decisions on the country of affiliation of their customers. Country risk includes considering a country’s history, culture, political context, economy, legislation. Is the country known for its wine and dine culture? Are business and politics closely intertwined? What is the perceived level of corruption? Evidently de-risking solely based on country risk connectivity will create more problems than it will solve. 
3.2.2. Conduct-specific risks


Risk arising from a client’s specific conduct and practices is important: what is the track record of a client?  Is it known for systematic involvement in questionable deals or are controversies a matter of the past; is its public procurement process transparent; does it gain business through open tenders? As discussed, products can carry different risk which must be considered in the context of the client’s business. Pension fund management may be inherently less risky than a transactional account. A bank would not only need to examine the company’s track record prior to on-boarding but also learn the rationale behind every transaction. For instance, are outgoing funds a payment to a contractor in a genuine public procurement deal and is the contractor a bona-fide business, or are the funds being channelled to an offshore entity with no clear corporate history for a service that appears inconsistent with this entity’s profile. 

It is also sensible to consider the source of wealth, funds and seed capital. For instance, a company’s practices can change with ownership. Examining the new UBO’s background can give a fuller picture. AML legislation requires examining the UBO’s source of wealth - which is typically his background (in some instances, inheritance or other source) – only when the client is high risk, particularly if the UBO is a PEP. How to determine the risk without knowing the UBO’s background? If a client is in a low-risk country, banks will tend to overlook the background, even though, as discussed, a UK company’s UBO may turn out to be from a high-risk country. Likewise, the seed capital is important as the UBO may have criminal backers (e.g. a young UBO of a newly-established business funded by corrupt PEPs). 

4. 
Some might argue it is not the banks’ job to police business. Others might argue that banks must play a role in fighting corruption and other crimes. Broadly cast money laundering laws, plus regulators who do not attempt to narrow down interpretation and in fact may even be driving over-compliance, leave banks no choice. However, excessive risk uncertainty drives de-risking. In the longer run de-risking may prove non-viable economically. Instead, banks must focus on conduct-specific risk, i.e. arising from the client’s specific conduct and culture, in combination with product risk. Conclusion


According to the FATF, by applying its recommendations banks protect the financial system’s integrity (FATF, 2014).– But placing so much focus on country risk instead of highlighting the need for cumulative analysis with a particular focus on conduct-specific risks may have diverted attention from resolving the real issues. Developing countries and emerging markets need investment to fight poverty and root out corruption. Economic sanctions and focus on country risk potentially result in certain countries’ economic and political isolation and to a blanket ‘no’ approach in regard to clients from those countries. This is counterproductive, even if it serves an international policy agenda of undermining certain jurisdictions. 

AML risk-scoring methodology has become a science of its own. Consultants are paid well to design risk-scoring formulas and software developers to provide the tools. Yet, compliance specialists are ‘scratching their heads’ over how to risk-score a client when characteristics are on the border between two categories. A bank may end up spending more resources determining a risk rating than on actual ‘financial crime’ prevention. Things must be kept simple: assessment should be prior to on-boarding and then continuously but consistent across clients at its foundation. This means seeking to find out, regardless of country and industry: who is behind a company; the background, conduct and occupation (and the revenue it brings) of the owner(s) (historically and current), the culture of the client’s business (any adverse news?); and then, to analyse it all in the context of what product will be offered. On that basis, risk scoring can be simply ‘acceptable’ or ‘unacceptable’ risk. Where risk is seen as acceptable, monitor all transactions for inconsistencies. Any client on the border between ‘acceptable’ and ‘unacceptable’ should go through a governance committee process through which senior management takes responsibility and makes a decision. 

Risk assessment is critical. However, with much focus on country risk and without adequate guidance on risk mitigation, regulators waving the stick will result in ships cruising near the shoreline without attempting to cross the ocean for what may be a world-saving journey. 
***
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� DB was also fined US$ 425 million by the New York State Department of Financial Services (DFS) and agreed to install a monitor. The DFS too noted Russia was high risk and stated that “greed and corruption motivated the DB Moscow traders” (page 7, DFS, 2017). This appears to generalise even though not all traders in Moscow were corrupt and many raised concerns but their supervisor was dismissive and showed “hostility”. He was central to the scheme and, allegedly, took a bribe to facilitate it. Caesar of the New Yorker (2017) noted, the supervisor was an American. Further, according to the DFS, the suspicious transactions, including transactions involving a counterparty referred to in Russian mainstream media as having its licence suspended by Russia’s authorities for similar mirror trades, were cleared through DB in New York. This means that staff in the USA (highly-rated for its financial crime prevention) failed to see the red-flags. 


� This period coincided partly with the introduction of international economic sanctions in relation to Russia over its conflict with Ukraine. 


� When writing this paper – first half of 2017.


� The risk of breaching economic restrictions such as the international sanctions imposed in relation to Iran and Russia. 


� In addition to violating AML laws for handling corruption proceeds, banks need to be wary of breaching anti-corruption laws by generating corruption proceeds themselves (for in-stance, by hiring politicians’ children for leverage in gaining business).


� TI is a global non-government anti-corruption organisation.


� TI defines corruption as “the abuse of entrusted power for private gain” (� HYPERLINK "http://www.transparency.org/what-is-corruption/" �http://www.transparency.org/what-is-corruption/�). The CPI currently ranks 176 countries on a scale from 100 (very clean) to 0 (highly corrupt) (TI’s CPI report for 2016 published 25 January 2017). In 2016 Norway was 85, Germany - 81, the UK – 81, USA - 74, France – 69; the UAE was 66, Qatar – 61, Malaysia – 49, Cuba – 47, Italy – 47, Saudi Arabia – 46, Oman – 45, Greece – 44, Bahrain – 43, Kuwait – 41, Turkey – 41, Belarus, Brazil, China and India were 40 which was a better score than in 2015: 32, 38, 37 and 38 respectively. Russia, Ukraine and Kazakhstan scored 29. 


� For instance, the high-risk category can be divided into: high-one, high-two and high-three, followed by ‘outside risk appetite’.


� According to TI’s methodology, countries must be assessed by at least three sources (e.g. the Economist Intelligence Unit, the World Bank) to appear in the CPI.  These sources draw their data from surveys of the opinions of business people and experts (TI, 2017). The methodology has been criticised, including for the relativity of perception. Campbell (2013) pointed out: “A growing body of literature suggests that biases which inﬂuence corruption perception statistics prevent them from forming a valid basis for comparison between countries or over time. In spite of the limited validity of these corruption perception statistics, many lawyers in the United States advise their clients to use them to help calibrate FCPA compliance programs in their international operations” (see also Cobham, 2013; Hough, 2016).


� One should also consider how serious a country is in investigating domestic corruption (as opposed to foreign bribery). One has to also assess how independent a country’s judiciary, law enforcement bodies and prosecution are from the ruling elite.


� The Foreign Corrupt Practices Act prohibits the payment of bribes to foreign officials to assist in obtaining or retaining business, and has extra-territorial jurisdiction. It also requires maintaining accurate records.


� With important amendments in 1988.


� Cassin, 2012, noted, bribery scandals involving Lockheed in Holland, Japan, and Italy helped push US Congress to enact the FCPA. One of the revelations was that Prince Bernhard of the Netherlands had accepted a bribe to influence a deal with the Dutch government to Lockheed’s benefit.


� And FATF-style bodies, e.g. Moneyval. 


� Countries not part of TI’s CPI are an interesting case. For instance, Equatorial Guinea, which is a member of an FATF-style organisation, is not part of TI’s CPI (but was in 2013) as there is not enough data (a country must be in at least three CPI’s data sources to appear in the CPI). One may wonder about banks’ risk rating of Equatorial Guinea and the international companies that drill oil there.


� It is also notable that the FATF’s typology reports on corruption fail to provide meaningful analysis of patterns and red-flags relating to the management of corruption proceeds.


� In the US, for AML purposes, a UBO is an individual who, directly or indirectly, owns 25% or more or a single individual who has significant responsibility to control, manage, or direct a legal entity (FinCEN, 2016). For tax purposes, see comments on FATCA below.


� Directive 2005/60/EC of the European Parliament and of the Council of 26 October 2005 on the prevention of the use of the financial system for the purpose of money laundering and terrorist financing.


� Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No 648/2012 of the European Parliament and of the Council, and repealing Directive 2005/60/EC of the European Parliament and of the Council and Commission Directive 2006/70/EC (Text with EEA relevance).


� The Foreign Account Tax Compliance Act.


� For instance, under the FCPA, wiring US dollars or sending an email through a US-hosted server in furtherance of a corrupt payment will potentially suffice to make a foreign company liable. The UK Bribery Act’s bribery offences are based on more conventional principles of jurisdiction. However, its offence of failure to prevent bribery has a broad reach. 


� It first issued requirements covering PEPs in 2003.


� United Nations Convention against Corruption.


� It includes: (a) heads of State, heads of government, ministers and deputy or assistant ministers; (b) members of parliament or similar legislative bodies; (c) members of the governing bodies of political parties; (d) members of supreme courts, constitutional courts, other high-level judicial bodies, the decisions of which are not subject to further appeal, except in exceptional circumstances; (e) members of courts of auditors or the boards of central banks; (f) ambassadors, chargés d'affaires and high-ranking officers in the armed forces; (g) members of the administrative, management or supervisory bodies of State-owned enterprises; (h) directors, deputy directors and members of the board or equivalent function of an international organisation.


� The UK Money Laundering Regulations reflect the definition in the EU directives.  


� Unlike the US Patriot Act, introduced in the aftermath of 9/11, which focuses on senior political figures but it aims to obstruct terrorism. 


� FCA’s guidance consultation paper on PEPs (March 2017) appears to contradict the spirit of the fourth directive by allowing PEPs in the UK and other ‘low-risk’ jurisdictions to be deemed low risk. The publication coincided with media reports on a whistle-blower exposing a conflict of interest at the heart of a £170million high speed contract awarded by UK’s government to American firm CH2M in 2017, out-competing Bechtel and a joint venture between Mace and Turner & Townsend. Notably, Transport secretary Chris Grayling said the onus was “first and foremost” on the firms bidding to conform to the rules, rather than on the Department for Transport or the state company organising the tender to look for possible concerns (see Smith reporting for the City AM, 2017). It does not sound reassuring if the authorities of a ‘low-risk’ country do not look for concerns.


� The PEP concept originated in the context of the investigation into Nigeria’s Sani Abacha in the late 1990s-early 2000s in Switzerland (French Senate, 2004).


� FCA’s financial crime handbook (2015) and the UK Joint Money Laundering Steering Group (JMLSG) (it issues industry guidance with Treasury Ministerial approval) provide high-level interpretation of the law with little practical contextual detail and they even contradict each other. For instance, the JMLSG states: “[A] specialist PEP database may be an adequate risk mitigation tool” (2017), while the FCA says “Relying exclusively on commercially available PEP databases” is poor practice. 


� For instance, Herb (2014) noted: “As in the rest of the Gulf, the Omani economy is dominated by a small group of families (including the ruling family) and access to state resources helps to determine business success and failure.” He quoted a leaked US diplomatic cable describing Oman as follows: “Oman’s business landscape remains dominated by a handful of local families who work either in tandem with, or in the shadow of, government-run enterprises. […] Oman’s private sector is best described as an oligopoly.”


� See above comments on FCA’s consultation guidance paper.
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