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Abstract

Maintaining situational awareness of what is happening within a computer network is chal-

lenging, not only because the behaviour happens within machines, but also because data

traffic speeds and volumes are beyond human ability to process. Visualisation techniques

are widely used to present information about network traffic dynamics. Although they pro-

vide operators with an overall view and specific information about particular traffic or attacks

on the network, they often still fail to represent the events in an understandable way. Also,

because they require visual attention they are not well suited to continuous monitoring sce-

narios in which network administrators must carry out other tasks. Here we present SoN-

STAR (Sonification of Networks for SiTuational AwaReness), a real-time sonification

system for monitoring computer networks to support network administrators' situational

awareness. SoNSTAR provides an auditory representation of all the TCP/IP traffic within a

network based on the different traffic flows between between network hosts. A user study

showed that SoNSTAR raises situational awareness levels by enabling operators to under-

stand network behaviour and with the benefit of lower workload demands (as measured by

the NASA TLX method) than visual techniques. SoNSTAR identifies network traffic features

by inspecting the status flags of TCP/IP packet headers. Combinations of these features

define particular traffic events which are mapped to recorded sounds to generate a sounds-

cape that represents the real-time status of the network traffic environment. The sequence,

timing, and loudness of the different sounds allow the network to be monitored and anoma-

lous behaviour to be detected without the need to continuously watch a monitor screen.

Introduction
Visualisationhasbeenusedasatool for monitoring networksin orderto raisesituational
awarenesslevels.Thestaticanddynamicvisualisationof totalandsubtotaltraffic information
(suchasbandwidth,speedandcurrentperformance)do not allowadministratorsto acquirea
deepandclearunderstandingof their currentnetworkstate.This isbecauseattackscanappear
like normal traffic andthereareno specificrulesthatcouldenableadministratorsto settheir
networkup to preventor monitor all attacks.Furthermore,eachnetworkisuniqueandwhat
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isnormalbehaviourin onenetworkmaybeanomalousin another.Therefore,networkadmin-
istratorsneedtoolsto provideinformation in awaywhichhelpsthemto build asolidunder-
standingof their networkenvironment'sbehaviour.Unfortunately,existingpopulartoolssuch
asintrusion detectionsystems(IDS)andfirewallsdo not specifywhyandhowcertainevents
happened.

Visualisationandintrusion detectionsystemsdo not providetheprotocolflow granularity
requiredto understandhowflowsarebehavinginsideanetworkor whyasecuritysystemgen-
eratesfalsepositivealertsor whyspecificalarmswereraised.IDSsdetectintrusionsandrecord
themto logfileswhichnetworkadministratorsmusttheninspectto try to understandthesitu-
ation.ManyIDSssendanemailto theadministratorfor eachintrusion recordor incidentand
thevolumeof emailsincreaseswith thescaleof thenetwork.It isquitedifficult to understand
therelevanceof aggregaterecordswhenreceivingonly thealarmsfor individual intrusion rec-
ords.Modernattacksaresophisticatedandcaninvolvearangeof of techniquesandmethods.
Thus,realtime situationalawarenessis requiredfor anoverallunderstandingof thesituation
especiallywhenrealtime intelligenceandintuitive solutionsarerequired.Thegraphicaluser
interfaces(GUIs)of today'snetworkmonitoring andintrusion detectionsystemspresent
information verysuperficially.Forexample,thetime sequenceof numbersof intrusionsor
incidentsof thewholetraffic domainmaybevisualisedaspolygonalcharts.Theoperatormay
berequiredto performmanyoperationsto exploredetailedinformation,but in manycases
networkadministratorsaretoo busyto monitor theGUI. Moreover,whenusingvisualisation
toolsadministratorsmustlook atascreen.Lossof concentration,visualfatigue,temporal
demandandfrustrationincreasewhenmonitoring ascreenfor longperiods.Extrascreenswill
berequiredfor additionalstaff.In addition,thehugevolumesof datawhichneedto bepro-
cessedandpresentedcannotbevisualisedin real-timeunlessdatareductiontechniquesare
used.

Networkmeasurementtoolsincludehardwareandsoftwareapproachesto collectdataand
analysetraffic atdifferentprotocollevels.Networktraffic analyserscollectreal-timedataand
performonlineanalysisandthemajority of thesesystemsusegraphicaldisplaysto represent
live traffic data.

Hildebrandt[1] proposedenhancingvisualisationmonitoring with sonificationtechniques
becausehumansaresensitiveto evensmallchangesin therhythmsandsequencesof sounds.
Sonificationmaybedefinedas:

. . .theuseof non-speechaudioto conveyinformation.More specifically,sonificationis the
transformationof datarelationsinto perceivedrelationsin anacousticsignalfor thepur-
posesof facilitatingcommunicationor interpretation[2, p.5].

Thismakessonificationhighlysuitablefor conveyinginformation thatchangesovertime.
In thelastfewyearstherehavebeenseveralattemptsto developnetworksonificationsystems
in orderto supportnetworkmonitoring.

In order for sonificationto servenetworkmonitoring purposesadministratorsneedto
haveaclearunderstandingof whatisgoingon in their networkenvironmentsotheycan
takeappropriateactionandpreventmaliciousactivitiesandmisuseof resources.Thetraffic
volumespassingthroughtoday'snetworksarehugewhichmakesit moredifficult for them
to berepresentedvisually.However,if weenablepeopleto senseandinteractwith thecyber
environmentandlet thehumanbrain do part of theprocessingwork andto adjustthe
soundgeneratedto easeanalysisthis mayallowmoreaboutthecyberenvironmentto be
learned.

Sonification of network traffic flow for monitoring and situational awareness
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Situational awareness(SA)
Endsleydefinedsituationalawareness(SA)isdefinedas:̀ theperceptionof elementsin the
environmentwithin avolumeof time andspace,thecomprehensionof their meaning,andthe
projectionof their statusin thenearfuture' [3, p.36].Becauseit existswithin computersand
communicationnetworksthecyberenvironmentseverelyconstrainshumanperceptionand
sowearerelianton toolsto provideperceptualaccessto whatishappeningwithin thenet-
work.Vickersetal.describedthesituationthus:

Many toolson whichwerely for situationalawarenessarefocusedon specificdetail.The
peripheralvision(basedon arangeof senses)on whichour instinctivethreatmodels
arebasedis verynarrowwhencanalisedby thetoolsweuseto monitor thenetworkenvi-
ronment.Themajority of thesetoolsuseprimarily visualcues(with theexceptionof
alarms)to communicatesituationalawarenessto operators.Putsimply,situational
awarenessis themeansby whichprotagonistsin aparticularenvironmentperceivewhat
is goingon aroundthem(including hostile,friendly,andenvironmentalevents),and
understandtheimplicationsof theseeventsin sufficienttime to takeappropriateaction
[4, p. 13].

Boyd'sOODA (observe,orient,decide,act)looptheory[5] hasaddedmoredepthto the
understandingof situationalawareness.Boyd'stheoryisbasedon hisstudyof thedecision
makingof combatpilotsandthefirst stage(observe)involvestakingin information aboutfea-
turesof theenvironment.Theorientationstagedirectsattentiontowardsanadversary.The
nextstageinvolvesdecidingwhatactionto takewhichis followedbyactinguponthat
decision.

No systemcanimplementthebestsecuritymeasureswithout interactionwith
people,but it is difficult to maintainhigh SAlevels[6]. Thereal-timemonitoring of the
end-to-endflowsandconnectionsin anetworkis vital to allowbetterobservationand
orientationfor fasterdecisionsandactionssoasto maintainhealthynetworkresourcesin
thefaceof constantchangesin attackmethods,motivesandbehaviours.In general,this
work requireshigh experienceandintelligence.Humansareby naturegoodlisteners
andarecapableof processingauditoryeventsthroughtheir experienceandintelligence
whichmakesthemcapableof usingsonificationfor maintainingSAof sensitivecyber
environments.

Sonification and computer network monitoring
Sonificationis introducedto enablealistenerto recognisechangesin activitiesandpatternsto
enhancecomprehensionandprojectionaspartof theSAprocess.Soundallowsanetwork
administratorto continuemonitoring thenetworkwhileperformingothertasks[7] which
may,in turn, decreasefrustrationandvisualfatiguerates.Theconceptof changednetwork
behaviourasanindicatorof unhealthyactivityor intrusion attemptsisareasonablemotivefor
usingsonification[8]. Sonificationcanhaveadvantagesovervisualisationin differentsectors.
Forexample,real-timesonificationusingparametermappingmethodsisusedin thehealth
sector.A recentstudyshowedpositiveresultsandahighpotentialfor usingreal-timeauditory
feedback-orientedtraining devicesfor fitnesstraining or physicalrehabilitationto increasethe
awarenessof physiologicalresponses[9].

Thereisacontinuingthreatof intrusion,denialof serviceattacks,or numerousother
abusesof networkresourceswhichrequiresthemonitoring of traffic flowspassingthrougha

Sonification of network traffic flow for monitoring and situational awareness
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network[10]. Thesizeof modernnetworktraffic volumesmakesit muchharderto present
real-timeinformation visually[11]. However,thereisno clearconsensusyetaboutthepattern
of cyber-attacks[12]. Theassumptionis that thesebehavioursandtherhythm associatedwith
eachtypeof attackshouldsounddifferentor at leastprovideanindicationof somefeaturesof
anyattack.Networktraffic comprisespacketsof datawhichconformto specificprotocols
from theInternetprotocolsuite.Thetraffic protocolsdiscussedin thispaperaresummarised
in Table1.Forafuller overviewsee[13].

Worrall [14] hasdescribedtheNetSonprojectfrom its exploratorystageto areal-timesoni-
ficationof networkmetadata.Theprojectusedtheinformation extractedfrom datavolumes
byemployingsamplingtechniquesto extractasmallgroupof datapacketsusingthesFlow
tool [15]. Thismethodprovidesinformation aboutthenetwork'straffic flow ratebymakinga
sonificationof sFlowpacketdataof devicetraffic (suchasprintersandservers)andloadbal-
ancingtraffic.NetSonalsoprovidesinformation to identify internalandexternalIP addresses.
Thistool couldbeusedto supportnetworktraffic measurementtoolsor to identify andclassify
IP addressesfor securitypurposes.

Mancusoetal.[16] usedsonificationto help`cyberdefenders'to detectevidenceof cyber
attacksbyusingdatacollectedbyWireshark[17]. Thedatawereusedoffline andthesource
anddestinationIP addressesweresonifiedusingpairsof sequentialmusicalnotesseparated
by100ms,whilepacketsizewasusedto control theloudnessof thesound.An experiment
revealedno improvementin operatorperformancewhenusingthesonifications.However,it
couldbearguedthatsonificationshouldbetailoredsothat traffic with specificsignatures
shouldsounddifferentfrom othernormalpackets,or eventhatsoundshouldbegenerated
only for malicioussignatures.Thismight increaseperformanceanddecreasethestressof the
operator.

Vickersetal.[4, 11,18]appliedsonificationto theinherentself-organisedcriticality
observedin networktraffic.Standardpacketcapturetoolswereusedto gathernetworktraffic
whichwasthenpassedto theSOCS(self-organisedcriticality sonification)systemwhichsoni-
fied thelogreturnsof packetsizesat regularuser-specifiedintervals.Theextractedlogreturns
provideinformation aboutthebehaviourchangesin thenetwork.Knowledgeof thisbehaviour
couldbeusedto detectunwantedbehaviour.Thissystemhaspotentialto supportbothnet-
work traffic measurementandintrusion detectiontools.

Wolf andFiebrink [19] developedSonNet,aprogramminginterfacefor sonifying
computernetworkdata.Theprime motivationbehindSonNetwasto lowerthepractical
barriersfor artistsandsounddesignersinterestedin accessingnetworkdatato create
music.SonNetinvolvespacketsniffingandoffersnetworkstateanalysisandeasyaccessto

Table1.Somenetwork traffic protocols.

Protocol Definition Layer Usage

TCP TransmissionControl Protocol Transport Providescommunication servicesbetweentheInternet layerandtheApplicationslayerandthe
Applicationslayer.

IP InternetProtocol Internet Addressing hostsandputting datainto packets(datagrams).

UDP UserDatagramProtocol Transport A connectionlesscommunication servicewithout handshaking.

ICMP InternetControl MessageProtocol Internet For networkdevicesto sendoperationalanderror messages.

SNMP SimpleNetworkManagement
Protocol

Application For collecting information aboutandmanagingdeviceson anetwork.

Thefour networktraffic protocolsusedin thispaper.

https://doi.org/10.1371/journal.pone.0195948.t001
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computernetworkdatafor composers.Thetool supportsthesonificationof datausingthe
UDP andTCPprotocols.SonNetextractsnetworkdataat variouslevelsfrom packetlevel
information to networkstateinformation.Level1 containsinformation aboutasingle
packet,level2 containsinformation generatedbycomputingandanalysingthesinglepacket
information,andlevel3 containsinformation aboutmultiple packets.In asimilar vein,
Rutzetal.[20] introducedtheSysSonplatform for developingsonificationapplicationsfor
differenttypesof usersfrom domainscientiststo sonificationresearchers,composersand
soundartists.

InteNtion (InteractiveNetworkSonification)[21] is aprojecttargetedatmappingnet-
work traffic activitiesto amusicalaesthetic.Networktraffic datais convertedinto MIDI
messagesandthensentto dedicatedsynthesisersto generateadynamicmix of soundsasan
interactivesoundscape.ThesystemusesInternetprotocolsincluding TCPandUDP seg-
ments,usingverylow-levelpacketinformation suchaspacketsize,sourceanddestinationIP
addressesandtypeof service.Thework is still consideredto beexperimentalandthesystem
needsmoredevelopmentandbettermappingto supportnetworktraffic monitoring. How-
ever,it providesaninnovativewayto monitor anetworkby usingtheentiredataflow to cre-
atemusic.

Earlierwork donebyBalloraandHall [22] exploredthedetectionof intrusion signatures
andpatternsusinghumanauralandvisualrecognitionabilitiesto detectintrusionsin real-
time.IP addressesandreturn codeswereusedto generatesoundasaninformativeandunob-
trusivelisteningenvironmentto developwebtraffic SA.Balloraetal.[8] conductedanother
sonificationexperimentwith acomputernetworkbasedon socketconnectionsusinginforma-
tion suchasthedateandtime of exchangeandthesender'sandreceiver'sIP addressesand
port numbers.Balloraetal.[23] havealsodescribedtheuseof sonificationin thedetectionof
anomalousevents.Sonificationshouldenablethelistenerto differentiatebetweennormaland
anomalousnetworkbehaviourandto developanunderstandingof whatisactuallyhappening
in thenetwork.

Kimoto andOhno[24] introducedtheStethonetworksonificationsystemwhichwas
aimedatsystemadministrators.NetSoundwasbuilt on top of Stethoasatool for endusers.
Stethousednetworktraffic information to generatesoundswhichprovidethenetworkadmin-
istratorwith information aboutthetraffic.Stethoreadsthetcpdump[25] commands,then
usesthemin regularexpressionsto generatecorrespondingMIDI events.Stethoprocesses
eachpacketin thetraffic.However,Stethofailedto detectall eventsandintrusions.Delaysin
soundgenerationandpoorMIDI messagesgeneratedfurther problems.

ChafeandLeistikow[26] developedatool for themeasurementof round trip time when
usingasequenceof standardping utility eventsto gatherinformation aboutthequalityof
serviceof anetworkpath,suchaspacketloss.Theydiscussedtheneedto evaluatepaths
whichcarryinteractivemediastreamsin collaborativeenvironments.Theydesigneda
stream-basedmethodfor thedirectdisplayof thecritical qualitiesto theearby continuously
driving abidirectionalconnectionto createsoundwaves.Theychangedthenetworkpathto
acousticmediumwhichtheir probesetsinto vibration.Temporallevelsof musicalfore-
ground,middle-groundandbackgroundareheardin themelodiesgeneratedfrom corre-
spondencedata.

SoNSTAR
Thesonificationof high-speedcomputernetworksdemandsbothhigh throughputandflex-
ibility to handleandrecognisenewthreats.It is possiblethat sonificationis aviablesolution
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to this problemandcouldallowanadministratorto listenin real-timeto thestateof each
traffic flow. Asasolutionto theseproblemsandissues,weproposeSoNSTARÐSonification
of Networksfor SiTuationalAwaRenessÐtobeusedby networkadministratorsasamoni-
toring tool to facilitatetheacquisitionandmaintenanceof networksituationalawareness.
SoNSTARwouldassistwith themaintenanceof security,awarenessof anomalousevents
suchasattacks,maintenanceof networkhealththroughmonitoring andtuning,and
increasingtheunderstandingof thecyberenvironmentwhich is vital for networkmanage-
ment theuseof diagnosisto supporttherecognitionphasein thesituationalawareness
process.

A traffic flow isaflow of packetsin asingleconnectionbetweenasourcecomputeranda
destination[27]. A singleflow canbeidentifiedwithin acertaintime periodby its sourceand
destinationIP addressesandportsandits protocoltypeandlayer(suchasTCP,UDP and
ICMP). Aspartof our technicalsolution,wehavecreatedanewflow typecalledIP flow which
is identifiedwithin acertaintime periodby its sourceanddestinationIP addressesandproto-
colonly (no port information).Thus,SoNSTARusesthesetwo flow types(traffic flow andIP
flow).

SoNSTARuseseventsto generatesounds.A flow eventisachangein thebehaviouror
operationof aflow (traffic or IP). A singleeventrepresentsacombinationof featuresof aflow
whileasetof eventsrepresentsflow behaviourwhich,in turn, representsthestateof thenet-
work traffic.

In theTCPprotocol,thepacketheadercontainsninecontrol flags,sixof which(FIN, SYN,
RST,PSH,ACK andURG)areusedbySoNSTAR.Valuesof 1 and0 denotewhetheraflagis
setor unset,andthepacket'stypeisdeterminedby thoseflagsthatareset.A packet'stype
determinesits roleandfunction within thenetworktraffic.Therefore,SoNSTARcollects
countsof eachpackettypefor both traffic- andIP-flows.A flow'sstatusisdeterminedby the
respectivepackettypecounts.SoNSTARallowsits userto listento thestatusof theflowsin the
traffic byplayingsoundsthat representtheflow behaviours.

Thus,SoNSTARmakesinformation abouttraffic perceptibleallowingthenetworkadmin-
istrator to makedecisionsaboutnetworkoperationon thebasisof recognisingthesoundsthat
describethenetworkenvironment.SoNSTARallowsusersto setspecificsoundsfor different
flow statustypesandto tunethethresholdsfor triggeringthesounds.WhatmakesSoNSTAR
distinctivecomparedto otheravailabletoolsis that it allowstheuserto monitor generaland
specificbehavioursin ahumanunderstandableform.

Whendesigningasonificationsystemwith thepurposeof monitoring asystemor network
activityto gatheradministrativelyusefulinformation, thedesignwill involveanumberof con-
ditionsandrequirements.Thesoundhasto supportextendedperiodsof listening,changesin
statushaveto beeasilygraspedandaccidentaleventshaveto beimmediatelynoticed[24].
SoNSTARsonifieseachflow in aconnectionandcollectsinformation abouttheconnection
statebyperiodicallygatheringonlineflaginformation from eachflow.Traffic featuresare
extractedfrom theflaginformation aggregationsandSoNSTARthenrepresentsthesefeatures
in asoundscape.

Theterm ªsoundscapeºwasintroducedbyMurray Schafer[28] anddescribesthesonic
propertiesof landscapes.Soundsareacontinuousandactivepropertyof all landscapesand
soundscapeecologyisgeneratedfrom thesoundsandspatialtemporalpatternsastheyoccur
in alandscapeenvironment,whereeachsoundhasspecialecologicalcharacteristics[29]. In
SoNSTARthenetworkenvironmentis transformedinto anacousticenvironmentasasounds-
capeandthecombinationsof soundsrepresentthecurrentstateof thenetwork,justasthe
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combinationsof soundsin alandscapeprovideinformation aboutwhatishappeningin the
environment.

SoNSTARtransformsthenetworkenvironmentto thesoundscapeof aforest(thoughit is
fully configurableandallowsanyothersoundscapeto beusedasdesired).Justasaperson
wouldbeableto infer information aboutwhatishappeningin aforestby thesoundsthey
hear,soundsin thesoundscaperepresenteventsandunexpectedor particularlyloud sounds
candrawthelistener'sattentionto traffic behaviourthat isout of theordinary.

Usingrecordedsoundsin sonificationcanbedifficult, astherearelimitationson how
recordingscanbeusedto representtraffic whilestill soundingrealistic[30]. However,theuse
of recordedsoundsisbetterthansynthesisedsounds,becauseit enablesusersto link eventsto
familiar andunderstandablesounds.Soundsfrom anaturalenvironmentsuchbirdstweeting
or animalsoundsareeasierto describethanartificially synthesizedtoneswhichmayrelyon
specificterminologysuchasfrequencyandtimbre [31]. Thesoundsprovideuswith immedi-
ateawarenessof thetypesof eventsthatarehappening:

Moderncognitivesciencebelievesthat to beableto readsoundin thisway,listenermust
havesomeinner understandingof howthepropertiesof physicaleventsarereflectedin the
soundstheymake[32,p. xviii].

Therefore,amonitoring operatorrequiresagoodunderstandingof communicationproto-
colsandtheoreticalandpracticalknowledgeabouttheexpectedbehaviourin computernet-
works.SoNSTARallowstheuserto makearelationbetweenthemeaningof therecorded
soundandtheeventmappedto within thenetworkenvironment.Forexample,aforeston a
normaldaywill producesoundsof typicalbirdsandanimals,perhapswith averylight breeze.
Theseeventscanbeusedto describethenormalstateof acomputernetworkenvironment,
whilehuman-madesounds,thesoundsof predatorsandchangesin weather(suchasrain and
thunder)canbeusedto representabnormalor maliciousnetworkactivity.SoNSTARsonifica-
tionsaregeneratedusinganeventmappingmethodbasedon flagstateinformation collected
from eachTCPpacketfor eachflow in thenetwork.Thisspecialisedabstractionof network
featuresisextractedfrom therawflow packetsandtransformedinto classifiedsoundgroups
of naturalandhuman-madesounds.

SoNSTAR and network traffic monitoring
Commonly,administratorstry to look directlyatnetworktraffic to understandit usingtools
suchasWireshark[17]. Networktraffic volumescanbehugeandthemajority of thetraffic
involvesnormaldatapacketstravellingbetweenlegitimateuserson thenetworkor acrossthe
Internet.TCP/IPpacketscarrycontrol flagsto allowthedatato bereceivedin sequenceand
to protectit from loss.In TCP/IP,if receiptof anypacketisnot confirmedby thedestination,
it will besentagain.In contrast,in theUDP protocolanypacketsentwill beconsideredas
receivedandpacketswill beprocessedin theordertheyarriveregardlessof whethertherout-
ing hascausedthemto bereceivedout of sequence.In TCP/IPapproximately30%±40%of
traffic concernspacketswhichareveryimportant to administratorsfor enablingthemto
understandimmediatelywhatishappeningin their networkenvironment[33]. Thismeans
that theTCP/IPcontrol packetsSYN,SYNACK, ACK, FIN andRSTprovidemostof the
information aboutnetworktraffic state.UDP packetshaveto bemonitoredin suchawaythat
allowsadministratorsto recognisethecurrentstate.TCP/IPtraffic accountsfor morethan
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85%of packetsenteringandleavingasystemor computernetwork[33,34];therefore,TCP
traffic isconsideredapriority.

Networkadministratorstypicallyidentify anomaliesin traffic from two sources.Thefirst is
simplenetworkmanagementprotocol(SNMP)datafrom queriesto networknodes.However,
thedatacollectedfrom theSNMPmanagementinformation base(MIB) iswideranging,and
containsactivitystatisticssuchastotalpacketstransmittedatanode.Thissourcecanonly pro-
videstatisticsaboutvolumesof packetsandbyteswhichprovideusefulinformation but cannot
beusedto understandthebehaviourin thetraffic flowsandconnectionsin thenetwork.The
secondsourceis themonitoring of end-to-endpackets,flowsor connections.Thisdatacon-
tainsprotocol-levelinformation.Thissecondsourceis typicallyusedby intrusion detection
systems.Thesetwo sourcesofferapracticalbasefor theidentificationandrecognitionof
anomaliesaspartof situationalawareness[35].

SoNSTARusesthesecondsourceandcollectsdatabysniffing thetraffic passingthrougha
switchor arouter from themirroring outlet in realtime or by readingstoredPCAPfilescap-
turedbyanyotheravailablepacketsniffingprograms.Thesnifferactasasensorthatperiodi-
callycollectstraffic information.

Severaltypesof monitoring systemsusenetworkusagepatternsfor detection,measuring
usageandsummarisingusagestatisticsbasedon user-definedparameters,andcontrasting
measurementaggregateswith predefinedthresholdsandthenrespondingwhenthresholdsare
metor exceededor followingqueriesfrom asecurityanalyst[36].

Mostdetectionmethods(especiallyIDS)dependon packetheadersor thepayloador a
combinationof both to detectattacksandmaliciousactivity.In anomaly-basedsystems
analysisof thepacket'spayloadis usedto differentiatebetweennormal traffic andanoma-
lousactivity.Signature-basedsystemsrelyon matchingpatternswith adatabaseof thesigna-
turesof knownattacks.Theadvantageof anomaly-basedsystemsis that,unlike signature-
basedsystems,theycandetectattackswithout anydelaysincenewattackscanbedetectedas
soonastheyhappen,whilesignature-basedsystemscannotdetectnovelattacksandcan
only matchagainstknown attacksignatures[10,37].While anomaly-basedsystemscan
detectnovelattackstheygeneratemorefalsepositiveresultsandsorisk blockinglegitimate
activity.Identifying thestateof traffic from encryptedapplicationsisacritical issuefor
numerousnetworktasks.In-depthpacketinspectionrequiresdecryptionin mostcases,and
this wouldaffectanydetectionmechanismespeciallywhentrying to operatein realtime
[38±40].

SoNSTARusespacketheaderinformation to generatesoundswhichperiodicallyrepresent
thestatusof aggregatedpacketinformation for multiple flowsin thenetwork.It isananom-
aly-basedsystemwhichgeneratesdifferentsoundsaccordingto thenetworkstate.This
methodcanbeusedto provideageneralor specificsonicrepresentationof thetraffic behav-
iour. Any changesin soundcombinationsthenrepresentanewstateor behaviour.An advan-
tageof thisapproachis thatanadministratorusingSoNSTARcaninteractwith thesystemand
changeandcreatethefeaturesto besonifiedandassignsoundsto thosefeatures.SoNSTARis
anadditionaltool thatenablesadministratorsto discoverchangesin andlearnmoreabout
their environmentin awaythatenablesthehumanmind to comprehendthemechanismof
thesechangesandtheir causes.

A securitysystemusingreal-timemonitoring for situationalawarenesshasto showchanges
in flow andconnectionstatesastheyhappenandprovideanindication to theadministrator
aboutimmediateevents.SoNSTARtargetsthis typeof monitoring to supportexistingsecurity
tools,actingasanadditionaltool aimedat raisingsituationalawarenesslevels.
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SoNSTAR design
Computernetworkdefencerequiresanalyststo detectbothknownandnovelformsof attack
in massivevolumesof networkdata.Visualisationtoolswouldpotentiallyassistin thediscov-
eryof suspiciouspatternsof networkactivity,but fewanalystssofar areleveragingsonification
technologiesin their currentsecuritypractice.WehavedesignedSoNSTARto suit thework
practicesandoperationalenvironmentsof thoseanalysts.

Thework'snoveltyconsistsin sonifyingin real-timetheextractedfeaturesof networktraf-
fic basedon thecontrol flagstatusof thepacketheaderandthetechniquesdevelopedto handle
theinteractionof theuserwith thesystemwith theaimof increasingsituationalawarenesslev-
els.SoNSTARinspectstheflagstatusesof eachpacketin theflowsandextractsfeaturesby
periodicallycountingeachpackettypeandcountingthenumberof flowsandthenusesthis
information to control theresultingsoundscape.Thisresultsin asystemthat iscomplemen-
tary to andmoreinformativethanvisualisationmethods,but whichcanprovideonly limited
goal-orientedinformation.Thistypeof sonification,whichallowstherepresentationof large
traffic volumesbyrepresentingtraffic flow andIP flow statesto reducetheamountof traffic
information presentedto theuser,hasnot beendonebefore.

In manysystems,changesin performancecouldbeusedto indicatethevulnerabilityor
robustnessof acomputernetwork[41]. Equally,changesof soundscouldbeusedto indicate
changesin networkbehaviour.Thefirst goalof thedesignof thesonificationsystemaspartof
thesituationalawarenessprocessiseitherto monitor networkassetsor thenetworkgateway
andto find awayto sonifynetworkcomponentactivityandtraffic behaviourto enablethelis-
tenerto detectanymisuseor anomalousbehaviour.Thisanomalydetectionapproachmust
first determinethenormalbehaviourof theobjectbeingmonitored,andthenusedeviations
from thisbaselineto build experienceandknowledgeto detectandidentify possiblemalicious
activities.

Monitoring toolstry to presentadministratorswith acompleterepresentationof their
complexnetwork.Betternetworkmonitoring toolsshouldallowadministratorsto perceive
changesin their networkin orderto allowthemto reactimmediately,andlearnandunder-
standmoreaboutthecyberenvironment.A real-timesonificationmonitoring tool shouldbe
ableto do or assistwith thefollowing:

· Identify and recognisemalicious traffic: Malicioustraffic suchasprobesanddenialof ser-
viceattacksshouldbeindicated.

· Provide information about incidentsor changesin behaviour:An incidentor change
in traffic behaviourshouldbereportedto allowtheuserto recognisewhichflowsare
malicious.

· Representnetwork behavioursonicallyand in anon-fatiguing andnon-annoyingway:
Soundsrepresentingstateshaveto beeasilyrecognisedandlinked togetherby theuserto
allowcomprehensionaspartof thesituationalawarenessprocess.

· Offer practicality: Useof thesystemshouldbeconvenientfor both incidentresponseand
real-timemonitoring.

· Indicate compromisedmachines:A machinecompromisedbyahackeror malicioussoft-
waresuchaswormsor virusesshouldbeindicatedwheneverpossible.

· Offer high throughput and flexibility: Thesystemshouldbeableto handlelargeamounts
of datain atimely mannerandits operationshouldnot beCPU-intensive.

Sonification of network traffic flow for monitoring and situational awareness
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Monitoring requirementof the tool
Theoutput of suchasystemis meantto helptheuserto identify changesin traffic behaviour
or recogniseattacksimmediatelyaspart of thesituationalawarenessprocess.Thisawareness
is important andits lackcouldbecostlyanddecisivefor anorganisation.It is important that
themonitoring tool assiststheuserto analyseandinterpret thetraffic in thecorrectmanner.
Variouscommonrequirementsfor forensicanalysis,visualisationandsonificationmonitor-
ing toolsaregivenin theliterature[42±46]andthefollowing requirementsarebasedon
them:

· Usability: Datasonifiedat thelowestpacketinformation levelwouldresultin hugevolumes
of information whichwouldbeto difficult for theuserto interpret.Therefore,therepresen-
tation of this information bysoundhasto bedesignedsothat theusercanrecognisenormal
andmaliciousactivities.Theinformation hasto berepresentedbydistinct soundssothat it
isnot misinterpreted.

· Cognitiveprocesses:Thetime it takesto learnhowto useandunderstandthesystemshould
beminimised.

· Comprehensive:Thesoundsgeneratedhaveto represent,asfar aspossible,all outputdata
atagivenlevelof abstraction.

· Accuracy:Thetool shouldguaranteethat theoutputsoundsareclearlydistinguishableand
that themarginof similarity shouldbepresentedto theuser,for exampleasalogfile, sothat
it canbeconfirmedandinterpretedcorrectly.

· Deterministic: Thetool shouldalwaysgeneratethesameoutput soundswhenpresented
with thesameinput datasetor traffic whenusingsamesounddesign.

· Verifiable: To ensuretheaccuracyof thetool, it shouldbepossibleto verify theresults.This
couldbedonemanuallyor byusinganothertool.

Designsolution
Thissectionconsidersadesignthatcanfulfil therequirementsof real-timemonitoring for sit-
uationalawareness.Thepracticalissuesassociatedwith theselecteddesignarealsodiscussed.

TheSoNSTARarchitecturediagramis illustratedin Fig1.Thesystemis implementedin
Pythonusingthepcapyanddpkt librariesandMax/MSP[47]. ThePythonenginecaptures
andprocessesthepacketinformation andpassesdatato theMax/MSPpatchwhichgenerates
theaudio.

SoNSTARusestime awindowperiodto arrangeandcontrol thetiming of theoperationof
eachprocesswithin thesystem(seeFig2).SoNSTARreadspacketsandunpacksthemandfil-
terstheTCPpacketsandextractscountsduring time window�. At theendof eachtime win-
dow,featuresarecombinedto generatehigher-levelaggregatefeatures.Theselectedfeatures
arethenrepresentedasrecordedsounds.Thesesoundsareplayedduring thenexttime win-
dow�.

Thetime windowisuserdefinedandcanbeanyvalueabove5swhichis theminimum
requiredto allowSoNSTARto collectsufficientpacketsto counttargetevents.During devel-
opmentSoNSTARwasappliedto avarietyof networktraffic (bothdatasetsandlive traffic)
anda20swindowwasfound to beagooddefaultvalueto enableenoughfeaturesto becol-
lectedfor settingdistinctiveevents.Becausethesizeof anetworkdeterminesonly thenumber
of flowspassingthroughit, it doesnot affectthetime windowdurationor SoNSTAR'sability
to collectfeaturesandhandleeventconditions.Thus,it is left to theuserto decidewhichtime
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windowmostsuitstheeventsheor shewishesto target.Moreover,thetime windowvalue
wouldaffectthethresholdsof eventconditionswhichallowtheuserto developanintuitive
senseof thelink betweenfeaturesandevents.Theonly constraintis thataverylargenetwork
might requiremorethanoneinstanceof SoNSTARto beinstalledon lowerhierarchyrouters,
eachrepresentingasmallersub-network,to avoidoverloadingtheprocessingcapabilitiesof
themachineon whichSoNSTARis installed.

ThemainSoNSTARalgorithmisshownin Algorithm 1.TheSoNSTARsystemcomprises
fiveblocksdescribedbelow.

Fig 1. SoNSTARarchitecture.Themajorcomponentsof thesystem.

https://doi.org/10.1371/journal.pone.0195948.g001
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Algorithm 1 SoNSTAR'smainalgorithm
�6�H�W�7�L�P�H�Z�L�Q�G�R�Z�S�H�U�L�R�G
�6�Q�L�I�I�S�D�F�N�H�W�D�Q�G�*�H�W�V�W�D�U�W�W�L�P�H
�L�I �3�D�F�N�H�W	v �D�U�U�L�Y�H�G�W�K�H�Q

�8�Q�S�D�F�N�H�W�K�H�U�Q�H�W�K�H�D�G�H�U
�(�[�W�U�D�F�W�(�W�K�H�U�7�\�S�H
�L�I �(�W�K�H�U�7�\�S�H	v ���[�������� �R�U���[�����'�' �W�K�H�Q �r �,�3 �S�D�F�N�H�W

�8�Q�S�D�F�N�,�3 �K�H�D�G�H�U
�(�[�W�U�D�F�W�V�R�X�U�F�H�D�Q�G�G�H�V�W�L�Q�D�W�L�R�Q�D�G�G�U�H�V�V�H�V
�(�[�W�U�D�F�W�W�U�D�Q�V�P�L�V�V�L�R�Q�S�U�R�W�R�F�R�O

�H�O�V�H
�*�H�W�Q�H�[�W�S�D�F�N�H�W�I�U�R�P�W�K�H�V�Q�L�I�I�H�U

�H�Q�G�L�I
�L�I �3�U�R�W�R�F�R�O�Q�X�P�E�H�U	v �� �W�K�H�Q �r �7�&�3�S�D�F�N�H�W

�8�Q�S�D�F�N�7�&�3�K�H�D�G�H�U
�(�[�W�U�D�F�W�I�O�D�J�V�L�Q�I�R�U�P�D�W�L�R�Q�D�F�F�R�U�G�L�Q�J�W�R�L�Q�F�R�P�L�Q�J�R�U�R�X�W�J�R�L�Q�J
�&�R�X�Q�W�I�O�D�J�V�V�W�D�W�X�V�D�F�F�R�U�G�L�Q�J�W�R�L�Q�F�R�P�L�Q�J�R�U�R�X�W�J�R�L�Q�J
�L�I �7�L�P�H�Z�L�Q�G�R�Z�S�H�U�L�R�G	v �I�L�Q�L�V�K�H�G�W�K�H�Q

�(�[�W�U�D�F�W�F�X�U�U�H�Q�W�I�O�D�J�¶�V�I�H�D�W�X�U�H�V
�(�[�W�U�D�F�W�Q�H�Z�I�H�D�W�X�U�H�V�I�U�R�P�)�H�D�W�X�U�H�V�&�R�P�E�L�Q�H�U
�$�S�S�O�\�W�K�U�H�V�K�R�O�G�V�W�R�V�H�O�H�F�W�H�G�I�H�D�W�X�U�H�V
�6�H�Q�G�P�H�V�V�D�J�H�V�W�R�0�D�[���0�6�3�I�R�U�V�R�Q�L�I�L�F�D�W�L�R�Q

�H�Q�G�L�I
�*�H�W�Q�H�[�W�S�D�F�N�H�W�I�U�R�P�W�K�H�V�Q�L�I�I�H�U�D �Q�H�Z�7�L�P�H�Z�L�Q�G�R�Z�V�W�D�U�W�H�G

�H�O�V�H
�*�H�W�Q�H�[�W�S�D�F�N�H�W�I�U�R�P�W�K�H�V�Q�L�I�I�H�U

Fig 2. Time window processes.SoNSTARaggregatesflow dataacrosstimewindows.Thisfigureshowstheprocesstiming andsequencingacrosstwo
time windows,� and�.

https://doi.org/10.1371/journal.pone.0195948.g002
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Sniffer. Themain input to thesystemis therawtraffic packetspassing(incomingand
outgoing)throughthenetworkandtheSnifferreadsthesepacketsin realtime.

Filter. TheFilter unpackseachethernetframe,extractingthepacketheaderinformation,
andsendingonly TCPpacketsto theFeatureExtractor.A TCP/IPpackethasanEtherType
valueof ���[�������� or ���[�����'�' (denotesIP protocol)andatransmissionprotocolnumberof 6.

Featureextractor. Next,theFeatureExtractorpicksup eachTCPpacket,checkstheflag
values,anddeterminesthepackettype.If this flow hasnot beenseenbeforeit createsanew
Traffic flow andIP flow andsetsthecounterfor thecurrentpackettypeto 1 for eachflow. If
theflow alreadyexiststhefeatureextractorincrementsits packettypecountsby1 accordingto
thepacket'sdirection(incomingor outgoing).Thisupdatehappensfor both flow types(traffic
flow andIP flow). At theendof thetime window,thesetof traffic flowswith their packettype
countsandthesetof IP flowswith their packettypecounts,in addition to numberof traffic
flowsandnumberof IP flowsarepassedto nextstage.Thefull featuresetsfor both flow and
IP-flow packetscanbefound in thesupplementalmaterial(seeS1Appendix).

At theendof eachtime windowSoNSTARcreatestwo logfile reportsconsistingof the
entiresetof Traffic- andIP-flowsandtheir respectivepackettypecountsfor anypost-hoc
inspectionandreviewthatmayberequired.

Featurecombiner. TheFeatureCombinerenablestheuserto createnewfeaturesbyadd-
ing or subtractingparticularflags(seeTable2 for someexamples).Thisenablestheuserto tar-
getspecificflow events.Someof thesecombinationscouldbesetaccordingto userneedsand
understandingof theTCPprotocolbehavioursandrules.Somecouldbebuilt overtime while
listeningto andlearningaboutthenetworkenvironment'sbehavioursandsounds.

Forexample,TCPrequirestheuseof specificmechanismsto establishconnectionsbetween
sourceanddestinationhosts.An establishedprocessiscalledthethree-wayhandshake.The
first stepin theprocessis that thesource(S)sendsto thedestination(D) aTCPpacket
with theSYNflagset.Next,D repliesto Swith apacketwith theSYNandACK flagssetto
acknowledgeandaccepttheconnection.Finally,Ssendsapacketto D with theACK flagset

Table2.Featurecombinations.

FeatureCombination Definition Normal range

FC1 SYN-out-IP � SYN-ACK-in-IP � 4

FC2 SYN-in-IP � SYN-ACK-out-IP � 4

FC3 FIN-out-IP � FIN-in-I P � 9

FC4 FIN-in-IP � FIN-out-IP � 9

FC5 SYN-in-IP+ SYN-out-IP� FIN-out-IP � RST-out-IP

FC6 SYN-in-IP+ SYN-out-IP� FIN-in-IP � RST-in-IP

FC7 FIN-in-IP � FIN-out-IP � RST-out-IP � 9

FC8 FIN-out-IP � FIN-in-I P � RST-in-IP � 9

Illustration of thewaypacketcounts(by flagtype)arecombinedto denotespecificfeaturecombinations.

https://doi.org/10.1371/journal.pone.0195948.t002
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indicatingacknowledgmentof theagreement.In thiswaythehandshakeprocessissuccessfully
completedandtheconnectionisestablished.After theexchangeof dataandat theendof the
connection,eithersidewill terminatetheconnectionbysendingaTCPpacketwith theFIN
flagset[48]. Therefore,eachflag'sstatusgivesusinformation abouttheflow andchangesin
flagstatusrepresentwhatishappeningin thenetwork.

At thisstageof SoNSTARdesignwehavecreatedsomenewfeaturesfrom previousIP flow
features(seeS1Appendix)providedby theFeatureExtractor(seeTable2).All of thesefeatures
arenowavailablefor sonification.

Sonification. Thefinal blockin thesystemisSonification.To makesenseof thesonifica-
tion wemustassignsoundsaccordingto eventconditionsandthresholdsandaccordingto the
understandingof flagstatusmechanismsfor both flow types.Knowledgeof theseeventscould
belearnedovertime while listeningto thenetworkenvironment,tuning thethresholdsand
experimentingwith conditionsto targetparticularbehavioursandexploringlogfiles.

Throughdevelopmentof thisdesignrecordednaturalsoundshavebeenassignedto various
featuresto createanetworksoundscapeenvironment.ByoperatingSoNSTARandlisteningto
soundsandmanipulatingeventconditionsandtuning thresholds,neweventsandfeature
combinationscanbedefined(suchasthosenewfeatureslistedin Table2).Thresholdvalues
couldvaryaccordingto thecharacteristicsof thenetworkbeingmonitored.

Of themanyfeaturesthatcouldbemonitoredfor intrusion detectionpurposes,some
aretruly usefulandsomearelesssignificant,andmayindeedbeuseless.A standaloneIDS
might generatemanyfalsepositivesor couldignoreananomaly(falsenegative)depending
on its settings.Thereis no clearanalyticalmodelthatprovidesthebasisfor amathematical
formulato preciselydescribetheinput-output relationship[49]. Therefore,usingSoNSTAR
wouldprovidethatmissingunderstandingof thedecisionsmadeby anIDSandallowits
userto gainknowledgethroughmonitoring therealbehaviourandeventsof theflowswithin
thetraffic.

Everynetworkisauniqueenvironment.Relationshipsbetweenfeaturesareimportant
whenapplyingsoundsto theeventschosen.This iswhatgivesSoNSTARarealadvantagein
exploringanetworkenvironmentbecausetheunderstandingof thetraffic environmentcanbe
improvedby takinginto accountfeaturerelations.Theideabehindusingdifferentrecorded
soundsfrom natureandhuman-madesoundsto representthenetworkenvironmentis to
transformtheexperienceinto aninteractivesoundscapeenvironment.Thesoundsgenerated
expressthebehaviourof flowsandtheir deviationsfrom thenormalstatein orderto increase
situationalawareness.

Representationaltechniques
Sonicrepresentationisachallengebecauseof thehugevolumesof traffic passingthrougheach
connectionin thenetwork.Eachconnectionhasahighpotentialnumberof flowsdepending
on thenatureof thatconnectionandits purpose.SoNSTARreducesthecomplexityof repre-
sentinghugevolumesof traffic by two methods.Thefirst considersIP flowsratherthantraffic
flows.A numberof traffic flowscouldexistbetweenanytwo hostsaseachtraffic flow isspe-
cific to asingleport number.IP flowsarenot concernedwith port numberssothenumberof
flowsbetweenanytwo hostsis reducedto onefor sonificationpurposes(seeFig3). In thesec-
ond methodSoNSTARmaintainscountsof thepackettypesfor eachtraffic flow to updatethe
soundscapeatauser-specifiedinterval.Sincenetworktraffic consistsof anumberof flows
whichcanbesimilar in their condition,sosimilar flowscanbeexpressedoncesothat thereis
no repetitionof thesamesound.Bydoingthiswehavereducedthenumberof flow eventsthat
needto besonified.

Sonification of network traffic flow for monitoring and situational awareness

PLOS ONE | https://doi.org/10.1371/journal.pone.0195948 April 19, 2018 14 / 31



Recordedsounds(suchasbirdsor rain) representdiscreteeventsbyplayingasinglenatural
soundeverytime theeventoccurs.Thesoundschosenarediversein natureandeasilydistin-
guishableby thelistener.

Tuning the system. Onebeginsto tuneSoNSTARfor aparticularnetworkbystarting
with thethree-wayhandshakemechanismandassigningit to achosensound.Then,eachflow
eventof interestismappedto asoundandthenits frequencyof occurrenceis listenedto over
time in orderto getasenseof its impacton networkbehaviour.Theevent'sfeaturethreshold
valuecanthenbeadjustedto suit.It wasnotedduring developmentthatcertaineventstendto
occurnormally in everynetworkor dataset.Networkmechanismsandactivitieswhichare
confirmedasnormaleventsweremappedto soundsfrom aforestbirdscollection.Forest
birdswereusedbecausetheyrepresentthenormalstateof aforest.Soundsthatdo not belong
to thenormalstateof aforestwerethenusedto representrarer,unusual,or anomalousevents.
Fig4 showsanexamplesonificationof IP flowsto representnetworktraffic state.(Listento
thefile S1Audio of normal traffic sonificationin thesupplementalmaterial).

Eventswhichareoutsidethenormalrangearerepresentedaccordingto themain flagtype
thatcausedthatevent.Soundrepresentationisdividedinto fivecategories.Thefirst category
of networkstatesrepresentsongoingeventsrelatedto SYNor SYN-ACKpackets(or combina-
tionsthereof)andis representedbyweather-relatedsoundsof rain or water.Forexample,the
soundscapechangesfrom rain to heavyrain to rain andthunderaccordingto thenumberof
packetsthatcausedtheevent.

ThesecondcategoryrepresentsongoingFIN, ACK, URG,PSHor NULL packets(or com-
binationsthereof)andis representedbyanimalsor unusualbirds.Thethird categoryrepre-
sentsongoingRSTeventsandismappedto wind sounds.Forexample,whenanyhostsendsa
highnumberof RSTpacketsthesonificationreflectsthechangein networkstatebyplayinga
wind on grasssound;if theRSTpacketchangesusualbehaviourin relationto SYNandFIN
packets,aheavywind soundisplayed.Thefourth categoryrepresentsongoingeventsrelated
to traffic- or IP-flow countersandis representedbysoundsof fire in thewoods.Thefifth cate-
goryrepresentsongoingeventsconfirmedasnormalconditionsandis representedbyusual
forestbirdsforming ongoingbackgroundsounds.Fig5showsanexampleof eventrepresenta-
tion in SoNSTAR.

Fig 3. Conflation of multiple traffic flows to oneIP flow. Seventraffic flowsbetweendifferentportson thesame
sendingandreceivinghostsarereducedto asingleIP flow.

https://doi.org/10.1371/journal.pone.0195948.g003
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Forabetterrepresentation,incomingandoutgoingeventsof thesametypearerepresented
suchthat incomingeventsaregivenmoreworrying andloudersounds(moredangerous-or
urgent-soundingversionsof thesounds)thanoutgoingeventswhicharequieterwhichare
mappedto non-alarminganimalsounds.Furthermore,it wasobservedthatseveralevents
tendto occurtogetheror in specificsequencesfor particulartypesof attack.Therefore,their
sequencedsoundswereexamplesof behavioursthatwerelearnedasSoNSTARwasusedto
beginexploringnetworktraffic. It ispositedthat theinformation aboutnetworktraffic pro-
videdbySoNSTARcanassistwith therecognitionof anomalies,bothof knownandunknown
(not previouslyencountered)types.

Sounddesignandrepresentationdependverymuchon personaltasteandtargetedbehav-
iour. SoNSTARprovidestheuserwith achoiceof soundsets(e.g.,forest,weather,andanimals
sounds,or evenhuman-madeones)andassignssoundsaccordingto theeventfeaturesthe
userwishesto monitor.

Fig 4. IP flow representation. Illustration of multiple IP flowscontainingarangeof different eventsandevencombinationsaremappedto different
soundsresultingin asonicrepresentation of theoveralltraffic state.

https://doi.org/10.1371/journal.pone.0195948.g004
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Fig 5. Eventrepresentation. Illustrationof differentevents(identifiedthemain flagtype)beingmappedto discretesoundstheSoNSTARsoundscape.

https://doi.org/10.1371/journal.pone.0195948.g005
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SoNSTARfeaturessoundmappings
Thefeaturesusedfor sonificationareaggregationcountsof theflagstatusof eachflow typein
thetraffic.Foreachfeaturethresholdsaresetsuchthatsoundsaregeneratedonly whenthe
countsexceedthethreshold.Userscanselectthethresholdsappropriateto their networkenvi-
ronment.A setof defaultmappingswascreatedbasedon anunderstandingof TCPprotocol
theoryandrunning SoNSTARseveraltimeswhilst carryingout simulatedattacksin orderto
learnabouttraffic features.Thethresholdsuseddo not represent� ������ fixedrules.However,
experimentingwith thesethresholdsrequiresanunderstandingof theflagrelationsin theTCP
protocol.Networktraffic isnot staticandwhatcanbenormal traffic behaviourin onecontext
couldbemaliciouselsewhere,andthustheexpectednumbersof flowscouldvarydepending
on thepurposeof thenetwork.Thedefaultevent-to-soundmappingsarelistedin Table3.

Table3.Feature-to-sound mappings.

No FeatureConditions Sound

1 SYN-in-IP<30 andSYN-ACK-out-IP >0 andACK-in-IP >0 andRST-out-IP <10 Forestbird

2 SYN-in-IP>10 andSYN-in-IP<30 andPSH-ACK-out-IP <6 Rainon roof

3 SYN-in-IP>20 andSYN-ACK-out-IP <10 Rainon roof

4 SYN-in-IP>300 andSYN-ACK-out-IP <50 andSYN-in-IP<1000 Thunder

5 SYN-in-IP>1000 Creek

6 SYN-out-IP<10 andSYN-ACK-in-IP <2 andACK-out-IP <3 Rain

7 SYN-out-IP<30 andSYN-ACK-in-IP >0 andACK-out-IP >0 andRST-in-IP<10 Forestbird

8 ACK-in-IP >1 andtherestof IP flow featureequal0 Seagulls

9 ACK-out-IP >1 andtherestof IP flow featureequal0 Loon

10 FIN-in-IP >9 andFIN-in-I P>SYN-out-IP andFIN-in-IP >SYN-in-IP andFC-4>10 Cricket

11 FIN-in-IP <50 and(FIN-in-IP <= SYN-out-IP or FIN-in-IP <= SYN-in-IP) Forestbird

12 FIN-out-IP >9 andFIN-out-IP >SYN-out-IP andFIN-out-IP >SYN-in-IP andFC-3>10 Sheep

13 FC-7>9 Owl

14 FC-7<10 Forestbird

15 FC-8>9 Horsesnort

16 FC-8<10 Forestbird

17 NULL-in-IP >0 Frog

18 NULL-out-IP >0 Frog

19 URG-PSH-FIN-in-IP >0 Wolf

20 URG-PSH-FIN-out-IP >0 Wolf

21 LAND-in-IP >0 Beach

22 LAND-out-IP>0 Beach

23 RST-in-IP>25 andACK-in-IP<250 Wind on grass

24 RST-out-IP>25 andACK-out-IP <250 Wind on grass

25 FC-1>4 Fountain

26 FC-1<5 Forestbird

27 FC-2>4 Heavyrain

28 FC-2<5 Forestbird

29 RST-out-IP>5 andFC-5<RST-out-IP andACK-out-IP <7 Wind

30 RST-in-IP>5 andFC-6<RST-in-IP andACK-in-IP <7 Wind

31 SYN-ACK-out >20 Snowstorm

32 SYN-ACK-in>20 Walk in snow

33 (Traffic FlowCounter)>1000 Fire

34 (IP FlowCounter)>600 Fire

A selectionof eventconditionsandtheir corresponding sounds.

https://doi.org/10.1371/journal.pone.0195948.t003
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SoNSTARinteractivesonification
SoNSTARisaninteractivesonificationsystem.Usersmaychangethetime windowperiod,
manipulatefeaturesandthresholdsandre-assignsounds,andthenrestartwith thenewset-
tingsonline.Thelevelof eacheventsoundcanbeadjustedindependentlywith aslidercontrol
andcanevenbemutedif desired.Any soundcanbeassignedto anychosenflow eventin real
time enablingtheuserto re-designthesoundenvironmentcompletely.Fig6 showstheSoN-
STARinteractivesonificationmodel.

Usersinteractwith SoNSTARaccordingto their understandingof thesoundgeneratedby
thenetworktraffic environmentsoasto increasetheir situationalawareness.SoNSTAR
enablestheuserto interactimmediatelywith thesystemandits traffic to identify anomalous
behaviours.Hunt andHermannadvisethatsonificationdesignersshouldrespect̀ thebindings
betweenphysicalactionsandacousticreactionsthatwehavebeenfamiliar with sincebirth'
[50,p.295].In anetworkenvironmentthiscouldmeanthatwewouldexpectthesoundsto
changewhenthesystemisunderattackandweexpectnetworksto behavedifferentlywhen
theyareundermorestress.SoNSTARusesmultiple naturalandman-madesoundsto create
thesoundscapeenvironment.Whenchoosingthesounds,thenaturalreactionsof usersto the
soundsis takeninto considerationin order to allowusersto senseandfeelthenetworkenvi-
ronmentin relationto their ownexperiencein therealworld.SoNSTARallowsusersto
changesoundsandcreatetheir ownpreferredacousticenvironmentin orderto enablethem

Fig 6. Interactivesonification. Modelshowingtheinteractivenatureof theSoNSTARsonification.

https://doi.org/10.1371/journal.pone.0195948.g006
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to choosethemostsuitablesoundswhichconveyto themthestateof thenetworkin amaxi-
mallymeaningfulway.SoNSTARtransformsall of thenetworktraffic into arich auditoryfield
thatenvelopsthelistenerin agoal-drivenexploratorymethodologywherethenetworktraffic
is first filteredandtheuseris left only with thespecificfeaturesthat theychose.

Experimental work and results
A userstudywasconductedto investigatethemonitoring of networkbehaviourbypartici-
pantsusingSoNSTARand,in particular,to evaluateSoNSTARasacomplementto existing
systemsecuritytools.Threeexperimentalconditionswereinvestigated:1) audiofeedbackonly
usingSoNSTAR,2) visualfeedbackonly usingtheSnortIDS,and3) audioandvisualfeedback
together(SoNSTARandSnort).

SoNSTAR'scurrentdesignisableto extractTCP,UDP andICMP protocolpacketinforma-
tion. In thisexperimentonly TCPandICMP packetheaderinformation wasextractedwith
ICMP packetdatabeingusedto detectping activities.Thesoundof awoodpeckersoundwas
assignedto ICMP ping activity.

Network design
Theexperimentwasconductedusingtwo virtual networksrunning on theVirtualboxsoft-
ware.Thefirst networkwasinstalledon amacOS10.10.5workstationwith a3.7GHzquad-
coreprocessor,16GB1866MHz DDR3ECCRAM anda27-inch(2560x 1440)display.This
virtual networkcomprisedfour machines(Ubuntu 64-bit,WindowsServer64-bit,Kali Linux
Debian64-bitandmacOS10.11)in addition to thehostmachine.

Thesecondvirtual networkwasinstalledon aMacBookProrunning macOS10.10.5with a
2.5GHzIntel corei7 processor,16GB1600MHzDDR3RAM anda15.4-inch(2880x 1800)
Retinadisplay.Thisnetworkcontainedthreemachines(two Kali Linux Debian64-bit installa-
tionsandaFedora2464-bitmachine)in addition to thehostmachine.Fig7 showsthenet-
work environmentdesign.

Fig 7. Virtual network environment. Thevirtual networkenvironment designusedin theexperiment.

https://doi.org/10.1371/journal.pone.0195948.g007
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Thesetwo virtual networkswereconnectedthrougharouterprovidedbyNorthumbria
University.SoNSTARandtheSnortIDSwereinstalledon bothnetworksallowingeachnet-
work to attacktheother,andeachmachineto attacktheothermachineswithin its own local
virtual network.

Participants
A call for participantswassentthroughtheuniversityemailsystemto all MScandPhDcom-
puterscienceandengineeringstudents.Sixteenstudentsrespondedto theemailandtenpar-
ticipants(sevenmale,threefemale)wereableto devotethetime neededto participatein the
studywhich took placein September2016.All tenparticipantscompletedthestudy.All of
theparticipantswereagedfrom 25to 45yearsandwerePhDandMScstudentsat theuniver-
sity (eightfrom theDepartmentof ComputerandInformation Sciencesandtwo from the
Departmentof MechanicalEngineering).All participantshadgoodknowledgeof theuseof
computersandinformation technologyandgeneralknowledgeaboutcomputernetwork
security.

Experimentaldesign
Eachparticipantperformedanetworkmonitoring taskundereachof thethreeexperimental
conditions(audioonly,visualonly,audio-visual).Eachtaskrequiredparticipantsto detect
either3 or 4out of 7 attacks.

Theparticipantswereassignedrandomlyto useSnortor SoNSTAR(fiveparticipantseach)
andthento usethemtogether.At theendof eachtaskperformancewascalculatedbasedon
thenumberof truepositive(TP),truenegatives(TN), falsepositives(FP)andfalsenegatives
(FN),where:

· TP: thenumberof eventswhicharecorrectlyidentified.Thecasewaspositiveandwas
detectedby theuseraspositive.

· FP:thenumberof eventswhichareincorrectlyidentified.Thecasewasnegativebut was
detectedby theuseraspositive.

· TN: thenumberof eventswhicharecorrectlyrejected.Thecasewasnegativeandwas
detectedby theuserasnegative.

· FN: thenumberof eventswhichareincorrectlyrejected.Thecasewaspositivebut was
detectedby theuserasnegative.

Thesevariablesarethenusedto calculateseveralmetricsto assesstheeffectivenessof SoN-
STARasfollows.

The��	�

 metric (alsoknownasthetruepositiverate)indicatestheproportion of positives
whicharecorrectlydetectedbyparticipantsandisgivenby:

���� �� ˆ
��

�� ‡ 	


The���	����� is thenumberof truepositivesamongstall thereportedpositives:

���� ��� � ˆ
��

�� ‡ 	�
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TheF-measureisaweightedharmonicmeanof theprecisionandrecall[51,p.1147]:

 ˆ 2 �
���� ��� � � ��� ���
��� ��� �� ‡ ���� ��

� �

The�		���	� metric indicatestheproportion of correctidentificationsof all instances:

��� ��� �� ˆ
�� ‡ �


�� ‡ �
 ‡ 	� ‡ 	


Thetruenegativerate(TNR) indicatestheproportion of negativesthatarecorrectlyidenti-
fied,suchasthepercentageof networkeventswhicharecorrectlyidentifiedasnot occurred.

�
� ˆ
�


�
 ‡ 	�

Thefalsepositiverate(FPR)indicatestheproportion of positivesthatareincorrectlyidenti-
fied,suchasthepercentageof networkeventswhichareincorrectlyidentifiedasoccurred.

	�� ˆ
	�

	� ‡ �


Thefalsenegativerate(FNR)indicatestheproportion of negativesthatareincorrectlyiden-
tified.

	
� ˆ
	


	
 ‡ ��

Snort'sdetectionrulesweresetto thedefaultsprovidedby the�V�Q�R�U�W���F�R�Q�Ifile.SoN-
STARwassetto thesoundmappingspresentedin Table3.

Fourcategoriesof behaviourwereusedin thisexperimentasfollows:

· Traffic: usingtheInternet,suchasplayingaYouTubevideo.

· Ping:usinganICMP ping.

· Port scan:four typesÐSYN,Null, XmasandFIN port scans.

· DoS,DDoSincluding first, SYNfloodastype;andsecond,DDoSusingspoofedIP addresses
performedfrom thethreemachinesin thevirtual network.

Thesebehaviourswereperformedusinganormal terminal,NmapscannerandHping3
commands.ThesupplmentalmaterialcontainsthefilesS2,S3,S4,S5,S6,S7andS8Audio
whicharetheSoNSTARsonificationsof theattacksusedin thisexperiment.

Materials
Ethicalapprovalfor theresearchprojectwasgrantedbyNorthumbriaUniversityunderrecord
numberªRE-EE-13-140616-539ec5986be50º.

Beforebeginningtheexperiment,eachparticipantwasgivenaninformedconsentdeclara-
tion to sign(seeS5Appendixin thesupplementalmaterial).Followingthegivingof consent
eachparticipantcompletedthethreetasksusingamacOS10.10.5workstationequippedwith a
27-inchmonitor andSonyMDR-7506Professionalheadphones.

A questionnairewasgivento eachparticipant.Thequestionnairecanbefound in thesup-
plementalmaterial(seeS2Appendix).Thefirst sectionelicitedgeneralparticipantinformation
suchasgender,levelof education,speciality,departmentandyearof study.Thesecondsection
wasatablefor reportingdetectedmaliciousactivitiesfor themonitoring detectiontasksfor
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thethreetaskconditions.Thequestionnaireprovidedtwo tick boxesin front of eachtypeof
attackfor thethreetaskconditions.

Thethird sectionincludedevaluationof monitoring workload;uponcompletionof each
experimentaltaskparticipantscompletedtheNASA-TaskLoadIndex(TLX) assessment[52]
to measuretheir performanceworkload.This includesmentaldemand,temporaldemand,
physicaldemand,performance,effort andfrustrationrates.Alsotherewereextraratingsfor
detectionconfidence,easeof use,visualfatigueandsoundfatigueincludedin theevaluationof
both tools.Foreachof theserates,theparticipanthadto provideanassessmentratingon a
scaleof 0 to 10.

Theparticipantswerethenaskedto choosetheir preferredcondition (SoNSTAR,Snort,or
both together).Theywerealsorequestedto providetheir evaluationsof SnortandSoNSTAR
on ascaleof 0 to 5where5denotesthemostpositiveassessment.Participantscouldalsopro-
videfeedbackaboutthisexperimentin thefinal section.

Thetraining andguidelinessheetincludedatablecontainingthesevenchosenattacktypes
for theexperimentaswellasthedetectionof text in snortanddetectionsoundsin SoNSTAR
written in front of eachattack.Thefirst columncontainedtheattackcategory,thesecondcol-
umn theattacktypename,thethird columntextexpectedbySnortandthefourth columna
descriptionof thesoundeventsfor eachattack,explainingtheextraunderstandingthose
soundsprovide.

Procedure
Participantswereinformedthat theywould taketheroleof anetworkadministratorto protect
againstmaliciousactivities.Theexplanationof theexperimentincludedthreesections(onefor
eachtaskcondition) andwhereshouldtheyfill in theappropriatesectionfor eachtaskcondi-
tion. Theparticipants'virtual networkcomputerswereswitchedon andsomemusicandYou-
Tubevideoswerestartedto generatenormal traffic acrossthenetwork.

Participantsweretrainedfor aboutfiveminutesin thebasicsof theSnortIDSandanother
fiveminuteson SoNSTARbeforestartingeachtaskcondition.Therulesfor administration
to protecttheir networkandserversagainstattacksandmaliciousactivitieswereexplained
including thesevenspecificattacksusedin experiment.It wasalsoexplainedhoweachtask
condition involvesconcentrationandhighattentionfor longperiodsto detectattacksin their
earlystages.

Training involvedonly thesevenattacktypesusedin thisexperiment.Participantswere
providedwith atraining andguidelinessheetandthentrainedon howSnortwouldshowthe
detectedattacks,andhowSnortprovidestextwarningsfor eachtype.Thesevenattackswere
demonstratedin realtime.SoNSTARtraining involvedthesameattacksbut this time partici-
pantswereprovidedwith headphonesandusingthetraining andguidelinessheettheywere
askedto listento theattacksonebyonein realtime.Any questionsraisedbyparticipantswere
answered.Theywerenot informedthatSoNSTARwasaprojectunderdevelopmentsoasto
eliminatetheeffectof suchknowledgeon theresults.

Eachparticipantwasprovidedwith thequestionnaireto fill in theoutcomesfor thethree
tasks.Fiveparticipantswereassignedto theSoNSTARcondition for sevenminutesfirst and
thento theSnortcondition for anothersevenminutes.Theywerethenassignedto useboth
SoNSTARandSnortfor anothersevenminutes.

Theotherfiveparticipantswereassignedto theSnortcondition for sevenminutesandthen
theSoNSTARcondition for anothersevenminutes.Thentheywereassignedto usebothSoN-
STARandSnortfor anothersevenminutes.Thiswasdoneto eliminatetheeffectof usingany
onecondition first.
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During eachperiod,theparticipants'networksreceivedthreeor four real-timeattacks.
However,theywerenot informedaboutthenumberof maliciousactivitiesthatcouldbe
expected.During eachtask,eachparticipantwasaskedto continuespeakingandwereasked
for moreinformation abouttheir understandingof securityin orderto affecttheir concentra-
tion to someextent.

Directly aftercompletingeachtask,participantshadto answertherestof thequestions
regardingtheMonitoring EvaluationTasksfor eachtool.At theendof theexperiment,
theparticipantswereaskedto tick whichwasconsideredthebestfor themto use,Snort
or SoNSTARor both together.Thentheywererequestedto completetherestof the
questionnaire.

Results
Severalresultsareextractedfrom thequestionnairedataasfollows.

TP, TN, FPandFN results. Theresultsfor thethreeconditionsareshownin Table4 as
extractedfrom thequestionnairedata.Theresultswerecalculatedfor thethreeconditionsto
assessSoNSTAR'scapabilitiesaspartof thesituationalawarenessprocess.Basedon these
results,variousmetricsarecalculatedto evaluatetheSoNSTARsounddesignandtheusability
of thesystem.

Themetricscalculatedfrom thebasevariablesareshownin Table5.Theresultsshowa
maximumrecallof 100%for thethreestateconditions.Meanwhile,theTNR washigherwhen
usingSoNSTAR(89.19%)comparedto Snort(81.58%).However,whenparticipantsusedboth
togetherthis roseto 95%.TheFPRwashigherwhenusingSnort(18.42%)thanSoNSTAR
(10.81%).However,whenparticipantsusedboth togetherthisdecreasedto 5%.

Accuracywascalculatedfor thethreestateconditionsusedin theexperiment.Accuracyof
recognitionwashighestwhenusingbothSnortandSoNSTARtogetherat97.14%.SoNSTAR
alonemaintainedhigheraccuracythanSnortalone,at94.29%and89.86%respectively.

Precisionwasalsocalculatedfor thethreestateconditionsusedin thisexperiment.Preci-
sionof recognitionwashighestwhenusingbothSnortandSoNSTARtogetherat93.75%.

Table5.Evaluation results.

Metrics Snort SoNSTAR Snort & SoNSTAR

Recall 100% 100% 100%

Precision 81.58% 89.19% 93.75%

F-measure 89.86% 94.29% 96.77%

Accuracy 89.86% 94.29% 97.14%

TNR 81.58% 89.19% 95%

FPR 18.42% 10.81% 5%

FNR 0% 0% 0%

https://doi.org/10.1371/journal.pone.0195948.t005

Table4.TP, TN, FPandFN.

Metrics Snort SoNSTAR Snort and SoNSTAR

TP 31 33 30

TN 31 33 38

FP 7 4 2

FN 0 0 0

https://doi.org/10.1371/journal.pone.0195948.t004
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SoNSTARalonemaintainedhigherprecisionagaincomparedto Snortat89.19%and81.58%
respectively.

TheF-measurewashighestwhenusingbothSnortandSoNSTARtogetherat96.77%.SoN-
STARachievedahigherF-measurethanSnortat94.29%and89.86%respectively.

NASA-TaskLoadIndex results. TheNASA-TaskLoadIndexresultsareshownin
Table6.

Additional evaluationresults. Additional SoNSTARevaluationresultsareshownin
Table7.

Table8 showsparticipants'opinionsaboutwhetherusingSnortandSoNSTARaloneor
togetherwouldbebestfor monitoring.

Table9 showsparticipants'opinionsaboutSnortandSoNSTARfrom horrible (H) to fan-
tastic(F).

Themostremarkablefeedbackwasthataparticipantadvisedthat if it ispossibleto adda
visualpanelshowingthename,colourandimageof whatisgeneratingthesound,thiswould
helpto distinguishtherecordedsoundin orderto facilitatelearningandconfirmation.For
example,someinitially hadtroubledistinguishingbetweenthesoundof rain andthesoundof
rain on aroof, andavisualkeymight havehelpedto learnthesoundsquicker.

Table6.NASA-Task LoadIndex results.

No TaskLoadIndex Snort SoNSTAR

1 MentalDemandRate 58% 45%

2 TemporalDemandRate 65% 31%

3 PhysicalDemandRate 28% 24%

4 PerformanceRate 82% 92%

5 Effort Rate 41% 19%

6 FrustrationRate 71% 36%

https://doi.org/10.1371/journal.pone.0195948.t006

Table7.Additional SoNSTARevaluation(index results).

No TaskLoadIndex Snort SoNSTAR

1 DetectionConfidenceRate 88% 90%

2 Easeof UseRate 86% 96%

3 Visualor SoundFatigueRate 59% 40%

https://doi.org/10.1371/journal.pone.0195948.t007

Table8.Additional SoNSTARevaluation(preferenceresults).

Index Snort SoNSTAR Both together

Bestto use 10% 30% 60%

https://doi.org/10.1371/journal.pone.0195948.t008

Table9.Horrible to fantasticevaluation.

Tool H (100%) H (50%) Average F (50%) F (100%)

Snort 0 0 40% 10% 50%

SoNSTAR 0 10% 30% 0% 60%

https://doi.org/10.1371/journal.pone.0195948.t009
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Discussion
Theseexperimentalresultsclearlyshowimprovementsin monitoring whenusingsonification
comparedto thevisualmethodonly.Althoughthedetectionratewas100%for thethreestate
conditions,wecanstill seeimprovementsin theaccuracy,precisionandF-measurescoresfor
thesonificationconditions.Althoughthetraining of participantswasverybrief andthecom-
putersecuritybackgroundof mostof theparticipantswasbasic,theywereableto usebothsys-
temswell in ashorttime.

SoNSTARcanfill thegapbetweenthenetworkoperatorandthetraffic environmentby
providinganauditorylink betweentraffic behaviourandtheoperator'smind. Theexperi-
mentshowedthatuserswith abasicknowledgeof computernetworkprinciplescanuse
SoNSTARto learnhowflowsarebehavinginsidenetworktraffic andto recognisethetypical
combinationsof thepackettypeswithin theflows.To easethelearningprocess,SoNSTAR
generateslog filesholdingcountsof thepacketswithin flowsin addition to messagesthat
indicatewhichflow eventgeneratedwhichspecificsound.TheIP-flow andtraffic-flow log
filestogethercanexplainin detailhowthepacketcountsof thetwo flow typesarerelated
(seeS3AppendixIP flow log file andS4AppendixTraffic flow log file in thesupplemental
material).Thesereportssupporttheuserin understandingthelinks betweenflagstates,
packetcounts,flow counts,andtheresultantsequencesof sounds.Theprojectrepository
[53] containsthesourcecodeandMax/MSPpatchesnecessaryto installandrun SoNSTAR
togetherwith sampledatafiles,exampleoutput storedin audiofiles,andinstructionson
howto usethesystem.

Somebehaviourswill createmultiple sounds.Forexample,whenperformingaSYNscan,
theattackerwill sendanumberof packetswith theSYNflagsetto 1 to anumberof targeted
ports.If theport isopenthereceiverwouldsendbackapacketwith theSYNflagsetto 1 and
theACK flagsetto 1asareplyto accepttheconnection.Theattackereithersendsbacka
packetwith theFIN flagsetto 1 to cut theconnection(theTCPhalf-openscantype)or sends
two packets,thefirst with theACK flagsetto 1 to confirm theconnectionandthenthesecond
packetwith theFIN flagsetto 1 to cut theconnection(theTCPconnectscantype).If theport
isclosedthereceiverwouldsendbackapacketwith theRSTflagsetto 1,andif thereisno
responseit meansthat theport is filtered.

AswesetSoNSTARto defaultsettings,assoonasit receivesmanySYNin anIP flow,SoN-
STARwill playtherain-on-a-roofsoundandthiswould tell theuserthatanunusualnumber
of SYNpacketsisarriving. If theTCPhandshakewasnot correct,thateventwouldgeneratea
heavyrain soundwhichwould tell theuserthat thereisaproblemwith connectingto aspecific
IP address.If thenumberof SYNpacketswashigh,SoNSTARwill playathundersoundand
thiswill tell theuserthatsomeoneisscanningalargenumberof thesystemportsof aspecific
IP address.If thenumberwashugeit wouldbeconsideredaDoSattackandthesoundof fire
wouldbeplayed.If thescannedsystemstartedto sendout RSTpackets,SoNSTARwouldplay
thesoundof wind, confirming that it isascanattack.This isacomplexprocess,but SoNSTAR
woulddealwith anychangesin behaviourandplaysetsof soundsaccordingto whateventsare
happeningin thenetwork.Theusercouldidentify anynewbehaviouraccordingto thesetof
soundsplayed.

Usingsuchatool to exploreandtuneanetworkis important dueto thedifferentnaturesof
networksandthedifferentexpectedbehaviourswith differentthresholds.Forexample,this
tool couldbeusedto tuneIDSsettingsto look for newfeaturesandeventswhichcouldbe
usedto identify threatson aparticularnetwork.UsingSoNSTARto drawanormalbaseline
for aspecificnetworkbehaviourwouldhelpto makerulesandthresholdsfor specificenviron-
mentwhichwill raisethesituationawarenessin general.
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AnotheradvantagethatSoNSTARprovidesis that it generateslogfileswhichcouldhelp
anyuserto learnandconfirm howarepackettypescountsof IP flow effectsrecordedsound
playedandto evaluatetheoreticallyanyeventandideasof anynewfeature(ReviewtheS3
AppendixIP flow logfile in thesupplementalmaterialwhichcontainsaSYNscan).SoNSTAR
couldhelpusersandnetworkstudentsto explorenetworkprotocolsandto learnmoreabout
networktraffic.Theuseof SoNSTARwouldenablethemto think directlyaboutthelogicof
anybehaviourin networktraffic andwouldgivethemtheopportunity to expresstheir own
ideasandto testandlearnfrom them.

UsingSoNSTARreducedmentaldemand,temporaldemand,effort andfrustrationrates
comparedto usingSnort(visualtool) andthis wouldbemoreobviousif themonitoring
took placeoverlongperiods.Thisconfirmsthat theuseof SoNSTARincreasesthesitua-
tional awarenessof theoperatorasit not only givesawarningof theattacks,but givesmore
thanthat sothat theoperatorlistensto whathappensto thenetworkdirectlyallowingthem
to makelinks betweenbehavioursandsounds.This relationshipenableshim or her to
understandwhatis happeningaccuratelybydistinguishingthesoundsandtheir meanings
leadingto comprehensionof networkstateallowingdecisionsto bemadedirectlywithout
referenceto anyalarmsreportingor goingthroughlongforensicprocessesto understand
thebehaviour.

Conclusion and further work
Thisstudyindicatedthatusingsonificationimprovedthemonitoring process,evenfor people
whohaveonly basicknowledgeof networkmonitoring. Usingsoundreducedtheoverallwork
loadexperiencedbyusers.Participantswereableto recogniseandcomprehendbehaviours
anddecidewhichattackwasperformedwhichdemonstratedit ispossiblefor ahumanopera-
tor to quickly learnaboutthenetworkenvironmentin awaythat resultsin increasedsitua-
tional awareness.Althoughthesystemcouldbeevaluatedmanuallybygoingthroughits log
files,thisexperimentevaluatedthepracticalityof usingsonificationin livemonitoring tasks.
TheresultssuggestthatusingSoNSTARto exploreneweventsandfeatureswouldbring bene-
fits for networkmonitoring in generalandintrusion detectionsystemsin particular.

Thereismorework thatcanbedoneto further improveattackdetectionandsituational
awareness.Forexample,usingSoNSTAR'sfeatureextractorandcombinerit waspossibleto
defineanumberof traffic features.Discoveringthesefrom scratchisatime consumingtaskso
publicdatabasesof featuresandfeaturecombinationscouldbecreated.Developingalanguage
for describingthesediscoveredfeaturesandeventsbasedtogetherwith thelogfilesto explain
howthesefeaturecanbeusedcouldassistfuturedesignersof intrusion detectionsystems.

Verticalflow behaviouroccurswhenasinglehostreceivesmanyflowsacrossarangeof
portsfrom asinglesourcehost.Horizontal flow behaviouroccurswhenadefinedrangeof
portsreceivesflowsacrossadefinedrangeof destinationhosts.A majorcontribution of this
researchwasto reducethecomplexityof hugevolumesof traffic in order to becomprehen-
sivelysonifiedbyusingIP flowsin detectingnetworkbehaviour,especiallyverticalflow
behaviours.Thesonicmappingof networkeventsbasedon packettypecountshasnot
beenseenbefore.Wesuggestfurther work to aimedat theidentificationof horizontalflow
behaviours.

Other important futurework consistsof developingamethodto createfeaturesfor UDP,
ICMP, IRCandotherprotocolsfor sonificationbySoNSTARsothat largerquantitiesof com-
mon traffic canbecovered.AlsoSoNSTARhasveryhighpotentialto representSCADA
(SupervisoryControl andDataAquisition) systemsbecauseof their uniquenature.If their
normalbehaviourpatternsaretested,zero-dayvulnerabilitymitigation canbeincreased.
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Furtherstudycouldbedoneto evaluatehowSoNSTARcanbeusedto helpstudentsandcom-
puterprofessionalslearnaboutnetworktraffic.

Supporting information
S1Appendix. SoNSTAR:Flow and IP flow featureinformation array contents.This file
showsthecontentsof thefeatureinformation arraysfor Traffic flowsandIP flows.
(PDF)

S2Appendix. Experiment:Thequestionnaire.This file showsthecontentsof thequestion-
naireusedin thisexperimentfor evaluation.
(PDF)

S3Appendix. SoNSTAR:IP flow log file. Textfile consistsIP flowsinformation.Eachraw
consistsfirst, time windownumber,thentheIP flow numberwithin currenttime window,
thenhostA IP address,hostB IP address,andthenthefeaturecountssortedin thesame
sequencein S1Appendix.
(TEXT)

S4Appendix. SoNSTAR:Traffic flow log file. Textfile consistsof traffic flow information.
Eachrow comprisesthetime windownumber,theTraffic flow numberwithin thecurrent
time window,thehostA IP address,hostB IP address,thenhostA port number,hostBport
number,andthenthefeaturecountssortedin thesamesequenceasS1Appendix.
(TEXT)

S5Appendix. Experiment:The informed consentform. Thisfile showsthecontentsof the
consentform usedin thisexperiment.
(PDF)

S1Audio. Normal traffic behaviour.SoNSTARnormaleventssoundsaudiofile.
(AIF)

S2Audio. FIN behaviour.SoNSTARFIN scanaudiofile.Thescanwasperformedusing
hping3.
(AIF)

S3Audio. Xmasbehaviour.SoNSTARheavyXmasscanaudiofile.Thescanwasperformed
usingNmap.
(AIF)

S4Audio. NULL behaviour.SoNSTARlow NULL scanaudiofile.Thescanwasperformed
usinghping3.
(AIF)

S5Audio. NULL behaviour.SoNSTARheavyNULL scanaudiofile.Thescanwasperformed
usinghping3.
(AIF)

S6Audio. SYNbehaviour.SoNSTARheavyfull connectionSYNscanaudiofile.Thescan
wasperformedusingNmap.
(AIF)

S7Audio. Ping behaviour.SoNSTARSYN-Flood-DoSaudiofile.Soundsof SYNflood attack
behaviourfor denialof servicepurposes;performedusinghping3.
(AIF)
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S8Audio. Ping behaviour.SoNSTARNull-DDoSaudiofile.DDoS(distributeddenialof ser-
vice)usingnull packettype;performedusinghping3.
(AIF)
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