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Abstract

Maintaining situational awareness of what is happening within a computer network is chal-
lenging, not only because the behaviour happens within machines, but also because data
traffic speeds and volumes are beyond human ability to process. Visualisation techniques
are widely used to present information about network traffic dynamics. Although they pro-
vide operators with an overall view and specific information about particular traffic or attacks
on the network, they often still fail to represent the events in an understandable way. Also,
because they require visual attention they are not well suited to continuous monitoring sce-
narios in which network administrators must carry out other tasks. Here we present SoN-
STAR (Sonification of Networks for SiTuational AwaReness), a real-time sonification
system for monitoring computer networks to support network administrators' situational
awareness. SONSTAR provides an auditory representation of all the TCP/IP traffic within a
network based on the different traffic flows between between network hosts. A user study
showed that SONSTAR raises situational awareness levels by enabling operators to under-
stand network behaviour and with the benefit of lower workload demands (as measured by
the NASA TLX method) than visual techniques. SONSTAR identifies network traffic features
by inspecting the status flags of TCP/IP packet headers. Combinations of these features
define particular traffic events which are mapped to recorded sounds to generate a sounds-
cape that represents the real-time status of the network traffic environment. The sequence,
timing, and loudness of the different sounds allow the network to be monitored and anoma-
lous behaviour to be detected without the need to continuously watch a monitor screen.

Introduction

Visualisationhasbeenusedasatool for monitoring networksin orderto raisesituational
awareneskevelsThestaticand dynamicvisualisatiorof total and subtotaltraffic information
(suchasbandwidth,speedand currentperformance)do not allowadministratorsto acquirea
deepandclearunderstandingpf their currentnetwork state Thisis becausattackscanappear
like normaltraffic andthereareno specificrulesthat could enableadministratorsto settheir
networkup to preventor monitor all attacks Furthermore eachnetworkis uniqueandwhat
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isnormal behaviourin onenetworkmaybeanomalousn another.Therefore networkadmin-
istratorsneedtoolsto provideinformation in awaywhich helpsthemto build asolidunder-
standingof their networkenvironment'shehaviour Unfortunately,existingpopulartoolssuch
asintrusion detectionsystemgIDS) andfirewallsdo not specifywhy andhow certainevents
happened.

Visualisationandintrusion detectionsystemslo not providethe protocolflow granularity
requiredto understandhow flowsarebehavingnsideanetwork or why a securitysystenmgen-
eratedalsepositivealertsor why specificalarmswereraisedIDSsdetectintrusionsandrecord
themto log fileswhich networkadministratorsmusttheninspectto try to understandhesitu-
ation. Many IDSssendan emailto the administratorfor eachintrusion recordor incidentand
thevolumeof emailsincreasesvith the scaleof the network. It is quite difficult to understand
therelevancef aggregateecordswhenreceivingonly the alarmsfor individual intrusion rec-
ords.Modern attacksaresophisticate@ndcaninvolvearangeof of techniquesand methods.
Thus,realtime situationalawarenest requiredfor anoverallunderstandingof the situation
especiallyvhenrealtime intelligenceandintuitive solutionsarerequired.Thegraphicaluser
interfaceqGUIs) of today'snetwork monitoring andintrusion detectionsystemsgpresent
information verysuperficially For examplethe time sequencef numbersof intrusionsor
incidentsof the wholetraffic domainmaybevisualisedaspolygonalcharts. The operatormay
berequiredto perform manyoperationgo exploredetailedinformation, butin manycases
networkadministratorsaretoo busyto monitor the GUI. Moreover,whenusingvisualisation
toolsadministratorsmustlook atascreenLossof concentrationyisualfatigue temporal
demandandfrustrationincreasavhenmonitoring ascreerfor long periods Extrascreensvill
berequiredfor additionalstaff.ln addition, the hugevolumesof datawhich needto bepro-
cesse@dndpresentecannotbevisualisedn real-timeunlessdatareductiontechniquesare
used.

Network measurementoolsinclude hardwareand softwareapproacheto collectdataand
analysdraffic at differentprotocollevelsNetworktraffic analysersollectreal-timedataand
perform online analysisandthe majority of thesesystemaisegraphicaldisplaygo represent
live traffic data.

Hildebrandt[1] proposedenhancingvisualisatiormonitoring with sonificationtechniques
becausdiumansaresensitivdo evensmallchangesn the rhythmsand sequencesf sounds.
Sonificationmaybedefinedas:

.. .theuseof non-speeclaudioto conveyinformation. More specificallysonificationis the
transformationof datarelationsinto perceivedelationsin anacousticsignalfor the pur-
posef facilitatingcommunicationor interpretation[2, p. 5].

This makessonificationhighly suitablefor conveyingnformation that changesvertime.
In thelastfewyearsherehavebeenseverahttemptsto developnetwork sonificationsystems
in orderto supportnetworkmonitoring.

In orderfor sonificationto servenetworkmonitoring purposesadministratorsneedto
havea clearunderstandingdf whatis goingon in their networkenvironmentsotheycan
takeappropriateactionand preventmaliciousactivitiesand misuseof resourcesThetraffic
volumespassinghroughtoday'snetworksarehugewhich makest moredifficult for them
to berepresentedisually.However jf weenablepeopleto sensendinteractwith the cyber
environmentandletthe humanbrain do part of the processingvork andto adjustthe
soundgeneratedo easanalysighis mayallowmoreaboutthe cyberenvironmentto be
learned.
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Situational awarenesgSA)

EndsleydefinedsituationalawarenesgSA)is definedas: theperceptionof elementsn the
environmentwithin avolumeof time and spacethe comprehensiorof their meaningandthe
projectionof their statusin the nearfuture'[3, p. 36]. Becausé existswithin computersand
communicationnetworksthe cyberenvironmentseverelyonstrainshumanperceptionand
sowearerelianton toolsto provideperceptuahcces$o whatis happeningwithin the net-
work. Vickersetal.describedhe situationthus:

Manytoolson whichwerely for situationalawarenesarefocusedn specificdetail. The
peripheralvision (basedn arangeof sensesdn which our instinctivethreatmodels
arebasedsverynarrowwhencanalisedy thetoolsweuseto monitor the network envi-
ronment. The majority of thesetoolsuseprimarily visualcues(with the exceptionof
alarms)to communicatesituationalawareness operators Put simply, situational
awareness the meansby which protagonistsn aparticularenvironmentperceivevhat
is goingon aroundthem (including hostile,friendly,andenvironmentalevents)and
understandheimplicationsof theseeventdn sufficienttime to takeappropriateaction
[4,p.13].

Boyd'sOODA (observeoprient, decide act)loop theory[5] hasaddedmore depthto the
understandingof situationalawarenes®oyd'stheoryis basedn his studyof the decision
makingof combatpilots andthefirst staggobservejnvolvestakingin information aboutfea-
turesof the environment.The orientationstagalirectsattentiontowardsanadversaryThe
nextstaganvolvesdecidingwhatactionto takewhichis followedby actinguponthat
decision.

No systencanimplementthe bestsecuritymeasuresvithout interactionwith
peopleputit is difficult to maintain high SAleveld6]. Thereal-timemonitoring of the
end-to-endflowsandconnectionsn anetworkis vital to allowbetterobservatiorand
orientationfor fasterdecisionsaandactionssoasto maintain healthynetworkresourcesn
thefaceof constantchangesn attackmethodsmotivesandbehavioursin generalthis
work requireshigh experiencendintelligence Humansareby naturegoodlisteners
andarecapablef processinguditory eventghroughtheir experiencendintelligence
which makeghem capableof usingsonificationfor maintaining SAof sensitivecyber
environments.

Sonification and computer network monitoring

Sonificationis introducedto enablealistenerto recognisehangesn activitiesand patternsto
enhanceomprehensiorand projectionaspart of the SAprocessSoundallowsanetwork
administratorto continuemonitoring the networkwhile performingothertaskg7] which
may,in turn, decreaséustrationandvisualfatiguerates.The conceptof changecdhetwork
behaviourasanindicator of unhealthyactivity or intrusion attemptsis areasonablenotivefor
usingsonification[8]. Sonificationcanhaveadvantagesvervisualisatiorin differentsectors.
For examplereal-timesonificationusingparametemappingmethodsis usedin the health
sector A recentstudyshowedpositiveresultsanda high potentialfor usingreal-timeauditory
feedback-orientettaining devicedor fitnesstraining or physicakrehabilitationto increasehe
awarenesef physiologicalesponsefd].

Thereis acontinuing threatof intrusion, denialof serviceattackspr numerousother
abuse®f networkresourcesvhich requiresthe monitoring of traffic flowspassinghrougha
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Table1. Somenetwork traffic protocols.

Protocol | Definition Layer Usage
TCP TransmssionControl Protocd Transport | Providescommunicdion servicebetweerthe Internetlayerandthe Applicatiorslayerandthe
Applicatiorslayer.
IP InternetProtocd Internet Addressim hostsand putting datainto packetgdatagrams)
UDP UserDatagramProtocol Transport | A connectionlescommunicdion servicewithout handshalng.
ICMP Internet Control Messag®rotocol | Internet For networkdevicego sendoperationalanderror messages.
SNMP | SimpleNetwork Management Application | For collectirg information aboutand managingdevicen anetwork.
Protocd

Thefour networktraffic protocolsusedin this paper.

https://da.org/10.1371¢urnal.pon®195948.t001

network[10]. Thesizeof modernnetworktraffic volumesmakest muchharderto present
real-timeinformation visually[11]. However thereis no clearconsensugetaboutthe pattern
of cyber-attack§12]. Theassumptioris that thesebehavioursandthe rhythm associatedith
eachtypeof attackshouldsounddifferentor atleastprovideanindication of somefeaturesof
anyattack.Networktraffic comprisegpacketof datawhich conformto specificprotocols
from the Internet protocolsuite.Thetraffic protocolsdiscusseéh this paperaresummarised
in Tablel.Forafuller overviewsed13].

Worrall [14] hasdescribedhe NetSonprojectfrom its exploratorystageto areal-timesoni-
fication of networkmetadataThe projectusedthe information extractedrom datavolumes
by employingsamplingtechniquego extractasmallgroupof datapacketsisingthe sFlow
tool [15]. This methodprovidesinformation aboutthe network'straffic flow rateby makinga
sonificationof sFlowpacketdataof devicetraffic (suchasprintersandserverspandloadbal-
ancingtraffic. NetSonalsoprovidesinformation to identify internal and externallP addresses.
Thistool couldbeusedto supportnetworktraffic measurementoolsor to identify andclassify
IP addressefor securitypurposes.

Mancusoetal.[16] usedsonificationto help cyberdefendersto detectevidenceof cyber
attacksby usingdatacollectedby Wireshark[17]. Thedatawereusedoffline andthe source
anddestinationlP addresseweresonifiedusingpairsof sequentiamusicalnotesseparated
by 100ms,while packetsizewasusedto control theloudnesof thesound.An experiment
revealedho improvementin operatorperformancevhenusingthe sonificationsHowever it
couldbearguedthat sonificationshouldbetailoredsothat traffic with specificsignatures
shouldsounddifferentfrom othernormal packetspr eventhat soundshouldbegenerated
only for malicioussignaturesThis might increaseerformanceanddecreas¢he stresf the
operator.

Vickersetal.[4, 11,18] appliedsonificationto theinherentself-organisedriticality
observedn networktraffic. Standardpacketcapturetoolswereusedto gathemetworktraffic
whichwasthenpassedo the socs(self-organisedriticality sonification)systemwhich soni-
fiedthelogreturnsof packetsizesatregularuser-specifiethtervals The extractedogreturns
provideinformation aboutthe behaviourchangeén the network.Knowledgeof this behaviour
couldbeusedto detectunwantedbehaviour.This systermrhaspotentialto supportboth net-
work traffic measuremenandintrusion detectiontools.

Wolf andFiebrink[19] developedsonNetaprogramminginterfacefor sonifying
computernetworkdata.The prime motivation behind SonNetwasto lowerthe practical
barriersfor artistsandsounddesignersnterestedn accessingetworkdatato create
music.SonNetinvolvespacketsniffing and offersnetwork stateanalysisand easyacces$o
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computernetworkdatafor composersThetool supportsthe sonificationof datausingthe
UDP and TCP protocols.SonNetextractsetwork dataat variouslevelsfrom packetlevel
information to network stateinformation. Levell containsinformation aboutasingle
packet]evel2 containsinformation generatedy computingandanalysinghe singlepacket
information, andlevel3 containsinformation aboutmultiple packetsin asimilar vein,
Rutzetal.[20] introducedthe SysSomlatform for developingsonificationapplicationsfor
differenttypesof usersfrom domainscientistgo sonificationresearcherg,omposersand
soundartists.

InteNtion (InteractiveNetwork Sonification)[21] is a projecttargetedat mappingnet-
work traffic activitiesto amusicalaestheticNetworktraffic datais convertednto MIDI
messageasndthensentto dedicatedsynthesisers generatea dynamicmix of soundsasan
interactivesoundscap€el he systemusednternetprotocolsincluding TCPand UDP seg-
ments,usingverylow-levelpacketinformation suchaspacketsize sourceanddestinationlP
addresseandtypeof serviceThework is still consideredo beexperimentabndthe system
needanoredevelopmenandbettermappingto supportnetworktraffic monitoring. How-
ever,it providesaninnovativewayto monitor anetworkby usingthe entire dataflow to cre-
atemusic.

Earlierwork doneby BalloraandHall [22] exploredthe detectionof intrusion signatures
andpatternsusinghumanauralandvisualrecognitionabilitiesto detectintrusionsin real-
time. IP addresseandreturn codesvereusedto generatesoundasaninformativeandunob-
trusivelisteningenvironmentto developwebtraffic SA.Balloraetal. [8] conductedanother
sonificationexperimentwith acomputernetworkbasedn socketconnectionaisinginforma-
tion suchasthe dateandtime of exchangeandthe sender'sandreceiver'dP addresseand
port numbers Balloraetal.[23] havealsodescribedhe useof sonificationin the detectionof
anomalouseventsSonificationshouldenablethe listenerto differentiatebetweemormaland
anomalousetworkbehaviourandto developanunderstandingf whatis actuallyhappening
in the network.

Kimoto and Ohno[24] introducedthe Stethonetwork sonificationsystemwhichwas
aimedat systemadministrators NetSoundwasbuilt on top of Stethoasatool for endusers.
Stethousednetworktraffic information to generatesoundswhich providethe networkadmin-
istrator with information aboutthe traffic. Stethoreadsthe tcpdump[25] commandsthen
useghemin regularexpressionso generateorrespondingMIDI eventsStethoprocesses
eachpacketin thetraffic. However Stethofailedto detectall eventsandintrusions.Delaysn
soundgeneratiorand poor MIDI messagegeneratedurther problems.

ChafeandLeistikow[26] developedatool for the measuremenof round trip time when
usingasequencef standardping utility eventgo gatherinformation aboutthe quality of
serviceof anetworkpath,suchaspacketioss.Theydiscussedhe needto evaluatgaths
which carryinteractivemediastreamsn collaborativeenvironmentsTheydesigneda
stream-basechethodfor the directdisplayof the critical qualitiesto the earby continuously
driving abidirectionalconnectionto createsoundwavesTheychangedhe networkpathto
acoustiomediumwhichtheir probesetsnto vibration. Temporallevelsof musicalfore-
ground, middle-groundandbackgroundareheardin the melodiesgeneratedrom corre-
spondencelata.

SOoNSTAR

Thesonificationof high-speecomputernetworksdemandsoth high throughputandflex-
ibility to handleandrecognisenewthreats.lt is possiblehat sonificationis aviablesolution
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to this problemand could allowanadministratorto listenin real-timeto the stateof each
traffic flow. Asasolutionto theseproblemsandissueswe proposeSONSTARDPSonification
of Networksfor SiTuationalAwaRenessbtde usedby networkadministratorsasamoni-
toring tool to facilitatethe acquisitionand maintenanceof network situationalawareness.
SoNSTARwould assistvith the maintenanceof security awarenesef anomalousvents
suchasattacksmaintenanceof network healththrough monitoring andtuning, and
increasinghe understandingof the cyberenvironmentwhichis vital for networkmanage-
mentthe useof diagnosigo supportthe recognitionphasen the situationalawareness
process.

A traffic flow is aflow of packetsn asingleconnectionbetweera sourcecomputeranda
destination[27]. A singleflow canbeidentifiedwithin acertaintime periodby its sourceand
destinationlP addresseand portsandits protocoltypeandlayer(suchasTCP,UDP and
ICMP). As part of our technicalsolution,we havecreatedanewflow typecalledIP flow which
is identified within acertaintime periodby its sourceanddestinationlP addresseandproto-
colonly (no portinformation). Thus,SoNSTARuseghesetwo flow types(traffic flow andIP
flow).

SoNSTARusesventdo generatsoundsA flow eventis achangen the behaviouror
operationof aflow (traffic or IP). A singleeventrepresents combinationof featuresof aflow
while asetof eventgepresentflow behavioumwhich,in turn, representshe stateof the net-
work traffic.

In the TCPprotocol,the packetheadercontainsnine control flags six of which (FIN, SYN,
RSTPSH,ACK andURG)areusedby SONSTARValuesof 1 and0 denotewhetheraflagis
setor unset,andthe packet'sypeis determinedby thoseflagsthat areset.A packet'sype
determinedts role andfunction within the networktraffic. Therefore SONSTARcollects
countsof eachpackettypefor both traffic- and IP-flows.A flow's statusis determinedby the
respectivgpackettypecounts.SoNSTARallowsits userto listento the statusof the flowsin the
traffic by playingsoundsthat representhe flow behaviours.

Thus,SoNSTARmakednformation abouttraffic perceptibleallowingthe networkadmin-
istratorto makedecisionsaaboutnetwork operationon the basisof recognisinghe soundsthat
describahe networkenvironment.SoNSTARallowsusergo setspecificsoundsfor different
flow statustypesandto tunethethresholddor triggeringthe soundsWhat makesSoNSTAR
distinctivecomparedo otheravailablgoolsis thatit allowsthe userto monitor generabnd
specificbehavioursn ahumanunderstandabléorm.

Whendesigningasonificationsystenwith the purposeof monitoring asystenor network
activity to gatheradministrativelyusefulinformation, the desigrwill involveanumberof con-
ditions andrequirementsThesoundhasto supportextendedoeriodsof listening,changesn
statushaveto beeasilygraspedandaccidentakventshaveto beimmediatelynoticed[24].
SoNSTARsonifieseachflow in aconnectionand collectsnformation aboutthe connection
stateby periodicallygatheringonline flaginformation from eachflow. Traffic featuresare
extractedrom theflaginformation aggregationand SONSTARhenrepresentsheseeatures
in asoundscape.

Thetermasoundscapefvasintroducedby Murray Schafef28] anddescribeshe sonic
propertiesof landscapesSoundsareacontinuousandactivepropertyof all landscapeand
soundscapecologyis generatedrom the soundsandspatiattemporalpatternsastheyoccur
in alandscapenvironment,whereeachsoundhasspeciakcologicatharacteristicf29]. In
SoNSTARhe networkenvironmentis transformedinto anacousticenvironmentasa sounds-
capeandthe combinationsof soundsrepresenthe current stateof the network,just asthe
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combinationsof soundsin alandscap@rovideinformation aboutwhatis happeningn the
environment.

SoNSTARransformsthe network environmentto the soundscapef aforest(thoughit is
fully configurableandallowsanyothersoundscap# beusedasdesired)Justasaperson
would beableto infer information aboutwhatis happeningn aforestby the soundsthey
hear,soundsin the soundscapeepreseneventsand unexpectear particularlyloud sounds
candrawthelistener'sattentionto traffic behaviourthatis out of the ordinary.

Usingrecordedsoundsin sonificationcanbedifficult, astherearelimitations on how
recordingscanbeusedto representraffic while still soundingrealistic[30]. However theuse
of recordedsoundsis betterthan synthesisedoundsbecausé& enablesisergo link eventgo
familiar andunderstandablsounds Soundsrom anaturalenvironmentsuchbirdstweeting
or animalsoundsareeasieto describahan artificially synthesizedoneswhich mayrely on
specificcerminologysuchasfrequencyandtimbre [31]. The soundsprovideuswith immedi-
ateawarenesef thetypesof eventghatarehappening:

Modern cognitivesciencebelieveshatto beableto readsoundin thisway,listenermust
havesomeinner understandingof howthe propertiesof physicaleventsarereflectedn the
soundstheymake[32, p. xviii].

Therefore amonitoring operatorrequiresagoodunderstandingdof communicationproto-
colsandtheoreticalandpracticalknowledgeaboutthe expectedehaviourin computernet-
works.SoNSTARallowsthe userto makearelationbetweerthe meaningof therecorded
soundandthe eventmappedto within the networkenvironment.For exampleaforeston a
normal daywill producesoundsof typicalbirdsandanimals perhapswith averylight breeze.
Theseeventcanbeusedto describehe normal stateof acomputernetworkenvironment,
while human-madesoundsthe soundsof predatorsand changesn weather(suchasrain and
thunder) canbeusedto represenitbnormalor maliciousnetworkactivity. SONSTARsonifica-
tionsaregeneratedisingan eventmappingmethodbasedn flag stateinformation collected
from eachTCP packetfor eachflow in the network. This specialise@bstractiorof network
featureds extractedrom theraw flow packetsandtransformedinto classifiedsoundgroups
of naturalandhuman-madesounds.

SoNSTAR and network traffic monitoring

Commonly,administratorstry to look directly at networktraffic to understandt usingtools
suchasWireshark[17]. Networktraffic volumescanbehugeandthe majority of thetraffic
involvesnormal datapacketdravellingbetweeregitimateuserson the networkor acrosshe
Internet. TCP/IP packetsarry control flagsto allowthe datato bereceivedn sequencand
to protectit from loss.In TCP/IP,if receiptof any packetis not confirmedby the destination,
it will besentagain.In contrastin the UDP protocolanypacketsentwill beconsideredas
receivecand packetawill beprocesseth the ordertheyarriveregardlessf whetherthe rout-
ing hascausedhemto bereceivedut of sequencdn TCP/IP approximately30%+40%f
traffic concerngpacketavhichareveryimportant to administratorsfor enablingthemto
understandmmediatelywhatis happeningn their networkenvironment[33]. Thismeans
thatthe TCP/IP control packetsSYN,SYNACK, ACK, FIN andRSTprovidemostof the
information aboutnetworktraffic state UDP packetdaveto bemonitoredin suchawaythat
allowsadministratorsto recogniseéhe currentstate TCP/IP traffic accountfor morethan
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85%o0f packetenteringandleavingasystenor computernetwork[33, 34]; therefore, TCP
traffic is consideredapriority.

Network administratorstypicallyidentify anomaliesn traffic from two sourcesThefirst is
simplenetworkmanagemenprotocol (SNMP)datafrom querieso networknodesHowever,
thedatacollectedrom the SNMPmanagemeninformation basg MIB) iswideranging,and
containsactivity statisticssuchastotal packetgransmittedatanode.This sourcecanonly pro-
vide statisticsaaboutvolumesof packetsandbyteswhich provideusefulinformation but cannot
beusedto understandhe behaviourin thetraffic flowsandconnectionsn the network.The
secondsources the monitoring of end-to-endpacketsflowsor connectionsThis datacon-
tainsprotocol-leveinformation. This secondsourceis typicallyusedby intrusion detection
systemsThesawo source®ffer apracticalbasefor theidentificationandrecognitionof
anomaliesaspart of situationalawarenesgs5].

SoNSTARuseghe secondsourceand collectsdataby sniffing thetraffic passinghrougha
switchor arouter from the mirroring outletin realtime or by readingstoredPCAPfilescap-
tured by anyotheravailablepacketsniffing programs The snifferactasasensothat periodi-
callycollectgraffic information.

Severatypesof monitoring systemsisenetwork usagepatternsfor detectionmeasuring
usageandsummarisingusagestatisticsdbhasen user-definecharametersand contrasting
measuremenaggregatewith predefinedthresholdsandthenrespondingwhenthresholdsare
metor exceededr following queriesfrom asecurityanalys{36].

Most detectionmethods(especiallyDS) dependon packetheadersr the payloador a
combinationof bothto detectattacksand maliciousactivity.In anomaly-basedystems
analysiof the packet'ayloads usedto differentiatebetweemormaltraffic andanoma-
lousactivity.Signature-baseslystemsely on matchingpatternswith adatabasef the signa-
turesof known attacksTheadvantagef anomaly-basedystemss that, unlike signature-
basedsystemstheycandetectattackswithout anydelaysincenewattackscanbedetectedas
soonastheyhappenwhile signature-basedystemsannotdetectnovelattacksandcan
only matchagainsknown attacksignatureg410, 37]. While anomaly-basedystemgan
detectnovelattackgheygeneratenore falsepositiveresultsand sorisk blockinglegitimate
activity.ldentifying the stateof traffic from encryptedapplicationds acritical issuefor
numerousnetworktasksIn-depth packetinspectionrequiresdecryptionin mostcasesand
thiswould affectanydetectionmechanisnespeciallyvhentrying to operaten realtime
[38+40].

SoNSTARusegacketheadelinformation to generatesoundswhich periodicallyrepresent
the statusof aggregategacketinformation for multiple flowsin the network.It isananom-
aly-basedsystemwhich generatedlifferentsoundsaccordingto the network state.This
methodcanbeusedto provideagenerabr specificsonicrepresentatiorof the traffic behav-
iour. Any changes$n soundcombinationsthenrepresentnewstateor behaviour An advan-
tageof this approachsthatanadministratorusingSoNSTARcaninteractwith the systemand
changeandcreatehefeaturedo besonifiedandassigrsoundso thosefeaturesSONSTARS
anadditionaltool that enablesadministratorgto discoverchangesn andlearnmoreabout
their environmentin awaythatenableshe humanmind to comprehendhe mechanisnof
thesechangesndtheir causes.

A securitysysterrusingreal-timemonitoring for situationalawarenesbasto showchanges
in flow and connectionstatesastheyhappenand provideanindicationto the administrator
aboutimmediateevents SONSTARargetghis typeof monitoring to supportexistingsecurity
tools,actingasanadditionaltool aimedatraisingsituationalawareneskevels.
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SoNSTAR design

Computernetworkdefencaequiresanalystdo detectboth known and novelforms of attack
in massiverolumesof networkdata.Visualisationtoolswould potentiallyassistn the discov-
ery of suspicioupatternsof networkactivity, but fewanalystsofar areleveragingonification
technologiesn their currentsecuritypractice We havedesignedSoNSTARo suitthework
practicesand operationakenvironmentsof thoseanalysts.

Thework'snoveltyconsistsn sonifyingin real-timethe extractedeaturesof networktraf-
fic basedn the control flag statusof the packetheaderandthe techniquesievelopedo handle
theinteractionof the userwith the systenwith theaim of increasingsituationalawareneskev-
els.SoNSTARnNspectghe flagstatusesf eachpacketin the flowsand extractfeaturesdy
periodicallycountingeachpackettypeand countingthe numberof flowsandthen useghis
information to control the resultingsoundscapé€l hisresultsin asystenthatis complemen-
tary to andmoreinformativethanvisualisatiormethods put which canprovideonly limited
goal-orientednformation. Thistypeof sonification,which allowsthe representatiorof large
traffic volumesby representingraffic flow and P flow statego reducethe amountof traffic
information presentedo the user,hasnot beendonebefore.

In manysystemschangesn performancecouldbeusedto indicatethe vulnerabilityor
robustnes®f acomputernetwork[41]. Equally,change®f soundscouldbeusedto indicate
changedn networkbehaviourThefirst goalof the designof the sonificationsystermaspart of
the situationalawarenesprocesss eitherto monitor networkassetsr the networkgateway
andto find awayto sonifynetworkcomponentactivity andtraffic behaviourto enablethelis-
tenerto detectanymisuseor anomalousehaviour Thisanomalydetectionapproachmust
first determinethe normal behaviourof the objectbeingmonitored,andthen usedeviations
from this baselingo build experiencendknowledgeo detectandidentify possiblenalicious
activities.

Monitoring toolstry to presentadministratorswith acompleterepresentatiorof their
complexnetwork.Betternetwork monitoring toolsshouldallowadministratorsto perceive
changesén their networkin orderto allowthemto reactimmediately andlearnandunder-
standmore aboutthe cyberenvironment.A real-timesonificationmonitoring tool shouldbe
ableto do or assistvith thefollowing:

- Identify andrecognisemalicioustraffic: Malicioustraffic suchasprobesanddenialof ser-
viceattacksshouldbeindicated.

- Provideinformation aboutincidents or changesn behaviour:An incidentor change
in traffic behaviourshouldbereportedto allowthe userto recognisevhichflowsare
malicious.

- Represennetwork behavioursonicallyandin anon-fatiguing and non-annoyingway:
Soundgepresentingtateshaveto beeasilyrecognisedindlinked togetherby the userto
allowcomprehensioraspart of the situationalawarenesprocess.

- Offer practicality: Useof the systenshouldbeconvenientfor both incidentresponsend
real-timemonitoring.

- Indicate compromisedmachines:A machinecompromiseddy ahackeror malicioussoft-
waresuchaswormsor virusesshouldbeindicatedwheneverpossible.

- Offer high throughput and flexibility: Thesystenshouldbeableto handlelargeamounts
of datain atimely mannerandits operationshouldnot be CPU-intensive.
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Monitoring requirementof the tool

Theoutput of suchasystems meantto helpthe userto identify changesn traffic behaviour
or recognisattacksmmediatelyaspart of the situationalawarenesprocessThis awareness
isimportant andits lackcouldbe costlyanddecisivefor an organisationlt isimportant that
themonitoring tool assistshe userto analysendinterpretthetraffic in the correctmanner.
Variouscommonrequirementdor forensicanalysisyisualisatiorand sonificationmonitor-
ing toolsaregivenin theliterature[42+46]andthe following requirementsarebasedn
them:

- Usability: Datasonifiedat the lowestpacketinformation levelwould resultin hugevolumes
of information which would beto difficult for the userto interpret. Thereforetherepresen-
tation of thisinformation by soundhasto bedesignedsothat the usercanrecognisenormal
andmaliciousactivities.Theinformation hasto berepresentedby distinct soundssothat it
isnot misinterpreted.

- Cognitive processesThetime it takesto learnhowto useandunderstandhe systenmshould
beminimised.

- ComprehensiveThesoundgyeneratedhaveto representasfar aspossibleall output data
atagivenlevelof abstraction.

- Accuracy:Thetool shouldguaranteghatthe output soundsareclearlydistinguishableand
thatthe margin of similarity shouldbepresentedo the user,for exampleasalogfile, sothat
it canbeconfirmedandinterpretedcorrectly.

- Deterministic: Thetool shouldalwaysyeneratéhe sameoutput soundswhenpresented
with the sameanput datasebr traffic whenusingsamesounddesign.

- Verifiable: To ensuregheaccuracyof thetool, it shouldbe possibleo verify the results.This
couldbedonemanuallyor by usinganothertool.

Designsolution

This sectionconsidersadesignthat canfulfil the requirementsof real-timemonitoring for sit-
uationalawarenesd he practicalissuesssociatewith the selectedlesignarealsodiscussed.
The SONSTARarchitecturediagramisillustratedin Fig 1. Thesystemsimplementedn

Pythonusingthe pcapyanddpkt librariesand Max/MSP[47]. The Pythonenginecaptures
andprocessethe packetinformation and passesdatato the Max/MSPpatchwhich generates
theaudio.

SoNSTARusedime awindow periodto arrangeand control thetiming of the operationof
eachprocesswithin the systen(seerig 2). SONSTAReadspacketsand unpackgshemandfil-
tersthe TCP packetsandextractscountsduring time window . At the endof eachtime win-
dow, featuresarecombinedto generatéiigher-levebggregatéeaturesThe selectedeatures
arethenrepresente@srecordedsoundsThesesoundsareplayedduring the nexttime win-
dow .

Thetime window is userdefinedand canbeanyvalueaboveb swhichis the minimum
requiredto allowSONSTARuo collectsufficientpacketdo counttargeteventsDuring devel-
opmentSoNSTARwvasappliedto avarietyof networktraffic (both datasetsindlive traffic)
anda20swindow wasfound to beagooddefaultvalueto enableenoughfeatureso becol-
lectedfor settingdistinctiveeventsBecauséhe sizeof anetwork determinesonly the number
of flowspassinghroughit, it doesnot affectthe time window duration or SONSTAR'sbility
to collectfeaturesand handleeventconditions.Thus,it is left to the userto decidewhichtime
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Fig 1. SONSTARarchitecture. Themajor componets of the system.
https://abi.org/10.1371durnal.por.0195948.90L

window mostsuitsthe eventshe or shewishego target.Moreover thetime window value
would affectthe threshold=of eventconditionswhich allowthe userto developanintuitive
sensef thelink betweerfeaturesandeventsTheonly constraintis thataverylargenetwork
might requiremorethan oneinstanceof SONSTARo beinstalledon lower hierarchyrouters,
eachrepresentingasmallersub-networkto avoidoverloadingthe processingapabilitieof
themachineon which SONSTARs installed.

Themain SONSTARalgorithmis shownin Algorithm 1. The SONSTARsystencomprises
five blocksdescribedelow.
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Fig 2. Time window processesSoNSTARaggregateffow dataacrosgime windows.This figure showsthe procesdiming andsequencin@crosswo

timewindows, and .

https://doi.0g/10.1371Hurnal.pon®195948.g002

Algorithm 1 SONSTAR'snain algorithm
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*HWOH[VDFNHWRPNVKNQLIIHU

HQGI

OD[ 068BDWFK

LI PHVVDIJHWOWUULYWGEHQ
S3ODVRXQRAd VLPLOPHVVDJIRIQFH

HQGI

Sniffer. Themaininput to the systemis the rawtraffic packetgpassingincomingand
outgoing)throughthe networkandthe Snifferreadsthesepacketsn realtime.

Filter. TheFilter unpackseachethernetframe,extractingthe packetheadelinformation,
andsendingonly TCP packetgo the FeatureExtractor.A TCP/IP packethasan EtherType
valueof [ or [ '" (denotedP protocol)andatransmissiorprotocolnumberof 6.

Featureextractor. Next,the FeatureExtractorpicksup eachTCPpacketcheckgheflag
valuesanddetermineghe packettype.If this flow hasnot beenseerbeforeit createanew
Traffic flow andIP flow andsetghe counterfor the current packettypeto 1 for eachflow. If
theflow alreadyexistgthe featureextractorincrementsts packetypecountsby 1 accordingto
the packet'dlirection (incoming or outgoing).This updatehappendor both flow types(traffic
flow andIP flow). At the endof the time window, the setof traffic flowswith their packettype
countsandthe setof IP flowswith their packettypecounts,in additionto numberof traffic
flowsandnumberof IP flowsarepassedo nextstageThefull featuresetsor both flow and
IP-flow packetanbefound in the supplementamaterial(seeS1Appendix).

At theendof eachtime window SONSTARcreateswo log file reportsconsistingof the
entire setof Traffic- and IP-flowsandtheir respectivepackettypecountsfor anypost-hoc
inspectionandreviewthat mayberequired.

Featurecombiner. TheFeatureCombinerenablesheuserto createnewfeaturesy add-
ing or subtractingparticularflags(seeTable2 for someexamples)This enableshe userto tar-
getspecificflow events Someof thesecombinationscould be setaccordingto userneedsand
understandingof the TCP protocolbehavioursandrules.Somecould be built overtime while
listeningto andlearningaboutthe networkenvironment'shehavioursand sounds.

Forexample TCPrequiresthe useof specificmechanismso establistconnectiondbetween
sourceanddestinationhosts An establishegrocesss calledthe three-wayhandshakeThe
first stepin the processs thatthe source(S)sendgo the destination(D) aTCP packet
with the SYNflagset.Next,D repliesto Swith a packetwith the SYNand ACK flagssetto
acknowledgandaccepthe connection Finally, Ssendsa packetto D with the ACK flagset

Table 2. Featurecombinations.

FeatureCombination Definition Normal range
FC1 SYN-outlP  SYN-ACKin-IP 4

FC2 SYN-in-IP  SYN-ACkKout-IP 4

FC3 FIN-out-IP  FIN-in-1P 9

FC4 FIN-in-IP  FIN-out-IP 9

FC5 SYN-in-IP+ SYN-out-IP  FIN-out-IP RST-outiP
FC6 SYN-in-IP+ SYN-out-IP  FIN-in-IP RST-in-IP
FC7 FIN-in-IP FIN-out-IP  RST-outiP 9

FC8 FIN-out-IP  FIN-in-IP  RST-in-IP 9

lllustration of the waypacketcounts(by flagtype)arecombinedto denotespecificfeaturecombinatons.

https://cbi.org/10.1371durnal.por.0195948.t(D
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indicatingacknowledgmenof the agreementln this waythe handshakerocesss successfully
completedandthe connectionis establishedAfter the exchangef dataandatthe endof the
connection geithersidewill terminatethe connectionby sendinga TCP packetwith the FIN
flagset[48]. Therefore gachflag'sstatusgivesusinformation aboutthe flow andchangesn
flagstatusrepresentvhatis happeningn the network.

At this stageof SONSTARJesignwe havecreatedsomenewfeaturedrom previouslP flow
featuregseeS1Appendix)providedby the FeatureExtractor(seeTable?). All of thesefeatures
arenow availabldor sonification.

Sonification. Thefinal blockin the systemis Sonification.To makesensef the sonifica-
tion wemustassigrsoundsaccordingto eventconditionsandthresholdsandaccordingto the
understandingof flag statusmechanismgor both flow types Knowledgeof theseeventscould
belearnedovertime while listeningto the networkenvironment,tuning thethresholdsand
experimentingwith conditionsto targetparticularbehavioursaandexploringlogfiles.

Throughdevelopmenbf this designrecordednaturalsoundshavebeenassignedo various
featurego createanetworksoundscapenvironment.By operatingSoNSTARandlisteningto
soundsand manipulatingeventconditionsandtuning thresholdsneweventsandfeature
combinationscanbedefined(suchasthosenewfeaturedistedin Table2). Thresholdvalues
couldvaryaccordingto the characteristicef the networkbeingmonitored.

Of the manyfeatureghat couldbe monitoredfor intrusion detectionpurposessome
aretruly usefuland somearelesssignificant,and mayindeedbeuselessi standalondDS
might generatananyfalsepositivesor couldignoreananomaly(falsenegative)depending
onits settingsThereis no clearanalyticaimodelthat providesthe basisor amathematical
formulato preciselydescribgheinput-output relationship[49]. ThereforeusingSONSTAR
would providethat missingunderstandingof the decisionanadeby anIDS andallowits
userto gainknowledgethroughmonitoring the realbehaviourand eventsof the flowswithin
thetraffic.

Everynetworkis aunigueenvironment.Relationshipbetweerfeaturesareimportant
whenapplyingsoundgto the eventchosenThisis whatgivesSONSTARarealadvantagén
exploringanetworkenvironmentbecaus¢he understandingpf the traffic environmentcanbe
improvedby takinginto accountfeaturerelations.Theideabehindusingdifferentrecorded
soundsfrom natureand human-madesoundsto representhe network environmentis to
transformthe experienceénto aninteractivesoundscapenvironment.Thesoundsgyenerated
expresshe behaviourof flowsandtheir deviationsrom the normal statein orderto increase
situationalawareness.

Representationatechniques

Sonicrepresentations achallengédecausef the hugevolumesof traffic passinghrougheach
connectionin the network.Eachconnectionhasahigh potentialnumberof flowsdepending
on the natureof that connectionandits purpose SONSTAReduceghe complexityof repre-
sentinghugevolumesof traffic by two methods Thefirst considerdP flowsratherthantraffic
flows.A numberof traffic flowscould existbetweeranytwo hostsaseachtraffic flow is spe-
cific to asingleport number.IP flowsarenot concernedvith port numberssothe numberof
flowsbetweeranytwo hostsis reducedo onefor sonificationpurposegseerig 3). In the sec-
ond methodSoNSTARmaintainscountsof the packettypesfor eachtraffic flow to updatethe
soundscapatauser-specifiethterval. Sincenetworktraffic consistof anumberof flows
which canbesimilarin their condition, sosimilar flowscanbeexpressedncesothatthereis
no repetitionof the samesound.By doing this we havereducedthe numberof flow eventghat
needto besonified.
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Fig 3. Conflation of multiple traffic flowsto onelP flow. Severraffic flowsbetweerdifferentportson the same
sendingandreceivinghostsarereducedo asinglelP flow.

https://bi.org/10.1371durnal.por.0195948.408

Recordedsounds(suchasbirds or rain) representliscreteeventshy playingasinglenatural
soundeverytime the eventoccurs.The soundschoserarediversein natureandeasilydistin-
guishabldy thelistener.

Tuning the system. Onebegingo tune SONSTARor aparticularnetworkby starting
with thethree-wayhandshakenechanisnmandassigningt to achosersound.Then,eachflow
eventof interestis mappedo asoundandthenits frequencyof occurrencas listenedto over
time in orderto getasensaf itsimpacton networkbehaviour.Theevent'sfeaturethreshold
valuecanthenbeadjustedo suit. It wasnotedduring developmenthat certaineventdendto
occurnormallyin everynetworkor datasetNetwork mechanismsndactivitieswhich are
confirmedasnormal eventsveremappedo soundsfrom aforestbirds collection.Forest
birdswereusedbecaus¢heyrepresenthe normal stateof aforest.Soundshat do not belong
to the normal stateof aforestwerethenusedto representarer,unusualor anomalousevents.
Fig 4 showsan examplesonificationof IP flowsto represennetworktraffic state (Listento
thefile S1Audio of normaltraffic sonificationin the supplementaiaterial).

Eventswhich areoutsidethe normalrangearerepresenteéccordingto the main flagtype
that causedhat event.Soundrepresentatioris dividedinto five categoriesThefirst category
of network stategepresent®ngoingeventgelatedto SYNor SYN-ACKpacketgor combina-
tionsthereof)andis representedby weather-relatedoundsof rain or water.Forexamplethe
soundscapehangedrom rain to heavyrain to rain andthunderaccordingto the numberof
packetghat causedheevent.

Theseconccategoryrepresent®ngoingFIN, ACK, URG,PSHor NULL packetgor com-
binationsthereof)andis representedby animalsor unusualbirds. Thethird categoryepre-
sentongoingRSTeventsandis mappedo wind sounds For examplewhenanyhostsendsa
high numberof RSTpacketghe sonificationreflectshe changean network stateby playinga
wind on grasssound;if the RSTpacketchangesisualbehaviourin relationto SYNandFIN
packetsaheavywind soundis played Thefourth categoryepresent®ngoingeventselated
to traffic- or IP-flow countersandis representedby soundsof fire in thewoods.Thefifth cate-
goryrepresent®ngoingeventonfirmedasnormal conditionsandis representedby usual
forestbirds forming ongoingbackgroundsoundsFig 5 showsan exampleof eventrepresenta-
tion in SONSTAR.
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Fig 4. IP flow representaion. lllustration of multiple IP flowscontaining arangeof different eventsand evencombinatilmsaremappedo differert
soundgresultingin asonicrepresentatin of the overalltraffic state.

https://doi.0g/10.1371Hurnal.pon®195948.g004

For abetterrepresentationincoming and outgoingeventsof the sametypearerepresented
suchthatincoming eventsaregivenmoreworrying andloudersoundg(more dangerouser
urgent-soundingversionsof the sounds)han outgoingeventswvhich arequieterwhich are
mappedio non-alarminganimalsoundsFurthermore jt wasobservedhat severakvents
tendto occurtogetheror in specificsequencefr particulartypesof attack. Thereforetheir
sequencedoundswereexample®f behaviourghatwerelearnedasSoNSTARwvasusedto
beginexploringnetworktraffic. It is positedthat the information aboutnetworktraffic pro-
videdby SONSTARcanassistvith the recognitionof anomaliesboth of known andunknown
(not previouslyencountered}ypes.

Sounddesignandrepresentatiordependverymuchon personatasteandtargetedbehav-
iour. SONSTARprovidesthe userwith achoiceof soundsetqe.g. forest,weatherandanimals
soundspr evenhuman-madeones)andassignsoundsaccordingto the eventfeatureghe
userwishego monitor.
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Fig 5. Eventrepresentaion. lllustration of differenteventqidentifiedthe main flagtype)beingmappedo discretesoundshe SONSTARsoundscpe.

https://doi.0g/10.1371§urnal.pon®195948.9005

PLOS ONE | https://doi.org/10.1371/journal.pone.0195948 April 19, 2018 17/31



@° PLOS | ONE

Sonification of network traffic flow for monitoring and situational awareness

SoNSTARfeaturessoundmappings

Thefeaturesusedfor sonificationareaggregatiortountsof the flag statusof eachflow typein
thetraffic. For eachfeaturethresholdsaresetsuchthat soundsaregeneratednly whenthe
countsexceedhethreshold.Userscanselecthethresholdsappropriateto their network envi-
ronment. A setof defaultmappingswvascreatecbasedn anunderstandingdf TCP protocol
theoryandrunning SONSTARseveratimeswhilst carryingout simulatedattacksn orderto

learnabouttraffic featuresThethresholdsuseddo not represent

fixedrules.However,

experimentingwith thesethresholdsequiresanunderstandingof the flagrelationsin the TCP
protocol.Networktraffic is not staticandwhatcanbenormaltraffic behaviourin onecontext
couldbemaliciouselsewhereandthusthe expectechumbersof flowscouldvarydepending
on the purposeof the network. The defaultevent-to-soundnappingsarelistedin Table3.

Table3. Feature-to-®und mappings.

No | FeatureConditions Sound
1 | SYN-in-IP<30 andSYN-ACKout-IP >0 and ACK-in-IP >0 andRST-outiP <10 Forestbird
2 | SYN-in-IP>10 and SYN-in-IP <30 and PSH-ACkout-IP <6 Rainon roof
3 | SYN-in-IP>20 and SYN-ACK-out-IP <10 Rainon roof
4 | SYN-in-IP>300 and SYN-ACKout-IP <50 and SYN-in-IP<1000 Thunder
5 | SYN-in-IP>1000 Creek
6 | SYN-out-IP<10 andSYN-ACK:in-IP <2 and ACK-out-IP <3 Rain
7 | SYN-out-IP<30 and SYN-ACK:in-IP >0 and ACK-out-IP >0 andRST-in-IP<10 Foresthird
8 | ACK-in-IP >1 andtherestof IP flow featureequalO Seagulls
9 | ACK-out-IP>1 andtherestof IP flow featureequalO Loon

10 | FIN-in-IP >9 andFIN-in-1 P >SYN-out-IP andFIN-in-IP >SYN-in-IP and FC-4>10 Cricket

11 | FIN-in-IP <50 and(FIN-in-IP <= SYN-outIP or FIN-in-IP <= SYN-in-IP) Forestbird
12 | FIN-out-IP >9 andFIN-out-IP >SYN-out-IP and FIN-out-IP >SYN-in-IP and FC-3>10 Sheep

13 | FC-7>9 Oowl

14 | FC-7<10 Forestbird
15 | FC-8>9 Horsesnort
16 | FC-8<10 Foresthird
17 | NULL-in-IP >0 Frog
18 | NULL-out-IP >0 Frog
19 | URG-PSH-FN-in-IP >0 Wolf

20 | URG-PSH-FN-out-IP >0 Wolf

21 | LAND-in-IP >0 Beach

22 | LAND-out-IP>0 Beach

23 | RST-in-IP>25 and ACK-in-IP <250 Wind on grass
24 | RST-out-IP>25 and ACK-out-IP <250 Wind on grass
25 |FC-1>4 Fountain
26 | FC-1<5 Forestbird
27 |FC-2>4 Heavyrain
28 | FC-2<5 Foresthird
29 | RST-out-IP>5 andFC-5<RST-aut-IP and ACK-out-IP <7 Wind
30 | RST-in-IP>5 andFC-6<RST-in-IP and ACK-in-IP <7 Wind
31 | SYN-ACK-ait >20 Snowstorm
32 | SYN-ACK-in>20 Walkin snow
33 | (Traffic FlowCounter)>1000 Fire
34 | (IP FlowCounter)>600 Fire

A selectiorof eventconditionsandtheir correspomling sounds.

https://da.org/10.1371durnal.pon®195948.t003
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Fig 6. Interactive sonification. Model showingthe interactive natureof the SONSTARsonificatian.

https://abi.org/10.1371durnal.por.0195948.906

SoNSTARiInteractive sonification

SoNSTARs aninteractivesonificationsystemlUsersmaychangehetime window period,
manipulatefeaturesandthresholdsandre-assigrsoundsandthenrestartwith the newset-
tingsonline. Thelevelof eacheventsoundcanbeadjustedndependentlywith aslidercontrol
andcanevenbemutedif desired Any soundcanbeassignedo anychoserflow eventin real
time enablingthe userto re-desigrthe soundenvironmentcompletely Fig 6 showsthe SoN-
STARInteractivesonificationmodel.

Usersinteractwith SONSTARaccordingto their understandingf the soundgeneratedy
the networktraffic environmentsoasto increaseheir situationalawarenessSONSTAR
enableshe userto interactimmediatelywith the systemandits traffic to identify anomalous
behavioursHunt andHermannadvisethat sonificationdesignershouldrespectthebindings
betweerphysicalactionsandacoustiaeactionghat we havebeenfamiliar with sincebirth’
[50,p. 295].In anetworkenvironmentthis could meanthat wewould expecthe soundso
changewhenthe systems underattackandwe expecnetworksto behavelifferentlywhen
theyareundermore stressSoONSTARusegnultiple naturaland man-madesoundsto create
the soundscapenvironment.Whenchoosinghe soundsthe naturalreactionsof usergo the
soundsistakeninto consideratiorin orderto allowusergo sensandfeelthe networkenvi-
ronmentin relationto their own experiencén therealworld. SONSTARallowsusergo
changesoundsand createtheir own preferredacousticeenvironmentin orderto enablehem
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to choosahe mostsuitablesoundswhich conveyto themthe stateof the networkin amaxi-
mally meaningfulway.SoNSTARransformsall of the networktraffic into arich auditoryfield
thatenvelopghelistenerin agoal-drivenexploratorymethodologywherethe networktraffic
isfirst filtered andthe useris left only with the specificfeatureghattheychose.

Experimental work and results

A userstudywasconductedo investigatehe monitoring of networkbehaviourby partici-
pantsusingSoNSTARand,in particular,to evaluatesSONSTARasa complemento existing
systensecuritytools. Threeexperimentatonditionswereinvestigatedl) audiofeedbaclonly
usingSoNSTARR2) visualfeedbaclonly usingthe SnortIDS, and 3) audioandvisualfeedback
togethenSONSTARand Snort).

SoNSTAR'surrentdesignis ableto extractTCP,UDP andICMP protocol packetnforma-
tion. In this experimentonly TCPandICMP packetheadeiinformation wasextractedwith
ICMP packetdatabeingusedto detectping activities.The soundof awoodpeckesoundwas
assignedo ICMP ping activity.

Network design

The experimentwasconductedusingtwo virtual networksrunning on the Virtualbox soft-
ware.Thefirst networkwasinstalledon amacOS10.10.5vorkstationwith a3.7GHz quad-
coreprocessorl6GB1866MHz DDR3ECCRAM anda?27-inch(2560x 1440)display.This
virtual network comprisedfour machinegUbuntu 64-bit, Windows Servei64-bit, Kali Linux
Debian64-bitandmacOSL0.11)in addition to the hostmachine.

Thesecondvirtual networkwasinstalledon aMacBookPro running macOS10.10.5vith a
2.5GHz Intel corei7 processorl6 GB1600MHzDDR3RAM anda15.4-inch(2880x 1800)
Retinadisplay.This network containedthreemachineqtwo Kali Linux Debian64-bitinstalla-
tionsandaFedora2464-bitmachine)in addition to the hostmachine Fig 7 showsthe net-
work environmentdesign.

Fig 7. Virtual network environment. Thevirtual networkenvironmert designusedin the experiment

https://doi.0g/10.1371Hurnal.pon®195948.g007
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Thesewo virtual networkswereconnectedhrougharouter providedby Northumbria
University.SONSTARandthe SnortIDS wereinstalledon both networksallowingeachnet-
work to attackthe other,andeachmachineto attackthe othermachineswithin its own local
virtual network.

Participants

A callfor participantswassentthroughthe universityemailsystento allMScand PhD com-
puterscienceandengineeringstudents Sixteenstudentsespondedo the emailandten par-
ticipants(severmale threefemale)wereableto devotethe time neededo participatein the
studywhichtook placein Septembe2016 All ten participantscompletedhe study.All of
the participantswereagedrom 25to 45yearsandwerePhD andMScstudentsatthe univer-
sity (eightfrom the Departmentof ComputerandInformation Scienceandtwo from the
Departmentof MechanicaEngineering) All participantshadgoodknowledgeof the useof
computersandinformation technologyand generaknowledgeaboutcomputernetwork
security.

Experimentaldesign

Eachparticipantperformedanetworkmonitoring taskundereachof the threeexperimental
conditions(audioonly, visualonly, audio-visual) Eachtaskrequiredparticipantsto detect
either3 or 4 out of 7 attacks.

The participantswereassignedandomlyto useSnortor SONSTAR(five participantseach)
andthento usethemtogether At the endof eachtaskperformancevascalculatedasedn
thenumberof true positive(TP), true negativegTN), falsepositivegFP)andfalsenegatives
(FN), where:

- TP:thenumberof eventavhich arecorrectlyidentified. The casevaspositiveandwas
detectedy the useraspositive.

- FP:thenumberof eventawvhichareincorrectlyidentified. The casavasnegativebut was
detectedby the useraspositive.

- TN: the numberof eventavhich arecorrectlyrejected The casevasnegativeandwas
detectedby the userasnegative.

- FN:the numberof eventsvhich areincorrectlyrejected The casevaspositivebut was
detectedby the userasnegative.

Thesevariablesarethenusedto calculateseverametricsto assesthe effectivenessf SoN-
STARasfollows.

The metric (alsoknown asthetrue positiverate)indicatesthe proportion of positives
whicharecorrectlydetectedy participantsandis givenby:

T
The isthe numberof true positivesamongsll thereportedpositives:
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TheF-measurés aweightedcharmonicmeanof the precisionandrecall[51,p.1147]:

"2

T
The metric indicatesthe proportion of correctidentificationsof all instances:
R ¥
¥ ot

Thetrue negativaate (TNR) indicatesthe proportion of negativeshat arecorrectlyidenti-
fied, suchasthe percentagef network eventawvhicharecorrectlyidentified asnot occurred.

¥
Thefalsepositiverate (FPR)indicatesthe proportion of positiveghatareincorrectlyidenti-
fied, suchasthe percentagef network eventswhich areincorrectlyidentified asoccurred.

¥
Thefalsenegativerate (FNR)indicatesthe proportion of negativeshatareincorrectlyiden-
tified.
¥

Snort'sdetectionrulesweresetto the defaultgprovidedbythe VQ R U W FilrR.QdN-
STARwassetto the soundmappingspresentedn Table3.
Four categorie®f behaviounwereusedin this experimentasfollows:

- Traffic: usingtheInternet, suchasplayingaYouTubevideo.
- Ping: usinganICMP ping.
- Port scanfour typesBSYNNull, XmasandFIN port scans.

- DoS,DDoSincludingfirst, SYNflood astype;andsecondDDoSusingspoofedP addresses
performedfrom thethreemachinesn thevirtual network.

Thesebehavioursvereperformedusinganormalterminal, NmapscannemandHping3
commandsThesupplmentamaterialcontainsthefilesS2,53,54,S5,56,S7and S8Audio
which arethe SONSTARsonificationsof the attackausedin this experiment.

Materials

Ethicalapprovalfor theresearctprojectwasgrantedby Northumbria Universityunderrecord
numberRE-EE-13-140616-539ec598615e50

Beforebeginningthe experimentgachparticipantwasgivenaninformed consentdeclara-
tion to sign(seeS5Appendixin the supplementamaterial).Followingthe giving of consent
eachparticipantcompletedhethreetasksusingamacOSL0.10.5vorkstationequippedwith a
27-inchmonitor and SonyMDR-7506Professionaheadphones.

A guestionnairavasgivento eachparticipant. Thequestionnairecanbefoundin the sup-
plementamaterial(seeS2Appendix).Thefirst sectionelicitedgeneraparticipantinformation
suchasgender]evelof education specialitydepartmentandyearof study. Thesecondsection
wasatablefor reporting detectednaliciousactivitiesfor the monitoring detectiontasksfor
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thethreetaskconditions.The questionnairgprovidedtwo tick boxesn front of eachtypeof
attackfor thethreetaskconditions.

Thethird sectionincludedevaluationof monitoring workload;upon completionof each
experimentataskparticipantscompletedhe NASA-Task oadIndex (TLX) assessmelf52]
to measureheir performancevorkload.Thisincludesmentaldemand temporaldemand,
physicaldemand performanceeffort andfrustrationrates Alsotherewereextraratingsfor
detectionconfidencegasef use visualfatigueand soundfatigueincludedin the evaluationof
bothtools.For eachof theserates the participanthadto provideanassessmematingon a
scaleof Oto 10.

The participantswerethenaskedo chooseheir preferredcondition (SONSTARSnort,or
bothtogether) Theywerealsorequestedo providetheir evaluation®f Snortand SONSTAR
on ascaleof 0to 5where5 denoteghe mostpositiveassessmenarticipantscould alsopro-
videfeedbaclaboutthis experimentn thefinal section.

Thetraining andguidelinessheeincludedatablecontainingthe severchoserattacktypes
for the experimentaswell asthe detectionof textin snortanddetectionsoundsn SONSTAR
written in front of eachattack.Thefirst column containedthe attackcategorythe secondcol-
umn the attacktypename thethird columntextexpectedy Snortandthefourth columna
descriptionof the soundeventdor eachattackexplainingthe extraunderstandinghose
soundsprovide.

Procedure

Participantavereinformed that theywould takethe role of anetworkadministratorto protect
againsimaliciousactivities. The explanatiorof the experimentincludedthreesectiongonefor
eachtaskcondition) andwhereshouldtheyfill in the appropriatesectionfor eachtaskcondi-
tion. The participantsvirtual networkcomputerswereswitchedon and somemusicand You-
Tubevideoswerestartedto generatanormal traffic acrosghe network.

Participantswveretrainedfor aboutfive minutesin the basicsf the SnortIDS andanother
five minuteson SONSTARbeforestartingeachtaskcondition. Therulesfor administration
to protecttheir networkandserversaagainsiattacksand maliciousactivitieswereexplained
including the severspecificattacksusedin experimentlt wasalsoexplainechow eachtask
condition involvesconcentrationand high attentionfor long periodsto detectattacksn their
earlystages.

Training involvedonly the severattacktypesusedin this experimentParticipantavere
providedwith atraining andguidelinesheetandthentrainedon how Snortwould showthe
detectedattacksandhow Snortprovidestextwarningsfor eachtype.The severattackavere
demonstratedn realtime. SONSTARraining involvedthe sameattacksut this time partici-
pantswereprovidedwith headphoneandusingthetraining andguidelinessheetheywere
askedo listento theattacksoneby onein realtime. Any questiongaisedby participantswere
answeredTheywerenot informedthat SONSTARwvasa projectunderdevelopmensoasto
eliminatethe effectof suchknowledgeon theresults.

Eachparticipantwasprovidedwith the questionnaireo fill in the outcomedor thethree
tasksFiveparticipantswereassignedo the SONSTARcondition for severminutesfirst and
thento the Snortcondition for anotherseverminutes.Theywerethenassignedo useboth
SoNSTARand Snortfor anothersevemminutes.

The otherfive participantswereassignedo the Snortcondition for severminutesandthen
the SONSTARcondition for anotherseverminutes.Thentheywereassignedo useboth SoN-
STARand Snortfor anothersevemminutes.Thiswasdoneto eliminatethe effectof usingany
onecondition first.
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Table4. TP, TN, FPand FN.

Metrics Snort SONSTAR Snortand SONSTAR
TP 31 33 30

TN 31 33 38

FP 7 4 2

FN 0 0

https://cbi.org/10.1371djurnal.por.0195948.t00

During eachperiod,the participants’networksreceivedhreeor four real-timeattacks.
However theywerenot informed aboutthe numberof maliciousactivitiesthat could be
expectedDuring eachtask,eachparticipantwasaskedo continuespeakingandwereasked
for moreinformation abouttheir understandingof securityin orderto affecttheir concentra-
tion to someextent.

Directly aftercompletingeachtask,participantshadto answeitherestof the questions
regardingthe Monitoring EvaluationTaskgfor eachtool. At the end of the experiment,
the participantswereaskedo tick whichwasconsideredhe bestfor themto use,Snort
or SONSTARor both together.Thentheywererequestedo completethe restof the
guestionnaire.

Results

Severatesultsareextractedrom the questionnairedataasfollows.

TP, TN, FPandFNresults. Theresultsfor thethreeconditionsareshownin Table4 as
extractedrom the questionnairedata. Theresultswerecalculatedor the threeconditionsto
assesSONSTAR'sapabilitiesaspart of the situationalawarenesprocessBasedn these
resultsyariousmetricsarecalculatedo evaluateghe SONSTARsounddesignandthe usability
of the system.

Themetricscalculatedrom the basevariablesareshownin Table5. Theresultsshowa
maximumrecallof 100%for the threestateconditions.Meanwhile the TNR washigherwhen
usingSONSTAR89.19%romparedo Snort(81.58%)Howeverwhenparticipantsusedboth
togetherthis roseto 95%.The FPRwashigherwhenusingSnort(18.42%}han SONSTAR
(10.81%)Howeverwhenparticipantsusedboth togetherthis decreasetb 5%.

Accuracywascalculatedor the threestateconditionsusedin the experiment Accuracyof
recognitionwashighestwhenusingboth Snortand SONSTARogetherat 97.14%SoNSTAR
alonemaintainedhigheraccuracythan Snortalone,at 94.29%and 89.86%espectively.

Precisionwasalsocalculatedor the threestateconditionsusedin this experimentPreci-
sionof recognitionwashighestwhenusingboth Snortand SONSTARogetherat 93.75%.

Table5. Evaluation results.

Metrics Snort SONSTAR Snort& SONSTAR
Recall 100% 100% 100%

Precision 81.58% 89.19% 93.75%
F-measue 89.86% 94.29% 96.77%

Accuracy 89.86% 94.29% 97.14%

TNR 81.58% 89.19% 95%

FPR 18.42% 10.81% 5%

FNR 0% 0% 0%

https://abi.org/10.1371djurnal.por.0195948.t00
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Table6. NASA-Tak LoadIndex results.

No TaskLoadIndex Snort SoNSTAR
1 Mental DemandRate 58% 45%
2 TemporalDemandRate 65% 31%
3 PhysicaDemandRate 28% 24%
4 PerformanceRate 82% 92%
5 Effort Rate 41% 19%
6 FrustrationRate 71% 36%

https://abi.org/10.1371durnal.por.0195948.t08

Table7. Additional SONSTARevaluation(index results).

No TaskLoadIndex Snort SONSTAR
1 DetectionConfidenceRate 88% 90%
2 Easeof UseRate 86% 96%
3 Visualor SoundFatigueRate 59% 40%

https://abi.org/10.1371djurnal.por.0195948.t0D

Table8. Additional SONSTARevaluation(preferenceresults).

Index Snort SoNSTAR Both together
Bestto use 10% 30% 60%

https://abi.org/10.1371djurnal.por.0195948.t08

SoNSTARalonemaintainedhigherprecisionagaincomparedo Snortat89.19%and81.58%
respectively.

TheF-measuravashighestwhenusingboth Snortand SONSTARogetherat 96.77%SoN-
STARachievedihigherF-measuréhan Snortat 94.29%and 89.86%espectively.

NASA-TaskLoadIndex results. TheNASA-TaskLoadlndexresultsareshownin
Table6.

Additional evaluationresults. Additional SONSTARevaluatiorresultsareshownin
Table7.

Table8 showsparticipants'opinionsaboutwhetherusingSnortand SONSTARaloneor
togethemwould bebestfor monitoring.

Table9 showsparticipants'opinionsaboutSnortand SONSTARrom horrible (H) to fan-
tastic(F).

Themostremarkabldeedbackvasthata participantadvisedhatif it is possibleo adda
visualpanelshowingthe name colourandimageof whatis generatinghe sound,this would
helpto distinguishthe recordedsoundin orderto facilitatelearningand confirmation. For
examplesomeinitially hadtroubledistinguishingbetweerthe soundof rain andthe soundof
rain on aroof, andavisualkeymight havehelpedto learnthe soundsquicker.

Table 9. Horrible to fantastic evaluation

Tool H (100%) H (50%) F (50%) F (100%)
Snort 0 0 10% 50%
SoNSTAR 0 10% 0% 60%

https://da.org/10.1371¢urnal.pon®195948.t009
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Discussion

Theseexperimentatesultsclearlyshowimprovementsn monitoring whenusingsonification
comparedo thevisualmethodonly. Althoughthe detectionratewas100%for the threestate
conditions,we canstill seeamprovementsn theaccuracyprecisionand F-measurescoregor
the sonificationconditions.Althoughthetraining of participantswasverybrief andthe com-
puter securitybackgroundof mostof the participantswasbasic theywereableto useboth sys-
temswellin ashorttime.

SoNSTARanfill thegapbetweerthe networkoperatorandthetraffic environmentby
providing anauditorylink betweertraffic behaviourandthe operator'smind. Theexperi-
mentshowedhat userswith abasicknowledgeof computernetworkprinciplescanuse
SoNSTARo learnhowflowsarebehavingnsidenetworktraffic andto recognisehetypical
combinationsof the packettypeswithin the flows.To easdhelearningprocessSONSTAR
generatetog filesholding countsof the packetswithin flowsin additionto messagethat
indicatewhich flow eventgeneratedvhich specificsound.The IP-flow andtraffic-flow log
filestogethercanexplainin detailhowthe packetcountsof the two flow typesarerelated
(seeS3AppendixIP flow logfile and S4AppendixTraffic flow logfile in the supplemental
material). Thesereportssupportthe userin understandinghelinks betweerflagstates,
packetcounts,flow counts,andtheresultantsequencesf soundsThe projectrepository
[53] containsthe sourcecodeand Max/MSPpatchesiecessarto installandrun SONSTAR
togetherwith sampledatafiles,exampleoutput storedin audiofiles,andinstructionson
howto usethe system.

Somebehaviourswill createmultiple soundsFor examplewhenperforminga SYNscan,
theattackemwill sendanumberof packetswith the SYNflagsetto 1 to anumberof targeted
ports.If the port is openthereceivemwould sendbacka packetwith the SYNflagsetto 1 and
the ACK flagsetto 1 asareplyto accepthe connection.The attackereithersendsacka
packetwith the FIN flagsetto 1 to cutthe connection(the TCP half-openscantype)or sends
two packetsthefirst with the ACK flagsetto 1 to confirm the connectionandthenthe second
packetwith the FIN flagsetto 1 to cutthe connection(the TCP connectscantype).If the port
is closedthe receivemwould sendbacka packetwith the RSTflagsetto 1, andif thereis no
responsét meanghatthe portisfiltered.

AswesetSoNSTARo defaultsettingsassoonasit receivesnanySYNin an P flow, SoN-
STARwill playtherain-on-a-roofsoundandthis would tell the userthatan unusualnumber
of SYNpacketgs arriving. If the TCP handshake&vasnot correct,thateventwould generatex
heavyrain soundwhichwouldtell the userthatthereis a problemwith connectingto a specific
IP addresslf thenumberof SYNpacketsvashigh, SONSTARwill playathundersoundand
thiswill tell the userthat someones scanningalargenumberof the systenports of aspecific
IP addresslf thenumberwashugeit would beconsideredh DoSattackandthe soundof fire
would beplayedlf the scannedystenstartedio sendout RSTpacketsSONSTARwvould play
the soundof wind, confirming thatit is ascanattack.Thisis acomplexprocessbut SONSTAR
would dealwith anychangesn behaviourandplaysetsof soundsaccordingto whateventsare
happeningn the network. The usercouldidentify anynewbehaviouraccordingto the setof
soundsplayed.

Usingsuchatool to exploreandtune anetworkisimportant dueto the differentnaturesof
networksandthedifferentexpectedehaviouraith differentthresholdsFor examplethis
tool couldbeusedto tune IDS settinggo look for newfeaturesand eventswvhich couldbe
usedto identify threatson a particularnetwork.Using SONSTARo drawanormal basdine
for aspecificnetworkbehavioumwould helpto makerulesandthresholdgor specificenviron-
mentwhichwill raisethe situationawarenesm general.
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Anotheradvantageéhat SONSTARprovidesis thatit generatefog fileswhich couldhelp
anyuserto learnand confirm how arepackettypescountsof IP flow effectsecordedsound
playedandto evaluateheoreticallyany eventandideasof anynewfeature(Reviewthe S3
AppendixIP flow logfile in the supplementainaterialwhich containsa SYNscan) SONSTAR
couldhelpusersandnetwork studentgo explorenetwork protocolsandto learnmoreabout
networktraffic. The useof SONSTARwvould enableghemto think directly aboutthelogic of
anybehaviourin networktraffic andwould givethemthe opportunity to expressheir own
ideasandto testandlearnfrom them.

Using SONSTAReducedmentaldemand temporaldemand effortandfrustrationrates
comparedo usingSnort(visualtool) andthis would bemore obviousif the monitoring
took placeoverlong periods.This confirmsthatthe useof SONSTARNcreaseshe situa-
tional awarenessef the operatorasit not only givesawarningof the attacksput givesmore
thanthat sothatthe operatorlistensto whathappendo the networkdirectly allowingthem
to makelinks betweerbehavioursandsoundsThisrelationshipenablesiim or herto
understandwvhatis happeningaccuratelby distinguishingthe soundsandtheir meanings
leadingto comprehensiorof network stateallowingdecisiongo bemadedirectly without
referencedo anyalarmsreportingor goingthroughlongforensicprocesse® understand
thebehaviour.

Conclusion and further work

This studyindicatedthat usingsonificationimprovedthe monitoring processevenfor people
who haveonly basicknowledgeof networkmonitoring. Usingsoundreducecdthe overallwork
loadexperiencedby usersParticipantsvereableto recogniseand comprehendehaviours
anddecidewhich attackwasperformedwhich demonstratedt is possibl€or ahumanopera-
tor to quickly learnaboutthe networkenvironmentin awaythat resultsin increaseditua-
tional awarenesg\lthoughthe systencould beevaluatednanuallyby goingthroughits log
files,this experimentevaluatedhe practicalityof usingsonificationin live monitoring tasks.
Theresultssuggesthat usingSoNSTARo exploreneweventsandfeaturesvould bring bene-
fits for networkmonitoring in generabndintrusion detectionsystemsn particular.

Thereis morework thatcanbedoneto further improveattackdetectionandsituational
awarenesg:or examplepusingSoNSTAR '$eatureextractorand combinerit waspossibleo
defineanumberof traffic featuresDiscoveringthesefrom scratchis atime consumingtaskso
public databasesf featuresandfeaturecombinationscould becreatedDevelopingalanguage
for describinghesediscoveredeaturesand eventdbasedogethemwith thelog filesto explain
howthesdeaturecanbeusedcould assistuture designer®f intrusion detectionsystems.

Verticalflow behaviouroccurswhenasinglehostreceivesnanyflowsacrossarangeof
portsfrom asinglesourcehost.Horizontal flow behaviouroccurswhenadefinedrangeof
portsreceiveslowsacrossadefinedrangeof destinationhosts A major contribution of this
researclwasto reducethe complexityof hugevolumesof traffic in orderto becomprehen-
sivelysonifiedby usinglP flowsin detectingnetworkbehaviourgspeciallyerticalflow
behavioursThe sonicmappingof networkeventsdbasedn packettypecountshasnot
beenseerbefore We suggesturther work to aimedat theidentification of horizontalflow
behaviours.

Otherimportant future work consistof developingamethodto createfeaturefor UDP,
ICMP, IRC andotherprotocolsfor sonificationby SONSTARsothat largerquantitiesof com-
mon traffic canbecovered Also SONSTARhasveryhigh potentialto represenSCADA
(SupervisonControl and DataAquisition) systembecausef their uniquenature.If their
normal behaviourpatternsaretested zero-dayvulnerabilitymitigation canbeincreased.
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Furtherstudycouldbedoneto evaluatdthow SONSTARcanbeusedto helpstudentsandcom-
puter professionaltearnaboutnetworktraffic.

Supporting information

S1Appendix. SONSTARFlow and IP flow featureinformation array contents.Thisfile
showshe contentsof the featureinformation arraysfor Traffic flowsandIP flows.
(PDF)

S2Appendix. Experiment: The questionnaire.Thisfile showshe contentsof the question-
naireusedin this experimentor evaluation.
(PDF)

S3Appendix. SONSTARIP flow log file. Textfile consistdP flowsinformation. Eachraw
consistdirst, time window number,thenthe IP flow numberwithin currenttime window,
thenhostA IP addresshostB IP addressandthenthe featurecountssortedin the same
sequencén S1Appendix.

(TEXT)

S4Appendix. SONSTARTraffic flow log file. Textfile consistf traffic flow information.
Eachrow compriseghetime window number,the Traffic flow numberwithin the current
time window, the hostA IP addresshostB IP addressthenhostA port number,hostB port
number,andthenthefeaturecountssortedin the samesequencasS1Appendix.

(TEXT)

S5Appendix. Experiment: Theinformed consentform. Thisfile showshe contentsof the
consenform usedin this experiment.
(PDF)

S1Audio. Normal traffic behaviour. SONSTARormal eventssoundsaudiofile.
(AIF)

S2Audio. FIN behaviour. SONSTARFIN scanaudiofile. The scanwasperformedusing
hping3.
(AIF)

S3Audio. Xmashbehaviour. SONSTARheavyXmasscanaudiofile. Thescanwasperformed
usingNmap.

(AIF)

S4Audio. NULL behaviour. SONSTARow NULL scanaudiofile. Thescanwasperformed
usinghping3.

(AIF)

S5Audio. NULL behaviour. SONSTARheavyNULL scanaudiofile. Thescanwasperformed
usinghping3.

(AIF)

S6Audio. SYNbehaviour. SONSTARheavyfull connectionSYNscanaudiofile. Thescan

wasperformedusingNmap.
(AIF)

S7Audio. Ping behaviour. SONSTARSYN-Flood-Do&udiofile. Sound=of SYNflood attack
behaviourfor denialof servicegpurposesperformedusinghping3.
(AIF)
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S8Audio. Ping behaviour. SONSTARNull-DDoS audiofile. DDoS(distributeddenialof ser-
vice)usingnull packettype;performedusinghping3.
(AIF)
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