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�6�H�F�X�U�H���9�L�V�L�E�O�H���/�L�J�K�W���&�R�P�P�X�Q�L�F�D�W�L�R�Q��
�6�\�V�W�H�P�V���%�D�V�H�G���R�Q���W�K�H���3�R�V�L�W�L�R�Q���R�I���W�K�H���8�V�H�U 
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�6�H�F�X�U�H���9�L�V�L�E�O�H���/�L�J�K�W��
�&�R�P�P�X�Q�L�F�D�W�L�R�Q���6�\�V�W�H�P�V��

�%�D�V�H�G���R�Q���W�K�H���3�R�V�L�W�L�R�Q���R�I���W�K�H��
�8�V�H�U 

 

�E�\ 

�)�D�U�D�J���,�E�U�D�K�L�P���.�K�D�O�L�I�D���0 �R�X�V�D 

 

�$�����W�K�H�V�L�V���V�X�E�P�L�W�W�H�G���L�Q���S�D�U�W�L�D�O���I�X�O�I�L�O�P�H�Q�W���R�I���W�K�H��

�U�H�T�X�L�U�H�P�H�Q�W�V���R�I���W�K�H���8�Q�L�Y�H�U�V�L�W�\���R�I���1�R�U�W�K�X�P�E�U�L�D���D�W���1�H�Z�F�D�V�W�O�H��

�I�R�U���W�K�H���G�H�J�U�H�H���R�I���'�R�F�W�R�U���R�I���3�K�L�O�R�V�R�S�K�\ 

 

�5�H�V�H�D�U�F�K���X�Q�G�H�U�W�D�N�H�Q���L�Q���W�K�H���6�F�K�R�R�O���R�I���&�R�P�S�X�W�L�Q�J����

�(�Q�J�L�Q�H�H�U�L�Q�J���D�Q�G���,�Q�I�R�U�P�D�W�L�R�Q���6�F�L�H�Q�F�H�V�� 

�6�H�S�W�H�P�E�H�U���������� 



 
 

 

 

 

 

 

 

 

 

 

�,���G�H�G�L�F�D�W�H���W�K�L�V���Z�R�U�N���W�R���P�\���I�D�P�L�O�\ 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 



 
 

�'�H�F�O�D�U�D�W�L�R�Q 

 

�,���K�H�U�H�E�\���G�H�F�O�D�U�H���W�K�D�W���,���F�R�P�S�R�V�H�G���W�K�L�V���Z�R�U�N���F�R�Q�W�D�L�Q�H�G���L�Q���W�K�L�V���W�K�H�V�L�V���Z�K�L�F�K���L�V���W�R���D�V�V�H�V�V�P�H�Q�W����

�R�Q���W�K�H���S�U�R�J�U�D�P�P�H���R�I���V�W�X�G�\���O�H�D�G�L�Q�J���W�R���W�K�H���D�Z�D�U�G���R�I���3�K�'���K�D�V���Q�R�W���E�H�H�Q���V�X�E�P�L�W�W�H�G���I�R�U���D�Q�\���R�W�K�H�U��

�D�Z�D�U�G���D�Q�G���W�K�D�W���L�W���L�V���D�O�O���P�\���R�Z�Q���Z�R�U�N���X�Q�O�H�V�V���D���S�U�H�F�L�V�H���U�H�I�H�U�H�Q�F�H���L�Q���W�K�L�V���U�H�J�D�U�G���W�R���W�K�H���Z�R�U�N���R�I��

�R�W�K�H�U�V�� 

 

�,���G�H�F�O�D�U�H���W�K�D�W���W�K�H���:�R�U�G���&�R�X�Q�W���R�I���W�K�L�V���7�K�H�V�L�V���L�V�����������������Z�R�U�G�V 

 

 

�1�D�P�H�����)�D�U�D�J���,�E�U�D�K�L�P���.�K�D�O�L�I�D���0�R�X�V�D 

 

�6�L�J�Q�D�W�X�U�H���«���8�S�d�S�Y���?�a�g�e�S 

 

�'�D�W�H���«�«�������������������� 

 

 

 

 

 

 



 
 

�$�F�N�Q�R�Z�O�H�G�J�P�H�Q�W 

 

�)�L�U�V�W�� �D�Q�G�� �I�R�U�H�P�R�V�W���� �,�� �Z�R�X�O�G�� �O�L�N�H�� �W�R�� �W�K�D�Q�N�� �P�\�� �S�U�L�Q�F�L�S�D�O���V�X�S�H�U�Y�L�V�R�U�� �3�U�R�I�H�V�V�R�U�� �.�U�L�V�K�Q�D��

�%�X�V�D�Z�R�Q���I�R�U���S�U�R�Y�L�G�L�Q�J�� �P�H�� �H�Q�G�O�H�V�V�� �V�X�S�S�R�U�W���� �J�X�L�G�D�Q�F�H�� �D�Q�G�� �H�Q�F�R�X�U�D�J�H�P�H�Q�W�� �W�K�U�R�X�J�K�R�X�W�� �P�\��

�U�H�V�H�D�U�F�K���Z�R�U�N�����.�U�L�V�K�Q�D���R�I�I�H�U�H�G���K�L�V���I�X�O�O���F�R�Q�I�L�G�H�Q�F�H�����H�Q�W�K�X�V�L�D�V�P���D�Q�G���V�K�R�Z�H�G���D���O�R�W���R�I���S�D�W�L�H�Q�F�H��

�W�R�Z�D�U�G�� �P�H�� �D�W�� �H�Y�H�U�\�� �W�X�U�Q���� �,�� �D�P�� �J�U�D�W�H�I�X�O�� �W�R�� �3�U�R�I�H�V�V�R�U�� �$�K�P�H�G�� �%�R�X�U�L�G�D�Q�H�� �D�V�� �P�\�� �V�H�F�R�Q�G��

�V�X�S�H�U�Y�L�V�R�U���I�R�U�� �D�O�Z�D�\�V�� �S�U�R�Y�L�G�L�Q�J�� �P�H�� �K�L�V�� �H�[�W�H�Q�V�L�Y�H�� �D�Q�G�� �I�U�X�L�W�I�X�O�� �G�L�V�F�X�V�V�L�R�Q�V���� �J�X�L�G�D�Q�F�H�� �D�Q�G��

�F�R�Q�W�L�Q�X�R�X�V���V�X�S�S�R�U�W�V���X�V�X�D�O�O�\���D�W���W�K�H���H�[�S�H�Q�V�H���R�I���K�L�V���R�Z�Q���W�L�P�H�����,���Z�L�O�O���E�H���I�R�U�H�Y�H�U���L�Q�G�H�E�W�H�G���W�R���K�L�P�� 

�,�� �Z�L�V�K�� �W�R�� �H�[�S�U�H�V�V�� �P�\�� �J�U�D�W�L�W�X�G�H�� �W�R�� �1�R�U�W�K�X�P�E�U�L�D�� �8�Q�L�Y�H�U�V�L�W�\�����0�D�W�K�H�P�D�W�L�F�V���� �3�K�\�V�L�F�V�� �D�Q�G��

�(�O�H�F�W�U�L�F�D�O���(�Q�J�L�Q�H�H�U�L�Q�J�����(�Q�J�O�L�V�K���O�D�Q�J�X�D�J�H���F�H�Q�W�U�H���D�Q�G���D�O�O���Z�R�Q�G�H�U�I�X�O���S�H�R�S�O�H���Z�K�R���,���P�H�W���G�X�U�L�Q�J��

�W�K�L�V���M�R�X�U�Q�H�\�����H�V�S�H�F�L�D�O�O�\���P�\���F�R�O�O�H�D�J�X�H�V���I�U�R�P���R�X�U���D�U�H�D���]�R�Q�H���L�Q���(�%�(���E�X�L�O�G�L�Q�J���Z�K�R���D�U�H���I�U�L�H�Q�G�O�\��

�D�Q�G���V�F�L�H�Q�W�L�I�L�F�����,���D�O�V�R���Z�R�X�O�G���O�L�N�H���W�R���W�K�D�Q�N���$�]�]�D�\�W�X�Q�D���8�Q�L�Y�H�U�V�L�W�\�����/�L�E�\�D�����0�L�Q�L�V�W�U�\���R�I���+�L�J�K�H�U��

�(�G�X�F�D�W�L�R�Q���D�Q�G���6�F�L�H�Q�W�L�I�L�F���5�H�V�H�D�U�F�K���D�Q�G���/�L�E�\�D�Q���J�R�Y�H�U�Q�P�H�Q�W�� 

�,���Z�L�V�K���W�R���W�K�D�Q�N���P�\���S�U�H�Y�L�R�X�V���V�X�S�H�U�Y�L�V�L�R�Q���W�H�D�P�����'�U���+�R�D���/�H���0�L�Q�K���D�Q�G���'�U���;�X�H�Z�X���'�D�L���D�V��

�Z�H�O�O���D�V���,���D�P���D�O�V�R���J�U�D�W�H�I�X�O���I�R�U���D�O�O���K�H�O�S���I�U�R�P���2�S�W�L�F�D�O���&�R�P�P�X�Q�L�F�D�W�L�R�Q���5�H�V�H�D�U�F�K���*�U�R�X�S�����2�5�&�*����

�P�H�P�E�H�U�V���� 

�/�D�V�W���E�X�W���Q�R�W���W�K�H���O�H�D�V�W�����,���K�H�U�H�E�\���Z�R�X�O�G���O�L�N�H���W�R���R�I�I�H�U���P�\���K�H�D�U�W�I�H�O�W���W�K�D�Q�N�V���W�R���P�\���I�D�P�L�O�\���D�Q�G��

�I�U�L�H�Q�G�V�����H�V�S�H�F�L�D�O�O�\���W�R���P�\���P�R�W�K�H�U���D�Q�G���V�L�V�W�H�U�V�����7�K�H�\���Q�H�Y�H�U���O�H�I�W���P�\���E�D�F�N���D�Q�G���U�H�P�R�Y�H�G���W�K�H���K�D�S�S�\��

�H�Q�F�R�X�U�D�J�L�Q�J���V�P�L�O�H���I�U�R�P���W�K�H�L�U���I�D�F�H�V�� 



 

�L�Y 
 

�$�E�V�W�U�D�F�W 

 

�,�Q�� �W�K�H���S�D�V�W���I�H�Z�� �G�H�F�D�G�H�V���� �W�K�H�U�H���K�D�V�� �E�H�H�Q�� �D���J�U�R�Z�L�Q�J�� �G�H�P�D�Q�G�� �I�R�U�� �E�D�Q�G�Z�L�G�W�K�� �L�Q�� �Z�L�U�H�O�H�V�V��

�F�R�P�P�X�Q�L�F�D�W�L�R�Q���V�\�V�W�H�P�V���G�X�H���W�R���D�Q���L�Q�F�U�H�D�V�H���L�Q���W�K�H���Q�X�P�E�H�U���R�I���P�R�E�L�O�H���X�V�H�U�V�����F�R�P�S�X�W�H�U���Q�H�W�Z�R�U�N��

�D�S�S�O�L�F�D�W�L�R�Q�V���D�Q�G���K�L�J�K���V�S�H�H�G���L�Q�W�H�U�Q�H�W���D�F�F�H�V�V���D�Q�G���V�H�U�Y�L�F�H�V�����9�L�V�L�E�O�H���O�L�J�K�W���F�R�P�P�X�Q�L�F�D�W�L�R�Q�����9�/�&����

�L�V�� �D�� �Q�H�Z�O�\�� �H�P�H�U�J�L�Q�J���W�H�F�K�Q�R�O�R�J�\�� �L�Q�� �R�S�W�L�F�D�O�� �Z�L�U�H�O�H�V�V�� �F�R�P�P�X�Q�L�F�D�W�L�R�Q�� ���2�:�&���� �V�\�V�W�H�P�V�� �W�R��

�S�U�R�Y�L�G�H���E�R�W�K���L�O�O�X�P�L�Q�D�W�L�R�Q�� �D�Q�G�� �K�L�J�K���V�S�H�H�G�� �G�D�W�D�� �F�R�P�P�X�Q�L�F�D�W�L�R�Q���� �,�Q�� �D�G�G�L�W�L�R�Q�����L�W���F�D�Q�� �D�O�V�R�� �E�H��

�X�V�H�G���I�R�U���L�Q�G�R�R�U���S�R�V�L�W�L�R�Q�L�Q�J���R�U���O�R�F�D�O�L�]�D�W�L�R�Q���Z�L�W�K���Z�L�G�H���D�S�S�O�L�F�D�W�L�R�Q�V���W�K�D�W���K�D�V���P�H�U�L�W�H�G���D���Q�X�P�E�H�U��

�R�I���D�W�W�U�D�F�W�L�Y�H���U�H�V�H�D�U�F�K���V�W�X�G�L�H�V�����+�R�Z�H�Y�H�U�����V�H�F�X�U�L�W�\���L�Q���Z�L�U�H�O�H�V�V���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���K�D�V���E�H�F�R�P�H���D��

�P�D�W�W�H�U���R�I���F�R�Q�F�H�U�Q���G�X�H���W�R���W�K�H���S�R�V�V�L�E�L�O�L�W�\���R�I���X�Q�D�X�W�K�R�U�L�V�H�G���D�F�F�H�V�V���W�R���W�U�D�Q�V�P�L�W�W�H�G���G�D�W�D�� 

�7�K�L�V���W�K�H�V�L�V���L�Q�Y�H�V�W�L�J�D�W�H�V���U�H�F�H�L�Y�H�G���R�S�W�L�F�D�O���S�R�Z�H�U�����5�2�3�����G�L�V�W�U�L�E�X�W�L�R�Q���W�R���D�F�K�L�H�Y�H���L�O�O�X�P�L�Q�D�W�L�R�Q��

�U�H�T�X�L�U�H�P�H�Q�W�V���I�R�U�� �E�R�W�K���R�S�W�L�P�D�O�� �D�Q�G�� �V�X�E���R�S�W�L�P�D�O���/�D�P�E�H�U�W�L�D�Q�� �R�U�G�H�U���L�Q���V�L�Q�J�O�H�� �D�Q�G�� �I�R�X�U�� �F�H�O�O��

�F�R�Q�I�L�J�X�U�D�W�L�R�Q�V�����)�X�U�W�K�H�U�P�R�U�H�����L�W���S�U�R�S�R�V�H�V�� �9�/�&���E�D�V�H�G�� �L�Q�G�R�R�U�� �S�R�V�L�W�L�R�Q�L�Q�J�� �E�\�� �X�V�L�Q�J�� �W�K�H��

�U�H�F�H�L�Y�H�G���R�S�W�L�F�D�O���S�R�Z�H�U���O�H�Y�H�O�V���I�U�R�P���W�K�H���H�P�L�W�W�L�Q�J���/�(�'�V�����%�R�W�K���V�F�H�Q�D�U�L�R�V���R�I���O�L�Q�H���R�I���V�L�J�K�W�����/�2�6����

�D�Q�G�� �O�L�Q�H���R�I���V�L�J�K�W�� �Z�L�W�K�� �Q�R�Q���O�L�Q�H���R�I���V�L�J�K�W�� ���/�2�6�1�/�2�6���� �S�R�V�L�W�L�R�Q�L�Q�J���D�U�H�� �F�R�Q�V�L�G�H�U�H�G���� �7�K�H��

�S�H�U�I�R�U�P�D�Q�F�H���R�I�� �W�K�H�� �S�U�R�S�R�V�H�G�� �V�\�V�W�H�P���L�V���H�Y�D�O�X�D�W�H�G�� �X�Q�G�H�U�� �E�R�W�K�� �Q�R�L�V�\�� �D�Q�G�� �Q�R�L�V�H�O�H�V�V�� �F�K�D�Q�Q�H�O��

�F�D�V�H�V���D�Q�G���W�K�H���L�P�S�D�F�W���R�I���G�L�I�I�H�U�H�Q�W���O�R�F�D�W�L�R�Q���F�R�G�H�V���R�Q���W�K�H���S�R�V�L�W�L�R�Q�L�Q�J���H�U�U�R�U���L�V���D�O�V�R���L�Q�Y�H�V�W�L�J�D�W�H�G����

�$�Q���D�Q�D�O�\�W�L�F�D�O���P�R�G�H�O���R�I���W�K�H���V�\�V�W�H�P���Z�L�W�K���Q�R�L�V�H���D�Q�G���W�K�H���F�R�U�U�H�V�S�R�Q�G�L�Q�J���Q�X�P�H�U�L�F�D�O���H�Y�D�O�X�D�W�L�R�Q��

�I�R�U���D���U�D�Q�J�H���R�I���V�L�J�Q�D�O���W�R���Q�R�L�V�H���U�D�W�L�R�V�����6�1�5�V�����D�U�H���S�U�H�V�H�Q�W�H�G�����7�K�H���U�H�V�X�O�W�V���V�K�R�Z���W�K�D�W���D�Q���D�F�F�X�U�D�F�\��
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Chapter One 

Introduction  

1.1. Research Fundamentals and Motivation 

�1�R�Z�D�G�D�\�V���� �W�K�H�U�H�� �L�V�� �D�Q�� �H�[�S�R�Q�H�Q�W�L�D�O�O�\�� �J�U�R�Z�L�Q�J�� �G�H�P�D�Q�G�� �I�R�U�� �G�D�W�D�� �W�U�D�Q�V�I�H�U�� �E�H�W�Z�H�H�Q�� �W�K�H��

�L�Q�F�U�H�D�V�L�Q�J���Q�X�P�E�H�U���R�I���W�K�H���Q�H�W�Z�R�U�N�V�¶���X�V�H�U�V�����$�V���D���U�H�V�X�O�W�����W�K�H���F�X�U�U�H�Q�W���F�R�P�P�X�Q�L�F�D�W�L�R�Q���V�\�V�W�H�P�V����

�Z�K�L�F�K���D�U�H�� �U�H�S�U�H�V�H�Q�W�H�G���L�Q�� �5�D�G�L�R�� �)�U�H�T�X�H�Q�F�\�� ���5�)���� �F�R�P�P�X�Q�L�F�D�W�L�R�Q���� �D�U�H�� �I�D�F�L�Q�J�� �V�L�J�Q�L�I�L�F�D�Q�W��

�F�K�D�O�O�H�Q�J�H�V���W�R���D�F�K�L�H�Y�H���W�K�L�V���W�D�U�J�H�W���G�X�H���W�R���W�K�H���O�L�P�L�W�D�W�L�R�Q���R�I���5�)���E�D�Q�G�Z�L�G�W�K�����5�)���O�L�F�H�Q�V�H���I�H�H�V�����K�L�J�K��

�L�P�S�O�H�P�H�Q�W�D�W�L�R�Q���F�R�V�W�V���D�Q�G���V�S�H�F�W�U�X�P���R�Y�H�U�F�U�R�Z�G�L�Q�J�����7�K�H���V�S�H�F�W�U�X�P���R�Y�H�U�F�U�R�Z�G�L�Q�J���S�U�R�E�O�H�P���R�I��

�W�K�H���S�U�H�V�H�Q�W���8�.���5�)���D�O�O�R�F�D�W�L�R�Q���F�K�D�U�W���L�V���G�H�S�L�F�W�H�G���L�Q���)�L�J���������������)�U�R�P���W�K�L�V���F�K�D�U�W�����L�W���F�D�Q���E�H���V�H�H�Q���W�K�D�W��

�W�K�H���K�L�J�K�O�\���U�H�V�W�U�L�F�W�L�Y�H���E�D�Q�G�Z�L�G�W�K���S�U�R�E�O�H�P���R�S�H�Q�V���W�K�H���S�U�R�V�S�H�F�W���I�R�U���R�S�W�L�F�D�O���Z�L�U�H�O�H�V�V���W�H�F�K�Q�R�O�R�J�\��

�D�V���D�Q���D�O�W�H�U�Q�D�W�L�Y�H���W�R���F�X�U�U�H�Q�W���Z�L�U�H�O�H�V�V���F�R�P�P�X�Q�L�F�D�W�L�R�Q���Q�H�W�Z�R�U�N���V�X�F�K���D�V���:�L���)�L���D�Q�G���:�L���0�D�[�� 

�,�Q�G�H�H�G�����W�K�H�U�H���K�D�V���D�O�U�H�D�G�\���E�H�H�Q���D���Q�X�P�E�H�U���R�I���U�H�V�H�D�U�F�K���H�I�I�R�U�W�V���D�Q�G���G�H�P�R�Q�V�W�U�D�W�L�R�Q�V���I�R�F�X�V�L�Q�J��

�R�Q���R�S�W�L�F�D�O���Z�L�U�H�O�H�V�V���F�R�P�P�X�Q�L�F�D�W�L�R�Q�����2�:�&�����W�H�F�K�Q�R�O�R�J�L�H�V���V�X�F�K�� �D�V���I�U�H�H���V�S�D�F�H���R�S�W�L�F�D�O�� ���)�6�2����

�F�R�P�P�X�Q�L�F�D�W�L�R�Q�����L�Q�I�U�D���U�H�G�����,�5�����D�Q�G���Y�L�V�L�E�O�H���O�L�J�K�W���F�R�P�P�X�Q�L�F�D�W�L�R�Q�����9�/�&�����>�������@�����,�Q���W�K�L�V���Z�R�U�N����

�Z�H���I�R�F�X�V���R�Q���W�K�H���9�/�&���D�O�W�H�U�Q�D�W�L�Y�H�����,�Q���W�K�H���Q�H�[�W���V�X�E���V�H�F�W�L�R�Q�����D�Q���R�Y�H�U�Y�L�H�Z���R�I���9�/�&���W�H�F�K�Q�R�O�R�J�L�H�V��

�Z�L�O�O���E�H���J�L�Y�H�Q�� 

1.1.1. Overview on Visible L ight Communication 

�,�Q�� �U�H�F�H�Q�W�� �\�H�D�U�V�����9�/�&���V�\�V�W�H�P�V�� �K�D�Y�H�� �H�P�H�U�J�H�G�� �D�V���Q�H�Z���D�Q�G�� �F�R�P�S�H�W�L�W�L�Y�H���D�U�H�D�� �L�Q���D�Q���2�:�&��

�W�H�F�K�Q�R�O�R�J�\���D�V���D���V�H�T�X�H�O���W�R���5�)���W�H�F�K�Q�R�O�R�J�\���J�D�W�K�H�U�L�Q�J���V�L�J�Q�L�I�L�F�D�Q�W���U�H�V�H�D�U�F�K���D�W�W�H�Q�W�L�R�Q�����7�K�H���9�/�&��

�L�V���D�Q���H�P�H�U�J�L�Q�J���W�H�F�K�Q�R�O�R�J�\���W�K�D�W���D�L�P�V���W�R���D�F�K�L�H�Y�H���K�L�J�K���G�D�W�D���U�D�W�H���X�V�L�Q�J���W�K�H���Y�L�V�L�E�O�H���U�D�Q�J�H���R�I���W�K�H��

�H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F�� �V�S�H�F�W�U�X�P�� ���L���H���� �Y�L�V�L�E�O�H�� �O�L�J�K�W�� �Z�D�Y�H�O�H�Q�J�W�K�V�� �E�H�W�Z�H�H�Q���a�������� �Q�P�� �W�R�� �a�� �������� �Q�P������

�9�/�&���W�H�F�K�Q�R�O�R�J�\�����Z�K�L�F�K���U�H�I�H�U�U�H�G���W�R���D�V���O�L�J�K�W���I�L�G�H�O�L�W�\�����/�L���)�L�����Q�H�W�Z�R�U�N�V���D�V���Z�H�O�O�����K�D�V���U�H�F�H�L�Y�H�G 
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�L�Q�F�U�H�D�V�L�Q�J���U�H�V�H�D�U�F�K�� �D�W�W�H�Q�W�L�R�Q�� �L�Q�� �W�Z�R�� �O�D�V�W�� �G�H�F�D�G�H�V�� �G�X�H�� �W�R�� �W�K�H�L�U�� �F�D�S�D�E�L�O�L�W�\���R�I���S�U�R�Y�L�G�L�Q�J�� �W�Z�R��

�V�L�P�X�O�W�D�Q�H�R�X�V���I�X�Q�F�W�L�R�Q�V�����L�O�O�X�P�L�Q�D�W�L�R�Q�� �D�Q�G���G�D�W�D�� �W�U�D�Q�V�P�L�V�V�L�R�Q���� �)�X�U�W�K�H�U�P�R�U�H���� �W�K�H�� �W�H�F�K�Q�R�O�R�J�\��

�R�I�I�H�U�V���K�X�J�H���E�D�Q�G�Z�L�G�W�K���R�I���D�S�S�U�R�[�L�P�D�W�H�O�\���a�����������7�+�]�����Z�K�L�F�K���L�V�����������������W�L�P�H�V���O�D�U�J�H�U���W�K�D�Q���W�K�H��

�5�)�� �E�D�Q�G�Z�L�G�W�K�� ���D�V�� �V�K�R�Z�Q�� �L�Q���)�L�J���� �������������,�Q�� ������������ �7�R�V�K�L�K�L�N�R�� �.�R�P�L�Q�H�� �S�U�R�S�R�V�H�G�� �9�/�&�� �D�V�� �D�Q��

�H�P�H�U�J�L�Q�J�� �D�U�H�D�� �L�Q�� �R�S�W�L�F�D�O�� �V�\�V�W�H�P�V�� �X�V�L�Q�J���Z�K�L�W�H���O�L�J�K�W���H�P�L�W�W�L�Q�J�� �G�L�R�G�H�V�����/�(�'�V���� �L�Q�� �-�D�S�D�Q���� �7�K�H��

�Z�K�L�W�H���S�K�R�V�S�K�R�U���/�(�'�6�����:�3�/�(�'�V�����D�U�H���W�K�H���P�R�V�W���S�R�S�X�O�D�U���W�\�S�H���R�I���L�Q�R�U�J�D�Q�L�F���/�(�'�V���Z�K�L�F�K���R�I�I�H�U��

�P�R�G�X�O�D�W�L�R�Q���E�D�Q�G�Z�L�G�W�K���X�S���W�R���K�X�Q�G�U�H�G�V���R�I���0�+�]���X�V�L�Q�J���V�H�Y�H�U�D�O���H�T�X�D�O�L�]�H�U�V�����+�R�Z�H�Y�H�U�����W�K�H�U�H���D�U�H��

�D�� �Q�X�P�E�H�U�� �R�I�� �V�H�U�L�R�X�V�� �F�K�D�O�O�H�Q�J�H�V�� �D�V�V�R�F�L�D�W�H�G�� �Z�L�W�K�� �9�/�&�� �W�H�F�K�Q�R�O�R�J�L�H�V���� �)�R�U�� �L�Q�V�W�D�Q�F�H���� �W�K�R�V�H��

�F�K�D�O�O�H�Q�J�H�V�� �L�Q�F�O�X�G�H�� �R�S�W�L�P�D�O�� �V�S�H�F�W�U�D�� �D�O�O�R�F�D�W�L�R�Q���� �K�L�J�K�� �F�D�S�D�F�L�W�\�� �E�U�R�D�G�E�D�Q�G�� �O�L�Q�N�V���� �S�R�Z�H�U��

�F�R�Q�V�X�P�S�W�L�R�Q���� �T�X�D�O�L�W�\�� �R�I�� �V�H�U�Y�L�F�H�����4�R�6������ �P�R�E�L�O�L�W�\���� �L�Q�G�R�R�U�� �S�R�V�L�W�L�R�Q�L�Q�J�� �D�Q�G�� �V�H�F�X�U�L�W�\����The 

contributions of this work will focus on the last two challenges, namely �L�Q�G�R�R�U���S�R�V�L�W�L�R�Q�L�Q�J��

�D�Q�G���V�H�F�X�U�L�W�\���>���������@. 

�)�L�J���������������7�K�H���Y�L�V�L�E�O�H���O�L�J�K�W���U�D�Q�J�H���L�Q���W�K�H���H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F���V�S�H�F�W�U�X�P���W�R���V�K�R�Z���W�K�H���G�L�I�I�H�U�H�Q�F�H���E�H�W�Z�H�H�Q���W�K�H��
�5�)���E�D�Q�G�Z�L�G�W�K���D�Q�G���W�K�H���Y�L�V�L�E�O�H���O�L�J�K�W���E�D�Q�G�Z�L�G�W�K���>���@�� 



 

�� 
 

1.1.2. Positioning in OWC Systems 

�6�D�W�H�O�O�L�W�H���E�D�V�H�G���S�R�V�L�W�L�R�Q�L�Q�J���P�H�W�K�R�G�V���V�X�F�K���D�V���J�O�R�E�D�O���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P�V�����*�3�6�����R�I�I�H�U���Y�H�U�\��

�D�F�F�X�U�D�W�H�� �O�R�F�D�W�L�R�Q�� �P�H�D�V�X�U�H�P�H�Q�W�V���� �+�R�Z�H�Y�H�U���� �W�K�H�V�H�� �P�H�W�K�R�G�V���D�U�H�� �L�Q�F�D�S�D�E�O�H���R�I�� �S�U�R�Y�L�G�L�Q�J�� �W�K�H��
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1.1.3. Security in OWC Systems  
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�8�V�L�Q�J�� �W�K�H�� �W�H�F�K�Q�L�T�X�H���� �L�W���L�V�� �H�L�W�K�H�U�� �L�P�S�R�V�V�L�E�O�H�� �R�U�� �F�R�P�S�X�W�D�W�L�R�Q�D�O�O�\�� �L�Q�I�H�D�V�L�E�O�H�� �I�R�U�� �D�� �K�D�F�N�H�U�� �W�R��

�F�U�D�F�N�� �W�K�H�� �F�R�G�H�����7�K�H�U�H�I�R�U�H���� �F�U�\�S�W�R�J�U�D�S�K�\�� �F�D�Q�� �S�U�R�W�H�F�W�� �G�D�W�D�� �G�X�U�L�Q�J�� �W�U�D�Q�V�P�L�V�V�L�R�Q�� �I�U�R�P�� �I�R�X�U��

�J�H�Q�H�U�D�O���F�D�W�H�J�R�U�L�H�V���R�I���D�W�W�D�F�N�����L�Q�W�H�U�U�X�S�W�L�R�Q�����L�Q�W�H�U�F�H�S�W�L�R�Q�����P�R�G�L�I�L�F�D�W�L�R�Q���D�Q�G���I�D�E�U�L�F�D�W�L�R�Q�����7�K�H�U�H��

�D�U�H�� �W�K�U�H�H�� �P�D�L�Q�� �X�Q�L�W�V�� �L�Q�� �D�� �W�\�S�L�F�D�O�� �F�U�\�S�W�R�J�U�D�S�K�\�� �V�\�V�W�H�P���� �D�� �G�D�W�D�� �H�Q�F�U�\�S�W�L�R�Q�� �X�Q�L�W���� �D�� �G�D�W�D��

�G�H�F�U�\�S�W�L�R�Q���X�Q�L�W���D�Q�G���D���N�H�\���P�D�Q�D�J�H�P�H�Q�W���X�Q�L�W���D�V���V�K�R�Z�Q���L�Q���)�L�J���������������7�K�H���N�H�\���P�D�Q�D�J�H�P�H�Q�W���X�Q�L�W��

�P�D�Q�D�J�H�V���W�K�H���J�H�Q�H�U�D�W�L�R�Q�����G�L�V�W�U�L�E�X�W�L�R�Q�����U�H�F�R�J�Q�L�W�L�R�Q�����D�Q�G���U�H�F�H�S�W�L�R�Q���R�I���W�K�H���F�U�\�S�W�R�J�U�D�S�K�L�F���N�H�\�V��

�>�������������@�� 

�&�U�\�S�W�R�J�U�D�S�K�\���W�H�F�K�Q�L�T�X�H�V���D�U�H���J�H�Q�H�U�D�O�O�\���G�L�Y�L�G�H�G���L�Q�W�R���W�Z�R���F�D�W�H�J�R�U�L�H�V���R�I���F�L�S�K�H�U�V�����7�K�H���I�L�U�V�W��

�R�Q�H���U�H�O�D�W�H�V���W�R���V�\�P�P�H�W�U�L�F���F�L�S�K�H�U�V���N�Q�R�Z�Q���D�V���F�R�Q�Y�H�Q�W�L�R�Q�D�O���H�Q�F�U�\�S�W�L�R�Q���R�U���V�K�D�U�H�G���N�H�\���H�Q�F�U�\�S�W�L�R�Q��

�Z�K�L�F�K�� �X�V�H�V�� �W�K�H�� �V�D�P�H�� �N�H�\�� �I�R�U�� �E�R�W�K�� �H�Q�F�U�\�S�W�L�R�Q�� �D�Q�G�� �G�H�F�U�\�S�W�L�R�Q�� �D�Q�G�� �D�U�H�� �H�P�S�O�R�\�H�G�� �L�Q�� �V�X�F�K��

�W�H�F�K�Q�L�T�X�H�V���D�V���'�D�W�D���(�Q�F�U�\�S�W�L�R�Q���6�W�D�Q�G�D�U�G�����'�(�6�������$�G�Y�D�Q�F�H���(�Q�F�U�\�S�W�L�R�Q���6�W�D�Q�G�D�U�G�����$�(�6�������D�Q�G��

�2�Q�H���7�L�P�H���.�H�\�����2�7�.�����>�������������@�����2�Q���W�K�H���R�W�K�H�U���K�D�Q�G�����W�K�H���V�H�F�R�Q�G���W�H�F�K�Q�L�T�X�H���L�V���D�V�\�P�P�H�W�U�L�F���F�L�S�K�H�U��

�N�Q�R�Z�Q�� �D�V�� �S�X�E�O�L�F���N�H�\�� �F�U�\�S�W�R�J�U�D�S�K�\�� �Z�K�L�F�K�� �X�V�H�V�� �W�K�H�� �G�L�I�I�H�U�H�Q�W�� �N�H�\�V�� �I�R�U�� �H�Q�F�U�\�S�W�L�R�Q�� �D�Q�G��

�G�H�F�U�\�S�W�L�R�Q�� ���H���J������ �5�6�$�� �D�O�J�R�U�L�W�K�P���� �'�L�I�I�L�H���+�H�O�O�P�D�Q�� �N�H�\�� �(�[�F�K�D�Q�J�H���� �D�Q�G�� �(�O�O�L�S�W�L�F�� �F�X�U�Y�H�V��

�F�U�\�S�W�R�J�U�D�S�K�\�������7�K�H���V�X�P�P�D�U�\���R�I���W�K�H���L�V�V�X�H�V�����H�[�L�V�W�L�Q�J���V�R�O�X�W�L�R�Q�V���D�Q�G���R�U�L�J�L�Q�D�O���F�R�Q�W�U�L�E�X�W�L�R�Q�V���I�R�U��

�W�K�H���L�Q�G�R�R�U���9�/�&���V�\�V�W�H�P���L�Q���W�K�L�V���W�K�H�V�L�V���D�U�H���R�X�W�O�L�Q�H�G���L�Q���)�L�J���������������+�R�Z�H�Y�H�U�����)�L�J�������������H�[�S�O�D�L�Q�V���W�K�H��

�E�O�R�F�N���G�L�D�J�U�D�P���R�I���W�K�H���Z�R�U�N���Z�K�L�F�K���K�D�V���E�H�H�Q���G�R�Q�H���L�Q���9�/�&���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P���L�Q���W�K�L�V���W�K�H�V�L�V����

�2�Q���W�K�H���R�W�K�H�U���K�D�Q�G�����W�K�H���5�6�6�,���W�H�F�K�Q�L�T�X�H���K�D�V���E�H�H�Q���X�V�H�G���W�R���R�E�W�D�L�Q���W�K�H���O�R�F�D�W�L�R�Q���R�I���W�K�H���X�V�H�U���X�V�L�Q�J��

�)�L�J���������������*�H�Q�H�U�D�O���F�U�\�S�W�R�J�U�D�S�K�L�F���X�Q�L�W�V���>�����@�� 
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�W�K�U�H�H�� �D�Q�G�� �W�Z�R�� �W�U�D�Q�V�P�L�W�W�H�U�V�� �I�R�U���D�Q���L�Q�G�R�R�U�� �S�R�V�L�W�L�R�Q�L�Q�J�� �V�\�V�W�H�P���� �,�Q�� �H�D�F�K�� �R�I�� �W�K�H�� �W�Z�R�� �L�Q�G�R�R�U��

�S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P�����Z�H���K�D�Y�H���L�P�S�O�H�P�H�Q�W�H�G���W�K�H���S�R�V�L�W�L�R�Q�L�Q�J���D�O�J�R�U�L�W�K�P���X�V�L�Q�J���5�2�3���G�L�V�W�U�L�E�X�W�L�R�Q�V��

�D�Q�G���U�H�D�O���V�\�V�W�H�P���D�S�S�U�R�D�F�K�H�V���D�V���Z�H�O�O���D�V���Z�H���K�D�Y�H���F�R�Q�V�L�G�H�U�H�G���/�2�6���D�Q�G���/�2�6�1�/�2�6���V�F�H�Q�D�U�L�R�V��

�I�R�U���Q�R�L�V�\���D�Q�G���Q�R�L�V�H�O�H�V�V���F�D�V�H�V�� 

1.2. Aims and Objectives  

�7�K�H���P�D�L�Q���D�L�P�V���R�I���W�K�L�V���Z�R�U�N���D�U�H���W�R���S�U�R�S�R�V�H���D�Q�G���G�H�V�L�J�Q���D���Q�R�Y�H�O���V�H�F�X�U�H���6�,�6�2���9�/�&���V�\�V�W�H�P��

�D�Q�G�� �D�� �Q�R�Y�H�O�� �V�H�F�X�U�H�� �0�,�0�2�� �9�/�&�� �V�\�V�W�H�P�� �E�D�V�H�G���R�Q�� �W�K�H�� �S�R�V�L�W�L�R�Q�� �R�I�� �W�K�H�� �X�V�H�U�� �D�Q�G�� �X�W�L�O�L�V�L�Q�J��

�F�U�\�S�W�R�J�U�D�S�K�L�F���W�H�F�K�Q�L�T�X�H�V�����$�V���D���U�H�V�X�O�W�����W�K�H���R�E�M�H�F�W�L�Y�H�V���R�I���W�K�L�V���W�K�H�V�L�V���D�U�H�� 

�x �7�R�� �X�Q�G�H�U�V�W�D�Q�G�� �W�K�H�� �9�/�&�� �V�\�V�W�H�P�� �D�Q�G�� �L�Q�Y�H�V�W�L�J�D�W�H�� �L�W�V�� �S�H�U�I�R�U�P�D�Q�F�H�� �I�R�U�� �6�,�6�2���7�'�0�� �D�Q�G��

�0�,�0�2�� 

�x �7�R���G�H�Y�H�O�R�S���D�Q�G���L�P�S�O�H�P�H�Q�W���W�K�H���S�R�V�L�W�L�R�Q�L�Q�J���W�H�F�K�Q�L�T�X�H�V���I�R�U���W�K�H���9�/�&���V�\�V�W�H�P�� 

�x �7�R���G�H�Y�H�O�R�S���D�Q�G���L�P�S�O�H�P�H�Q�W���W�K�H���V�H�F�X�U�L�W�\���I�R�U���W�K�H���6�,�6�2���9�/�&���V�\�V�W�H�P�� 

�x �7�R���G�H�Y�H�O�R�S���D�Q�G���L�P�S�O�H�P�H�Q�W���W�K�H���V�H�F�X�U�L�W�\���I�R�U���W�K�H���0�,�0�2���9�/�&���V�\�V�W�H�P���E�D�V�H�G���R�Q���W�K�H���9�/�&��

�S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P�� 

1.3. Original Contributions  

�$�Q���R�X�W�O�L�Q�H���R�I���W�K�H���P�D�L�Q���F�R�Q�W�U�L�E�X�W�L�R�Q�V���R�I���W�K�L�V���W�K�H�V�L�V���D�U�H�� 

�¾ �,�Q���&�K�D�S�W�H�U���7�K�U�H�H 

�x �$���F�R�P�S�U�H�K�H�Q�V�L�Y�H���L�Q�Y�H�V�W�L�J�D�W�L�R�Q���R�I���W�K�H���U�H�F�H�L�Y�H�G���R�S�W�L�F�D�O���S�R�Z�H�U�����5�2�3�����G�L�V�W�U�L�E�X�W�L�R�Q�V���D�Q�G��

�F�R�P�S�D�U�L�V�R�Q���E�H�W�Z�H�H�Q���W�K�H���5�2�3���Z�L�W�K���D�Q�G���Z�L�W�K�R�X�W���R�S�W�L�P�X�P���/�D�P�E�H�U�W�L�D�Q���R�U�G�H�U���I�R�U���V�L�Q�J�O�H��

�D�Q�G���I�R�X�U���F�H�O�O���F�R�Q�I�L�J�X�U�D�W�L�R�Q�V���L�V���F�D�U�U�L�H�G���R�X�W�� 

�$�� �Q�R�Y�H�O�� �����'�� �L�Q�G�R�R�U�� �9�/�&���S�R�V�L�W�L�R�Q�L�Q�J�� �V�\�V�W�H�P�� �X�V�L�Q�J�� �W�K�U�H�H���W�U�D�Q�V�P�L�W�W�H�U�V�� �D�Q�G�� �U�H�F�H�L�Y�H�G��

�V�L�J�Q�D�O�V�� �L�Q�G�L�F�D�W�L�R�Q�� ���5�6�6�,���� �I�R�U�� �W�K�H�� �/�2�6�� �D�Q�G�� �W�K�H�� �/�2�6�1�/�2�6�� �V�F�H�Q�D�U�L�R�V���X�V�L�Q�J���W�K�H�� �5�2�3��

�D�S�S�U�R�D�F�K�� �D�Q�G���D�Q���H�Q�G���W�R���H�Q�G�� �V�\�V�W�H�P���L�V�� �G�H�V�L�J�Q�H�G�����$���F�R�P�S�D�U�L�V�R�Q�� �L�V�� �D�O�V�R�� �P�D�G�H�� �Z�L�W�K��

�S�U�H�Y�L�R�X�V���U�H�V�H�D�U�F�K���Z�R�U�N���D�Q�G���W�K�L�V���Z�R�U�N���K�D�V���S�X�E�O�L�V�K�H�G���L�Q���>�����@�����V�H�H���)�L�J������������ 
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�)�L�J�����������������6�X�P�P�D�U�\���R�I���W�K�H���L�V�V�X�H�V�����H�[�L�V�W�L�Q�J���V�R�O�X�W�L�R�Q���D�Q�G���R�U�L�J�L�Q�D�O���F�R�Q�W�U�L�E�X�W�L�R�Q�V���I�R�U���L�Q�G�R�R�U���9�/�&���V�\�V�W�H�P���L�Q���W�K�L�V���G�L�V�V�H�U�W�D�W�L�R�Q�� 
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�x �$���Q�R�Y�H�O���D�S�S�U�R�D�F�K���I�R�U���U�H�F�R�Y�H�U�L�Q�J���W�K�H�������î�������0�,�0�2���9�/�&���G�D�W�D���Z�L�W�K���D���S�D�U�W�L�D�O���F�K�D�Q�Q�H�O���V�W�D�W�H��

�L�Q�I�R�U�P�D�W�L�R�Q�����&�6�,�����N�Q�R�Z�O�H�G�J�H���L�Q���E�R�W�K���Q�R�L�V�\���D�Q�G���Q�R�L�V�H�O�H�V�V���F�D�V�H�V���L�V���G�H�V�L�J�Q�H�G���D�Q�G���W�K�L�V���Z�R�U�N��

�K�D�V���S�X�E�O�L�V�K�H�G���L�Q���>�����@�� 

�¾ �,�Q���&�K�D�S�W�H�U���)�R�X�U 

�x �:�H�� �K�D�Y�H�� �S�U�R�S�R�V�H�G���� �G�H�V�L�J�Q�H�G���� �L�P�S�O�H�P�H�Q�W�H�G�� �D�Q�G�� �H�Y�D�O�X�D�W�H�G�� �D�� �Q�R�Y�H�O�� ���'�� �L�Q�G�R�R�U�� �9�/�&��

�S�R�V�L�W�L�R�Q�L�Q�J�� �Z�K�D�W�� �X�V�L�Q�J�� �R�Q�O�\�� �W�Z�R�� �W�U�D�Q�V�P�L�W�W�H�U�V�� �X�V�L�Q�J�� �W�Z�R�� �D�S�S�U�R�D�F�K�H�V���� �W�K�H�� �5�2�3��

�G�L�V�W�U�L�E�X�W�L�R�Q�V���D�S�S�U�R�D�F�K���D�Q�G���H�Q�G���W�R���H�Q�G���V�\�V�W�H�P���I�R�U���E�R�W�K���/�2�6���D�Q�G���/�2�6�1�/�2�6���V�F�H�Q�D�U�L�R�V��

�Z�L�W�K���L�G�H�D�O���D�Q�G���Q�R�L�V�\���F�R�Q�G�L�W�L�R�Q�V�����V�H�H���)�L�J������������ 

�x �:�H���K�D�Y�H���G�H�U�L�Y�H�G���D�Q�G���Y�H�U�L�I�L�H�G���W�K�H���P�D�W�K�H�P�D�W�L�F�D�O���P�R�G�H�O���R�I���W�K�H���Q�R�L�V�H���D�Q�G���W�K�H���L�P�S�D�F�W���R�I��

�Q�R�L�V�H���R�Q���D�Q�J�X�O�D�U���H�U�U�R�U���D�Q�G���G�L�V�W�D�Q�F�H���H�U�U�R�U�����$���F�R�P�S�D�U�L�V�R�Q���Z�L�W�K���D���F�R�Q�Y�H�Q�W�L�R�Q�D�O���W�U�L�O�D�W�H�U�D�W�L�R�Q��

�P�H�W�K�R�G���L�V���D�O�V�R���P�D�G�H���L�Q���W�K�L�V���&�K�D�S�W�H�U���D�Q�G���W�K�L�V���Z�R�U�N���K�D�V���S�X�E�O�L�V�K�H�G���L�Q���>�����@�����V�H�H���)�L�J������������ 

�¾ �,�Q���&�K�D�S�W�H�U���)�L�Y�H 

�x �:�H���K�D�Y�H���S�U�R�S�R�V�H�G�����G�H�V�L�J�Q�H�G���D�Q�G���V�L�P�X�O�D�W�H�G���D���V�H�F�X�U�H���6�,�6�2���9�/�&���V�\�V�W�H�P���X�V�L�Q�J���5�6�$��

�W�H�F�K�Q�L�T�X�H�� �I�R�U�� �H�Q�F�U�\�S�W�L�R�Q�� �D�Q�G�� �G�H�F�U�\�S�W�L�R�Q�� �I�R�U�� �E�R�W�K�� �/�2�6�� �D�Q�G�� �/�2�6�1�/�2�6�� �V�F�H�Q�D�U�L�R�V����

�)�X�U�W�K�H�U�P�R�U�H�����L�Q�Y�H�V�W�L�J�D�W�L�R�Q�� �R�I�� �W�K�H�� �S�R�Z�H�U�� �S�H�Q�D�O�W�\�� �L�Q�G�X�F�H�G�� �D�V���D���U�H�V�X�O�W�� �R�I�� �H�Q�F�U�\�S�W�H�G��

�E�O�R�F�N���O�H�Q�J�W�K���L�V���F�R�Q�G�X�F�W�H�G�����7�K�L�V���Z�R�U�N���K�D�V���S�X�E�O�L�V�K�H�G���L�Q���>�����@�� 
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Chapter Two 

Optical Wireless Communication System 
Overview 

2.1. Introduction 
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2.1.1. OWC Systems Versus RF Systems 
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2.1.2. Challenges facing OWC Systems 
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2.2.2. Channel Modelling 
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2.2.5. Noise in VLC Systems 
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2.2.5.2. Shot Noise 
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2.2.5.3. Thermal Noise 
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2.3. Multiple-Input  Multiple -Output (MIMO)  
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2.3.1. The MIMO VLC Model 
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 2.3.2. MIMO Receivers 
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2.3.2.2. Minimum Mean Squared Error (MMSE) Equaliser 
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2.4. Indoor VLC Positioning Techniques 

�,�Q�� �J�H�Q�H�U�D�O���� �U�D�G�L�R���E�D�Q�G�� �V�D�W�H�O�O�L�W�H���E�D�V�H�G�� �S�R�V�L�W�L�R�Q�L�Q�J�� �W�H�F�K�Q�R�O�R�J�L�H�V�� ���L���H���� �*�3�6���� �K�D�Y�H�� �E�H�H�Q��

�Z�L�G�H�O�\���X�V�H�G���I�R�U���D���Q�X�P�E�H�U���R�I���\�H�D�U�V���P�R�V�W�O�\���I�R�U���R�X�W�G�R�R�U���D�S�S�O�L�F�D�W�L�R�Q�V�����+�R�Z�H�Y�H�U�����*�3�6���F�D�Q�Q�R�W��

�E�H���X�V�H�G���L�Q���L�Q�G�R�R�U���H�Q�Y�L�U�R�Q�P�H�Q�W�V�����K�R�P�H�V�����I�D�F�W�R�U�L�H�V�����R�I�I�L�F�H�V�����W�X�Q�Q�H�O�V�����H�W�F�������G�X�H���W�R���W�K�H���V�L�J�Q�L�I�L�F�D�Q�W��

�V�L�J�Q�D�O���D�W�W�H�Q�X�D�W�L�R�Q���E�\���Z�D�O�O�V���D�Q�G���H�Q�F�O�R�V�H�G���R�E�M�H�F�W�V���>�������������@�������,�Q���D�G�G�L�W�L�R�Q�����W�K�H���O�R�F�D�W�L�R�Q���H�U�U�R�U���L�Q��

�F�R�P�P�H�U�F�L�D�O���*�3�6���V�\�V�W�H�P�V���L�V���L�Q���W�K�H���R�U�G�H�U���R�I���D���I�H�Z���P�H�W�H�U�V�����W�K�X�V���P�D�N�L�Q�J���W�K�H�P���O�H�V�V���D�W�W�U�D�F�W�L�Y�H��

�I�R�U���L�Q�G�R�R�U���D�S�S�O�L�F�D�W�L�R�Q�V���Z�K�H�U�H���D���P�R�U�H���D�F�F�X�U�D�W�H�����L���H�����D���I�H�Z���F�H�Q�W�L�P�H�W�U�H�V���H���J�����L�Q���P�D�Q�X�I�D�F�W�X�U�L�Q�J��

�D�Q�G�� �V�K�R�S�S�L�Q�J�� �H�Q�Y�L�U�R�Q�P�H�Q�W�V���� �O�R�F�D�O�L�V�D�W�L�R�Q�� �L�V�� �U�H�T�X�L�U�H�G���� �,�Q�� �L�Q�G�R�R�U�� �H�Q�Y�L�U�R�Q�P�H�Q�W�V���� �W�K�H�U�H�� �D�U�H�� �D��

�Q�X�P�E�H�U�� �R�I�� �S�R�V�L�W�L�R�Q�L�Q�J�� �V�F�K�H�P�H�V�� �E�D�V�H�G�� �R�Q�� �U�D�G�L�R�� �I�U�H�T�X�H�Q�F�\�� �Z�L�U�H�O�H�V�V�� �W�H�F�K�Q�R�O�R�J�L�H�V�� �V�X�F�K�� �D�V��

�Z�L�U�H�O�H�V�V���O�R�F�D�O���D�U�H�D���Q�H�W�Z�R�U�N�����:�/�$�1�������:�L���)�L���D�Q�G���%�O�X�H�W�R�R�W�K���Z�K�L�F�K���R�I�I�H�U���D���U�D�Q�J�H���R�I���D�F�F�X�U�D�F�\����

�F�R�Y�H�U�D�J�H���D�Q�G���L�Q�V�W�D�O�O�D�W�L�R�Q���F�R�V�W���>���������������������@�� 

�7�K�H�U�H���D�U�H���P�D�Q�\���W�H�F�K�Q�L�T�X�H�V���I�R�U���S�R�V�L�W�L�R�Q�L�Q�J���L�Q���L�Q�G�R�R�U���H�Q�Y�L�U�R�Q�P�H�Q�W���W�K�D�W���F�D�Q���E�H���X�V�H�G���E�D�V�H�G��

�R�Q���W�K�H���X�V�H�U���R�X�W�S�X�W���L�Q�F�O�X�G�L�Q�J���W�H�F�K�Q�L�T�X�H�V���X�W�L�O�L�V�L�Q�J�� �/�(�'�V�� �D�Q�G���D�U�H���I�U�H�H���R�I���L�Q�W�H�U�I�H�U�H�Q�F�H�V���I�U�R�P��

�R�W�K�H�U�V���Z�R�U�N�L�Q�J���L�Q���G�L�I�I�H�U�H�Q�W���U�R�R�P�V�����,�Q���R�W�K�H�U���Z�R�U�G�V�����W�K�H�V�H���D�U�H���W�K�H���V�D�P�H���W�H�F�K�Q�L�T�X�H�V���W�K�D�W���K�D�Y�H��

�E�H�H�Q���H�P�S�O�R�\�H�G�� �L�Q�� �:�L���)�L�� �Q�H�W�Z�R�U�N�V���>�����@���� �,�Q�G�R�R�U�� �S�R�V�L�W�L�R�Q�L�Q�J�� �D�O�J�R�U�L�W�K�P�V���L�Q�� �:�L���)�L�� �Q�H�W�Z�R�U�N�V��

�F�D�Q���E�H���F�D�W�H�J�R�U�L�]�H�G���D�V�� 

�x �3�U�R�[�L�P�L�W�\���D�O�J�R�U�L�W�K�P�����5�D�Q�J�H���I�U�H�H���D�O�J�R�U�L�W�K�P���Z�K�L�F�K���L�V���E�D�V�H�G���R�Q���W�K�H���W�U�D�Q�V�P�L�V�V�L�R�Q���U�D�Q�J�H���I�R�U��

�D���I�L�[�H�G���Q�R�G�H���D�Q�G���D���P�R�E�L�O�H���Q�R�G�H�����,�Q���W�K�L�V���F�D�V�H�����L�I���W�K�H���S�R�Z�H�U���O�H�Y�H�O���L�V���Z�H�D�N�����W�K�L�V���P�H�D�Q�V���W�K�D�W��

�W�K�H���P�R�E�L�O�H���Q�R�G�H���P�L�J�K�W���E�H���R�X�W���R�I���W�K�H���W�U�D�Q�V�P�L�V�V�L�R�Q���U�D�Q�J�H�� 

�x �)�L�Q�J�H�U�S�U�L�Q�W�L�Q�J���O�R�F�D�O�L�V�D�W�L�R�Q���D�O�J�R�U�L�W�K�P���H�V�W�L�P�D�W�H���W�K�H���X�V�H�U�¶�V���S�R�V�L�W�L�R�Q���X�V�L�Q�J���W�Z�R���V�W�D�J�H�V�����7�K�H��

�I�L�U�V�W���V�W�D�J�H���L�V���D�Q���R�I�I�O�L�Q�H���O�H�D�U�Q�L�Q�J���R�U���W�U�D�L�Q�L�Q�J���V�W�D�J�H���W�R���I�L�Q�G���W�K�H���F�K�D�Q�Q�H�O���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���X�V�L�Q�J��

�U�H�F�H�L�Y�H�G�� �V�L�J�Q�D�O�� �V�W�U�H�Q�J�W�K�� �L�Q�G�L�F�D�W�L�R�Q�� ���5�6�6�,������ �6�1�5�� �D�Q�G�� �S�U�R�E�D�E�L�O�L�W�\�� �G�L�V�W�U�L�E�X�W�L�R�Q�� �R�I�� �W�K�H��

�H�V�W�L�P�D�W�H�G�� �V�L�J�Q�D�O���� �6�H�F�R�Q�G�O�\���� �W�K�H�� �R�Q�O�L�Q�H�� �R�U���U�X�Q�W�L�P�H�� �V�W�D�J�H���� �Z�K�H�U�H�� �W�K�H�� �X�V�H�U���F�R�P�S�D�U�H�V�� �W�K�H��

�G�D�W�D�� �J�D�W�K�H�U�H�G�� �I�U�R�P�� �U�X�Q�W�L�P�H�� �D�Q�G�� �W�K�H�� �W�U�D�L�Q�L�Q�J�� �G�D�W�D�V�H�W�� �I�U�R�P�� �W�U�D�L�Q�L�Q�J�� �V�W�D�J�H�� �W�R�� �R�E�W�D�L�Q�� �W�K�H��

�O�R�F�D�W�L�R�Q�>�����@�� 



 

���� 
 

�x �7�U�L�O�D�W�H�U�D�W�L�R�Q���W�U�L�D�Q�J�X�O�D�W�L�R�Q�� �D�O�J�R�U�L�W�K�P�� �X�V�H�V�� �W�K�H�� �J�H�R�P�H�W�U�L�F�D�O�� �G�H�S�H�Q�G�H�Q�F�L�H�V�� �E�H�W�Z�H�H�Q�� �W�K�H��

�X�V�H�U�� �D�Q�G�� �W�U�D�Q�V�P�L�W�W�H�U�V�� �Z�K�H�U�H�D�V�� �W�K�H�� �W�U�L�O�D�W�H�U�D�W�L�R�Q�� �P�H�W�K�R�G�� �X�V�H�V�� �W�K�H�� �G�L�V�W�D�Q�F�H�V�� �D�Q�G�� �W�K�H��

�D�Q�J�X�O�D�W�L�R�Q���P�H�W�K�R�G���X�V�H�V���W�K�H���D�Q�J�O�H�V���E�H�W�Z�H�H�Q���W�K�H���P�R�E�L�O�H���Q�R�G�H���D�Q�G���W�U�D�Q�V�P�L�W�W�H�U�V���>�����@�����7�K�H��

�I�R�O�O�R�Z�L�Q�J���V�X�E�V�H�F�W�L�R�Q�V���Z�L�O�O���H�[�S�O�D�L�Q�H�G���V�R�P�H���R�I���W�K�H���S�U�H�Y�L�R�X�V���U�H�V�H�D�U�F�K���R�Q���V�X�E���W�H�F�K�Q�L�T�X�H�V��

�W�K�D�W���X�W�L�O�L�V�H���W�K�H���W�U�L�O�D�W�H�U�D�W�L�R�Q���D�Q�G���D�Q�J�X�O�D�W�L�R�Q���P�H�W�K�R�G�V���L�Q���9�/�&���H�Q�Y�L�U�R�Q�P�H�Q�W�V���>�����������������������@�� 

2.4.1. Time of Arrival (TOA)  

�7�K�H���7�2�$���W�H�F�K�Q�L�T�X�H���X�V�H�V���W�K�H���V�L�J�Q�D�O���S�U�R�S�D�J�D�W�L�R�Q���W�L�P�H���W�R���G�H�W�H�U�P�L�Q�H���W�K�H���X�V�H�U�¶�V���S�R�V�L�W�L�R�Q�����L���H����

�L�W���L�V���E�D�V�H�G���R�Q���W�K�H���W�L�P�H���I�R�U���W�K�H���V�L�J�Q�D�O���W�R���W�U�D�Y�H�O���I�U�R�P���W�K�H���W�U�D�Q�V�P�L�W�W�H�U���W�R���W�K�H���U�H�F�H�L�Y�H�U���>�����@�����7�K�L�V��

�P�H�W�K�R�G���L�V���V�R�P�H�W�L�P�H�V���U�H�I�H�U�U�H�G���W�R���D�V���7�L�P�H���R�I���)�O�L�J�K�W���D�Q�G���L�V���X�W�L�O�L�V�H�G���L�Q���*�3�6���V�\�V�W�H�P�V���D�V���Z�H�O�O����

�7�K�H���P�D�M�R�U�L�W�\���R�I���F�X�U�U�H�Q�W���U�H�V�H�D�U�F�K���S�R�L�Q�W�V���W�K�D�W���W�K�H���V�S�H�H�G���R�I���O�L�J�K�W���?���L�V�������������R�I���W�K�H���S�U�R�S�D�J�D�W�L�R�Q��

�V�S�H�H�G���R�����7�K�H�U�H�I�R�U�H���>�����@�� 

�@
L �R�ä�P�ã�å�â�ã�Ô�Ú�Ô�ç�Ü�â�á
L��
�6

�7
���ä�?�ä�P�ã�å�â�ã�Ô�Ú�Ô�ç�Ü�â�á     �������������� 

�Z�K�H�U�H���P�ã�å�â�ã�Ô�Ú�Ô�ç�Ü�â�á���L�V���W�K�H���S�U�R�S�D�J�D�W�L�R�Q���W�L�P�H���D�Q�G�����@���L�V���W�K�H���G�L�V�W�D�Q�F�H���E�H�W�Z�H�H�Q���W�K�H���P�R�E�L�O�H���Q�R�G�H��

�D�Q�G���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�����7�K�H���I�L�U�V�W���V�W�H�S���L�V���W�R���P�H�D�V�X�U�H���W�K�H���S�U�R�S�D�J�D�W�L�R�Q���W�L�P�H���D�Q�G���W�K�H�����V�X�E�V�H�T�X�H�Q�W��

�V�W�H�S���L�V���E�D�V�H�G���R�Q���W�K�H���H�V�W�L�P�D�W�L�R�Q���S�U�R�F�H�V�V���I�R�U���W�K�H���G�L�V�W�D�Q�F�H�V���E�H�W�Z�H�H�Q���W�K�H���P�R�E�L�O�H���Q�R�G�H���D�Q�G���W�K�H��

�W�U�D�Q�V�P�L�W�W�H�U�V���X�V�L�Q�J���H�T�X�D�W�L�R�Q�����������������D�Q�G���X�W�L�O�L�V�L�Q�J���W�U�L�O�D�W�H�U�D�W�L�R�Q���P�H�W�K�R�G���W�R���H�V�W�L�P�D�W�H���W�K�H���O�R�F�D�W�L�R�Q��

�R�I���W�K�H���X�V�H�U�����P�R�E�L�O�H���Q�R�G�H�������7�K�L�V���W�H�F�K�Q�L�T�X�H���U�H�T�X�L�U�H�V���D�Q���D�F�F�X�U�D�W�H���V�\�Q�F�K�U�R�Q�L�]�D�W�L�R�Q���E�H�W�Z�H�H�Q���W�K�H��

�W�U�D�Q�V�P�L�W�W�H�U�V���D�Q�G���W�K�H���U�H�F�H�L�Y�H�U���>�����@�����,�Q���>���������������@�����W�K�H���&�U�D�P�H�U���5�D�R���E�R�X�Q�G�����5�&�%�����R�I���7�2�$���E�D�V�H�G��

�U�D�Q�J�L�Q�J�� �I�R�U�� �D�Q�� �L�Q�G�R�R�U�� �S�R�V�L�W�L�R�Q�L�Q�J�� �V�\�V�W�H�P�� �D�F�K�L�H�Y�H�G�� �Y�H�U�\�� �D�F�F�X�U�D�W�H�� �G�L�V�W�D�Q�F�H�� �H�V�W�L�P�D�W�H�V�� �Z�L�W�K��

�S�H�U�I�H�F�W���V�\�Q�F�K�U�R�Q�L�]�D�W�L�R�Q���E�D�V�H�G���R�Q���W�K�H���U�R�R�P�¶�V���J�H�R�P�H�W�U�\�����W�K�H���I�U�H�T�X�H�Q�F�\�����W�K�H���W�U�D�Q�V�P�L�W�W�H�G���V�L�J�Q�D�O��

�S�R�Z�H�U���D�Q�G���W�K�H���/�(�'���D�Q�G���3�'���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V�����7�K�H���D�Y�H�U�D�J�H���S�R�V�L�W�L�R�Q�L�Q�J���H�U�U�R�U���U�D�Q�J�H�G���E�H�W�Z�H�H�Q������

�D�Q�G�������F�P���>���������������@�� 

 

 



 

���� 
 

2.4.2. Time Difference of Arrival (TDOA)  
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2.4.4. Received Signal Strength Indication (RSSI) 
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2.5. Related Work for RSSI Technique in VLC 

System 

The RSSI trilateration method is widely employed in VLC-based localizations and 

requires at least three lighting sources installed on the ceiling to achieve positioning. There 

are a number of previous researches on the RSSI technique in VLC positioning. However, 

these works made different assumptions and had different accuracies.  For instance, the first 

assumption is a LOS and did not consider the effect of noise. As an example, the Epsilon 

system was implemented and evaluated by Liqun et al., in [115] and is based on the measured 

received signal strength (RSS) at a receiver using the following equation: 
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where �% and 
��

�Í
 are the per-LED constant related to the maximum emission power and the 

current duty cycle of the LED, both included in its beacon. The positioning accuracies are 

0.4 m, 0.7 m and 0.8 m for three typical environments. Yiqing et al. [116] have proposed an 

indoor localization scheme. This is known as Lightitude based on visible received light 

strength (RLS) and COST devices using this equation [116]: 
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where �.�4 is the maximum RLS while �à�4 and �Ü are constant, �@ is the distance between the 

transmitter and the receiver and can be obtained by a one-for-good calibration to achieve a 

mean accuracy of 1.93 m and 2.24 m in two different environments. In [117], [118] and 

[119], a positioning algorithm based on the extinction ratio (ER) distributions was reported 

by Yang et al. which can be expressed as [117]: 
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where �8�5 and �8�4 are the high and low voltage values respectively using the trilateration 

method. That algorithm achieved extremely low average distance errors of 1.5787 cm, < 3 
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cm and 1.689 cm for references [117], [118] and [119] respectively. Jia Ziyan proposed in 

[16] an indoor VLC positioning system for indoor WSN based on hybrid method of the RSSI 

technique and the range-free VLC method in Rician fading environments. The accuracy was 

good with lower power consumption and with very small numbers of packets. In [120] and 

[121], Sertthin et al. proposed a switching estimated receiver position (SwERP) scheme 

using root mean square error distance (RMSED) which is given by [122]: 
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where �' �å�å�&�Ü is the error distance of each experimental result and �J is the number of 

experiments. This work is based on embedding 6-axis sensor and resulting in an accuracy of 

298 mm under different field of view (FOV) configuration. Indoor three and two 

dimensional (3D and 2D) positioning systems were reported by Tuan and Jang in [18, 123] 

and are based on the following equation to calculate the distance between a user and a 

transmitter �E: 
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where �� �m�r�n is the optical constant related to the parameters of the VLC environment. The 

proposed system aims to improve the accuracy of VLC indoor positioning but the number 

of localization packets is quite large. In [35], Yong et al. proposed a new indoor 3D and 2D 

positioning system using a location code and a spatial distribution map based on the 

extinction ratio (ER) of location code which is the ratio of electrical power level of the 

location code. The positioning errors were found to be smaller than 3 cm and 12.3 cm for 

2D and 3D positioning systems, respectively. The indoor VLC localization based on the 

received signal strength ratio (RSSR) and three equations was proposed by Jung et al. [124]. 

They presented the received power as: 
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where �G
L��
�à �>�5

�6��
�#�Ë�D�à �>�5�2�Í , �2�Í  is the source power and �D is the height of the room. The 

average and maximum of positioning error were 1.12 cm and 3.65 cm, respectively. An 

indoor positioning was demonstrated by Hann et al. in [125] using the correlation values 

between the received data and each address vector as a result to get correlation sum ratio 

(CSR). The distance error has maximum and average values of 1.495 cm and 0.651 cm 

respectively. Indoor location estimation was proposed using RSSI and the relative position 

between multiple optical receivers by Yang in [126]. The maximum estimated position 

obtained was smaller than 1.5 cm of error and the average was 0.65 cm in symmetric and 

asymmetric circular pattern. In [110], Yamaguchi et al. designed and evaluated an indoor 

positioning system using optical orthogonal codes (OOC) theory, code mapping table and 

trilateration method based on [110]: 
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The maximum and mean of location errors are 0.403 m and 0.08 m respectively. Three 

dimensional indoor VLC positioning algorithm based on nonlinear estimation and RSSI 

technique was proposed by Wenjun, et al. in [127]. They used the following RSSI equation: 
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and non-linear estimation to minimize the error defined as: 
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The RMS error was 0.0464 m of the 3D positioning system. In [128], Iturralde et al. have 

proposed a novel location system using VLC and location identification based on dynamic 

active radio frequency identification (RFID) calibration (LANDMARC) algorithm with 

adoption of a mathematical formulation using quadratic equations and the trilateration 

method to minimize the location estimation error compared to the LANDMARK algorithm 

[123]. In [31], Cossu et al. reported LOS localization OWC algorithm in a 1-D indoor 

positioning system. However, there were not any values on location error average. In [34, 
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53], Hyun-Seung et al. proposed an indoor VLC positioning using RF carriers allocation 

based on the following equations [34]: 
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where �2�å�Ü and �2�Ë�¿�Ü are the received optical power and the RF received power respectively. 

The adjusted distance �2�å�Ü can be expressed as [34]: 
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where �9�Ü is a weighting factor, �J and �%�á are the normalizing factor and the normalizing 

constant, respectively, �@�Ø�Ü���L�V�� �W�K�H�� �H�V�W�L�P�D�W�H�G�� �G�L�V�W�D�Q�F�H�� �D�Q�G���@�Ö�Ü���L�V�� �W�K�H�� �D�G�M�X�V�W�H�G�� �G�L�V�W�D�Q�F�H�� This 

technique has an average positioning error of 141.1 cm and 2.4 cm with and without using 

the adjustment process for different values of semi-angle respectively. A novel indoor 

localization by Wang et al. in [129-131]. It is dependent on the RSSI technique using the 

following equation: 
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where, �5�å���L�V���W�K�H���U�H�F�H�L�Y�H�U�¶�V���D�U�H�D���D�Q�G���ñ is the beam footprint of the localization beam. The 

�U�H�V�X�O�W�V���L�Q���W�K�L�V���G�H�P�R�Q�V�W�U�D�W�L�R�Q���V�K�R�Z���W�K�D�W���D�Q���D�Y�H�U�D�J�H���S�R�V�L�W�L�R�Q�L�Q�J���S�U�H�F�L�V�L�R�Q���R�I���§���������F�P��with the 

ability to reduce the positioning time by 80% [129], �Z�K�L�O�H���L�W���Z�D�V�����§�������������F�P���I�R�U���Z�R�U�N��[130]. 

However, in [131], the authors used the signal incident angle (�Ù�Ü�á�á�ë�á�Ù�Ü�á�á�ì ) to estimate the 

distance and the results show that an average localization accuracy of 3.81 cm. In [132], 

Saadi et al. presented an indoor positioning system based on RSS of LED, and TDM was 

used to incorporate angle information at the receiver and different frequencies for LED1 and 

LED2. The precision of the proposed algorithm is �§�������F�P���H�Y�H�Q���L�Q���W�K�H���S�U�H�V�H�Q�F�H���R�I���P�R�G�H�U�D�W�H��

noise. 

The second assumption is a LOS scenario in the presence of noise while the SNR is very 

high, meaning that the noise has little effect. For instance, in [133], Zhang and Kavehrad 
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proposed a 2D indoor localization based on LED and the difference in transmitted power 

between 0s and 1s at the transmitter side �2�×�Ü�Ù�Ù�á�ç and at the receiver side �2�×�Ü�Ù�Ù�á�å: 
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From the results, the localization error was higher than 5 cm when the average SNR is 30 

dB only. An asynchronous indoor positioning system was introduced by Zhang et al. in [134] 

using VLC technology and least square estimation for two scenarios (direct and sunlight 

exposure) and with accuracy of 17.25 cm and 11.2 cm, respectively. In [135], Luo et al. 

proposed an indoor VLC positioning system using dual tone multi-frequency (DTMF) 

technique without the need for clock synchronization and the system was analysed both in 

time and frequency domains. The average positioning error from this technique was 18 

millimeters when the SNR = 10 dB. In [136], Jaechan Lim published a paper in which the 

author described an indoor positioning system based on RSS measurement and trilateration 

using the least square (LS) method and the maximum likelihood (ML) estimator. The results 

show that the ML method is better than the LS method by approximately 10 dB gain for 10 

cm error. In [137], Bangjiang Lin et al. proposed an indoor VLC positioning system using 

orthogonal frequency division multiplexing access (OFDMA) scheme with a mean 

positioning error of 1.32 cm and error vector magnitude (EVM) of 12 cm when the SNR > 

10 dB. 

The third assumption is an LOSNLOS scenario in the absence of noise as described in 

[138] where Wenjun et al investigated the impact of multipath reflections on the positioning 

accuracy of indoor VLC positioning system using the RSS technique with a linear LS 

estimation approach and combined deterministic and modified Monte Carlo (CDMMC). The 

root mean square (RMS) error was 0.0423 m when the reflections were neglected and it was 

0.8064m when the reflections were considered. However, the authors calculated the RMS 

error for two types of estimations: linear and non-linear [139]. The RMS error was 0.5589 

m and 0.4642 m for linear and non-linear estimations respectively for the whole room. In 
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[140], Abd Elkarim et al. presented two lighting systems that are distinct and provide a 

uniform lighting system based on the RSSI technique as defined in: 
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where, �2�Ø�ß�Ø���L�V���W�K�H���R�X�W�S�X�W���H�O�H�F�W�U�L�F�D�O���S�R�Z�H�U���I�U�R�P���W�K�H���3�'����The mean localization errors were 

0.0462 mm and 4.3 mm for distinct and uniform lighting respectively when assuming only 

a LOS. However, the mean localization errors were 14.98 cm and 9.61 cm for distinct and 

uniform lighting respectively when considering the effect of diffuse reflections. In [141], 

Keon et al. developed an indoor localization device based on TDM using bit stuffing method 

(to avoid light flickering and to prevent inter-pulse interference) as well as the RSSI 

technique which is presented as: 
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where �H is the distance between the light source and receiver, S is the signal strength measure 

and �=�5�á�=�6�á�>�5���D�Q�G���>�6���D�U�H�� �Y�D�O�X�H�V�� �I�U�R�P�� �H�[�S�H�U�L�P�H�Q�W�D�O�� �V�H�W�X�S�� The maximum and mean of 

location errors were 3.89 cm and 1.68 cm in simulation whereas 10.29 cm and 3.24 cm in 

experiment respectively. 

The fourth assumption is a LOSNLOS scenario in the presence of noise and was studied 

in a small number of work such as in [142] by Zhuo et al. where the authors proposed the 

novel indoor positioning algorithm using VLC environment based on the signal received at 

the mobile terminal (ML), which is expressed by: 

�N�Æ�Í�:�P�; 
L���2�4�Ã �5�Ü�:�P�; �X �D�Ü�:�P�; 
E�J�:�P�;�8
�Ü�@�5     �������������� 

where, �2�4���L�V���W�K�H���H�P�L�W�W�H�G���S�R�Z�H�U���I�U�R�P���H�D�F�K���/�(�'����This provides a positioning resolution higher 

than 0.5 mm but the noise level was minuscule (i.e. the noise power level is -140 dBm to -

180 dBm). In [143, 144], Aminikashani et al. reported a positioning algorithm based on the 

RSSI technique which can be presented by: 
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where, �� ���L�V���W�K�H���K�H�L�J�K�W���R�I���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�����D���L�V���W�K�H���K�H�L�J�K�W���R�I���W�K�H���U�H�F�H�L�Y�H�U���D�Q�G���2���L�V���W�K�H���S�R�Z�H�U��

�D�W�W�H�Q�X�D�W�L�R�Q�� The mean of positioning errors was 0.2609 m and 1.01 m for OFDM and OOK 

modulation schemes respectively when the SNR is 15 dB and 25 dB with different number 

of subcarriers. In [145], Wei Xu et al. presented an indoor positioning scheme for VLC 

system using multi-PDs and the RSSI technique based on the following equation: 
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where, �# is the PD area, and �D is the vertical distance between the LED and PD. The mean 

positioning error was 6 cm and its maximum error was around 14 cm under M =1 (number 

of LEDs) and N=3 (number of PDs), whereas under M=2 and N=2 the mean positioning 

error was 4 cm and its maximum was 13 cm under the real VLC channel when SNR=10 dB. 

Finally, the Table 2.2 shows the summary of t�K�H���F�O�D�V�V�L�I�L�F�D�W�L�R�Q���R�I���W�K�H���5�6�6�,���W�H�F�K�Q�L�T�X�H�V���L�Q��

�W�K�H�� �9�/�&�� �S�R�V�L�W�L�R�Q�L�Q�J�� �V�\�V�W�H�P�V���I�R�U�� �I�R�X�U�� �G�L�I�I�H�U�H�Q�W�� �V�F�H�Q�D�U�L�R�V�� �D�V�� �Z�H�O�O�� �D�V�� �G�L�I�I�H�U�H�Q�W�� �P�R�G�X�O�D�W�L�R�Q��

�V�F�K�H�P�H�V���D�Q�G���G�L�I�I�H�U�H�Q�W���9�/�&���H�Q�Y�L�U�R�Q�P�H�Q�W�V���� 

2.6. Summary 

�7�K�H���P�D�L�Q���J�R�D�O���R�I���&�K�D�S�W�H�U�������Z�D�V���W�R���U�H�Y�L�H�Z���W�K�H���L�Q�G�R�R�U���Y�L�V�L�E�O�H���O�L�J�K�W���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���D�Q�G��

�L�W�V���I�X�Q�G�D�P�H�Q�W�D�O�V���D�V���Z�H�O�O���D�V���D�Q���L�Q�G�R�R�U���0�,�0�2���9�/�&���V�\�V�W�H�P�����7�K�L�V���F�K�D�S�W�H�U���K�D�V���K�L�J�K�O�L�J�K�W�H�G���D��

�Q�X�P�E�H�U���R�I���I�H�D�W�X�U�H�V���R�I���9�/�&���V�\�V�W�H�P�V�����F�R�P�S�D�U�H�G���L�W���W�R���5�)���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���V�\�V�W�H�P�V���F�R�X�Q�W�H�U�S�D�U�W��
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�U�H�Y�L�H�Z�H�G���D���9�/�&���V�\�V�W�H�P�����)�R�U���L�Q�V�W�D�Q�F�H�����/�(�'�V�����3�'�V���D�Q�G���W�K�H���9�/�&���F�K�D�Q�Q�H�O���Z�L�W�K���P�D�W�K�H�P�D�W�L�F�D�O��

�P�R�G�H�O���R�I���W�U�D�Q�V�P�L�W�W�H�G���R�S�W�L�F�D�O���S�R�Z�H�U���D�Q�G���W�K�H���L�P�S�X�O�V�H���U�H�V�S�R�Q�V�H���I�R�U���/�2�6���D�Q�G���1�/�2�6���V�F�H�Q�D�U�L�R�V��

�Z�H�U�H���G�L�V�F�X�V�V�H�G�����)�X�U�W�K�H�U�P�R�U�H�����W�K�H���R�S�W�L�F�D�O���U�H�F�H�L�Y�H�U�����L���H�������S�K�R�W�R�G�H�W�H�F�W�R�U�V�����D�Q�G���2�2�.���P�R�G�X�O�D�W�L�R�Q��

�V�F�K�H�P�H���Z�H�U�H���V�W�X�G�L�H�G���Z�L�W�K���G�L�I�I�H�U�H�Q�W���W�\�S�H�V���R�I���Q�R�L�V�H�V���W�K�D�W���D�U�H���F�R�P�P�R�Q���L�Q���D���9�/�&���V�\�V�W�H�P�����7�K�L�V��

�F�K�D�S�W�H�U���D�O�V�R���L�Q�W�U�R�G�X�F�H�G���W�K�H���0�,�0�2���9�/�&���V�\�V�W�H�P���Z�L�W�K���W�K�H���=�)���D�Q�G���0�0�6�(���H�T�X�D�O�L�]�H�U�V���W�K�D�W���Z�H�U�H��
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�X�V�H�G�����)�L�Q�D�O�O�\�����W�K�H�U�H���D�U�H���I�R�X�U���F�R�P�P�R�Q���W�H�F�K�Q�L�T�X�H�V���L�Q���L�Q�G�R�R�U���9�/�&���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P���W�K�D�W���K�D�Y�H��

�E�H�H�Q���G�L�V�F�X�V�V�H�G���D�V���Z�H�O�O�����,�Q���D�G�G�L�W�L�R�Q����the chapter summarises all results from related works on 

indoor VLC positioning systems which use the RSSI technique under different assumption. 

The next chapter will introduce a new algorithm for an indoor VLC positioning system 

based on the received power levels of LEDs and the trilateration method with comprehensive 

investigation of the impact of noise for both LOS and LOSNLOS scenarios and applied that 

in MIMO VLC application to recover the data with a partial CSI knowledge. 

  



 

���� 
 

Chapter Three 

Indoor VLC Positioning System Using 
Three Transmitters 

3.1. Introduction  

VLC systems based on LEDs technology not only provide higher data rates for indoor 

wireless communications and offer room illumination, but also have the potential for indoor 

localization. We begin with an investigation on the received optical power (ROP) 

distributions with and without optimum Lambertian order which are evaluated and simulated 

by MATLAB for indoor cellular VLC system considering two types of illuminations. A 

further analysis of the results are also presented as well as an analysis into the ROP 

relationship. 

In addition, we propose a new algorithm for indoor VLC positioning using the RSSI 

technique and the trilateration method. The end of chapter, we report an application based 

on indoor VLC positioning in a MIMO-VLC system by simulation as well.  

3.2. Received Optical Power (ROP) Distributions 

3.2.1. Optimum Lambertian Order  

There are a number of studies on cellular VLC systems which focus mainly on the 

uniform received power distribution and the reduction of distortion that is generated from 

multi-reflections. A new genetic algorithm has been reported obtaining a uniform ROP 

distribution for cellular VLC systems without increasing the distortion from multipath [146, 

147]. In [148, 149], a spotlight scheme provides low channel distortion when using small 

divergence angles of LEDs. Subsequently, the cellular configuration is the best solution to 
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achieve a higher data rate and obtain a uniform optical power distribution. The conclusion 

from these studies is that the divergence angle (i.e., semi-angle at half power) of the LED is 

an essential parameter as it affects both ROP distributions and the channel distortion for 

indoor VLC system [150, 151]. 

From equation (2.10), it can be noted that the Lambertian emission order only depends 

on the semi-angle at half luminance (divergence angle) of the LED. Subsequently, an 

optimum Lambertian order (OLO) is dependent on the optimum divergence angle of the 

LED. The OLO is used to minimize the channel path loss and to obtain uniform ROP based 

on the number of cells in a standard room. The OLO can be derived from the conventional 

Lambertian model as follows. 

From (2.9), we can derive the output power of Lambertian radiance depending on the 

irradiance angle, �à, as [149, 152]: 

�@�2�Ü
L��
�:�à �>�5�;

�6��
���2�Ü�?�K�O�à �:�à�;�@�3      (3. 1) 

Where �@�2�Ü is the optical power radiated into the solid angle �@�3. Therefore, the total 

transmitted optical power can be written as [149]: 

�2 
L���ì �@�2�Ü�Á�Ø�à�Ü�æ�ã�Û�Ø�å�Ø
         (3. 2)   

In this derivation, we assume only a LOS path. By using (2.14), for each cell, the 

maximum ROP occurs at �à
L �r and the minimum ROP at �à
L���à�à�Ô�ë. Those are presented 

as [149]: 
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where �à�à�Ô�ë and �@�à�Ô�ë are the maximum irradiance angle and the maximum distance between 

the transmitter and the receiver inside every single cell (Radius of VLC cell), respectively, 
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�8 is the perpendicular distance between the transmitter and the receiver. The maximum value 

of minimum ROP (�2�Ë�ë�4�à�Ü�á) occurs when  
�! �É�Ã�ã�4�Ø�Ô�Ù

�! ���à

L �r, where [151]: 
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�! ���à

L �G�?�K�O�à �:�à�à�Ô�ë�;�:�s
E�:�I 
E�s�;�Ž�•���:�…�‘�•�:�à�à�Ô�ë�;�;,   (3. 5) 

where, 
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We can express the OLO (�I �m�n�r) as: 
 

�I �m�n�r
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where �à�à�Ô�ë
L���…�‘�•�?�5�:
�Ï

�×�Ø�Ì�ã
�; and the optimum semi-angle at half power �à�5���6�4�m�n�r can be 

given as [149]: 
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3.2.2. VLC System Configurations 

The illumination of the proposed indoor VLC system has been divided into two types in 

this chapter. The first proposal is a single cell for the whole room, and the transmitter 

constitutes of LEDs array that is in the middle of the ceiling where that the dimension of the 

room is 5m×5m×3m (width, length, height) as shown in Fig. 3.1 (a). The second proposal 

uses four cells, where each single cell has a transmitter in the middle. The typical room has 

a dimension of 5m×5m×3m as shown in Fig. 3.1 (b). Here, the assumption is that all 

transmitted optical power from transmitters and the semi-angle at half power of each LED 

are the same. The next investigation will be on the ROP by a photodetector (PD) with and 

without the optimum Lambertian order from a LOS path, a NLOS path and both LOS and 

NLOS paths from the first reflection.  
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3.2.3. The ROP Distributions  

LEDs are used for illumination and data communication in future applications and have 

a number of advantages including luminous intensity and  transmitted optical power at 

visible light spectrums. In this chapter, the ROP distributions are analysed and discussed. 

The simulations are carried out using the parameters which presented in Table 3.1. The 

illumination and data communication for standard room is implemented using two different 

types of illumination, namely, single and four transmitters configurations as follow: 

3.2.3.1. Single Transmitter Configuration 

For office environment, there is a requirement for room illumination which is defined by 

the international organization for standardization (ISO) to be between 300 lx to 1500 lx [149, 

153, 154]���� �,�Q�� �W�K�H�V�H�� �V�L�P�X�O�D�W�L�R�Q�V���� �W�K�H�� �P�D�[�L�P�X�P�� �L�O�O�X�P�L�Q�D�Q�F�H�� �L�V�� �§�� ���������� �O�[���� �Zhereas the 

�P�L�Q�L�P�X�P���L�O�O�X�P�L�Q�D�Q�F�H���L�V���§�����������O�[���D�W���W�K�H���F�H�Q�W�U�H���D�Q�G���W�K�H���F�R�U�Q�H�U�V���R�I���W�K�H���U�R�R�P���U�H�V�S�H�F�W�L�Y�H�O�\��[149]. 

The ROP distributions were investigated for LOS and NLOS using (3.9) and (3.10), 

respectively, based on (2.14), (2.15) and (2.16). While, for LOSNLOS, using both equations 

to calculate the total ROP [6].  
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Fig. 3.2 (a) and (b) show the ROP distributions in absolute value (watt) and dBm  when the 

semi-angle at half power is equal to 70° from LOS path. Note that the maximum received 

�S�R�Z�H�U���L�V���§��-�������G�%�P���D�Q�G���W�K�H���P�L�Q�L�P�X�P���Y�D�O�X�H���L�V���§��-26 dBm. The communication system is 

able to detect a received optical sensitivity (used with the AD8015 trans-impedance 

amplifier) equal to -36 dBm at 155.52 Mbps [155]. The ROP distribution in dBm units from 

NLOS path is shown in Fig. 3.2 (c). �1�R�W�H���W�K�D�W���W�K�H���P�D�[�L�P�X�P���L�V���§��-29 dBm and the minimum 

�L�V���§��-37 dBm at the corner and the centre respectively whereas Fig. 3.2 (d) shows the total 

ROP from both LOS and NLOS paths. Some statistical standards are presented in Table 3.2 

which shows that there is a very small difference between the ROP with and without 

optimum Lambertian order (i.e.; optimum semi-angle at half power). This means that the 

optimum order does not have an effect on the ROP for an indoor VLC system using single 

cell [156]. 
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3.2.3.2. Four Transmitters Configuration 

The positions of transmitters are selected as mentioned in Table 3.1 to obtain an 

illumination profile as flat as possible. The comparison may be divided into three main 

categories. Firstly, the ROP from LOS path as shown in Fig. 3.3 (a) and (b), has �§�������G�%�P��

difference between the maximum ROP with a semi-angle at half power of 70° and the 

maximum of ROP with optimum semi-angle at half power. On the other hand, the difference 

of the minimum ROP is quite low (i.e. less than 1 dBm) when using semi-angle at half power 

equal to 70° and optimum semi-angle at half power. Secondly, the ROP from NLOS path as 

shown in Fig. 3.3 (c) and (d), where we use semi-angle at half power of 70° and optimum 

angle respectively. The statistical data in Table 3.3 indicate that the difference between the 

maximum of the ROP with and without optimum Lambertian order is very small. However, 

�W�K�H���G�L�I�I�H�U�H�Q�F�H���L�V���T�X�L�W�H���K�L�J�K�����L���H���� �§�������� �G�%�P���� �E�H�W�Z�H�H�Q���W�K�H���P�L�Q�L�P�X�P���R�I���5�2�3���Z�L�W�K���R�S�W�L�P�X�P��

Lambertian order and with semi-angle at half power of 70°. As a result, this causes very high 

multipath-induced ISI but it provides a good flat illumination as shown in Fig. 3.3 (e) 

compared to a four transmitter configuration with optimum Lambertian order which is 

shown in Fig. 3.3 (f). 
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3.2.4. The ROP Relationships 

Fig. 3.4 shows the relationship between the semi angle at half illuminance of an LED and 

the ROP. The curves explain how the maximum power underneath of transmitter changes 

with different semi-angles at half power. We note that there is an intelligible exponential 

relationship between the maximum received optical power levels and semi-angle at half 

power (�à�5���6) less than 40 degrees but it is linear between 40� ̂and 80�.̂ However, there is a 

clear difference in the maximum received optical power levels when using a transmitted 

power level of less than 10 watts. However, the difference is significantly decreased when 

the transmitted power level is more than 15 watts. On the other hand, Table 3.2, Table 3.3. 

and Fig. 3.4 provide some information for ROP from one and four transmitters to design 

indoor VLC positioning system based on ROP distributions and RSSI techniques. 

As shown in Fig. 3.5, bar charts explain the relationship between the transmitted power 

and the maximum horizontal distance for a VLC cell for different values of half-angle ( i.e., 

�à�5���6 equal to 5o, 10o, 15o, 20o, 25o, and 30o ) and different transmitted LEDs power  
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( i.e., �2�Í�ë = 1, 5, 10, 15, 25, 35, 50, 65, 80 and 100 watts). Fig. 3.5 (a) shows the previous 

relationship when the receiver sensitivity is -36 dBm whereas Fig. 3.5 (b) shows the 

relationship when the receiver sensitivity is -30 dBm. These are based on the received optical  
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sensitivity of PD but the second case was plotted to compare the effect of the sensitivity on 

the maximum horizontal distance. From the chart, it can be seen that there was no difference 

between the maximum horizontal distances when the transmitted power is more than 10 

watts and the semi-angle at half power is more than 50 degrees or the optimum semi-angle 

when the sensitivity of PD is -36 dBm. 

3.3. Proposed Indoor VLC Positioning System 

 3.3.1. The System Description 

Throughout this work, we consider an indoor VLC environment as illustrated in Fig. 3.6 

(a). The coordinator, the visible LED and the smart device as a mobile user are the three 

main parts as required by the IEEE 802.15.7 protocol [3, 18]. The standard room size is 5 × 

5 m2 with a height of 3 m and the receiver plane is 0.75m above floor as illustrated in Fig. 

3.6 (a) and Fig. 3.7. The room is assumed to be empty. The coordinator generates different 

location codes for four �W�U�D�Q�V�P�L�W�W�H�U�V���E�D�V�H�G���R�Q���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V���D�Q�G���X�V�H���W�K�H���O�R�F�D�W�L�R�Q�V��

and combines them to the transmitted data (i.e. is to frame). The transmitted data is 

modulated using on-off keying-time division multiplexing (OOK-TDM) modulation 

scheme. The intensity modulation/direct detection (IM/DD) technique is employed to 

generate the transmitted signal,���T�:�P�;, as shown in Fig. 3.6 (b). These transmitted signals are 

up-sampled by 10 times. 

Notations: In what follows, we shall use the following notations: 

�x �D�Å�¾�½�:�P�;: The impulse response of LED. 

�x �D�¼�Û�:�P�;: The impulse response of VLC channel. 

�x �D�¼�Û�á�Å�È�Ì�Ô�:�P�;: The impulse response of VLC channel in LOS scenario. 

�x �D�¼�Û�á�Ç�Å�È�Ì�Ô
�:�P�;: The impulse response of VLC channel in NLOS scenario. 

�x �D�¼�Û�á�Å�È�Ì�Ç�Å�È�Ì�Ô
�:�P�;: The impulse response of VLC channel in LOS and NLOS scenarios. 
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�x �D�T�H�:�P�;: The impulse response of the PD. 

�x �J�:�P�;: An additive white Gaussian noise (AWGN). 

The impulse response of LED, �D�Å�¾�½�:�P�;, was derived by applying a pulse function to the 

LEDs in the lab as shown in Fig. 3.8 (a). As a result, the output signal, �U�:�P�;, of the LED is 

given by [142]: 

�U�:�P�; 
L �T�:�P�; �X �D�P�I�H�:�P�; 
L �ì �T�:�P
F�ì�;�D�P�I�H�:�ì�;
�¶

�4
���@�ì��    �������������� 
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where, �X denotes the convolution operation. Then, the output signal, �U�:�P�;, is sent to the 

VLC channel with the impulse response, �D�¼�Û�:�P�;�á as shown in Fig. 3.8 (b) and (c). Fig. 3.8 

(b) shows the impulse response of the VLC channel in LOS scenario, �D�¼�Û�á�Å�È�Ì�Ô�:�P�;, whereas, 

Fig. 3.8 (c) shows the impulse response of the VLC channel in a NLOS scenario, 

�D�¼�Û�á�Ç�Å�È�Ì�Ô
�:�P�;, where we have considered only the first reflection. The signal �N�5�:�–�; in front of 

the PD is: 

�N�5�:�–�; 
L �U�:�P�; �X ���D�¼�Û�:�P�; 
L �J
�U�:�P�; �X �D�¼�Û�á�Å�È�Ì�Ô�:�P�;�������������������������������������ˆ�‘�”�������� ���…�ƒ�•�‡����������������������
�U�:�P�; �X �D�¼�Û�á�Å�È�Ì�Ç�Å�È�Ì�Ô

�:�P�;�����������������������ˆ�‘�”���������������� ���…�ƒ�•�‡��
 (3. 12) 

at the receiver side, we receive four signals from four transmitters (i.e., four LEDs) using 

one PD based on OOK-TDM scheme and the output of the PD is given by: 

�N�6�:�P�; 
L���N�5�:�P�; �X �D�T�H�:�P�;      (3. 13) 

where �D�T�H
L �?�K�J�O�P�=�J�P. In this work, we assume���D�T�H�:�–�; 
L �r�ä�x. Ultimately, the received 

signal of the overall system can be expressed as:  

�N�7�:�P�; 
L���N�6�:�P�; 
E�J�:�P�;�á      (3. 14) 

where �J�:�P�; is the background noise which is the combination of thermal, shot and dark noise 

and can be modeled as AWGN. A low pass filter (LPF) was used to reduce the impact of 

�Q�R�L�V�H���� �7�K�H�� �5�6�6�,�� �W�H�F�K�Q�L�T�X�H�� �Z�D�V�� �L�P�S�O�H�P�H�Q�W�H�G�� �W�R�� �R�E�W�D�L�Q�� �W�K�H�� �X�V�H�U�¶�V�� �O�R�F�D�W�L�R�Q���� �8�V�L�Q�J�� �W�K�L�V��

technique, the receiver separates the received data from each transmitter by slot time and 

recover the original data with location codes. These location codes are then used to detect 

the locations of the transmitters and simultaneously measure the power level for every LED, 

�2�V�v�á�Å�Ô
k�à�Å�Ô
o. Consequently, we can obtain the received power level, �2�V�v�á�Û�:�r�;, at distance �D, 

from the typical room measurements. Finally, by applying the RSSI algorithm and the 

�W�U�L�O�D�W�H�U�D�W�L�R�Q���P�H�W�K�R�G���� �Z�H���R�E�W�D�L�Q���W�K�H���X�V�H�U�¶�V���O�R�F�D�W�L�R�Q���� �,�Q���W�K�H���Q�H�[�W���V�H�F�W�L�R�Q���� �W�K�H���X�V�H�U�¶�V���O�R�F�D�W�L�R�Q��

methodology will be explained. The flow of the mathematical and signal process is 

illustrated in Fig. 3.6 (b).  
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Fig. 3.9 shows the flowchart of the proposed VLC positioning system which is an end to 

end positioning system from the coordinator to the receiver. The coordinator generates 

�G�L�I�I�H�U�H�Q�W���O�R�F�D�W�L�R�Q���F�R�G�H�V���I�R�U���W�K�H���I�R�X�U���W�U�D�Q�V�P�L�W�W�H�U�V���E�D�V�H�G���R�Q���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V���D�Qd it 

combines them with the transmitted data as shown in Fig. 3.6. The receiver on the other side 

recovers the data based on the OOK-TDM scheme and hence it obtains the locations of 

transmitters from the transmitted location codes. During the location code transmission, only 

one LED is active at a time to ensure the receiver gets the correct code from a dedicated 

LED. Because w�H���K�D�Y�H���E�H�H�Q���X�V�H�G���W�K�H���5�6�6�,���W�H�F�K�Q�L�T�X�H�����W�K�H�U�H�I�R�U�H�����W�K�H���E�H�V�W���Z�D�\���W�R���V�H�O�H�F�W���W�K�U�H�H��

�W�U�D�Q�V�P�L�W�W�H�U�V���L�V���W�R���P�H�D�V�X�U�H���W�K�H���W�K�U�H�H���V�W�U�R�Q�J�H�V�W���V�L�J�Q�D�O�V���W�R���U�H�G�X�F�H���W�K�H���L�P�S�D�F�W���R�I���W�K�H���Q�R�L�V�H���R�Q��

�W�K�H�V�H�� �V�L�J�Q�D�O�V���D�Q�G�� �W�R�� �U�H�G�X�F�H�� �W�K�H�� �S�R�V�L�W�L�R�Q�L�Q�J�� �H�U�U�R�U����The positioning algorithm then uses the 

�W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V���D�Q�G���W�K�H���U�H�F�H�L�Y�H�G���S�R�Z�H�U���O�H�Y�H�O�V�� 

3.3.2.  Channel Modelling 

In this subsection, we recall some of the basic methodologies for VLC channel modelling 

that exist in the literature. The general form of Friis transmission equation gives the 

relationship between transmitted and received power for any communication system [115, 

157]: 

�2�V�v
L���2�X�v�ä�* �:�.�;�ä�)�V�v,      (3. 15) 

where �2�V�v and �2�X�v are received and transmitted signal power respectively, �)�V�v is the receiver 

gain and �* �:�.�; is the channel gain which is function of distance �.. The relationship between 

transmitted and received optical power can be written as follows �>�������������������������@: 

���V�v
L���Ã�:�2�X�v�Ô���D�a�f�á�P�S�W�Ô�:�r�;�Ü �;��
E���ì �2�X�v�Ô���@�D�a�f�á�R�P�S�W�Ô
�:�r�;

�u�_�j�j�q
   �������������� 

where �E is the index of the �E�r�f transmitter and ������  stands for line-of-sight and �0������  refers 

to the non-line-of-sight (NLOS) paths (also referred to as the diffused configurations). In 

this work, we distinguish two cases: (i) LOS only and (ii ) LOSNLOS. 
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3.3.2.1. Mathematical Model of LOS Path 

For the first LOS case, the impulse response of VLC channel based on Subsection 2.2.2. 

�Z�K�H�Q���W�K�H���G�L�V�W�D�Q�F�H���E�H�W�Z�H�H�Q���W�K�H���W�U�D�Q�V�P�L�W�W�H�U���D�Q�G���U�H�F�H�L�Y�H�U���L�V���.���D�Q�G���W�K�H���L�U�U�D�G�L�D�Q�F�H���D�Q�J�O�H���à���F�D�Q�� 

expressed as �>�����������������@: 

�D�a�f�á�P�S�W�Ô�:�P�; 
L���J
�4�4�á�Å�È�Ì�:�ö�;�#�Ø�Ù�Ù�á�Å�È�Ì�:�ð�;�A�:�–
F

�Å�Ü

�Ö
�;���.�Ü

�6�������������������������������������������â�r 
Q�Ö
Q�(�1�8

�r���������������������������������������������������������������������������������������������������������������������������������������������������������â�‘�–�Š�‡�”�™�‹�•�‡��������������
, (3. 17) 

with 

�4�4�á�Å�È�Ì�:�ö�; 
L
�à �>�5

�6� 
���…�‘�•�à �:�à�; and   �#�Ø�Ù�Ù�á�Å�È�Ì�:�ð�; 
L �#�V�…�‘�•�:�ð�;�6�æ�:�ð�;�‰�:�ð�; 

where:  

�x �4�4�á�Å�È�Ì�:�ö�; is the transmitter radiant intensity for the LOS scenario, 

�x �#�Ø�Ù�Ù�á�Å�È�Ì�:�ð�; is the effective signal collection for the LOS scenario, 

�x �à is the irradiance angle,  

�x �Ö is the incidence angle, 

�x �6�æ�:�ð�; is the gain of an optical filter, 

�x ���C�:�ð�; is the gain of an optical concentrator,�� 

�x �#�Ë is the detector effective area,  

�x �. 
L �@�:�6�T�Ü�á�4�T�; is the distance between �E�ç�Û transmitter-to-receiver �4�T, 

�x FOV is the field of view of the receiver,  

�x �I   is the  Lambertian emission which is given in equation (2.10). 

3.3.2.2. Mathematical Model of non-LOS Path 

�,�Q���W�K�L�V���V�W�X�G�\�����W�K�H���Q�R�Q���/�2�6���F�R�Q�I�L�J�X�U�D�W�L�R�Q���L�V���F�R�Q�V�L�G�H�U�H�G���G�H�S�H�Q�G�L�Q�J���R�Q���D���Q�X�P�E�H�U���R�I���I�D�F�W�R�U�V��

�V�X�F�K���D�V���W�K�H���V�L�]�H���R�I���W�K�H���U�R�R�P���D�Q�G���W�K�H���U�H�I�O�H�F�W�L�R�Q���I�D�F�W�R�U���R�I���Z�D�O�O�V�����F�H�L�O�L�Q�J���D�Q�G���R�E�M�H�F�W�V���L�Q�V�L�G�H���W�K�H��

�U�R�R�P�� �D�V�� �Z�H�O�O�� �D�V���W�K�H�� �V�L�W�H�� �D�Q�G���F�R�R�U�G�L�Q�D�W�L�R�Q�� �R�I�� �W�K�H�� �U�H�F�H�L�Y�H�U�� �D�Q�G�� �W�K�H�� �W�U�D�Q�V�P�L�W�W�H�U���� �7�K�H�U�H�� �D�U�H�� �D��

�Q�X�P�E�H�U���R�I���I�D�F�W�R�U�V���D�I�I�H�F�W�L�Q�J���W�K�H���U�H�I�O�H�F�W�L�R�Q���E�\���R�E�M�H�F�W�V�����Z�D�O�O�V���D�Q�G���F�H�L�O�L�Q�J���V�X�F�K���D�V���Z�D�Y�H�O�H�Q�J�W�K����

�V�X�U�I�D�F�H�� �P�D�W�H�U�L�D�O�� �D�Q�G�� �L�W�V�� �U�R�X�J�K�Q�H�V�V�� �D�Q�G�� �W�K�H�� �L�Q�F�L�G�H�Q�W�� �D�Q�J�O�H����In the second NLOS case, the 

impulse response of VLC channel is given by �>���������������@: 
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�D�a�f�á�p�c�d�Ô
�:�P�; 
L���P
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�Å�-�Õ
�. �Å�.�Õ

�. �4�4�á�Ç�Å�È�Ì�:�ö�;�#�Ø�Ù�Ù�á�Ç�Å�È�Ì�:�ð�;�…�‘�•
k�Ù�å�Ü�Ý
o�…�‘�•
k�Ú�å�Ü�Ý
o�A�@�–
F
�Å�-�Ô�Õ�>�Å�.�Ô�Õ

�Ö
�A�â���r 
Q�Ö�å�Ü�Ý
Q�(�1��

�r�â�������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������‘�–�Š�‡�”�™�‹�•�‡����������������������
 (3. 18) 

With  

�4�4�á�Ç�Å�È�Ì�:�ö�; 
L
�à �>�5

�6�  �. �…�‘�•�à 
k�à�å�Ü�Ý
o  and  �#�Ø�Ù�Ù�á�Ç�Å�È�Ì�:�ð�; 
L �#�V�…�‘�•
k�ð�å�Ü�Ý
o�6�æ
k�ð�å�Ü�Ý
o�C
k�ð�å�Ü�Ý
o 

where: 

�x �4�4�á�Ç�Å�È�Ì�:�ö�; is the transmitter radiant intensity for the NLOS scenario, 

�x �#�Ø�Ù�Ù�á�Ç�Å�È�Ì�:�ð�; is the effective signal collection for the NLOS scenario, 

�x  �F is the index of the  �F�r�f of multipath,  

�x �é is the reflectance factor,  

�x �@�#�ê�Ô�ß�ß is a reflective area of small region,  

�x �.�5 is the distance between LED and a reflective point,  

�x �.�6 is the distance between a reflective point and a receiver,  

�x �Ù�å is the angle of irradiance to a reflective point,  

�x �Ú�å is the angle of irradiance to the receiver from multipath as depicted in Fig. 3.7. 
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3.4. User Location Methodology Using RSSI 

Technique 

This section discusses the RSSI technique of indoor positioning using three transmitters 

with the trilateration method. This approach recovers the channel characteristics from the 

incident light and estimates the receiver location by analytically solving a Lambertian 

equation group. In what follows, we describe the algorithm that allows the calculation of the 

path loss as a result of attenuation. From equation (2.15), which is a basic equation that can 

calculate the received power in VLC environment for any location inside a room, the received 

power at distance �.�Ü utilizing (2.14) and (2.16) can be expressed as: 

���2�V�v�á�Å�Ô
k�à�Å�Ô���ð�Å�Ô
o
L �2�X�v�ä
�:�à �>�5�;

�6�� �Å�Ô
�. ���ä�…�‘�•�à �à�Å�Ô�ä�6�æ
k�ð�Å�Ô
o�ä�C�æ
k�ð�Å�Ô
o�ä�…�‘�•
k�ð�Å�Ô
o�á   (3. 19) 

The received power underneath the transmitter, i.e. at distance �D and ���ð�Å�Ô
L �à�Å�Ô
L �r, is 
given as: 

���2�V�v�á�f �:�r�á�r�; 
L �2�X�v
�:�à �>�5�;

�6�� �Û�. ���ä��      (3. 20) 

as shown in Fig. 3.10.  

From (3.37) and (3.38), assuming �6�æ�:�ð�;�ä�C�æ�:�ð�; 
L �s (This means that we do not have any 

attenuation or amplification for the received optical signal from these stages because of the 

employed positioning VLC technique here is RSSI technique which is depend on the 

received power level), and ���ð�Å�Ô
L �à�Å�Ô, therefore, the mathematical equation of the RSSI 

technique can be written as: 

���2�V�v�á�Å
k�à�Å�Ô�á�à�Å�Ô
o
L���2�V�v�á�f �:�r�á�r�;�ä�…�‘�•�:�à �>�
 �>�5�;
k�à�Å�Ô
o    (3. 21) 

where �E
L �s�á�t�á�u���‘�”���v represents the number of transmitters in the room and �Û
L �t is a path-

loss exponent correction factor [31]. Subsequently, for the sake of simplicity, we shall 

rewrite the above equation (3.39) as: 

���2�V�v�á�Å
k�à�Å�Ô
o
L���2�V�v�á�f �:�r�;�ä�…�‘�•�:�à �>�
 �>�5�;
k�à�Å�Ô
o     (3. 22) 
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3.4.1. Horizontal Distance Estimation 

From (3.40), we can calculate the angle of irradiance (�à�Å�Ô) using measurements of the 

received power at distance h and at distance �.�Ü. We can now calculate the horizontal distance 

estimation, �@�Å�Ô, as: 

�@�Å�Ô
L �D�ä�P�=�J�à�Å�Ô.      (3. 23) 

3.4.2. Trilateration Method 

The process of determining absolute or relative locations of targets by measuring the 

distances using the geometry of circles is shown in Fig. 3.11. There are four power levels to 

be determined at the receiver. However, the receiver will select only the three maximum 

power levels that will be used in the positioning algorithm in order to determine the location 

of the user. So, we can use the RSSI algorithm to calculate �à�Å�Ô (i.e., �à�Å�-,���à�Å�.  and �à�Å�/ ). We 

then calculate �@�Å�- �á�@�Å�. ���ƒ�•�†���@�Å�/using equations (3.40) and (3.41) respectively. Now, the 

trilateration method can be used to determine the position of the user by obtaining the 

intersection point from the three following equations: 


^

�:�T�Ë�ë
F �T�Í�ë�-
�;�6 
E�:�U�Ë�ë
F �U�Í�ë�-

�;�6 
L���@�Å�-
�6

�:�T�Ë�ë
F �T�Í�ë�.
�;�6 
E�:�U�Ë�ë
F �U�Í �ë�. �;

�6 
L���@�Å�.
�6 ����

�:�T�Ë�ë
F �T�Í�ë�/
�;�6 
E�:�U�Ë�ë
F �U�Í�ë�/

�;�6 
L���@�Å�/
�6 ����

     (3. 24) 
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where �@�Å�- �á�@�Å�. ���ƒ�•�†���@�Å�/  are the horizontal distances between the transmitters and the 

receiver and (�T�Í�ë�-
,���U�Í�ë�-

) , (�T�Í�ë�.
,���U�Í�ë�.

) and (�T�Í�ë�/
,���U�Í�ë�/

) are the position coordinates of the 

transmitters, whereas �:�T�Ë�ë�á�U�Ë�ë�;�� is the position of the receiver. 

3.4.3. Mathematical Analysis of Noise 

In this subsection, we conduct a noise analysis for the proposed positioning system. By 

setting �G
L �I 
E�Û
E�s, (3.40) can then be written as: 

���2�V�v�á�Å�Ô
k�à�Å�Ô��
o
L���2�V�v�á�f �:�r�;�ä�…�‘�•�Þ
k�à�Å�Ô
o      (3. 25) 

Equation (3.43) expresses the ideal system case which means there is no noise affecting the 

system. From this, we can derive: 

�à�Å�Ô
L���…�‘�•�?�5�L
¨
���É�N�n�á�½�Ô

�@�� �½�Ô
�A

�É�N�n�á�^�:�4�;

�Ö

�M      (3. 26) 

On the other hand, in the presence of noise, we have: 

���2�V�v�á�Å�Ô
k�à�Å�Ô��
o
E�2�á�Ô

L �:�2�V�v�á�f �:�r�; 
E�2�á�,

�;�…�‘�•�Þ
k�à�Å�Ô
E�¿�à�Å�Ô
o   (3. 27) 

where �2�á�Ô
 and �2�á�,

 are the noise power levels at distance �.�Ü, and �D respectively, both are white 

Gaussian noise, and  �¿�à�Å�Ô is the angular error at distance �.�Ü, Consequently: 

�)�L�J�����������������7�R�S���Y�L�H�Z���R�I�������'���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P�� 
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�à�Å�Ô
E�¿�à�Å�Ô
L���…�‘�•�?�5�L
¨
�:���É�N�n�á�½�Ô

�@�� �½�Ô
�A�>�É�Ù�Ô

�;

�:�É�N�n�á�^�:�4�;���>�É�Ù�, �;

�Ö

�M      (3. 28) 

that is, 

�¿�à�Å�Ô
L���…�‘�•�?�5�L
¨
�@���É�N�n�á�½�Ô

�@�� �½�Ô
�A�>�É�Ù�Ô

�A


k�É�N�n�á�^�:�4�;���>�É�Ù�, 
o

�Ö

�M
F�…�‘�•�?�5�L
¨
���É�N�n�á�½�Ô

�@�� �½�Ô
�A

�É�N�n�á�^�:�4�;��

�Ö

�M.  (3. 29) 

From (3.41), we can calculate the horizontal distance in the ideal and the real cases as shown 

in (3.41) and (3.48): 

�@�Ü
E�¿�@�Ü
L �Š�Û���–�ƒ�•�:�à�Å�Ô
E�¿�à�Å�Ô�;.      (3. 30) 

�¿�@�Ü
L �Š�Û�:�–�ƒ�•
k�à�Å�Ô
E�¿�à�Å�Ô
o
F �–�ƒ�•
k�à�Å�Ô
o�;      (3. 31) 

Finally, from (3.47) and (3.49), we can obtain the relationship between the angular error 

(�¿�à�Å�Ô) or the horizontal distance error (�¿�@�Ü) for wide range of SNR at any point in the VLC 

room. 

3.5. Results and Discussion 

The indoor positioning system is simulated using MATLAB to p�L�Q�S�R�L�Q�W�� �W�K�H�� �X�V�H�U�¶�V��

position. The system parameters are shown in Table 3.5. First of all, the location algorithm 

which is shown in Fig. 3.6 (b) was applied in order to obtain the performance of the location 

error at 441 points on the floor in a typical room (5m × 5m × 3m) by the two scenarios 

mentioned before (i.e. LOS and LOSNLOS). According to [6], the required SNR to achieve 

a target BER of 10-6 is 13.6 dB. Therefore, our simulations consider an SNR of more than 

13.6 dB. From the mathematical analysis of noise, we have simulated two scenarios which 

are LOS and LOSNLOS scenarios as follow: 

3.5.1. Line of Sight Scenario 

we simulated and plotted the relationship between the angular error (�¿�à) and a wide range 

of SNR when the receiver is at different positions of the room for LOS scenario as shown in 

Fig. 3.12 (a), where we select three different positions. It is noted that the angular error is 
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different from one position to another when the SNR is less than 10 dB. However, it has 

approximately the same effect when the SNR is high. Moreover, the relationship between 

the horizontal distance error (�¿�@) and the SNR is plotted in Fig. 3.12 (b) for three different 

positions of the receiver, where it becomes stable at high values of SNR. In addition, we note 

that the performance of angular error and horizontal error for the position of the receiver is 

(2.5,2.5) m do not have the same trend in terms of the position (0,2.5) m, and (0,0) m because 

of the distances between the transmitter and the receiver are not equal. Moreover, the errors 

are negative because the angle from the first term in (3.47) is less than the angle from the 

second term as well as the distance from the first term in (3.48) is less than the distance from 

the second term based on the negative angular error. 

Now, we investigate the effect of different location codes on the angular error and the 

horizontal distance error for LOS scenario. We assume four different location codes which 

are [0000 0001], [1000 0000], [1010 1010] and [1111 1111]. This means that every signal 

has a different average normalized power level which are 0.125, 0.125, 0.50 and 1, 

respectively. Then, there is a difference between location codes when the SNR is less than 

15 dB, because the VLC system is stable only.when SNR is more than 15 dB then we can 

use different location codes and there is not any impact on the positioning accuracy for an 

angular error or horizontal distance error when SNR is more than 15 dB as shown in Fig. 

3.13 (a) and (b). Therefore, we can conclude that there is not any impact on the positioning 

accuracy when we use different location codes with OOK modulation. 

The result in LOS scenario (i.e. in the absence of any reflections from walls) were 

generated under both noisy and noiseless cases. In the first case, the VLC positioning system 

is considered to be an ideal system meaning that noise does not affect any stage in the 

aforementioned VLC system. The spatial distribution of localization errors of the device are 

plotted in Fig. 3.14 for the ideal scenario. 
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In the second case, we investigate the senario where noise is present in the system. Here, 

the same positioning algorithm is applied but with noise added to the received signal. The 

noise is modeled as normal AWGN over the SNR range of 0 dB to 30 dB. The selected 

localization error distribution is poltted at 20 dB in Fig. 3.15. Furthermore, the real and 

estimated positions of device poltted at 20 dB are depicted in Fig. 3.16. In addition, all 

statistical measures of central tendency (mean, standard deviation and maximum value) 

indicate that there is free error in the noiseless LOS scenario. However, in the noisy LOS 

scenrio, the localization error average decreases spectacularly when the SNR increases (as 

shown in Fig. 3.15) and from all statistical measures of central tendency that are illustrated 

in �7�D�E�O�H�� ��������. For instance, we obtained an average positioning error of less than 5.6 cm 

when the SNR was more than 15 dB, whereas, the average positioning error was less than 1 

cm when SNR = 30 dB. There are extra results from ROP distributions approach for 

positioning using three transmiters that have presented in appendix A. 
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3.5.2. LOS and non-LOS (LOSNLOS) Scenario 

In this scenario, we used the same positioning algorithm utlilised in the LOS scenario. To 

further investigate the LOSNLOS scenario we considered both the LOS paths and the NLOS 

(LOSNLOS) paths (i.e. the received optical power is calculated from LOS paths and from 

the first refection off the walls). This scenario is carried out for two cases. The first case is a 

noiseless LOSNLOS scenario which means that no noise is present at any stage in the 

aforementioned VLC system. The average error slightly increases in all locations in the 

typical room, especially nearby the walls where the maximum error here is < 20 cm due to 

the directionality of Lambertian as shown in Fig. 3.17. 

On the other hand, in the noisy LOSNLOS scenario, the selected localization error 

distributions are poltted at 20 dB and depicted in Fig. 3.18. Furthermore, the real and 

estimated positions of the device are poltted at 20 dB and depicted in Fig. 3.19. It can be 

noted that, in Fig. 3.19 there is a clear difference between the positioning error in most 

positions in the room and positions near the walls. We note that the majority of the estimated 

positions are inside the room (useful feature), and that the effect of reflections are clear on 

the estimated positions that are close to walls. In addition, we have some statistical standards 

that are shown in �7�D�E�O�H�� �������� which show that the localization error average decreases 

signifincantly when the SNR increases. 

Furthermore, Fig. 3.20 illustrates the relationship between the average positioning error 

and the SNR for the LOS and the LOSNLOS scenarios. Indeed, both scenarios provide an 

average error of less than 7 cm when SNR = 15 dB. On the other hand, when the SNR is 

approximately 30 dB, the LOS scenario provides an average error that is close to zero 

whereas the average error in the LOSNLOS procedure is less than 5 cm, where reason behind 

that stems from the directionality of Lambertian as well as the impact of noise. 
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3.5.3. Comparative Analysis of the Results 

In order to evaluate the proposed positioning system in which the same RSSI technique 

and trilateration method are used, a comparison of the results in literature is required. For 

the table of a fair comprising the some condition under which the results in the previous 

works were conducted were also used in the proposed study (for instance, the VLC 

environment and modulation scheme parameters are illustrated in Table 3.7). The summary 

in Table 3.7 is divided into two scenarios: a LOS scenario and a LOSNLOS scenario. Each 

scenario has two cases: noisy and noiseless. Notably, in this study there is free error in 

noiseless LOS scenario, whereas, there were errors in the previous studies. On the other 

hand, in the noisy LOS scenario, the results in the previous work show the positioning 

accuracy at specific values of SNR only such as in [133] and [136], and the accuracies are 5 

cm and 10 cm when SNR are 30 dB and 15 dB respectively. 

In the noiseless LOSNLOS scenario, the previous results show that the average 

positioning error is high (for example, 0.8064 m and 14.98 cm in [138] and [140] 

respectively). Whereas in the positioning system, the average distance error is less than 3.5 
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cm. On the other hand, in the noisy LOSNLOS scenario, the average positioning error was 

0.5 mm in [142] but the noise power was very low (i.e. the range of noise power was from -

140 dBm to -180dBm). In addition, in [144] the RMS error was 1.01 m when SNR =25 dB. 

However, in our work, the average distance error is 4.21 cm when the SNR is 25 dB. At the 

end of this comparison, we can conclude that the proposed positioning system is investigated 

in LOS and LOSNLOS scenarios under both noisy and noiseless cases. In other words, this 

study is more comprehensive with the highest accuracy reported so far. 

3.6. Application of the VLC Positioning in MIMO -

VLC Systems 

3.6.1. Shadowing Issue 

Generally, a uniform illumination within a room is required in a VLC environment. This 

can be achieved by using the irradiance of light with a wide semi-angle at half power as 

lighting equipment, where at the same time, it can be used to minimize a shadowing effect 

[68]. There is an optimal number of lighting sources based on the data rate, mean density of 

pedestrians and room model, etc. to make the VLC system robust against shadowing. 

Overall, this study highlights the need for the optimal number of the four lighting sources as 

transmitters as mentioned, which can achieve better blocking rate performance. Note that 

the previous VLC model was MISO system based on TDMA in Section 3.1[161]. 
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 The lighting distribution is not only used to achieve a uniform illumination but to also 

increase the channel capacity. This is done using multiple lighting sources (i.e. LEDs) as 

multiple transmitters (with each of them sending independent data streams) and multiple 

photodetectors at the receiver side. Resulting in a MIMO VLC system (which is explained 

in Section 2.3 of Chapter 2). We propose a 4 × 4 MIMO VLC system which is shown in Fig. 

2.8. Here, we use a ZF equalizer at the receiver side to separate and recover the transmitted 

signals. In this equalizer, we need to obtain an inverse of �*  (i.e. �* �?�5) and multiply it with 

the received signal �;  to estimate the original signal �:
à�Ø�æ�ç as follows: 

�:
à�Ø�æ�ç
L �* �?�5�; .      (3. 32) 

This is valid when the �*  matrix is square and full rank which means the inversion holds, 

in other words, the determinant of �*  matrix is non-zero. This model suffers from the 

shadowing problem. The shadowing problem is defined as a blockage of one or two of the 

LOS paths during the process of gathering full channel state information (CSI). The CSI is 

required in a MIMO VLC system and can be estimated by sending a pilot signal (PS) at a 

specific time. Thus, if one transmitting signal from four transmitting signals (for example 

�6�T�8) was blocked, the receiver cannot receive the PS from �6�T�8 As such, the ZF equalizer 

cannot estimate the original data, not only from the shadowed transmitter but also from the 

other transmitters (i.e., the data from �6�T�5, �6�T�6, and �6�T�7) due to the determinant of �*  matrix 

being zero. In this case, the matrix inversion is not available. 

There are two approaches to address this rank-reduced problem. The first and simplest 

approach is to reduce the MIMO order (i.e. from 4×4 (M = 4) to 3×3 (M = 3)). Therefore, it 

�L�V���S�R�V�V�L�E�O�H���W�R���D�S�S�O�\�������������������7�K�L�V���D�S�S�U�R�D�F�K���U�H�T�X�L�U�H�V���W�K�H���N�Q�R�Z�O�H�G�J�H���R�I���W�K�H���7�[�¶�V���Oink failure. In 

addition, it needs to ensure that �6�T�8 is not active while data is being transmitted (e.g. �6�T�8 

might only be briefly shadowed during the piloting process but thereafter not shadowed 

during the data transmission which will create interference with other channels). The second 

solution possibility to deal with rank-reduction is to use pseudo-inversion (PI), which is 
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detailed in [162]. In contrast to the previous approach, PI does process the rank-reduced 

matrix and produce the inversion, and therefore does not require the knowledge of the �6�T�8 

link blocking. However, the data recovery process will still demand that �6�T�8 is completely 

blocked during data transmission for two previous approaches, which is not practically 

feasible. In the next section, we propose new methods to solve this problem and to minimise 

the system complexity. 

3.6.2. Self-correcting MIMO -VLC system using 

positioning 

3.6.2.1. Mathematical Modelling 

In this section, we model the proposed self-correction method. When PS from �6�T�8 is 

blocked, the full -rank channel matrix �*  in equation (2.35) with elements obtained by (2.36) 

can be represented as: 

�* 
L��
f

�D�5�5 �D�5�6 �D�5�7 �r
�D�6�5
�D�7�5

�D�8�5

�D�6�6
�D�7�6

�D�8�6

�D�6�7 �r
�D�7�7 �r
�D�8�7 �r


j     (3. 33) 

In (3.51), the last column (i.e. the fourth column) is zero as there is no PS from �6�T�8. In a 

noisy channel (i.e. strong ambient light) the values in the fourth column might not be zeros 

but containing random noise values. For the proof of concept, we consider that the channel 

here has a high signal-to-noise ratio (SNR) level, and as such, noise can be assumed to be 

low and not included in (3.51). However, noise will be considered in the simulations. The 

inversion of �*  matrix does not exist due to the matrix determinant being equal to zero, 

therefore, an estimate of the 4th column elements for data recovery is needed as in (3.50). 

Since �4�T receives the signals and �6�T-locations from 3-�6�T�O (�6�T�5, �6�T�6 and �6�T�7) during the 

piloting period, we can estimate the �4�T position and determine �D�5�8, �D�6�8, �D�7�8 and �D�8�8 Having 
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obtained the �4�T position, which will be discussed in the next subsection, the values of 

�à
à�Ü�8�?�Ø�æ�ç, �@���Ü�8�?�Ø�æ�ç and �ð
à�Ü�8�?�Ø�æ�ç are determined and we can thus estimate the CSI: 

�D
à�Ü�8�?�Ø�æ�ç
L
�à �>�5

�6��

l

�º�Ð�Ñ�Ñ

�×�Ô�0
�. 
p�…�‘�•�à �:�à�Ü�8�;�…�‘�•�:�ð�Ü�8�;�C�:�ð�Ü�8�;�6�æ�:�ð�Ü�8�;   (3. 34) 

Hence, the estimated channel matrix (�*
á�Ø�æ�ç) is: 

�*�Ø�æ�ç
L

�Ï
�Î
�Î
�Î
�Í
�D�5�5 �D�5�6 �D�5�7 �D
à�5�8�?�Ø�æ�ç

�D�6�5
�D�7�5
�D�8�5

�D�6�6
�D�7�6
�D�8�6

�D�6�7 �D
à�6�8�?�Ø�æ�ç

�D�7�7 �D
à�7�8�?�Ø�æ�ç

�D�8�7 �D
à�8�8�?�Ø�æ�ç�Ò
�Ñ
�Ñ
�Ñ
�Ð

     (3. 35) 

Once �*�Ø�æ�ç is computed, �4�T can accept and successfully recover data for all four channels, 

which is a significant improvement over the PI approach. Note that the proposed method can 

be applied to any MIMO VLC system (i.e. with �/ ��
P���v). Furthermore, it can also function 

even if the system loses all PSs from �6�T�8, �6�T�9,.�« ., �6�T�Æ. 

3.6.2.2. Positioning Estimation Using Three Transmitters 

In section 3.4, the positioning algorithm considered a SISO-VLC system based on the 

TDMA technique, the RSSI method and the trilateration method to get the position of the 

device in the VLC environment. We have applied this algorithm in MIMO-VLC system 

(note that, a MIMO -VLC receiver has four photodetectors and we have to use at least two 

of them to apply the positioning algorithm). The receiver already has knowledge of all the 

positions of photodetectors using the positioning algorithm  (i.e.; from the RSSI technique 

that has explained in previous subsection). This is because when the positions of 

�S�K�R�W�R�G�H�W�H�F�W�R�U�V���D�U�H���N�Q�R�Z�Q���D�Q�G���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V���D�U�H���D�O�U�H�D�G�\���N�Q�R�Z�Q���I�U�R�P���W�K�H���W�\�S�L�F�D�O��

VLC room, then, the distances between the transmitters and photodetectors are also known. 

In other words, we can calculate the distance between the transmitter which is blocked and 

the photodetectors (�@�Ü�8). Therefore, the uncompleted CSI matrix �*  can be corrected from 

the fourth transmitter without having a pilot signal as indicated below: 

1. We know the distance �@�Ü�8 from the positioning algorithm and the room dimensions. 

2. We calculate the incidence angle �à�Ü�8 using the following equation: 
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�à�Ü�8 
L �…�‘�•�?�5�:�D �@�Ü�8�¤ �;      (3. 36) 

where h is the vertical distance between the transmitters and the receiver. 

3. We use the same assumption which is �à�Ü�Ý
L �ð�Ü�Ý and �C
k�ð�Ü�Ý
o
L �6�æ
k�ð�Ü�Ý
o
L �s�ä 

4. Finally, we can calculate �D
à�Ü�8�?�Ø�æ�ç using (3.52). 

3.6.3. Results and Discussions 

The proposed self-correcting MIMO�±VLC system is simulated and evaluated using 

MATLAB to validate the above concept. The simulation parameters used in this case are 

depicted in Table 3.7. 

The proposed self-correcting MIMO VLC system works under the condition that the 

receiver does not receive CSI from �6�T�8 due to the shadowing problem. However, in the data 

transmission period, all transmitters still transmit signals and the receiver collects signals as 

per the normal scenario. In this proposed model, we used data rate of 0.5 Mbps as it can be 

sent within the experimentally measured 3 dB bandwidth of the LEDs. However, it is 

possible to use higher data rates based on the 3 dB bandwidth, but the focus here is on the 

operation demonstration of the self-correcting method. The localization error distributions 

were plotted in two cases (noiseless and noisy cases) when SNR = 20 dB as shown in Fig. 

3.21 (a) and (b), respectively. 

�7�D�E�O�H�������������7�K�H���V�L�P�X�O�D�W�L�R�Q���S�D�U�D�P�H�W�H�U�V���I�R�U���W�K�H���V�H�O�I���F�R�U�U�H�F�W���0�,�0�2���9�/�&���V�\�V�W�H�P�� 

�3�D�U�D�P�H�W�H�U �9�D�O�X�H 
�5�R�R�P���D�Q�G���7�U�D�Q�V�P�L�W�W�H�U�V 

�/�H�Q�J�W�K�����P�����î���:�L�G�W�K�����P�����î���+�H�L�J�K�W�����P�� �����î�������î���� 
�1�X�P�E�H�U���R�I���/�(�'���E�D�V�H�G���W�U�D�Q�V�P�L�W�W�H�U�V �� 
�7�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V �6�H�H���)�L�J������������ 
�7�U�D�Q�V�P�L�W�W�H�G���S�R�Z�H�U�����S�H�U���W�U�D�Q�V�P�L�W�W�H�U�� ���������Z 
�/�(�'���E�D�Q�G�Z�L�G�W�K�����/�X�[�H�R�Q���5�H�E�H�O���F�R�R�O���Z�K�L�W�H���6�5���������:�&�������� �����0�+�] 
�7�U�D�Q�V�P�L�W���G�D�W�D���U�D�W�H���5�% �����0�E�S�V 

�2�S�W�L�F�D�O���U�H�F�H�L�Y�H�U�V 
�3�K�R�W�R�G�H�W�H�F�W�R�U�����3�'�����W�\�S�H �2�6�'�������7 
�3�'���D�F�W�L�Y�H���D�U�H�D �������P�P�� 
�3�'���U�H�V�S�R�Q�V�L�Y�L�W�\�����D�V���D�Y�H�U�D�J�H���R�Y�H�U���Y�L�V�L�E�O�H���E�D�Q�G�� ������ 
�5�H�F�H�L�Y�H�U���V�H�Q�V�L�W�L�Y�L�W�\�����X�V�H�G���Z�L�W�K���W�K�H���$�'�����������W�U�D�Q�V���L�P�S�H�G�D�Q�F�H���D�P�S�O�L�I�L�H�U�� ���������G�%�P 
�5�H�F�H�L�Y�H�U���I�L�H�O�G���R�I���Y�L�H�Z�����)�2�9�� �����R 

�5�H�F�H�L�Y�H�U���S�L�W�F�K �������F�P 
�/�'�)���F�X�W���R�I�I���I�U�H�T�X�H�Q�F�\ ���������
���5�%�����0�+�] 
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�:�H���G�L�Y�L�G�H�G���W�K�H���U�H�V�X�O�W�V���L�Q���W�K�L�V���V�H�F�W�L�R�Q���L�Q�W�R���W�Z�R���S�D�U�W�V�����W�K�H���I�L�U�V�W���S�D�U�W���L�V���I�R�U���W�K�H���Q�R�U�P�D�O���V�F�H�Q�D�U�L�R��

�D�Q�G���W�K�H���V�H�F�R�Q�G���S�D�U�W���L�V���I�R�U���W�K�H���³�E�O�R�F�N�L�Q�J���S�U�R�E�O�H�P�´���V�F�H�Q�D�U�L�R�����,�Q���W�K�H���Q�R�U�P�D�O���V�F�H�Q�D�U�L�R�����Z�H���I�L�U�V�W�O�\��

�H�[�D�P�L�Q�H���W�K�H���%�(�5���S�H�U�I�R�U�P�D�Q�F�H���I�R�U�����±�F�K�D�Q�Q�H�O�V���R�I�����î�����0�,�0�2�±�9�/�&���V�\�V�W�H�P�����L���H�����W�K�H���G�D�W�D���V�H�Q�W��

�I�U�R�P���6�T�5�������6�T�6�����6�T�7�����D�Q�G���6�T�8�����Z�L�W�K�R�X�W���F�R�Q�V�L�G�H�U�L�Q�J���D�Q�\���Q�R�L�V�H�����,�Q���)�L�J�����������������W�K�H���U�H�V�X�O�W�V���V�K�R�Z��

�W�K�D�W���W�K�H���0�,�0�2�±�9�/�&���V�\�V�W�H�P���K�D�V���I�U�H�H���%�(�5���L�Q���D�Q���L�G�H�D�O���F�D�V�H�� 
  

�)�L�J�������������������6�S�D�W�L�D�O���G�L�V�W�U�L�E�X�W�L�R�Q���R�I���W�K�H���O�R�F�D�O�L�]�D�W�L�R�Q���H�U�U�R�U���I�R�U���0�,�0�2���9�/�&���V�\�V�W�H�P�����D�����Q�R�L�V�H�O�H�V�V���F�D�V�H�����E�����Q�R�L�V�\��
�F�D�V�H���Z�K�H�Q���6�1�5��� ���������G�%�� 

�)�L�J�������������������%�(�5���P�D�S���R�I���W�R�W�D�O���U�H�F�H�L�Y�H�G���G�D�W�D���I�U�R�P���I�R�X�U���F�K�D�Q�Q�H�O���L�Q�F�O�X�G�L�Q�J���6�T�5�������6�T�6�����6�T�7�����D�Q�G���6�T�8���Z�L�W�K�R�X�W��
�Q�R�L�V�H�� 
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Note that BER value below �s�r�?�: is truncated to this level. Lower BER can be obtained 

with longer tests but there is no gain in doing so in this proof of concept study. Secondly, 

we examine the BER performance for 4�±channels of 4×4 MIMO�±VLC system with the 

presence of noise and when SNR = 20 dB. Fig. 3.23 shows the BER distribution maps in the 

receiving plane of the four channels. The BER of channel (1), which is evaluated by the 

receiving data from �6�T�5, is very low underneath �6�T�5 and in the nearby area. However, the 

combination effect of low received power (from �6�T�5) at the opposite corner area and the 

noise amplification increases the BER at the corner due to large  value of �* �?�5 (i.e. that means 

the �D�Ü�5 coefficients are very small). Due to the dependence on the room configuration, other 

interference light sources, and different noise power distribution might be able to help 

alleviate this effect. However, such consideration are not part of the scope of this work. The 

BER for channels (2), (3) and (4) are similar to the BER of channel (1) as shown in Fig. 

3.23. Furthermore, the total BER performance of the MIMO-VLC system is shown in Fig. 

3.24 when SNR = 20 dB. The results show that the proposed MIMO-VLC system does not 

work at corners as the BER is very low.  

In the second scenario, which has the blocking issue, we assume that the MIMO�±VLC 

system operates under the condition of interchangeably missing a pilot signal from one 

transmitter (in this work it will be from �6�T�8). The results in Fig. 3.25 and Fig. 3.26 show 

that the self-correcting method (explained above) allows the MIMO-VLC system to recover 

the original data even in the absence of a pilot signal from a transmitter. By applying the 

self-correcting method, the receiver is able to adapt to the missing pilot signal from one 

transmitter to fulfil the �*  matrix and recover data. Note that the BER performance for four 

channels in Fig. 3.25 obtained using self-correcting method is similar to the BER 

performance for 4-channels in Fig. 3.23. Furthermore, the total BER performance of the self-

correcting MIMO-VLC system is similar to the total BER performance of MIMO-VLC 

system without missing any pilot signal as shown in Fig. 3.26 and Fig. 3.24 respectively. To 
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date, one can therefore see that this work has proposed a novel self-correcting model for 

recovering 4×4 MIMO�±VLC data in the case of missing pilot signal from one transmitter. 

The indoor VLC positioning algorithm has been used to estimate the missing CSI thus fully 

restoring the full MIMO-VLC transmission. 

�)�L�J�������������������%�(�5���G�L�V�W�U�L�E�X�W�L�R�Q���P�D�S�V���L�Q���W�K�H���U�H�F�H�L�Y�L�Q�J���S�O�D�Q�H���R�I���W�K�H���I�R�X�U���F�K�D�Q�Q�H�O�V�����L�Q�F�O�X�G�L�Q�J���I�U�R�P���6�T�5���F�K�D�Q�Q�H�O��
���������������6�T�6���F�K�D�Q�Q�H�O���������������6�T�7���F�K�D�Q�Q�H�O���������������D�Q�G���6�T�8���F�K�D�Q�Q�H�O�������������Z�K�H�Q���6�1�5��� ���������G�%�� 
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�6�1�5��� ���������G�%�� 
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3.6. Summary 

In this chapter, an indoor VLC system was investigated using two types of illumination: 

single and four cell configurations. The comparison has shown that the four cell 

configuration has a superior flat illuminance over the single cell configuration. In addition, 

a comprehensive investigation of the ROP distributions was conducted and a comparison 

between the ROP with and without optimum Lambertian order for single and four cell 

configurations was made. The spatial distribution of ROP and the numerical simulation 

results have shown a very small difference of ROP for single cell with and without optimum 

Lambertian order, whereas the difference is quite high for the four cell configuration. 

Moreover, the relationship between the semi-angle at half power of LED and the ROP has 

also been studied as well as the relationship between the maximum horizontal distance and 

the transmitted power level and semi-angle at half power with different levels of receiver 

sensitivity. We have also compared our work with the existing works on the indoor VLC 

positioning system which have the same modulation scheme and used the RSSI technique. 

�)�L�J�������������������7�R�W�D�O���%�(�5���I�R�U���W�K�H���0�,�0�2���9�/�&���V�\�V�W�H�P���X�V�L�Q�J���W�K�H���V�H�O�I���F�R�U�U�H�F�W�L�Q�J���P�H�W�K�R�G��
�Z�K�H�Q���F�K�D�Q�Q�H�O�����������L�V���E�O�R�F�N�H�G���D�Q�G���W�K�H���6�1�5��� ���������G�%�� 
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The chapter has also discussed a novel 2D indoor positioning system using LED ceiling 

lamps which are modelled mathematically using the RSSI technique. The simulations were 

carried out to calculate the effect of distortions on the received optical power from three 

transmitters using the trilateration method. We have found that there is no effect on the 

positioning accuracy when different location codes are used. The proposed positioning 

algorithm is able to determine the user's location with an average error of 5 cm when the 

SNR is 15 dB for a LOS system. However, the error average in LOSNLOS is around 8 cm 

when SNR is 15 dB. In general, the average error decreases dramatically when the SNR is 

increased above 15 dB. A comparison is made with previous works on the subject and we 

have demonstrated the good performance of the proposed positioning scheme. 

Finally, we have introduced a novel approach based on the proposed positioning scheme 

for recovering 4×4 MIMO�±VLC data with a partial CSI knowledge. Theoretical analysis and 

numerical evaluation have been outlined both in noisy and noiseless cases and have shown 

the capability of the self-correcting method using the RSSI positioning technique with the 

trilateration method. 

The next chapter will introduce a new indoor VLC positioning system based on the 

received power levels of only two LEDs for different environments. The proposed model 

will use only two equations to estimate the user location (in a full 2D receiving plane). 
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Chapter Four 

Indoor VLC Positioning System Using 
Two Transmitters 

4.1. Introduction  

�,�Q�G�R�R�U���S�R�V�L�W�L�R�Q�L�Q�J���R�U���O�R�F�D�O�L�]�D�W�L�R�Q���E�D�V�H�G���R�Q���9�/�&���L�V���D�Q���H�P�H�U�J�L�Q�J���W�H�F�K�Q�R�O�R�J�\���Z�L�W�K���Z�L�G�H��

�D�S�S�O�L�F�D�W�L�R�Q�V�����,�Q���F�R�Q�Y�H�Q�W�L�R�Q�D�O���O�R�F�D�O�L�]�D�W�L�R�Q���V�F�K�H�P�H�V�����W�K�H���W�U�L�O�D�W�H�U�D�W�L�R�Q���W�H�F�K�Q�L�T�X�H���L�V���Z�L�G�H�O�\���X�V�H�G��

�Z�L�W�K���D�W�� �O�H�D�V�W�� �W�K�U�H�H�� �V�H�S�D�U�D�W�H�� �O�L�J�K�W�L�Q�J�� �V�R�X�U�F�H�V�� �W�R�� �G�H�W�H�U�P�L�Q�H���W�K�H���X�V�H�U�¶�V�� �O�R�F�D�W�L�R�Q����In indoor 

environments, LED based lighting fixtures offer in addition to illumination and data 

communications, highly accurate positioning �>�����������������@. There exist a number of techniques 

for indoor positioning systems (IPSs). However, in certain environments such as (i) small 

rooms, long rectangular rooms,�« etc., where the number of lighting sources is less than 

three, (ii) long corridor, tunnels etc. where lighting sources are positioned in a single row; 

and (iii) rooms, halls etc. where a selected number of LEDs could be used for localisation, 

the trilateration method does not work accurately. 

 In this chapter, a new indoor VLC positioning scheme based on the received power 

distributions of only two LEDs, and offering to alleviate the dependence on trilateration, is 

reported for different environments. The proposed scheme considers both RSSIs and the 

lighting fixture layout within a room. This could help reduce the cost and complexity and 

offers similar performance to the trilateration based IPS. The chapter outlines a mathematical 

model for the VLC channel with Gaussian noise and will numerically evaluate the system 

performance over a large range of SNR. We also study the effect of noise on IPS. In addition, 

the results are compared with the exiting trilateration technique. 



 

���� 
 

4.2. Indoor VLC Positioning System 

4.2.1. System Description 

�,�Q���W�K�L�V���V�H�F�W�L�R�Q�����Z�H���F�R�Q�V�L�G�H�U���D�O�O���V�W�D�J�H�V���R�I���W�K�H���S�U�R�S�R�V�H�G���9�/�&���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P���D�V���V�K�R�Z�Q��
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4.2.2. Mathematical Model for Localization Using RSSI 

A 1-D localization scheme based on the signal path losses from two Txs was reported in 

�>�����@. Here, we will use two Txs for the 2-D positioning system. From (4.7) and (4.8), we 

have the received power for the case when the Rx is just beneath the Tx at a height h (i.e., L 

= h) (see Fig. 4.3), which is defined as: 
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L �2�X�v
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�6� �Û�. ���ä��     �������������� 

Note that �2�V�v�á�Û�:�r�á�r�; is the received optical power determined at distance h, which is the 

vertical distance between the transmitter and receiver, (i.e., underneath the transmitter) as 

shown in Fig. 4.3. Here, �ð�Å�Ü
L �à�Å�Ü as the transmitter and the receiver are assumed to be in 

the parallel planes. Underneath the Txs (i.e., at distance h), in this case, these angles 

(�ð�Å�Ü�á�à�Å�Ü�;��are zero. From (4.7) and (4.12), the relationship between the received optical 

powers at h and L distances (�2�V�v�á�Û���ƒ�•�†���2�X�v�á�Å respectively) is given by: 
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where �à�Å�Ü and �ð�Å�Ü are the angles at distance Li. Note that, for �.�Ü
L �D
�…�‘�•�à�Å�Ü


W , we have: 
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 �>�5�:�à�Å�Ü�;�á���������������E
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where �E�r�f is the number of transmitters in the room (�E
L �s�á�t��in this work), Li is the distance 

from Txi to the receiver and ����= 2 is a path-loss exponent correction factor �>�����@. From (4.14), 

and knowing �2�V�v�á�Å�Ü�:�à�Å�Ü�; and �2�V�v�á�Û�:�r�;, we can determine the angle of irradiance �à�Å�Ü 

Therefore, the projected horizontal distance �@�Ü�� between the transmitter and the receiver can 

be determined as follows: 

�@�Ü
L �D�Û���–�ƒ�•�à�Å�Ü��      ������������ 

4.3. Novel Indoor Model for Positioning using RSSI 

Technique 

Here, we propose an indoor localization system using only two transmitters as illustrated 

in Fig. 4.4. We will also investigate the accuracy of the localisation using the proposed 

approach in different scenarios. From (4.14), it is possible to calculate the irradiance angle 

�à�Å�Ü. The receiver needs to determine the received optical powers at (i) beneath each Txi (i.e.; 

�2�V�v�á�f �������D�Q�G�����L�L�����D�W���W�K�H���F�X�U�U�H�Q�W���X�V�H�U�¶�V���O�R�F�D�W�L�R�Q�����L���H�������2�V�v�á�Å�Ü�:�à�Å�Ü�;). Using equation (4.14), we can 

determine �à�Å�5 and �à�Å�6 for Tx1 and Tx2 respectively as shown in Fig. 4.4. Next, �@�5 and �@�6 

�)�L�J���������������6�L�G�H���Y�L�H�Z���R�I�������'���L�Q�G�R�R�U���9�/�&���V�\�V�W�H�P 
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(horizontal distances between Tx1, Tx2 and the receiver) can be calculated from �à�Å�5 and �à�Å�6 

using (4.15). Fig. 4.5 shows the top view of the 2-D system as well as the predicted power 

contours of the two transmitters at the positions (0.25m, 0m) and (2.75m, 0m). To determine 

the �X�V�H�U�¶�V���O�R�F�D�W�L�R�Q�����Z�H���Q�H�H�G���W�R���I�L�Q�G���W�K�H���L�Q�W�H�U�V�H�F�W�L�R�Q���R�I���W�K�H���S�U�H�G�L�F�W�H�G���S�R�Z�H�U���F�R�Q�W�R�X�U�V�����Z�K�L�F�K��

can be obtained by solving the following equations: 

�J
�:�T�V�v
F �T�X�v�5�;�6 
E�:�U�V�v
F �U�X�v�5�;�6 
L���@�Å�5

�6 ������
�:�T�V�v
F �T�X�v�6�;�6 
E�:�U�V�v
F �U�X�v�6�;�6 
L���@�Å�6

�6 ������
    �������������� 

where (�T�X�v�5,���U�X�v�5) and (�T�X�v�6,���U�X�v�6) are the position coordinates of the transmitters and 

�:�T�V�v�á���U�V�v�;�� is the position of the receiver to be determined. 

In previous works, there has been no analytical model for the impact of noise on the 

positioning accuracy in a standard size room as previously mentioned in Section 4.3.1. In 

this section, we will develop the noise analysis for the proposed system. Equation (4.14) can 

be rewritten by setting �G
L �I 
E�Û
E�s: 

�2�V�v�á�Å�Ô�:�à�Å�Ü�; 
L�����2�V�v�á�Û�:�r�;�����…�‘�•�Þ�:�à�Å�Ô�;��     �������������� 

In the case of a noise-free scenario, from (4.17), we also have: 

�à�Å�Ü
L���…�‘�•�?�5
l 
§
�É�N�n�á�½�Ô�:�� �½�Ô�;

�É�N�n�á�Ó�:�4�;��

�Ö

p��     ���������������� 

�)�L�J���������������7�Z�R���7�[�V���L�Q�G�R�R�U���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P�� 
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However, if there are noises with the powers of �2�á�Ô
 and �2�á�Ú

 that are present at the receiver 

position and underneath the transmitter, respectively, these noises will be added to the 

measured received optical powers �2�V�v�á�Å�Ü�:�à�Å�Ü�; and �2�V�v�á�Û�:�r�; at distances of Li and h 

respectively and are given by: 

�2�V�v�á�Å�Ü�:�à�Å�Ü�; 
E�2�á�Ô
��
L 
k�2�V�v�á�Û�:�r�; 
E�2�á�Ú


o�…�‘�•�Þ�:�à�Å�Ü
E�¿�à�Å�Ü�;��  ���������������� 

where 
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§
�:�É�N�n�á�½�Ô�:�� �½�Ô�;�>�É�Ù�Ô

�;

�:�T�N�n�á�Ó�:�4�;���>�É�Ù�Ú�;

�Ö
�G��    ���������������� 
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¨
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�A
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o

�Ö

�M
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§
�É�N�n�á�½�Ô�:�� �½�Ô�;

�T�N�n�á�Ó�:�4�;��

�Ö
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Therefore, the link SNR is given by: 

������ 
L �s�r�Ž�‘�‰
l
�É�N�n�á�½�Ô�:�� �½�Ô�;

�´ �á�Ô
�. �µ


p�������ž �������•�•�”
L��
�É�N�n�á�½�Ô�:�� �½�Ô�;

�´ �á�Ô
�. �µ

���ä   �������������� 

where snr and SNR are the linear and logarithmic values of signal-to-noise ratio respectively. 

Note that the noises �J�Ü��and �J�â have normal distributions (i.e. AWGN) and the average noise 

power can be written as: 

�)�L�J���������������W�R�S���Y�L�H�Z���R�I���W�K�H�������'���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P�� 
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�2�á�Ô
��
L����

�Ù�:�á�;�_���É�N�n�á�½�Ô�:�� �½�Ô�;

�q�l�p
����     ���������������� 

Where �B�:�J�Ü�; 
L �� �:�ä�á�ê�; is AWGN (�ä is mean and is equal to zero and �ê�� is the variance of 

noise and is equal to one). Substituting for the noise in (4.21), we have: 
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§
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Equation (4.24) shows the relationship between �¿�à�Å�Ü and SNR. From (4.15), it is possible to 

calculate the horizontal distance under the condition of without and with noise as shown in 

(4.15) and (4.25), respectively. 

�@�Ü
E�¿�@�Ü
L �D�Û���–�ƒ�•�:�à�Å�Ü
E�¿�à�Å�Ü�;��     ���������������� 

Therefore, the distance difference due to noise is given by: 

�¿�@�Ü
L �D�Û���–�ƒ�•�:�à�Å�Ü
E�¿�à�Å�Ü�; 
F �D�Û���–�ƒ�•�à�Å�Ü���� 


L �D�Û�:�–�ƒ�•�:�à�Å�Ü
E�¿�à�Å�Ü�; 
F �–�ƒ�•�:�à�Å�Ü�;�;��     �������������� 

From the above equations ((4.24) and (4.26)), the relationship between �¿�à�Å�Ü or �¿���@�Ü and SNR 

at any position in the room is determined. 

4.4. Results and Discussions  

4.4.1. System Setup 

The proposed 2-Tx indoor positioning system as shown in Fig. 4.4 is simulated and 

evaluated using MATLAB. The coordinator generates different location codes �>���������� �������@ 

�I�R�U�� �W�K�H�� �W�Z�R�� �W�U�D�Q�V�P�L�W�W�H�U�V�� �E�D�V�H�G�� �R�Q�� �W�K�H�� �W�U�D�Q�V�P�L�W�W�H�U�V�¶�� �S�R�V�L�W�L�R�Q�V�� �D�Q�G�� �F�R�P�E�L�Q�H�V�� �W�K�H�P�� �W�R�� �W�K�H��

transmitted data as shown in Fig. 4.2. The receiver on the other side recovers the data based 

on OOK-TDM (time division multiplexing) scheme and hence obtains the locations of 

transmitters from the transmitted location codes. During the location code transmission, only 
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one LED is active at a time to ensure that the receiver receives the correct code from a 

�G�H�G�L�F�D�W�H�G���/�(�'�����7�K�H���S�R�V�L�W�L�R�Q�L�Q�J���D�O�J�R�U�L�W�K�P���W�K�H�Q���X�V�H�V���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V���D�Q�G���U�H�F�H�L�Y�H�G��

power levels. The main simulation parameters adopted are presented in Table 4.1. Each Tx 

contains a number of LEDs whose parameters match those of commercially available LED 

devices. 

4.4.2. The T�U�D�Q�V�P�L�W�W�H�U�V�¶��Positions 

The proposed system is evaluated in four scenarios where the positions of the two 

transmitters mounted on ceiling are changed as shown in Fig. 4.6 (a). The positioning 

performance is evaluated at 169 points (i.e. on a 13×13 grid) on the floor of the room. These 

scenarios are summarised in Table 4.2. In each scenario, we test five different transmitter 

positions to evaluate the proposed approach. 
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In scenario (1), the two transmitters are located at the corners of the room and are then 

moved towards the middle of the wall by a 25 cm step. Five different positions were tested 

where Fig. 4.7 (a) shows the average position error against the SNR for all possible positions 

in a typical room. In all cases, all curves are close to each other, and the average positioning 

error (for the entire room) tends towards zero for SNR more than 25 dB (i.e. for high SNR 

values). In the second scenario (2), when the transmitters are away from the wall (i.e.; �U�X�v�g 

= 25 cm), the distance between the two transmitters is decreased by 50 cm in every step (i.e. 

Tx1 and Tx2 are moved towards each other by 25 cm in each step). The relationship between 

the SNR and the average error is plotted in Fig. 4.7 (b). The obtained average positioning 

errors is slightly higher than that of the first scenario because there are two solutions when 

solving equation (10) and equation (11). Each solution can be equally considered as the user's 

location. Therefore, we can consider that the receiver is in a bigger area whereas there is a 

�7�D�E�O�H�������������7�K�H���V�L�P�X�O�D�W�H�G���V�F�H�Q�D�U�L�R�V���R�I���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�
���S�R�V�L�W�L�R�Q�V�� 

 

�6�F�H�Q�D�U�L�R�����������Z�K�H�Q���7�[�L���F�R�R�U�G�L�Q�D�W�H�����T�X�v�Ü���!�������D�Q�G�����U�X�v�Ü��� ���� 

�6�F�H�Q�D�U�L�R�����������Z�K�H�Q���7�[�L���F�R�R�U�G�L�Q�D�W�H���T�X�v�Ü���!�������D�Q�G���U�X�v�Ü��� ���������F�P 

�6�F�H�Q�D�U�L�R�����������Z�K�H�Q���7�[�L���F�R�R�U�G�L�Q�D�W�H���T�X�v�Ü��� ���U�X�v�Ü 

�6�F�H�Q�D�U�L�R�����������Z�K�H�Q���7�[�L���F�R�R�U�G�L�Q�D�W�H���T�X�v�Ü��� �������D�Q�G���U�X�v�Ü���!���� 

�)�L�J�����������������D�����' �L�I�I�H�U�H�Q�W���S�R�V�L�W�L�R�Q�V���R�I���W�U�D�Q�V�P�L�W�W�H�U�V���L�Q���W�K�H���S�U�R�S�R�V�H�G���9�/�&���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P���D�Q�G�����E�����W�K�H���E�O�L�Q�G��
�V�S�R�W���D�Q�G���W�K�H���Z�R�U�N�L�Q�J���D�U�H�D�� 
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blind zone for determining the receiver position if it moves to the small area between Txs 

and the wall as illustrated in Fig. 4.6 (b). Note that in Fig. 4.6 (b), there is two possible 

solutions due to the intersection of the power circles of Tx1 and Tx2. The blind zone is shown 

as the line drawn through the top intersection points (red points).Within the blind zone, we 

cannot determine the accurate position of the receiver. Outside this blind zone (i.e. working 

area), the system should operate normally. 

We have also carried out the evaluation of scenarios (3) and (4) to explore the system 

performance under different transmitter configurations. The relationships between SNR and 

average errors are plotted in Fig. 4.7 (c) and (d) for scenarios (3) and (4) respectively. For 

the third scenario the average positioning error is higher than those of the first and second 

�V�F�H�Q�D�U�L�R�V���� �)�R�U�� �L�Q�V�W�D�Q�F�H���� �I�R�U�� �W�K�H�� �W�U�D�Q�V�P�L�W�W�H�U�V�¶�� �S�R�V�L�W�L�R�Q�V�� �R�I�� �������������� �������������� �������������� ������������ �P�� �D�Q�G��

(0.25, 0.25), (2.75, 0.25) m at an SNR of 15dB, the average position errors are 51.24 cm and 

28.77 cm. This is due to the presence of the blind spot as was the case for the second scenario. 

As shown, Fig. 4.7 (c) and (d) are approximately similar and both show a significant average 

error compared to scenarios (1) and (2). The minimum positioning errors in a blind zone for 

scenarios (3) and (4) are 0.5, 1, 1.5, 2 meters when the �›-coordinate is 25, 50, 75, 100 

centimetres, respectively, for the four different positions. 

Note that in scenario (1) there is no blind zone whereas the blind zone slowly emerges in 

scenario (2). In some suggested environments, there does not exist a blind zone problem 

�Z�K�H�Q���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V���D�U�H���O�R�F�D�W�H�G���D�W���W�K�H���F�R�U�Q�H�U�V�����L���H�������V�F�H�Q�D�U�L�R���������������+�R�Z�H�Y�H�U�����L�Q���W�K�H��

proposed environment, and other similar environments, the proposed environment, the 

second position of transmitters is optimal (i.e.; scenario (2)), and at the same time, the blind 

zone is small. Then, it does not affect the positioning error except in 16% of the total area. 

Therefore, we suggest that this area (i.e.; the blind zone) does not use for users but it can be 

used for furniture. 
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We have applied different SNR values to the process. At very high SNRs, the average 

error (across the room) in scenario (2) is a marginally higher than in scenario (1) (see the 

range of SNR above 22 dB in both Fig. 4.7 (a) and (b)). It is also shown that the performance 

obtained is similar for low SNRs. However in scenario (3) and (4), both poor SNR and the 

locations of transmitters contribute towards a worse performance (see Fig. 4.7 (c) and (d)). 

From the evaluation, it can be noted that the best locations for the transmitters are those 

�)�L�J���������������$�Y�H�U�D�J�H���S�R�V�L�W�L�R�Q���H�U�U�R�U�V���D�J�D�L�Q�V�W���W�K�H���6�1�5���R�I���/�2�6�1�/�2�6���V�F�H�Q�D�U�L�R���I�R�U���I�R�X�U���V�F�H�Q�D�U�L�R�V���D�Q�G���G�L�I�I�H�U�H�Q�W��
�W�U�D�Q�V�P�L�W�W�H�U�V�¶���O�R�F�D�W�L�R�Q�V�������D�����6�F�H�Q�D�U�L�R�����������Z�L�W�K���U�X�v�Ô��� �������F�P�������E�����6�F�H�Q�D�U�L�R�����������Z�L�W�K���U�X�v�Ô� ���������F�P�������F�����6�F�H�Q�D�U�L�R��
���������Z�L�W�K���T�X�v�Ô� ���U�X�v�Ô�����D�Q�G�����G�����6�F�H�Q�D�U�L�R�����������Z�L�W�K���T�X�v�Ô� ���������V�H�H���7�D�E�O�H�����������D�Q�G���)�L�J���������������D�������I�U�R�P���W�K�H���H�[�W�H�Q�G�L�Q�J��
�S�U�R�S�R�V�H�G���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P�����(�Q�G���W�R���H�Q�G���S�U�R�S�R�V�H�G���S�R�V�L�W�L�R�Q�L�Q�J���V�\�V�W�H�P���� 
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shown in Fig. 4.7 (a) (i.e.; from the first scenario). However, there are many possible 

positions of Tx1 and Tx2. Note that the locations of these transmitters will have an impact on 

the transmission power in VLC. Ideally, the power should be minimum whilst maintaining 

a proper operation. Next, we investigate the minimum transmission power required to 

achieve accurate positioning where the received power needs to meet the sensitivity given  

in Table 4.3. Table 4.3 depicts the transmission power obtained for scenarios (1) and (2). As 

�7�D�E�O�H�������������7�K�H���U�H�T�X�L�U�H�G���W�U�D�Q�V�P�L�V�V�L�R�Q���S�R�Z�H�U���D�V���D���I�X�Q�F�W�L�R�Q���R�I���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V�� 
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it can be seen, a reduction in transmission power levels is observed when two transmitters 

are close to one another. This result indicates that the optimum transmission power requires 

the lighting distribution to be as flat as possible. Fig. 4.8 shows that the received optical 

power distribution for position number (2) in Table 4.3 (i.e. the transmitters positions being 

(0.25 0) & (2.75, 0) m) has flatness. 

Therefore, a compromise between the power and the lighting should be reached. Note 

that the minimum received power is above the receiver sensitivity meaning that the VLC 

positioning process reaches the best position for scenario (1). This proposed configuration 

(the transmitters positions) being (0.25, 0) & (2.75, 0) m) is practical for environments such 

as long corridors, tunnels and areas close to buildings etc. where the lighting units along 

small corridors are typically placed at the intersection line between the wall and ceiling. 

Another application could be in areas that are close to buildings such as gardens as shown 

in Fig. 4.9 (a) and (b). We have performed the same approach for scenario (2) by selecting 

�W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V�������	������ �D�W���������������� ������������ �	�� �������������� ������������ �P���Z�K�L�F�K�� �D�U�H���W�K�H���R�S�W�Lmum 

positions for scenario (2). The layout of LEDs in the configurations in scenario (2) are 
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practically related such that one could use a line of LEDs for localization compared to more 

than two LEDs in the traditional IPSs. Similarly, this configuration (i.e. the transmitters 

positions (1&2) being (0.25, 0.25) & (2.75, 0.25) m) may also be adopted in a room or a hall 

using the extra illumination sources for positioning system when the main illumination 

source is used for lighting only as shown in Fig. 4.7 (c). 

4.4.3. The Impact of Noise on Angular Error and 

Distance Error  

In the subsequent investigation, using (4.15), we have determined and plotted the 

relationships between the angular error �¿�à�Å�Ü (note that �¿�à�Å�5 is the angular error of Tx1 and 

�¿�à�Å�6 is the angular error of Tx2) for a range of SNR. Fig.4.10 (a) shows these relationships 

when the receiver is at the centre of the room. It is noted that the angular error is very 

sensitive to the signal quality; however, it is more stabilized at high SNR levels. In addition, 

the relationship between the horizontal distance error �¿�@�Ü�� (where �¿�@�5 and �¿�@�6 are the 

horizontal distance errors for Tx1, and Tx2 respectively) and the SNR is determined using 

(4.26) and is plotted in Fig.4.10 (b). The results are shown for the optimum positions of the 

first and second scenarios. 

4.4.4. Positioning Error and its Distributions  

4.4.4.1. LOS Approach 

We also investigate the positioning error (the difference between the estimated position 

and the actual position) in the noisy and noiseless cases for the LOS approach only (i.e.; the 

effect of reflections are ignored). This can be expressed as: 
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For the investigation considering the noiseless care (i.e. ideal case), we present two 

optimum positions of the two transmitters as mentioned in the previous section. Fig. 4.11 

(a) depicts the 2-D localization error distribution of this algorithm for the best position of 

�V�F�H�Q�D�U�L�R�� �������� �Z�K�H�Q�� �W�K�H�� �W�U�D�Q�V�P�L�W�W�H�U�V�¶�� �S�R�V�L�W�L�R�Q�V�� �����	������ �D�U�H�� �����������P���� ���P���� �D�Q�G�� �����������P���� ���P������

Fig.4.11 (b) shows the distance error distribution for the best position of scenario (2) when 

�W�K�H�� �W�U�D�Q�V�P�L�W�W�H�U�V�¶�� �S�R�V�L�W�L�R�Q�V�� �����	������ �D�U�H�� �����������P���� ���������P���� �D�Q�G�� ��������5m, 0.25m). From these 

figures, an error of less than one cm is observed for the best position of scenario (1). 
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However, there is a clear distance error in the area under the transmitters in the best 

position of scenario (1) due to the directionality of Lambertian. On the other hand, a 

similar result is observed in the best position of scenario (2) but the distance error is 

slightly high in the area under the transmitters which also stems from to the directionality 

of Lambertian. 

We have further investigated the system performance in the presence of noise. The 

simulations are at the two positions mentioned above. Firstly, the results presented here are 

the selected localization error distributions (depicted in Fig. 4.12) as well as the real vs 

estimated positions (plotted in Fig. 4.13) for the best position for scenario (1) (i.e. when the 

�W�U�D�Q�V�P�L�W�W�H�U�V�¶�� �S�R�V�L�W�L�R�Q�V�� �����	������ �D�U�H�� �����������P���� ���P���� �D�Q�G�� �����������P���� ���P�������� �7�K�H�V�H�� �I�L�J�X�U�H�V�� �V�K�R�Z�� �W�K�H��

impact of noise on the positioning error distributions for different values of SNR (i.e. SNR 

of 10 dB, 15 dB, 20 dB and 30 dB) for the best position of scenario (1). For example, in Fig. 

4.12 (b), the positioning error is less than 10 cm in all positions except the area that is under 

the transmitters when SNR = 15 dB. The maximum and minimum positioning errors, mean 

and standard deviation are summarized in Table 4.4. As can be clearly seen, there is a 

remarkable decline of the average positioning error when the SNR is increased. Furthermore, 

we also investigate the best position for scenario (2) using the LOS approach when the 
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�W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V�������	�������D�U�H���D�W�������������P�������������P�����D�Q�G�������������P�������������P). Fig.4.14 shows the 

positioning error distributions when the SNR is equal to 10 dB, 15 dB, and 20 dB, whereas 

Fig.4.15 presents the estimated and real positions among the four values of SNR which are 

10 dB, 15 dB, and 20 dB. For instance, from Fig.4.14, we can see that the distance error is 

less than 10 cm in most locations in the typical room. The mean score for the distance error 

is around 12 cm. Table 4.4 provides the summary statistics for the positioning error. It can 

be observed that there is a significant decrease in the average positioning error when the 

SNR is increased especially for values higher than 15 dB. There are results from ROP 

distributions approach for positioning using two transmiters see Appendix C. 
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4.4.4.2. LOSNLOS Approach 

This section presents���D�Q���D�Q�D�O�\�V�L�V���R�I���W�K�H���V�\�V�W�H�P���S�H�U�I�R�U�P�D�Q�F�H���I�R�U���D���/�2�6�1�/�2�6���D�S�S�U�R�D�F�K����
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4.5. Comparison with Previous Works 

We have comparatively evaluated the proposed two-transmitters approach with the 

existing three-transmitters [46] one by studying their average errors as shown in Fig. 4.21 

(a). It is observed that there is a small difference between the two transmitters and the three 

transmitters methods. Note that there are two different geometry setups for the three-

transmitters system investigated here. The first setup (the green curve in Fig. 4.21(a)) uses 

four LEDs as illumination sources but two of these LEDs are also used in the two-transmitter 

system (the result is shown in the red curve of the Figure). Three of the LEDs are selected 

among four of them for localization. In the second setup we also use four LEDs but their 

positions are selected for the best illumination profile (i.e. the light intensity across the room 

is flat). The result obtained in this case is represented by the black curve. 

We also note that the effect of the blind zone is small in the second scenario based on the 

best position (0.25, 0.25) and (0.25, 2.75) as shown in Fig. 4.21 (a) (red curve). The effect 

is in a small area underneath the two transmitters but in other areas of the room the 

positioning error is the same as shown in Fig. 4.21 (b). Fig. 4.21 (b) shows the estimated 
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positions for both cases where the two transmitters are presented by blue circles, the three 

transmitters by red circles and the real position of the user by green squares. 

4 .6. Summary 

The proposed indoor 2D positioning was theoretically modelled and numerically 

evaluated. The investigation was based on the received optical power distributions as well 

as the RSSI technique using LED ceiling lamps as the transmitters. The approach used only 

two equations to estimate the user location (in a full 2D receiving plane) and its performance 

has been thoroughly explored. A comprehensive analysis of the angular error and the 

horizontal distance errors have been carried and verified through simulations. We have also 

investigated the balance of lighting distribution and its impact on the positioning 

performance as well as the optimised transmitted power. Statistical data have been obtained  

to carry out the evaluation. The study has also shown the power distributions map, distance 

estimation and position estimation with distance error in both the ideal and noisy conditions. 
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Note that this method does not require synchronization between the transmitters (LEDs) 

and the receiver. The simulation results of this system indicate that the device position 

estimation accuracy is acceptable. For LOS scenario, this positioning algorithm was able to 

determine the user position with an average error was between 9.1 and 21 of centimetres for 

the best position for scenario (1) whereas the average error was between 12.1 and 26.1 of 

centimetres for the best position for scenario (2) when the SNR is between 10 dB and 15 dB. 

For LOSNLOS scenario, the average error between 11 and 23.5 of centimetres for the best 

position for scenario (1) whereas the average error was between 15.1and 28.6 of centimetres 

for the best position for scenario (2) when the SNR is between 10 dB and 15 dB. The average 

error was much reduced when the SNR was increased. 

Compared to a conventional three-transmitters scheme, the proposed system offers a 

simpler approach and can be readily applied to some cases. This offers a complementary 

method to existing trilateration to reduce the complexity when appropriate. 

The next chapter will review information security and more details on cryptography. It 

will also investigate the impact of encryption on SISO VLC system performance with 

different cryptographic keys length for both LOS and LOSNLOS scenarios. 
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5.1. Intro duction  
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�F�K�D�Q�J�H�V�� �L�Q�� �W�K�H���U�H�F�H�Q�W�O�\�� �W�L�P�H�����)�L�U�V�W�O�\�����W�K�H�� �Q�H�H�G�� �I�R�U�� �D�X�W�R�P�D�W�H�G�� �W�R�R�O�V�� �I�R�U�� �S�U�R�W�H�F�W�L�Q�J��

�L�Q�I�R�U�P�D�W�L�R�Q���D�Q�G���R�W�K�H�U���L�Q�I�R�U�P�D�W�L�R�Q���V�W�R�U�H�G���R�Q���D���F�R�P�S�X�W�H�U���E�H�F�D�P�H���H�Y�L�G�H�Q�W�����6�H�F�R�Q�G�O�\�����W�K�H��

�Q�H�H�G���R�I���Q�H�W�Z�R�U�N���V�H�F�X�U�L�W�\���P�H�D�V�X�U�H�V���D�U�H���W�R���S�U�R�W�H�F�W���L�Q�I�R�U�P�D�W�L�R�Q���G�X�U�L�Q�J���W�U�D�Q�V�P�L�V�V�L�R�Q���S�U�R�F�H�V�V����

�7�K�H���S�U�R�F�H�V�V���R�I���V�H�F�X�U�L�W�\���K�D�V���V�L�[���S�K�D�V�H�V���Z�K�L�F�K���F�D�Q���E�H���G�H�W�D�L�O�H�G���D�V���I�R�O�O�R�Z�V�� 

���� �,�G�H�Q�W�L�I�\���\�R�X�U���D�V�V�H�W�V�����D�V�V�H�W�V���D�U�H���W�K�H���W�K�L�Q�J�V���R�U���V�H�U�Y�L�F�H�V���W�K�D�W���Q�H�H�G���S�U�R�W�H�F�W�L�R�Q���V�X�F�K���D�V��

�F�R�P�S�X�W�H�U���K�D�U�G�Z�D�U�H�����I�L�Q�D�Q�F�L�D�O���G�D�W�D�����D�Q�G���U�H�V�H�D�U�F�K���D�F�W�L�Y�L�W�L�H�V���H�W�F�� 

���� �$�Q�D�O�\�V�H���W�K�H���U�L�V�N���R�I���D�W�W�D�F�N�����U�L�V�N�V���F�D�W�H�J�R�U�L�V�H���D�Q�\�W�K�L�Q�J���W�K�D�W���W�K�U�H�D�W�H�Q���W�K�H���D�V�V�H�W�V���V�X�F�K���D�V��

�I�L�O�H�V���G�D�P�D�J�H���L�Q���F�R�P�S�X�W�H�U�V�� 

���� �(�V�W�D�E�O�L�V�K���\�R�X�U���V�H�F�X�U�L�W�\���S�R�O�L�F�\�����W�K�H���V�H�F�X�U�L�W�\���S�R�O�L�F�\���G�H�I�L�Q�H�V���W�K�H���S�U�R�W�H�F�W�L�R�Q���Q�H�H�G�H�G���W�R��

�D�F�K�L�H�Y�H�� �W�K�H�� �V�H�F�X�U�L�W�\�� �J�R�D�O�V�� �D�Q�G�� �U�H�T�X�L�U�H�P�H�Q�W�V���� �7�K�L�V�� �S�R�O�L�F�\�� �Z�R�U�N�V�� �W�R�� �E�D�O�D�Q�F�H�� �W�K�H��

�S�U�R�E�D�E�L�O�L�W�\�����W�K�H���O�L�N�H�O�L�K�R�R�G�����R�I���G�D�P�D�J�H���D�Q�G���D�V�V�H�W�V�� 

���� �,�P�S�O�H�P�H�Q�W���\�R�X�U���G�H�I�H�Q�F�H�V�����W�K�H���S�U�H�Y�L�R�X�V���S�K�D�V�H���H�V�W�D�E�O�L�V�K���W�K�H���R�Y�H�U�D�O�O���V�H�F�X�U�L�W�\���S�R�O�L�F�\��

�Q�H�H�G�H�G�����,�Q���W�K�L�V���S�K�D�V�H�����W�K�L�V���S�R�O�L�F�\���L�V���L�P�S�O�H�P�H�Q�W�H�G�� 

���� �0�R�Q�L�W�R�U�� �\�R�X�U�� �G�H�I�H�Q�F�H�V���� �W�K�H�U�H�� �D�U�H���W�K�U�H�H���I�D�P�R�X�V�� �R�S�H�U�D�W�L�Q�J�� �V�\�V�W�H�P�V�����L���H���� �:�L�Q�G�R�Z�V����

�/�L�Q�X�[�����D�Q�G���0�D�F���2�6�����W�K�D�W���K�H�O�S���P�R�Q�L�W�R�U���F�R�P�S�X�W�H�U���D�F�W�L�Y�L�W�L�H�V���W�R���F�R�O�O�H�F�W�����I�X�O�O���L�Q�I�R�U�P�D�W�L�R�Q��

�D�Q�G���R�E�V�H�U�Y�H���L�I���W�K�H���S�U�R�E�O�H�P���K�D�S�S�H�Q�V���D�J�D�L�Q�� 

���� �5�H�F�R�Y�H�U���I�U�R�P���D�W�W�D�F�N�V�����L�I���D�Q�\���D�W�W�D�F�N���R�F�F�X�U�U�H�G�����D���U�H�F�R�Y�H�U�\���S�U�R�F�H�V�V���L�V���F�D�U�U�L�H�G���R�X�W���W�R��

�D�V�V�H�V�V���W�K�H���L�P�S�D�F�W���R�I���W�K�H���D�W�W�D�F�N���D�Q�G���W�R���U�H���H�V�W�D�E�O�L�V�K���V�H�F�X�U�L�W�\���G�H�I�H�Q�F�H�V�� 

�7�K�H�U�H���D�U�H���W�K�U�H�H���J�H�Q�H�U�D�O���S�U�R�S�H�U�W�L�H�V���R�I���V�H�F�X�U�L�W�\�����Z�K�L�F�K���D�U�H�� 



 

������ 
 

���� �&�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\�����W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���P�X�V�W���Q�R�W���E�H���U�H�O�H�D�V�H�G���W�R���X�Q�D�X�W�K�R�U�L�]�H�G���S�H�U�V�R�Q�V�� 

���� �,�Q�W�H�J�U�L�W�\�����W�K�H�� �L�Q�I�R�U�P�D�W�L�R�Q���G�R�H�V�� �Q�R�W�� �K�D�Y�H�� �W�R���E�H�� �P�R�G�L�I�L�H�G�� �G�X�U�L�Q�J�� �W�U�D�Q�V�P�L�V�V�L�R�Q�� �W�R��

�G�H�O�L�Y�H�U���L�W���L�Q�Y�D�O�L�G�� 

���� �$�Y�D�L�O�D�E�L�O�L�W�\�����W�K�H���Q�H�H�G���W�R���U�H�V�W�R�U�H���D�Q�G���X�V�H���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���V�K�R�X�O�G���E�H���H�D�V�\�� 

�7�K�H�V�H���S�U�R�S�H�U�W�L�H�V���D�U�H���R�I�W�H�Q���U�H�I�H�U�U�H�G���W�R���D�V���W�K�H���&�,�$���S�U�R�S�H�U�W�L�H�V���D�Q�G���W�K�H�U�H���H�[�L�V�W�V���V�H�F�X�U�L�W�\��

�P�H�D�V�X�U�H�V�� �W�R�� �P�D�L�Q�W�D�L�Q�� �W�K�H�V�H�� �S�U�R�S�H�U�W�L�H�V���� �&�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\���� �L�Q�W�H�J�U�L�W�\���� �D�Y�D�L�O�D�E�L�O�L�W�\����

�D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���D�Q�G���Q�R�Q���U�H�S�X�G�L�D�W�L�R�Q���D�U�H���V�H�F�X�U�L�W�\���V�H�U�Y�L�F�H�V���Z�K�L�F�K���H�[�L�V�W���W�R���S�U�H�V�H�U�Y�H���W�K�H���&�,�$��

�S�U�R�S�H�U�W�L�H�V���>�����������������������@�� 

5.1.1. Threats to Information 

�,�Q�� �L�Q�V�H�F�X�U�H�� �F�K�D�Q�Q�H�O�V���� �Y�D�U�L�R�X�V�� �L�Q�G�L�Y�L�G�X�D�O�V�� �D�Q�G���R�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V�� �D�W�W�H�P�S�W�� �W�R�� �R�E�W�D�L�Q�� �W�K�H��

�F�R�P�P�X�Q�L�F�D�W�H�G���L�Q�I�R�U�P�D�W�L�R�Q�����,�Q���Q�R�U�P�D�O���F�L�U�F�X�P�V�W�D�Q�F�H�V�����W�K�H���L�Q�I�R�U�P�D�W�L�R�Q�����I�R�U���H�[�D�P�S�O�H���I�L�O�H�V����

�I�O�R�Z���I�U�R�P���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���V�R�X�U�F�H���W�R���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���G�H�V�W�L�Q�D�W�L�R�Q���D�V���G�H�S�L�F�W�H�G���L�Q���)�L�J������������

���D������ �7�K�H�� �R�W�K�H�U�� �V�X�E���I�L�J�X�U�H�V�� �V�K�R�Z�� �W�K�H�� �I�R�O�O�R�Z�L�Q�J�� �I�R�X�U�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�V�� �R�I�� �D�W�W�D�F�N�V�� �R�Q��

�F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���Q�H�W�Z�R�U�N�V�� 

�ƒ �,�Q�W�H�U�U�X�S�W�L�R�Q�� �L�V���D�Q�\�� �D�W�W�D�F�N���W�K�D�W���F�D�X�V�H�V���D���G�H�V�W�U�X�F�W�L�R�Q���R�I���W�U�D�Q�V�P�L�W�W�H�G���I�L�O�H�V���R�U���P�D�N�H���V�X�F�K��

�I�L�O�H�V�� �X�Q�D�Y�D�L�O�D�E�O�H���� �7�K�L�V�� �W�\�S�H�� �R�I�� �D�W�W�D�F�N�� �W�D�U�J�H�W�V�� �W�K�H�� �³�D�Y�D�L�O�D�E�L�O�L�W�\�´���� �Z�K�L�F�K�� �L�V�� �R�Q�H�� �R�I�� �W�K�H��

�D�V�V�H�W�V���R�I���W�K�H���V�\�V�W�H�P���D�V���V�K�R�Z�Q���L�Q���)�L�J���������������E���� 

�ƒ �,�Q�W�H�U�F�H�S�W�L�R�Q�� �L�V�� �D�Q�\�� �D�W�W�D�F�N�� �W�K�D�W�� �L�V�� �D�E�O�H�� �W�R�� �F�R�S�\�� �W�K�H�� �W�U�D�Q�V�P�L�W�W�H�G���I�L�O�H�V�� �W�K�U�R�X�J�K�� �D�Q��

�X�Q�D�X�W�K�R�U�L�]�H�G�� �X�V�H�U�� �G�X�U�L�Q�J�� �W�K�H�� �W�U�D�Q�V�P�L�V�V�L�R�Q�� �S�U�R�F�H�V�V���� �7�K�L�V�� �W�\�S�H�� �R�I�� �D�W�W�D�F�N�� �L�V�� �R�Q��

�³�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\�´�����Z�K�L�F�K���L�V���D�O�V�R���D�Q���D�V�V�H�W���R�I���W�K�H���V�\�V�W�H�P���D�V���L�O�O�X�V�W�U�D�W�H�G���L�Q���)�L�J���������������F���� 

�ƒ �0�R�G�L�I�L�F�D�W�L�R�Q���L�V���D�Q�\���D�W�W�D�F�N���W�K�D�W���L�V���D�E�O�H���W�R���J�D�L�Q�����P�R�G�L�I�\���D�Q�G���U�H�V�H�Q�G���W�K�H���W�U�D�Q�V�P�L�W�W�H�G���I�L�O�H�V��

�W�R�� �D�Q�� �L�Q�I�R�U�P�D�W�L�R�Q�� �G�H�V�W�L�Q�D�W�L�R�Q�� �E�\�� �D�Q�� �X�Q�D�X�W�K�R�U�L�]�H�G�� �X�V�H�U���� �7�K�L�V�� �D�W�W�D�F�N�� �W�D�U�J�H�W�V�� �W�K�H��

�³�L�Q�W�H�J�U�L�W�\�´���D�V�V�H�W���R�I���W�K�H���V�\�V�W�H�P���D�V���G�H�S�L�F�W�H�G���L�Q���)�L�J���������������G���� 
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�ƒ �)�D�E�U�L�F�D�W�L�R�Q���L�V���D�Q�\���D�W�W�D�F�N���W�K�D�W���L�V���D�E�O�H���W�R���J�H�Q�H�U�D�W�H���I�L�O�H�V���E�\���D�Q���X�Q�D�X�W�K�R�U�L�]�H�G���X�V�H�U���D�Q�G���V�H�Q�G��

�W�K�H�P���W�R���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���G�H�V�W�L�Q�D�W�L�R�Q���D�V���O�H�J�L�W�L�P�D�W�H���W�U�D�Q�V�P�L�V�V�L�R�Q���I�L�O�H�V�����7�K�L�V���D�W�W�D�F�N���W�D�U�J�H�W�V��

�W�K�H���³�D�X�W�K�H�Q�W�L�F�L�W�\�´���D�V�V�H�W���D�V���L�O�O�X�V�W�U�D�W�H�G���L�Q���)�L�J���������������H���� 

�+�R�Z�H�Y�H�U���� �D�Q�R�W�K�H�U�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �R�I���W�\�S�H�V�� �R�I�� �V�H�F�X�U�L�W�\�� �R�I�I�H�Q�V�H�V���L�V�� �P�D�G�H�� �L�Q�� �W�H�U�P�V�� �R�I�� �W�K�H��

�S�D�V�V�L�Y�H���R�U���D�F�W�L�Y�H���Q�D�W�X�U�H���R�I���W�K�H���D�W�W�D�F�N�V�����3�D�V�V�L�Y�H���D�W�W�D�F�N�V���D�U�H���G�L�Y�L�G�H�G���L�Q�W�R���W�Z�R���W�\�S�H�V���Z�K�L�F�K���D�U�H��

�W�K�H���U�H�O�L�H�I���R�I���P�H�V�V�D�J�H���I�L�O�O�L�Q�J�V���D�Q�G���W�U�D�I�I�L�F���D�Q�D�O�\�V�H�V�����7�K�H�U�H���L�V���Q�R���D�O�W�H�U�D�W�L�R�Q���R�I���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q��

�D�V���D���U�H�V�X�O�W���R�I���S�D�V�V�L�Y�H���D�W�W�D�F�N�V���D�Q�G���D�V���V�X�F�K�����W�K�H�\���D�U�H���Y�H�U�\���G�L�I�I�L�F�X�O�W���W�R���G�H�W�H�F�W�����$�F�W�L�Y�H���D�W�W�D�F�N�V���R�Q��

�W�K�H�� �R�W�K�H�U�� �K�D�Q�G���F�D�Q�� �E�H���G�L�Y�L�G�H�G�� �L�Q�W�R�� �I�R�X�U���W�\�S�H�V�� �R�I���F�O�D�V�V�L�I�L�F�D�W�L�R�Q�V�����P�R�G�L�I�L�F�D�W�L�R�Q�����U�H�S�O�D�\����

�P�D�V�T�X�H�U�D�G�H���D�Q�G���G�H�Q�L�D�O���R�I���V�H�U�Y�L�F�H���>�����������������������@�� 

5.1.2. Information Protection 

�7�K�H�U�H�� �D�U�H�� �Q�X�P�H�U�R�X�V�� �V�H�F�X�U�L�W�\�� �S�U�R�G�X�F�W�V�� �D�Q�G�� �S�R�O�L�F�L�H�V�� �W�K�D�W�� �I�L�W���W�K�H�� �Q�H�H�G�V�� �R�I���G�L�I�I�H�U�H�Q�W��

�V�H�F�X�U�L�W�\���E�X�L�O�W���R�Q�� �W�K�H�� �U�H�T�X�L�U�H�P�H�Q�W�V�� �R�I�� �W�K�H�� �L�Q�G�L�Y�L�G�X�D�O�� �R�U�� �W�K�H���D�V�V�R�F�L�D�W�L�R�Q���� �7�R�� �D�F�K�L�H�Y�H�� �W�K�H��

�V�H�F�X�U�L�W�\���U�H�T�X�L�U�H�P�H�Q�W�V���� �Z�H���Q�H�H�G���W�R���D�G�G�U�H�V�V���W�K�H���U�H�T�X�L�U�H�P�H�Q�W�V���D�Q�G���D�S�S�U�R�D�F�K���W�K�H���D�Y�D�L�O�D�E�O�H��

�V�H�F�X�U�L�W�\���S�U�R�G�X�F�W�V���D�Q�G���S�R�O�L�F�L�H�V���L�Q���D���V�\�V�W�H�P�D�W�L�F���Z�D�\�����)�R�U���L�Q�V�W�D�Q�F�H�����I�R�U���L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\����

�)�L�J�����������*�H�Q�H�U�D�O�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�V���R�I�� �D�W�W�D�F�N�V�����D���� �1�R�U�P�D�O�� �I�O�R�Z�� ���E���� �,�Q�W�H�U�U�X�S�W�L�R�Q�� ���F���� �,�Q�W�H�U�F�H�S�W�L�R�Q�����G����
�0�R�G�L�I�L�F�D�W�L�R�Q�����H�������)�D�E�U�L�F�D�W�L�R�Q�����;���U�H�S�U�H�V�H�Q�W�V���D�Q���L�Q�I�R�U�P�D�W�L�R�Q���V�R�X�U�F�H�����\���L�V���D�Q���L�Q�I�R�U�P�D�W�L�R�Q���G�H�V�W�L�Q�D�W�L�R�Q��
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�Z�K�H�U�H���W�K�D�W���/ �å���L�V���W�K�H���U�H�F�H�L�Y�H�G���P�H�V�V�D�J�H�����&�ì ���L�V���G�H�F�U�\�S�W�L�R�Q���D�O�J�R�U�L�W�K�P���W�K�D�W���L�V���E�D�V�H�G���R�Q���W�K�H��

�W�\�S�H�� �R�I�� �G�H�F�U�\�S�W�L�R�Q�� �N�H�\���-�×�����7�K�H�U�H�� �D�U�H�� �V�H�Y�H�U�D�O�� �J�R�D�O�V�� �R�I�� �F�U�\�S�W�R�J�U�D�S�K�\�� �Z�K�L�F�K�� �F�R�Y�H�U�� �W�K�H��

�H�I�I�R�U�W�V�� �W�R�� �D�F�K�L�H�Y�H�� �D�� �V�H�F�X�U�H�� �W�U�D�Q�V�P�L�V�V�L�R�Q�� �F�K�D�Q�Q�H�O�� �D�Q�G�� �L�P�S�O�H�P�H�Q�W�� �G�L�I�I�H�U�H�Q�W�� �D�V�S�H�F�W�V�� �R�I��

�F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\�����G�D�W�D���L�Q�W�H�J�U�L�W�\�����D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���D�Q�G���Q�R�Q���U�H�S�X�G�L�D�W�L�R�Q�����$�W���W�K�H���V�D�P�H���W�L�P�H�����W�K�H�U�H��

�D�U�H�� �Q�X�P�H�U�R�X�V�� �P�H�W�K�R�G�V�� �W�R�� �L�P�S�O�H�P�H�Q�W�� �W�K�H�V�H�� �J�R�D�O�V�� �V�X�F�K�� �D�V�� �S�K�\�V�L�F�D�O�� �S�U�R�W�H�F�W�L�R�Q����

�P�D�W�K�H�P�D�W�L�F�D�O�� �D�O�J�R�U�L�W�K�P�V�� �D�Q�G�� �W�K�H�� �D�E�L�O�L�W�\�� �W�R�� �S�U�H�Y�H�Q�W�� �G�D�W�D�� �P�D�Q�L�S�X�O�D�W�L�R�Q�� �E�\�� �X�Q�D�X�W�K�R�U�L�]�H�G��

�X�V�H�U�V���� �7�K�H�� �D�X�W�K�H�Q�W�L�F�D�W�H�G�� �L�Q�I�R�U�P�D�W�L�R�Q�� �G�H�O�L�Y�H�U�H�G���F�R�Q�W�D�L�Q�V�� �R�I�� �R�U�L�J�L�Q���� �G�D�W�H�� �R�I�� �R�U�L�J�L�Q����

�W�U�D�Q�V�P�L�W�W�H�G���G�D�W�D�����W�L�P�H���R�I���V�H�Q�G�L�Q�J�« ���H�W�F���>�������������������������������@�� 

5.2.1. Symmetric Ciphers 

�6�\�P�P�H�W�U�L�F�� �F�L�S�K�H�U�V���D�U�H�� �D���I�R�U�P�D�W���R�I�� �F�U�\�S�W�R�V�\�V�W�H�P�� �L�Q�� �Z�K�L�F�K���X�V�H�� �W�K�H�� �V�D�P�H�� �N�H�\�� �W�R��

�S�H�U�I�R�U�P�H�G���H�Q�F�U�\�S�W�L�R�Q���D�Q�G���G�H�F�U�\�S�W�L�R�Q���S�U�R�F�H�V�V�H�V�����,�W���L�V���D�O�V�R���N�Q�R�Z�Q���D�V���V�L�Q�J�O�H���N�H�\���H�Q�F�U�\�S�W�L�R�Q��

�R�U���F�R�Q�Y�H�Q�W�L�R�Q�D�O�� �H�Q�F�U�\�S�W�L�R�Q���� �6�\�P�P�H�W�U�L�F�� �H�Q�F�U�\�S�W�L�R�Q���F�R�Q�Y�H�U�W�V�� �W�K�H�� �R�U�L�J�L�Q�D�O�� �P�H�V�V�D�J�H�� �L�Q�W�R��

�H�Q�F�U�\�S�W�H�G���W�H�[�W���X�W�L�O�L�]�L�Q�J���D���V�L�Q�J�O�H���V�H�F�U�H�W���N�H�\���D�Q�G���D�Q���H�Q�F�U�\�S�W�L�R�Q���S�U�R�F�H�V�V���L�Q���D���W�U�D�Q�V�P�L�W�W�H�U���V�L�G�H����

�)�L�J�����������*�H�Q�H�U�D�O���F�U�\�S�W�R�J�U�D�S�K�L�F���I�X�Q�F�W�L�R�Q�V���>�����@�� 



 

������ 
 

�Z�K�H�U�H�D�V�����W�K�H���V�D�P�H���V�L�Q�J�O�H���V�H�F�U�H�W���N�H�\���D�Q�G���D���G�H�F�U�\�S�W�L�R�Q���S�U�R�F�H�V�V���X�V�H���W�R���U�H�F�R�Y�H�U���W�K�H���R�U�L�J�L�Q�D�O��

�G�D�W�D���I�U�R�P�� �W�K�H�� �F�L�S�K�H�U�W�H�[�W�� �L�Q�� �W�K�H�� �U�H�F�H�L�Y�H�U�� �V�L�G�H�����7�K�H�U�H�� �D�U�H�� �W�Z�R�� �W�\�S�H�V�� �R�I�� �D�W�W�D�F�N�� �R�Q�� �D�Q��

�H�Q�F�U�\�S�W�L�R�Q�� �D�O�J�R�U�L�W�K�P���� �W�K�L�F�K�� �D�U�H�� �F�U�\�S�W�D�Q�D�O�\�V�L�V���V�F�L�H�Q�F�H���G�H�S�H�Q�G�L�Q�J���R�Q�� �W�K�H�� �H�Q�F�U�\�S�W�L�R�Q��

�D�O�J�R�U�L�W�K�P���S�R�V�V�H�V�V�L�R�Q�V���� �D�Q�G���W�K�H�� �V�H�F�R�Q�G�� �W�\�S�H�� �L�V���E�U�X�W�H���I�R�U�F�H�����W�K�D�W���F�R�Q�V�L�V�W�V���G�H�P�D�Q�G�L�Q�J���D�O�O��

�S�R�V�V�L�E�O�H���N�H�\�V�� 

�7�K�H�U�H���D�U�H���W�Z�R���Q�H�F�H�V�V�L�W�L�H�V���I�R�U���W�K�H���V�D�I�H���X�V�H���R�I���D���W�U�D�G�L�W�L�R�Q�D�O���H�Q�F�U�\�S�W�L�R�Q�����D���U�R�E�X�V�W���H�Q�F�U�\�S�W�L�R�Q��

�W�H�F�K�Q�L�T�X�H�����D�V�� �Z�H�O�O�� �D�V���W�K�H���S�U�R�Y�L�G�L�Q�J���R�I�� �F�R�S�L�H�V�� �R�I�� �W�K�H�� �V�H�F�U�H�W�� �N�H�\�� �W�R�� �W�K�H���W�U�D�Q�V�P�L�W�W�H�U���D�Q�G��

�U�H�F�H�L�Y�H�U���X�V�L�Q�J���D�� �V�H�F�X�U�H���P�H�W�K�R�G���W�R�� �G�L�V�W�U�L�E�X�W�H�� �W�K�H�P�����)�L�J���� ���������V�K�R�Z�V���W�K�H�� �P�R�G�H�O�� �R�I��

�F�R�Q�Y�H�Q�W�L�R�Q�D�O���F�U�\�S�W�R�V�\�V�W�H�P���>���������������@�� 

 5.2.1.1 Substitution Techniques 

�,�Q���D���V�X�E�V�W�L�W�X�W�L�R�Q���F�L�S�K�H�U���D�O�J�R�U�L�W�K�P�����(�D�F�K���V�\�P�E�R�O���L�Q���W�K�H���R�U�L�J�L�Q�D�O���P�H�V�V�D�J�H���L�V���U�H�S�O�D�F�H�G���I�R�U��

�D�Q�R�W�K�H�U���G�L�I�I�H�U�H�Q�W���V�\�P�E�R�O���L�Q���H�Q�F�U�\�S�W�H�G�� �P�H�V�V�D�J�H���� �7�K�H���U�H�F�H�L�Y�H�U���R�S�S�R�V�L�W�H�V���W�K�H���V�X�E�V�W�L�W�X�W�L�R�Q��

�S�U�R�F�H�V�V���R�Q���W�K�H���H�Q�F�U�\�S�W�H�G���P�H�V�V�D�J�H���W�R���U�H�F�R�Y�H�U���W�K�H���R�U�L�J�L�Q�D�O���P�H�V�V�D�J�H�����,�I���W�K�H�R�U�L�J�L�Q�D�O���P�H�V�V�D�J�H��

�L�V���V�H�H�Q���D�V�� �D���E�L�W�V�� �V�H�T�X�H�Q�F�H���� �W�K�H�Q�� �W�K�H���U�H�S�O�D�F�H�P�H�Q�W���S�U�R�F�H�V�V���F�R�Q�W�D�L�Q�V���H�[�F�K�D�Q�J�L�Q�J���W�K�H���E�L�W��

�S�D�W�W�H�U�Q�V�� �I�R�U���S�O�D�L�Q�W�H�[�W�� �Z�L�W�K���E�L�W�� �S�D�W�W�H�U�Q�V���I�R�U�� �F�L�S�K�H�U�W�H�[�W���� �,�Q���W�U�D�G�L�W�L�R�Q�D�O���F�U�\�S�W�R�J�U�D�S�K�\���� �W�K�H��

�V�X�E�V�W�L�W�X�W�L�R�Q���F�L�S�K�H�U�V���K�D�Y�H���E�H�H�Q���G�L�Y�L�G�H�G���L�Q�W�R���I�R�X�U���W�\�S�H�V���D�V���I�R�O�O�R�Z�V�� 

�x �$���V�L�P�S�O�H���V�X�E�V�W�L�W�X�W�L�R�Q���F�L�S�K�H�U�����P�R�Q�R�D�O�S�K�D�E�H�W�L�F���F�L�S�K�H�U���V�X�F�K���D�V���7�K�H���3�O�D�\�I�D�L�U�� 

�x �$���K�R�P�R�S�K�R�Q�L�F���V�X�E�V�W�L�W�X�W�L�R�Q���F�L�S�K�H�U�� 

�)�L�J�������������0�R�G�H�O���R�I���F�R�Q�Y�H�Q�W�L�R�Q�D�O���F�U�\�S�W�R�V�\�V�W�H�P�� 



 

������ 
 

�x �$���S�R�O�\�J�U�D�P���V�X�E�V�W�L�W�X�W�L�R�Q���F�L�S�K�H�U���V�X�F�K���D�V���+�L�O�O���F�L�S�K�H�U�� 

�x �$���S�R�O�\�D�O�S�K�D�E�H�W�L�F���V�X�E�V�W�L�W�X�W�L�R�Q���F�L�S�K�H�U���V�X�F�K���D�V���&�D�H�V�D�U���F�L�S�K�H�U�����9�H�U�Q�D�P���F�L�S�K�H�U�����R�Q�H���W�L�P�H��

�N�H�\���D�Q�G���D���U�X�Q�Q�L�Q�J���N�H�\���F�L�S�K�H�U���>�����@�� 

5.2.1.2. Transposition Techniques 

�,�Q�� �S�U�H�V�H�Q�W���� �D�O�O���W�K�H���W�H�F�K�Q�L�T�X�H�V���R�E�V�H�U�Y�H�G���F�R�Q�W�D�L�Q���W�K�H���U�H�S�O�D�F�H�P�H�Q�W���R�I���D�Q���H�Q�F�U�\�S�W�H�G�� �W�H�[�W��

�V�\�P�E�R�O���I�R�U���D���V�\�P�E�R�O���L�Q���W�K�H���R�U�L�J�L�Q�D�O���P�H�V�V�D�J�H�����$���Y�H�U�\���Y�D�U�L�R�X�V���N�L�Q�G���R�I���P�D�S�S�L�Q�J���D�F�K�L�H�Y�H�V��

�X�V�L�Q�J���S�H�U�I�R�U�P�L�Q�J�� �V�R�P�H�� �W�\�S�H�V�� �R�I�� �S�H�U�P�X�W�D�W�L�R�Q���R�Q�� �W�K�H���F�K�D�U�D�F�W�H�U�V���L�Q�� �W�K�H�� �S�O�D�L�Q�W�H�[�W�����7�K�L�V��

�W�H�F�K�Q�L�T�X�H���L�V���N�Q�R�Z�Q���D�V���D���W�U�D�Q�V�S�R�V�L�W�L�R�Q���F�L�S�K�H�U���D�V���Z�H�O�O�����,�Q���D���S�X�U�H���W�U�D�Q�V�S�R�V�L�W�L�R�Q���F�L�S�K�H�U�����W�K�H�U�H��

�D�U�H�� �W�K�H�� �V�D�P�H�� �O�H�W�W�H�U�� �U�D�W�H�V�� �L�Q�� �S�O�D�L�Q�W�H�[�W�� �D�Q�G�� �F�L�S�K�H�U�W�H�[�W�� �D�V���U�H�V�X�O�W���� �L�W�� �L�V�� �H�D�V�L�O�\�� �U�H�F�R�J�Q�L�]�H�G����

�+�R�Z�H�Y�H�U�����L�Q���F�R�O�X�P�Q�D�U���W�U�D�Q�V�S�R�V�L�W�L�R�Q�����F�U�\�S�W�D�Q�D�O�\�V�L�V���V�F�L�H�Q�F�H���L�V���R�E�Y�L�R�X�V�O�\���V�W�U�D�L�J�K�W�I�R�U�Z�D�U�G��

�D�V���Z�H�O�O���D�V���L�W���F�R�Q�W�D�L�Q�V���R�U�G�H�U���R�X�W���W�K�H���F�L�S�K�H�U�W�H�[�W���L�Q���D���P�D�W�U�L�[���D�Q�G���S�O�D�\�L�Q�J���D�U�R�X�Q�G���X�W�L�O�L�]�L�Q�J���W�K�H��

�S�R�V�L�W�L�R�Q�V���R�I���O�H�W�W�H�U�V���L�Q���D���F�R�O�X�P�Q�����)�L�J�X�U�H���D�Q�G���W�U�L�J�U�D�P���I�U�H�T�X�H�Q�F�\���W�D�E�O�H�V���F�D�Q���E�H���V�X�L�W�D�E�O�H���>�����@�� 

5.2.1.3. Product Ciphers 

�,�Q���W�K�H���E�H�L�Q�J�V���R�I���P�D�Q�X�D�O���F�U�\�S�W�R�J�U�D�S�K�\���� �S�U�R�G�X�F�W���F�L�S�K�H�U�V���Z�H�U�H���D���F�R�Q�Y�H�Q�L�H�Q�W���W�H�F�K�Q�L�T�X�H�V��

�I�R�U�� �W�K�H���F�U�\�S�W�R�J�U�D�S�K�H�U�����,�Q�� �I�D�F�W���� �G�R�X�E�O�H�� �W�U�D�Q�V�S�R�V�L�W�L�R�Q���F�L�S�K�H�U�V�� �R�Q���N�H�\�Z�R�U�G���E�D�V�H�G�� �P�D�W�U�L�F�H�V��

�Z�H�U�H���Y�D�V�W�O�\���X�V�H�G�����7�K�H�U�H���Z�H�U�H���D�O�V�R���I�U�D�F�W�L�R�Q�D�W�L�R�Q���V�\�V�W�H�P�V���W�K�D�W���K�D�Y�H���E�H�H�Q���X�V�H�G���D�V���D���S�D�U�W�L�F�X�O�D�U��

�F�O�D�V�V���R�I���S�U�R�G�X�F�W�����,�Q���D���I�U�D�F�W�L�R�Q�D�W�L�R�Q���V�\�V�W�H�P�����D���V�X�E�V�W�L�W�X�W�L�R�Q���L�V���I�L�U�V�W���P�D�G�H���I�U�R�P���F�K�D�U�D�F�W�H�U�V���L�Q��

�W�K�H���R�U�L�J�L�Q�D�O�� �P�H�V�V�D�J�H���W�R�� �P�X�O�W�L�S�O�H�� �G�L�I�I�H�U�H�Q�W�� �F�K�D�U�D�F�W�H�U�V�� �Z�K�L�F�K�� �D�U�H�� �X�V�X�D�O�O�\�� �S�D�L�U�V�� �L�Q�� �W�K�H��

�F�L�S�K�H�U�W�H�[�W�����,�Q�� �W�K�L�V���F�D�V�H���� �L�W���L�V���N�Q�R�Z�Q���D�V���D���E�L�O�D�W�H�U�D�O���F�L�S�K�H�U�����Z�K�L�F�K���L�V���W�K�H�Q���V�X�S�H�U���H�Q�F�U�\�S�W�H�G��

�X�V�L�Q�J���W�U�D�Q�V�S�R�V�L�W�L�R�Q���W�H�F�K�Q�L�T�X�H�V�����7�K�H���$�'�)�*�9�;���F�L�S�K�H�U���L�V���R�Q�H���R�I���W�K�H���P�R�V�W���I�D�P�R�X�V���F�L�S�K�H�U�V��

�L�Q���I�U�D�F�W�L�R�Q�D�W�L�R�Q���V�\�V�W�H�P�V�����>�����������@�� 

5.2.1.4. Block Ciphers  

�7�R�� �W�K�H�� �S�U�H�V�H�Q�W���� �W�K�H�� �P�R�V�W�� �L�P�S�R�U�W�D�Q�W�� �H�Q�F�U�\�S�W�L�R�Q�� �D�O�J�R�U�L�W�K�P�� �L�V�� �W�K�H���'�D�W�D�� �(�Q�F�U�\�S�W�L�R�Q��

�6�W�D�Q�G�D�U�G�� ���'�(�6�������$���G�H�W�D�L�O�H�G�� �V�W�X�G�\�� �R�I�� �'�(�6���J�L�Y�H�V�� �D�Q���V�\�P�S�D�W�K�H�W�L�F���R�I�� �W�K�H���E�D�V�L�F���X�V�H�G��

�S�U�L�Q�F�L�S�O�H�V���L�Q���W�K�H���P�R�G�H�U�Q���V�\�P�P�H�W�U�L�F���F�L�S�K�H�U�V�����7�K�H���P�R�V�W���X�V�H�G���H�Q�F�U�\�S�W�L�R�Q���V�F�K�H�P�H�V���D�U�H���E�D�V�H�G��



 

������ 
 

�R�Q�� �'�(�6���� �7�K�H�� �D�O�J�R�U�L�W�K�P�� �L�W�V�H�O�I�� �L�V���D�O�V�R���L�Q�G�L�F�D�W�H�G���W�R�� �D�V�� �W�K�H�� �'�D�W�D�� �(�Q�F�U�\�S�W�L�R�Q�� �$�O�J�R�U�L�W�K�P��
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5.2.2. Asymmetric Ciphers 
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5.2.2.1. Applications for Public-Key Cryptosystems 

�2�Q�H�� �D�V�S�H�F�W�� �R�I���D�V�\�P�P�H�W�U�L�F���F�U�\�S�W�R�V�\�V�W�H�P�V���Z�R�U�W�K�\���L�O�O�X�P�L�Q�D�W�L�R�Q���L�V�� �W�K�D�W���D�V�\�P�P�H�W�U�L�F��

�V�\�V�W�H�P�V���D�U�H���G�L�V�W�L�Q�J�X�L�V�K�H�G���E�\�� �W�K�H���X�V�H���R�I���D�O�J�R�U�L�W�K�P�L�F���F�U�\�S�W�R�J�U�D�S�K�L�F�� �W�\�S�H���X�V�L�Q�J���W�Z�R���N�H�\�V����

�2�Q�H�� �K�H�O�G�� �S�U�L�Y�D�W�H���N�H�\���D�Q�G�� �R�Q�H���R�E�W�D�L�Q�D�O�H���S�X�E�O�L�F�O�\�����5�H�O�\�L�Q�J���R�Q�� �W�K�H�� �D�S�S�O�L�F�D�W�L�R�Q���� �W�K�H��

�)�L�J�������������3�X�E�O�L�F���N�H�\���F�U�\�S�W�R�V�\�V�W�H�P���W�R���S�U�R�Y�L�G�H���V�H�F�U�H�F�\�� 



 

������ 
 

�W�U�D�Q�V�P�L�W�W�H�U���X�V�H�V���H�L�W�K�H�U���W�K�H���W�U�D�Q�V�P�L�W�W�H�U�
�V���S�U�L�Y�D�W�H���N�H�\���R�U���W�K�H���U�H�F�H�L�Y�H�U�
�V���S�X�E�O�L�F���N�H�\�����R�U���E�R�W�K���W�R��

�S�H�U�I�R�U�P���V�R�P�H���W�\�S�H���R�I���W�K�H���I�X�Q�F�W�L�R�Q���R�I���F�U�\�S�W�R�J�U�D�S�K�\���� �,�Q���J�H�Q�H�U�D�O���W�H�U�P�V�����Z�H���F�D�Q���E�H���D�E�O�H���W�R��

�F�O�D�V�V�L�I�\���W�K�H���X�V�H���R�I���D�V�\�P�P�W�U�L�F���F�U�\�S�W�R�V�\�V�W�H�P�V���L�Q�W�R���W�K�U�H�H���F�O�D�V�V�H�V�� 

�ƒ �(�Q�F�U�\�S�W�L�R�Q���D�Q�G���G�H�F�U�\�S�W�L�R�Q�����W�K�H���W�U�D�Q�V�P�L�W�W�H�U���H�Q�F�U�\�S�W�V���D���P�H�V�V�D�J�H���X�V�L�Q�J���W�K�H���U�H�F�L�S�L�H�Q�W�
�V��

�S�X�E�O�L�F���N�H�\�� 

�ƒ �'�L�J�L�W�D�O���V�L�J�Q�D�W�X�U�H�����W�K�H���G�L�V�S�D�W�F�K�H�U�����V�L�J�Q�V���� �D���P�H�V�V�D�J�H���X�V�L�Q�J���L�W�V���S�U�L�Y�D�W�H���N�H�\�����6�L�J�Q�L�Q�J���L�V��

�D�F�F�R�P�S�O�L�V�K�H�G���X�V�L�Q�J���D�Q���D�S�S�O�L�H�G���D�O�J�R�U�L�W�K�P���R�I���F�U�\�S�W�R�J�U�D�S�K�\���W�R���W�K�H���P�H�V�V�D�J�H���R�U���W�R���D���V�P�D�O�O��

�S�D�U�W���R�I���W�U�D�Q�V�P�L�W�W�H�G���G�D�W�D���Z�K�L�F�K���L�V���D���I�X�Q�F�W�L�R�Q���R�I���P�H�V�V�D�J�H�� 

�ƒ �.�H�\���H�[�F�K�D�Q�J�H�����W�K�H���V�H�Q�G�H�U���D�Q�G���U�H�F�H�L�Y�H�U���S�D�U�W�L�F�L�S�D�W�H���W�R���L�Q�W�H�U�F�K�D�Q�J�H���D���V�H�V�V�L�R�Q���N�H�\�����W�K�H�U�H��

�D�U�H���S�R�V�V�L�E�O�H���V�H�Y�H�U�D�O���G�L�I�I�H�U�H�Q�W���D�S�S�U�R�D�F�K�H�V���W�R���D�F�K�L�H�Y�H���W�K�H���H�[�F�K�D�Q�J�H���R�I���S�U�L�Y�D�W�H���N�H�\�V�� 

�7�K�H�U�H�� �D�U�H�� �V�R�P�H�� �D�V�\�P�P�H�W�U�L�F�� �D�O�J�R�U�L�W�K�P�V�� �W�K�D�W�� �D�U�H�� �D�S�S�U�R�S�U�L�D�W�H�� �W�R�� �D�F�K�L�H�Y�H�� �D�O�O�� �W�K�U�H�H��

�S�U�H�Y�L�R�X�V�� �D�S�S�O�L�F�D�W�L�R�Q���>�������� ���������� �������@����There are two well-known public key algorithms: 

The RSA and the Elliptic curve cryptography (ECC). Though ECC is an emerging 

encryption algorithm. 

5.2.2.2. The RSA Algorithm  
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5.2.2.3. The Security of RSA 
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5.2.2.4. Advantages and Disadvantages of the RSA Technique  
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�G�H�F�U�\�S�W�L�R�Q�����W�K�H���S�X�E�O�L�F���N�H�\���L�V���X�V�H�G���W�R���H�Q�F�U�\�S�W���D�Q�G���L�W���L�V���G�L�I�I�H�U�H�Q�W���I�U�R�P���W�K�H���S�U�L�Y�D�W�H���N�H�\���W�K�D�W��
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�L�Q�G�L�Y�L�G�X�D�O���S�H�U�V�R�Q�� 
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�V�F�H�Q�D�U�L�R���L�Q���D���O�D�U�J�H���Q�H�W�Z�R�U�N�V�� 
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5.2.2.5. Related Works 

The RSA security depends on the large prime numbers but they are easily factorized and 

decomposed [175]. Ren and Miao have implemented a novel approach based on DES and 

RSA algorithms in Bluetooth Communication. That are using to encrypt transmitting data 

and the keys of DES, respectively [176]. In [175],a new approach RSA algorithm by Sonal 

Sharma et al, which uses modified Sum Cryptosystem based on subset sum of two numbers 

over RSA public key. In [177], Sami A. Nagar and Saad Alshamma have proposed the high 

speed implementation of RSA algorithm as well as they have modified keys exchange 

between Gateways using structured query language (SQL) server. B. Persis Urbana Ivy et 

�D�O�����K�D�Y�H���X�V�H�G���µ�Q�¶���Q�X�P�E�H�U���W�R���J�H�Q�H�U�D�W�H���S�X�E�O�L�F���D�Q�G���S�U�L�Y�D�W�H���N�H�\�V�����7�K�D�W���D�U�H���Q�R�W���H�D�Vily decomposed 

or factorized to getting high security and efficiency through a network [178]. 

5.3. Impact of Protection on the VLC Systems 

5.3.1. VLC System Simulation Setup 
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5.3.2. Proposed VLC Scheme with Encryption and 

Decryption 

Without loss of generality, it is assumed that the public and private keys are provided at 

the transmitter and receiver (i.e. during the initialization session connections or presetting). 

Fig. 5.6 illustrates the system block diagram of the RSA algorithm adopted in the VLC system 

shown in Fig. 5.5 The binary stream (data) is converted into �G-bit parallel blocks (�G��
L

���z�á�s�x�á�u�t), where �G is chosen to be of the same or a longer length as the key. These blocks 

are then converted into decimal values and encrypted by the pre-defined public key as 

described in (5.11). The encrypted data is passed through a parallel-to-serial converter with 

an output in OOK-NRZ format which is used to intensity-modulate the LED. At the receiver 

end, following optical detection, the reverse process of transmitter is implemented to recover 

the original data signal. The private key is employed for decryption as described in (5.12). 
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5.4. Results and Performance Evaluation 

The secure VLC system is simulated using MATLAB to determine the impact of security 

implementation on the LED-based VLC system. The key simulation parameters are presented 

in Table 5.1. The key system performance indicators to investigate are the BER and the power 

penalty. The VLC model is based on the equations from (3.29) to (3.36) whereas the data 

encryption layer is implemented following the steps formulated in (5.6) to (5.12). In this 

chapter, the maximum encryption key length used for simulations is limited to several bits. 

This is due to the constraints of computational power of PC and the simulator. However, the 

same procedure can be adopted for longer key lengths as in practical applications. 

Furthermore, we have kept the ratio between input and output data to and from the RSA 

encryption block the same (see Fig. 5.6)  (i.e.; the number of input bits is equal to the number 

of output bits).  In other words, there is no extra data due to protection. For instance, if the 

input data in each block is 16 bits, then the output data from encryption is also 16 bits. 

However, the simulation results obtained are still valid for predicting the impact of encryption 

on VLC communications. 
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In these simulations, we transmit over one million bits over the channel and assume perfect 

synchronization between the transmitter and receiver. At the receiver end, following the 

capture of all transmitted bits, we have converted these bits into �G-bit-parallel  (8-bits, 16-bits 

�R�U�� �«�«������ �Z�H�� �K�D�Y�H�� �F�D�O�O�H�G�� �H�Q�F�U�\�S�W�H�G�� �E�O�R�F�N�� �R�U�� �H�Q�F�U�\�S�W�Hd frame. These are the data patterns 

which are compared with the transmitted bits. For detection, we sample every bit at its centre 

and compare the sampled value with a threshold level set to half the mean signal amplitude. 

As only one million bits are sent with every iteration of the simulation, we know exactly 

where the encrypted code begins and ends, hence, there is no need for a preamble header and 

footer bits to be inserted into the code. However, in real practical applications, both pre- and 

post-ambles are required. 

The subsequent figures represent the simulated BER performance against the received 

SNR for the VLC system with and without encryption. In Fig. 5.7 (a), the data rate  is 2 Mbps 

which is well within the 3-dB bandwidth of LED (approx. 3 MHz). At a BER of 10-3, for the 

LOS scenario, power penalties �' P of 1.05 dB and 1.64 dB are obtained compared to the back-

to-back cases for encryption block lengths of 8 bits and 16 bits, respectively. On the other 

hand, for the LOSNLOS scenario, power penalties �' �2 of 1.10 dB and 1.61 dB are recorded 

for encryption block lengths of 8 bits and 16 bits respectively. The power penalties are due to 

the block errors occurring in the encrypted VLC system rather than individual bit error in an 

unsecured VLC system. In secured VLCs, when an error occurs, the receiver cannot decrypt 

the whole block thus resulting in a block error. However, at lower data rates, the power 

penalties induced are much smaller i.e. < 1 dB. 

In Fig. 5.7 (b), the data rate is 6 Mbps, which is much higher than the LED 3-dB 

modulation bandwidth. This test provides a good view of the excess power penalty due to 

�³�E�O�R�F�N���H�U�U�R�U�´�����)�R�U���W�K�H���V�D�P�H���%�(�5���S�H�U�I�R�U�P�D�Q�F�H�����W�K�H���V�\�V�W�H�P���U�H�T�X�L�U�H�V��slightly higher SNR (e.g. 

additional ~3 dB at a BER of 10-3). The power penalties for the LOS scenario have slightly 

increased to 1.21 dB and 1.68 dB for 8 bits and 16 bits of encryption block lengths 
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respectively, whereas for the LOSNLOS scenario, the penalties have also slightly increased 

to 1.42 dB and 2.13 dB for 8 bits and 16 bits, respectively. 

In Fig.5.7 (c), the data rate is 10 Mbps and one can see that for the same BER performance, 

the system requires much higher SNR (i.e.; additional ~ 11 dB at a BER of 10-3). The power 

penalties for the LOS scenario have significantly increased to 1.68 dB and 2.12 dB for 8 bits 

and 16 bits of encryption block lengths respectively whereas for the LOSNLOS scenario, the 

power penalties also show significant increases to 1.79 dB and 3.15 dB for 8 bits and 16 bits, 

respectively. 

We have further investigated the evaluation of the proposed VLC system with and without 

encryption when the position of the receiver is at the corner. The first set of analysis examines 
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the impact of the LOS and LOSNLOS on the BER performance. We have compared the 

results from the LOS scenario and the LOSNLOS scenario for four channels. We can note 

that the BER performance against SNR is different from one channel to another based on the 

distance between the transmitter and the receiver in the previous proposed model as shown 

in Fig. 5.8 and Fig. 5.9. In Fig. 5.8, when the data rate is 2 Mbps, the block length is 8 bits 

and the distance is shortest (between Tx1 and Rx), the power penalty is approximately 1.5 dB 

for the LOS and the LOSNLOS scenarios and is 1 dB for the secure and unsecure VLC system 

as shown in Fig. 5.8 (a) for the same BER performance. In Fig. 5.8 (b) and (c), when the 

distance is slightly longer between Tx2 , Tx3 and Rx, the power penalty is around 1.2 dB for 

the secure and unsecure system but it is higher for the LOS and the LOSNLOS scenarios 

(around 2.75 dB at ������ ���‘� �̂��s�r�?�7). However, in Fig. 5.9 (d), the distance is much longer 

between Tx4 and Rx and the power penalty is 1.2 dB between the cases of with and without 

encryption for the LOS scenario whereas it is 1.7 dB for the LOSNLOS scenario. 

Furthermore, the power penalty is more than 5 dB between the LOS and  the LOSNLOS 

scenarios. 

In Fig. 5.9, when the data rate is 2 Mbps and the block length is 16 bits, there is clearly an 

increase in power penalty compared to 8 bits. Firstly, in Fig. 5.9 (a), when the distance is 

short (between Tx [1] and Rx), the power penalty is approximately 1.6 dB between the secure 

and unsecure cases for the LOS and the LOSNLOS scenarios, whereas it is 1.4 dB between 

the LOS and the LOSNLOS scenarios for secure or unsecure VLC system. Secondly, in Fig. 

5.9 (b) and (c), the power penalty is around 1.6 dB between the secure and unsecure cases for 

the LOS scenario but it is around 2 dB for the LOSNLOS scenario. However, the power 

penalty is 2.7 dB between the LOS and the LOSNLOS scenarios in the absence of encryption 

and it is 3 dB in the presence of encryption. Finally, in Fig. 5.9 (d), the power penalty is 1.5 

dB between the secure and unsecure cases for the LOS scenario whereas it is 2.7 dB for the 

LOSNLOS scenario. We also note from the same figure that power penalty increases 
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significantly between the LOS scenario and the LOSNLOS scenario. It is 4.7 dB and 5.9 dB 

for an unsecured and a secured VLC system respectively. 
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Figure 5.10 illustrates the power penalty against the data rate for 8 and 16 bits encryption 

block lengths at a ������ ���‘� �̂��s�r�?�7 for the LOS and LOSNLOS scenarios. Firstly, we consider 

the LOS scenario when the position of the receiver is in the middle of the room. For the 8-bit 

case (see Fig. 5.10, red curve), the power penalty is approximately 1 dB for data rates up to 

7 Mbps increasing to over 1.5 dB at a data rate of 10 Mbps. For the 16-bit case (see Fig. 5.10, 

blue curve), the power penalty profile is similar to the 8-bit case but it is on average higher 

by 1.5-2.0 dB. Secondly, we consider the LOSNLOS scenario when the position of receiver 

is at the corner of the room. For the 8 bit encryption block (Fig. 5.10, green curve), the power 

penalty is between 1 dB and 1.5 dB for data rates up to 7 Mbps whereas it is increases to over 

3 dB at 9 Mbps. On the other hand, for the 16 bit encryption block case (Fig. 5.10, black 
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curve), the power penalty is between 1.5 and 2 dB for data rates up to 6 Mbps, increasing to 

around 4 dB at for data rates of 9 Mbps. 

Though the performance of a secured VLC system is heavily dependent on the encryption 

block lengths, it is noted that the redundancy is relatively small. As the encryption block 

length increases the redundancy is further minimized. 

5.5. Summary 

This chapter has fast reviewed information security with different techniques. We focused 

on cryptography and its techniques which were divided into symmetric and asymmetric 

ciphers. Furthermore, we also studied in detail the RSA technique. 

The chapter has also investigated the VLC system performance with and without 

encryption in the MAC layer and physical layer for both the LOS and LOSNLOS scenarios. 

The results showed that the block error severely affects the system BER performance 

especially for the 16-bit encryption key length.  The proposed secured VLC system requires 

more SNR to obtain the same BER performance. The power penalties observed ranged from 

1 dB to 1.7 dB for the 8-bit encryption block length and 1.6 dB to 2.7 for the 16-bit encryption 
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block lengths and for different distances between Txs and Rx within the 3 dB LED bandwidth. 

We have also investigated the BER performance against SNR with different data rates for 

unsecured and secured VLC system. Overall, these results highlight the presence of power 

penalties between ~ 1 dB and ~3.5 dB for data rate from 1 Mbps to 10 Mbps, respectively, 

for both LOS and LOSNLOS scenarios. 

Though the selected key lengths in this chapter were small mainly due to the limitation of 

the computer and the simulator computational powers, the results have generically indicated 

the trend of trading-off and error propagation as well as showing the minimum bandwidth 

loss of the secured VLC system. 

The next chapter will discuss the design of a novel secure MIMO VLC system based on 

the position of the user and the RSA encryption in MAC layer with different key lengths and 

more ability to control the size of the encrypted VLC cell based on the user environment. 
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6.1. Introduction 

The high data rates can readily be exploited to create optical MIMO communication 

systems. MIMO-VLC systems have thus become an attractive approach for increasing the 

channel capacity, particularly in an indoor environment. Such systems have already been 

demonstrated to achieve Gbps data rates and been reported in [66, 84, 85]. However, security 

in wireless telecommunication systems is a common concern, especially in MIMO VLC 

systems. What is known about security is largely based upon empirical studies that 

investigate how to implement the techniques to achieve a required purpose. RSA is more 

widely used in many security systems and still guarantees security of the system if the key 

length is long enough. [44, 45]. Several studies investigating RSA algorithm have been 

carried out on an improvement of security and overcome on the limitation in RSA method 

such as speed, computational cost, loss of private key sometimes result break the security 

and some types of attacks for example factorization problem or short message. Some of these 

studies have been mentioned in Chapter 5. Consequently, in this work, we have opted to 

adopt the RSA technique as outlined in subsequent sections. 

Indeed and at the present time of writing, there are only a few number of researches that 

studied security in VLC systems as mentioned earlier in Chapter 5. Therefore, the main 

objectives of this chapter are three fold and can be summarized as follows: (�E) development 

of a mathematical modell of positioning in non-imaging MIMO-VLC systems, (�E�E) design 

of novel secure MIMO-�9�/�&�� �V�\�V�W�H�P�� �E�D�V�H�G�� �R�Q�� �X�V�H�U�¶�V�� �O�R�F�D�W�L�R�Q�� �D�Q�G�� �H�Q�F�U�\�S�W�L�R�Q�� �Z�L�W�K�R�X�W��
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affecting the efficiency in both ideal and real scenarios and (�E�E�E) deployment of RSA 

encryption at the MAC layer with no overhead data and with the ability to control the size 

of the encrypted VLC cells based on the user environment. 

6.2. Positioning in MIMO VLC System 

We have used the RSSI technique of indoor positioning using three transmitters with the 

trilateration method. The method recovers the channel characteristics from the incident light 

and estimates the receiver location by analytically solving the Lambertian equations. 

6.2.1. Mathematical Modelling of Positioning Algorithm 

The following algorithm calculates the path loss as a result of attenuation. From equations 

(2.36) and (3.33), which is a basic equation, one can calculate the power distribution in a 

VLC environment for any location inside a room. The received optical power at a distance 

�. utilizing (6.1) with the assumption of �ð�Å�Ü�Ý
L �à�Å�Ü�Ý can be expressed as: 
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Thus, the received optical power underneath the transmitter, i.e. at a distance �D as shown in 

Fig. 6.1. (���ð�Å�Ô�Õ

L �à�Å�Ô�Õ


L �r�;, is given as: 
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From equations (6.1) and (6.2), assuming �6�æ�:�ð�;�ä�C�æ�:�ð�; 
L �s, (meaning that we do not have 

any attenuation or amplification for the received optical signal from these stages because of 

the employed positioning VLC technique here is RSSI technique which is depended on the 

received power level  as well as�����.�Ü�Ý
L �D
�…�‘�•�à�Å�Ü�Ý


W ). Therefore, the mathematical model of 

RSSI technique can be written as: 
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where �E
L ���F
L �s�á�t�á�u���K�N���v represents the number of transmitter and photodetectors in the 

room and �Û
L �t is a path-loss exponent correction factor [31, 48, 93]. 

6.2.1.1. Horizontal Distance Estimation 

From equation (6.3) we can measure the angle of irradiance �@�à�Å�Ô�Õ
�A using measurements 

of the received power at a distance �D (�2�T�H�á�f �:�r�;�; and store it at receiver which uses it along 

with the received power at distance ���.�Ü�Ý for all positions in the room. The final step calculates 

the horizontal distance estimation using simple trigonometry [48]: 

�@�Å�Ô�Õ

L �D�ä�–�ƒ�•�à�Å�Ô�Õ

       ������������ 

6.2.1.2. Trilateration Method  

The process of locating absolute or relative locations of targets by measuring the distances 

using the geometry of circles is shown in Fig. 6.2. As the figure illustrates, there are four 

power levels to be measured at the receiver. However, the receiver will select only the three 

maximum power levels that will be used in the positioning algorithm in order to determine 

the location of the user. So, we can use the RSSI algorithm to calculate �à�Å�Ü�Ý (i.e., �à�Å�5�h,���à�Å�6�h 

and �à�Å�7�h) and then calculate �@�Å�5�h�á�@�Å�6�h���ƒ�•�†���@�Å�7�h using (6.3) and (6.4) respectively. Now, the 

trilateration method can be used to determine the position of user by obtaining the 

intersection point from the three following equations: 
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where �@�Å�-�Õ�á�@�Å�.�Õ���ƒ�•�†���@�Å�/�Õ are the horizontal distances between the transmitters and receivers 

and (�T�r�v�-,���U�r�v�-),(�T�r�v�. ,���U�ç�ë�. ) and (�T�r�v�/ ,���U�r�v�/ ) are position coordinates of the transmitters; while 

(�T�T�H�Õ�á�U�T�H�Õ) is the coordinates of the photodetector in the receiver array [110]. 

6.2.2. Centre of Receiver Calculations 

The receiver array has two different designs based on the directional order of 

photodetectors as shown in Fig. 6.3. There are two configurations for designing the receiver 

array: (�E) anticlockwise configuration (�E�E) clockwise configuration. If the coordinates of each 

of photodetector 1 (�T�T�H�5�á�U�T�H�5) and photodetector 2 (�T�T�H�6�á�U�T�H�6) are known, we can 

calculate the coordinates of both photodetectors 3 and 4 (in an anticlockwise configuration) 

from the following expressions: 
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Note that in this proposed system, the requirement is to calculate the coordinates of the 

centre of the receiver (CORA) and not the coordinates of each photodetector in the receiver 

array. The estimation of the coordinates of CORA can be calculated using the following 

equations to reduce the positioning error: 
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6.3. Secure VLC-MIMO System Description 

The security task in wireless communications has become a matter of concern due to the 

possibility of unauthorised access to transmitted data. This stems from the fact that all users 

use the same channel. However, in a VLC system, this issue is less pronounced because of 

the inability of light to through the walls. Recently, several types of researches have been 

�S�U�R�S�R�V�H�G���R�Q���V�H�F�X�U�L�W�\���D�W���W�K�H���S�K�\�V�L�F�D�O���O�D�\�H�U���W�R���H�Q�F�U�\�S�W���W�K�H���X�V�H�U�¶�V���G�D�W�D��[179, 180]. A typical 

MIMO-VLC system is designed to broadcast signals and hence any user in the VLC cell 

�)�L�J���������������W�K�H���U�H�F�H�L�Y�H�U���D�U�U�D�\�����D�����D�Q�W�L�F�O�R�F�N�Z�L�V�H���F�R�Q�I�L�J�X�U�D�W�L�R�Q�����E�����F�O�R�F�N�Z�L�V�H���F�R�Q�I�L�J�X�U�D�W�L�R�Q�� 
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range can receive the transmitted data inside the illumination coverage area. This 

communication system does not have a secured transmission link for each user. 

6.3.1. Block Diagram of the Proposed Secure System 

Figure 6.4 shows the block diagram of the proposed end-to-end secure MIMO-VLC 

system. It consists of a transmitter and a receiver, as well as 4 × 4 MIMO-VLC channels 

acting as the downlink and an RF or IR channel acting as the uplink due to the VLC system 

not possessing an uplink. This still presents the biggest challenge in VLC systems, and as 

such an RF/IR uplink was adopted. At the transmitter side, there is a coordinator that has the 

location codes of �W�K�H���W�U�D�Q�V�P�L�W�W�H�U�V�¶���S�R�V�L�W�L�R�Q�V����We have considered two cases when (i) the user 

is new, and (ii ) the user is not new and there is a possibility to move to a new location as 

follows: 

Case I: the user is new, the coordinator sends locations codes only to the receiver via the 

MIMO-VLC channel. The receiver receives four signals using four photodetectors and 

�U�H�F�R�Y�H�U�V�� �G�D�W�D�� �E�\�� �W�K�H�� �0�0�6�(�� �H�T�X�D�O�L�V�H�U���� �,�Q�� �W�K�H�� �Q�H�[�W�� �V�W�D�J�H���� �L�W�� �F�D�O�F�X�O�D�W�H�V�� �W�K�H�� �X�V�H�U�¶�V�� �O�R�F�D�W�L�R�Q��

based on the RSSI technique that has been discussed in the previous section. The receiver 

�F�D�Q���V�H�O�H�F�W���W�K�H���S�X�E�O�L�F���D�Q�G���S�U�L�Y�D�W�H���N�H�\�V���I�U�R�P���N�H�\�V�¶���V�W�R�U�H���E�D�V�H�G���R�Q���L�W�V���O�R�F�D�W�L�R�Q�����D�Q�G���W�K�H�Q���V�H�Q�G�V��

the public key and power levels to the transmitter via the RF/IR channel. The transmitter 

subsequently receives them, and decides if the MIMO-VLC channel is suitable for data 

transmission. 

�&�D�V�H�� �,�,���� �W�K�H���F�R�R�U�G�L�Q�D�W�R�U���H�Q�F�U�\�S�W�V���W�K�H���X�V�H�U�¶�V���G�D�W�D���X�W�L�O�L�]�L�Q�J���W�K�H���S�X�E�O�L�F���N�H�\�� �D�Q�G���F�R�P�E�L�Q�H�V��

them with the location codes and sends the data via the MIMO-VLC channel. At the receiver 

side again, all four signals pass the photodetectors stage, the positioning stage and finally 

the decryption process using the private key to decrypt the data. In the positioning stage, if 
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the new location is not the same as the previous one, the receiver generates another key based 

on the new location using the cryptographic keys stage. 

6.3.2. Modified RSA Algorithm and Encrypted Cells 

In Fig. 6.4 there is a stage at the receiver side that generates public and private keys. In 

this section, we explain the modified RSA algorithm that produces a number of encryption/ 

decryption keys and distributes them on encrypted VLC cells. All frames from the 

transmitted data are divided into �G-bit parallel blocks (�G = 8, 16, 32, 64,....), where k is 

chosen to be the same length as the key, which is generated by this modified RSA algorithm. 

The modified RSA algorithm is given in Algorithm 1 below. We have modified the RSA 

algorithm for two main reasons; the first is the need to encrypt data without an increase in 

data length compared with plaintext data and as such to maintain the capacity of the channel. 

This means that the transmitted message per block �I �ç�:�E�; must not be more than �J (�r 
O�I �ç 
O
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���J). For instance, if we have a block of 8 bits then �J must be less than 255. However, there 

is a difficulty to find two prime numbers (�L��and �M) of which their multiplication result is 

exactly equal to �I . Therefore, we select a percentage which is called maximum percentage 

of unencrypted data (MPUED) between data that is encrypted and data that cannot be 

encrypted (because it is more than �J). The second reason is the requirement to generate a 

number of keys that are enough for every encrypted VLC cell. In the modified RSA 

technique, we are adding another level of ambiguity by not encrypting all transmitted data 

that is less than five percent. In this secure system, the problem of keys distribution has been 

solved using the generation of cryptographic keys in receiver (i.e.; at user) and sending the 

public key to transmitter only [173, 181-184]. 

The second process in this part relates to the distribution of the keys on the encrypted 

VLC cells. In Fig. 6.5, the standard VLC room has been divided into small square areas 

called the Encrypted VLC cells, where each encrypted cell has only one centre called the 

�F�H�Q�W�U�H���R�I���H�Q�F�U�\�S�W�H�G���F�H�O�O�����&�2�(�&�������7�K�L�V���P�H�D�Q�V���W�K�D�W���H�Y�H�U�\���H�V�W�L�P�D�W�H�G���X�V�H�U�¶�V���O�R�F�D�W�L�R�Q���D�S�S�U�R�D�F�K�H�V��

�W�K�H�� �F�O�R�V�H�V�W�� �F�H�O�O�¶�V�� �F�H�Q�W�U�H�� �G�X�H�� �W�R�� �W�K�H�� �S�U�H�V�H�Q�F�H�� �R�I�� �D�� �O�R�F�D�O�L�]�D�W�L�R�Q�� �H�U�U�R�U�� �E�D�V�H�G�� �R�Q�� �S�R�V�L�W�L�R�Q�L�Q�J��

techniques and SNR. This approximation is the reason why it is difficult to make encrypted 

VLC cells smaller than this area. This system represents a flexible scheme in that it is able 

to control the size of encrypted cell. 

In Fig. 6.5, we have three sub-figures which show three different sizes of the encrypted 

VLC cells. We have tested 4, 16 and 49 receivers for different lengths of cells, which are 

0.50m, 1.00m and 1.50m, respectively. Therefore, all receivers in encrypted VLC cells have 
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only COEC (i.e., all positions inside cell approaches to one position which is COEC), and 

then all receivers have the same identification but they will take different public and private 

keys. Therefore, if one reduces the size of encrypted cells then the number of receivers will 

decrease as well. For example, if we decrease the length of encrypted VLC cell from 1.5 m 

to 1.0 m, at that point then, the number of receivers will decrease from 49 to 16 receivers as 

well. The reason being that we have assumed different environments such as convention 

hall, large office having approximately 16 users and small office has around four users. In a 

convention hall, the length of encrypted cell (LEC) is assumed 0.5m because the number of 

users is large and close to each other and every user has two or three devices. In addition, 

these devices have the same COEC due to its deployment/use by one user. In the proposed 

model, there will not be computational complexity because every receiver generates 

cryptographic keys based on its location and implements a decryption process as well. 
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6.3.3. Encryption/Decryption in MIMO -VLC System 
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where �:�A�:�E�;�á�J�:�E�;�á�-�ß�; is the public key, �I �ç is the parallel transmitted and it is function of 

�-�ß and �% encrypted data, respectively. The parallel encrypted data is converted into serial 

data with an output in an OOK-NRZ format as shown in upper part  of Fig. 6.6. The bottom 

part of the figure depicts a block diagram of the RSA decryption after recovering the original 

data signal. The receiver converts the data from serial to parallel blocks and applies the RSA 

decryption using the private key that already exists at the receiver side using the following 

formula: 

�I �å 
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where �:�@�:�E�;�á�J�:�E�;�á�-�ß�; is the private key and �% and �I �å��are the parallel encrypted and received 

data, respectively. In the final stage in the process, all decrypted parallel data are converted 

into decrypted serial data and passed through the upper layers. 

A comparison between the traditional RSA algorithm and the modified RSA algorithm is 

outlined in Table 6.1 and it has shown the security and speed of modified RSA algorithm 

are improved. 

6.4. Results and Analysis 

6.4.1. Test Parameters 

 The proposed system described in the previous block diagrams of Fig. 6.4 and Fig. 6.6 

is simulated and evaluated using MATLAB. The coordinator generates the location codes 

depending on the transmitter's positions on the ceiling and combines them to the transmitting 

data signal �T�:�P�; to be sent to the receiver by an LED. The transmitted signal is modulated 

utilizing an OOK modulation scheme. Each transmitter contains a number of LEDs whose 

parameters are similar to typical commercially LED devices. There are two types of noise 
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associated with proposed system: thermal noise and shot noise. In this study, we have 

calculated the transmission matrix (CSI) from (2.36) which is then used to find y matrix 

from (2.35). Furthermore, at the receiver side, the transmission matrix is available and we 

have used this matrix to estimate the data using (2.48). we have considered that the noise in 

general is an additive white Gaussian noise (AWGN) added to the MIMO signals. The main 

parameters of the proposed system are presented in Table 6.2 below. 

6.4.2. The Evaluation of MIMO -VLC System 
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6.4.3. Positioning Error Distributions 
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6.4.4. BER Distribution from Ideal System 
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6.4.5. BER Distribution from Real System 
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6.5. Summary 
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Appendix A:  

�7�K�H���9�/�&���&�K�D�Q�Q�H�O���0�R�G�H�O�O�L�Q�J���%�D�V�H�G���R�Q���5�2�3���'�L�V�W�U�L�E�X�W�L�R�Q�V 

The relationship between the transmitted optical power, �2�X�v, and the received optical 

power, �2�V�v�á  is been given in equation (3.33) of Chapter 2. We propose to rewrite the channel 

gain as follows �>�������@: 
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where �E is the index of the �E�r�f transmitter, ������  is the line-of-sight and �…�Š�á�������� �Ü is the 

diffused configurations (non-LOS).  The system here is used for localisation and as result 

we only consider low data rates (i.e. kbps) for the identification (ID) of LEDs). Therefore, 

the bit duration is much larger than the channel delay spread for both LOS and NLOS. For 

the LOS configuration, the received optical power is given by [55]: 
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where �à�Å�Ô is the angle of irradiance of the Txi,  �Ö�Å�Ô is the angle of incidence at the Rx, ���q
k�ð�Å�Ô
o 

is the gain of an optical filter,���‰
k�ð�Å�Ô
o  is the gain of an optical concentrator,���#�Ë is the PD 

effective area, FOV is the field of view of the Rx and �I  is the order of Lambertian emission 

defined in  (2.10).  Here ���q�@�ð�.�E
�A and �‰�@�ð

�.�E
�A are assumed to be unity in our investigation as 

we use bare PD (i.e. without the optics). On the other hand, the received optical power from 

NLOS is given as [55]: 
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where �é is the reflectance factor and �@�#�ê�Ô�ß�ß is a reflective area of small region. We have 

used (A.2) and (A.3) to generate the following results.  
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�7�D�E�O�H���V�K�R�Z�V���V�R�P�H���V�W�D�W�L�V�W�L�F�D�O���V�W�D�Q�G�D�U�G�V���I�R�U���S�R�V�L�W�L�R�Q�L�Q�J���H�U�U�R�U���I�U�R�P���5�2�3���G�L�V�W�U�L�E�X�W�L�R�Q�V���D�S�S�U�R�D�F�K�� 

Positions of 
transmitters 

SNR 
(dB) 

Max. value (cm) The mean (cm) Standard deviation (cm) 

Tx1 (0.25, 0) 
Tx2 (2.75, 0) 

10 142.57 40.12 26.20 
15 82.95 13.28 12.14 
20 36.70 4.420 5.740 
25 14.36 1.390 2.27 

Tx1 (0.25, 
0.25) 

Tx2 (2.75,0.25) 

10 135.70 36.38 26.38 
15 119.79 28.77 21.43 
20 62.36 7.500 13.40 
25 53.68 5.41 13.45 
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