Northumbria Research Link

Citation: Shang, Yilun (2020) Resilient interval consensus in robust networks.
International Journal of Robust and Nonlinear Control, 30 (17). pp. 7783-7790. ISSN 1049-
8923

Published by: Wiley-Blackwell
URL: https://doi.org/10.1002/rnc.5153 <https://doi.org/10.1002/rnc.5153>

This version was downloaded from Northumbria Research Link:
http://nrl.northumbria.ac.uk/id/eprint/43693/

Northumbria University has developed Northumbria Research Link (NRL) to enable users
to access the University’s research output. Copyright © and moral rights for items on
NRL are retained by the individual author(s) and/or other copyright owners. Single copies
of full items can be reproduced, displayed or performed, and given to third parties in any
format or medium for personal research or study, educational, or not-for-profit purposes
without prior permission or charge, provided the authors, title and full bibliographic
details are given, as well as a hyperlink and/or URL to the original metadata page. The
content must not be changed in any way. Full items must not be sold commercially in any
format or medium without formal permission of the copyright holder. The full policy is

available online: http://nrl.northumbria.ac.uk/policies.html

This document may differ from the final, published version of the research and has been
made available online in accordance with publisher policies. To read and/or cite from the
published version of the research, please visit the publisher's website (a subscription
may be required.)

feq Northumbria @

University
NEWCASTLE -

f

8 UniversityLibrary


http://nrl.northumbria.ac.uk/policies.html

Received: Added at production Revised: Added at production Accepted: Added at production

DOI: xxx/xxXx
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Resilient interval consensus in robust networks
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distributed resilient interval consensus strategy, we showed that if the net-
work is (2r + 1)-robust and the interval intersection is nonempty, the normal
agents are able to reach an agreement with the final consensus equilibrium in
the interval intersection. A numerical example is presented to illustrate the

theoretical results.
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1 | INTRODUCTION

With distributed coordination and cohesive agreement, consensus protocols play a key role in a broad spectrum of
areas such as formation control, sensor networks, distributed computing, swarm robotics, and social dynamics, to
name but a few. In a consensus problem !, a group of agents update their states based on local interaction with their
nearest neighbors aiming to achieve some common value in a distributed manner. A variety of important advances
on consensus problems have been reported in the literature over the last few decades?34.

In practice, it is uncommon to have unrestricted states of agents given the complicated operational environment
and limited agent’s capability. In the formation control of a group of mobile robotics, for instance, each agent has its
own speed limit, which may lead to failure in generating a formation of the entire group. Similarly, for load balancing
in a network of heterogenous workstations, the load constraints for each workstation have to be taken into account.
Recently, interval consensus is proposed as a novel framework in the work® to cope with state constrained consensus,
where each agent in a strongly connected network imposes an interval constraint within which agreement is acceptable
with the object of reaching an agreement residing in the intersection of all intervals. To achieve such an agreement,
each agent transmits to its neighbors a saturated state bounded by its admissible interval. It is shown that unique
equilibrium of the multi-agent system lies in the intersection of these intervals if it is non-empty, and stability analysis
is also performed for the empty intersection situation. In the work®, interval consensus is shown to be achieved in
the sense of almost sure convergence when the interaction topology can be characterized by an undirected random
network. Although stated constrained consensus problems in general have been investigated extensively by using e.g.,
projection based protocols "% and discarded methods '°, the interval consensus framework is unique as the constraints
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are not hard-coded meaning that the transient trajectories of agents are allowed to trespass the admissible intervals,
and that initial configuration is not required to be confined in the interval intersection.

All the works mentioned above concerning state constrained consensus assume that agents are cooperative or not
compromised. In real-world applications, however, the performance of a multi-agent system can be undermined if a
subset of agents becomes misbehaving due to system level faults or malicious attacks*. Resilient consensus problems
withstanding misbehaving agents have been studied in the work!!!2 on the basis of the graph robustness notion. A
discrete-time Weighted Mean-Subsequence-Reduced (W-MSR) consensus protocol is proposed in the work !, which is
resilient against a number 7 of neighboring misbehaving agents if the underlying communication network is (2r + 1)-
robust. More complicated system dynamics including switched'® and hybrid !* systems have also been examined. In
the paper®, a resilient consensus protocol is designed when the states of agents are constrained to be integers under
time-varying delays and asynchronous interactions. Quantized resilient consensus strategies have been designed for
event-triggered control problems!6. A resilient consensus strategy for state-saturated multi-agent systems has been
designed based on a round-robin protocol!'”. To our knowledge, general state constraint has not been studied in
resilient consensus algorithms.

In this paper we aim at solving resilient interval consensus problems in the presence of locally bounded misbehaving
agents over time-varying networks. We assume that the misbehaving agents in the network are anonymous to normal
agents, have no constraints on their states, and possess a complete knowledge of the network, hence posing a severe
threat to the collective decision making of the whole network. The contributions of the work are as follows. First,
based upon graph-theoretical properties of robustness, we develop a novel resilient interval consensus algorithm for
continuous-time dynamical agents in a fully distributed manner, meaning that each normal agent only knows its own
admissible interval and the states of its own and neighbors. Second, we establish sufficient conditions for reaching
resilient interval consensus over bidirectional robust networks when the interval intersection is non-empty. It is worth
noting that only fixed network is considered previously for interval consensus®®.

The rest of the paper is organized as follows. Section 2 presents the graph theoretical results regarding robustness
and the resilient interval consensus protocol. Section 3 contains the main results for consensus analysis. Section 4
presents a simulation example and Section 5 draws the conclusion.

2 | PROBLEM FORMULATION

2.1 | Graph theory

Consider a multi-agent network represented by a bidirectional graph G = (V, E) with node set V' = {1,2,--- ,n} and
edge set E C V x V, where (i,j) € E means that information can be sent from agent ¢ to agent j. The adjacency
matrix, denoted by A = (a;;) € R"*"™, characterizes the topology of G with a;; > 0 when (j,i) € F and a;; = 0
otherwise. Here, by bidirectional network, we mean a;; > 0 if and only if a;; > 0 but we do not require any equivalence
of the weights. To accommodate the misbehaving agents, the node set V is partitioned into V"= N U M, where N
contains normal agents and M misbehaving agents. The behavior of normal and misbehaving agents will be defined
in Section 2.2 below. For a node ¢, its (in-degree) neighborhood is given by N; = {j € V : (j,4) € E}. A directed path
of length ¢ from iqg € V to i, € V is a sequence of edges {(il,il+1)}l£;é in G. We say a graph G contains a directed
spanning tree with root node i if any other node in G can be connected by a path originating from the root i. For a
bidirectional (or undirected) graph, having a spanning tree is equivalent to connectedness.

For a bidirectional graph G and an integer r, a subset S C V is said to be r-reachable!! if there exists i € S
satisfying |A;\S| > r. Building on reachability, G is called r-robust when at least one of any two disjoint subsets of
V' is r-reachable. The following lemma indicates robustness is a measure of graph connectivity.

Lemma 1. If G is an r-robust bidirectional graph and G’ is obtained from G by deleting up to s < r incoming edges
of each node in G, then G' is (r — s)-robust. Moreover, G is 1-robust if and only if G is connected.

Proof. The first part of the proof follows from the directed graph version in the work ! bems 6 and 7 o the second
part, we first show the sufficiency. Assume that G is connected but not 1-robust, then there exist two disjoint sets Sy
and S2, which do not have in-degree neighbors from outside. This contradicts with the connectedness of G. Hence,
G must be 1-robust. For the necessity, we prove the contrapositive. Suppose G is not connected, then G can be
decomposed to several connected components. Clearly, G can not be 1-robust.
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2.2 | Resilient interval consensus algorithm

Consider a multi-agent system modeled by the graph G = (V, E) with V"= NUDM. The agent ¢ € V at time ¢ > 0 has
its state given by z;(t) € R. Each normal agent ¢ € N proposes an interval I; := [l;, u;] with I; < u;, which specifies
the range of consensus acceptable to them. We address the following resilient interval consensus, which requires all
normal agents reach a common state in the intersection of admissible intervals for arbitrary initial configuration.
Definition 1 (Resilient Interval Consensus). The normal agents in G are said to achieve resilient interval
consensus if there exists y € N;enI; such that lim;_, o, z;(t) = y for all i € N and all initial conditions {z;(0)};cv.

In the case of M = (), the resilient interval consensus reduces to the ordinary interval consensus problem?®%. The
dynamics of normal agent ¢ € IV can be delineated in general as follows

ai(t) = fi ({95 (@5(0) yens, (1)) (1)

where m;(t) € R means the value transmitted from agent j to agent ¢ before saturation at time ¢, and we assume

normal agents intend to convey their true states, i.e., m;(t) = x;(t) for any j € N. The state saturation is implemented
by enforcing the function g;, where for j € N,

Uj, T > Uy,
gi(x) =<¢ z, <z <uy; (2)
lj, T < lj.

and for j € M, g;j(x) = x. We aim to put forward a resilient interval consensus strategy which will specify the
functions {f;}ien that governs the behavior of normal agents.
Remark 1. The state saturation is a key feature of interval consensus problems, which has its origin in opinion
dynamics in social consensus seeking — Individuals tend to express their opinions within a comfort interval accepted
by them. This phenomenon is known as the observer bias in social activities'®. A related direction is the study of
consensus and discrepancy between expressed and private opinions!?, where expressed opinions follow a separate
dynamics rather than saturated in an interval.

The misbehaving agents, nonetheless, may exert disparate strategies trying to corrupt the multi-agent network.
Definition 2 (Misbehaving Agents). An agent i € M is called misbehaving. It applies a different update strategy
fi from the normal agents in (1), or transmits different values to different neighbors at some time ¢ > 0.

11,13,14 35 they can collude

The misbehaving agents are often referred to as Byzantine nodes in sensor networks
with each other and are notoriously difficult to cope with. They are able to apply arbitrary update strategies without
saturation and their identities are not available to the normal agents. Technically, we assume they can transmit misin-
formation to their neighbors following any Lipschitz continuous ﬁ It is natural to bound the number of misbehaving
agents in the network under consideration. We assume that each normal agent in G may have at most r» misbehaving
neighbors (i.e. the number of misbehaving agents is locally bounded by 7). Hence, |V; N M| < r for all i € N.

In view of the parameter r, we propose the following resilient interval consensus strategy, which can be viewed as
a generalization of W-MSR algorithms '+12:13:14.15 by accommodating interval state constraints: Each normal agent
i € N receives the states of its neighbors {g;(«}(t))}jen, at time ¢ and orders these data in a descending list. Any
index j of the highest r values in the above list which are higher than x;(t) is stored in a set R;(t). If there are
less than r such values, all these indices are put in the set R;(t). Likewise, for those lowest values we conduct the
same procedure and store these relevant indices in the set R;(t). The control law for every i € N is proposed (by
instantiating f; in (1)) as

BH= Y ay (o) - n), 3)
JEWU{i})\Ri(t)
where g; is given by (2) and ¢ > 0.
Remark 2. Our proposed protocol is fully distributed as each normal agent is assumed to only have the information
of the relative difference between expressed states of its neighbors and its own as well as its own admissible interval.
In addition, the algorithm has low complexity. The most time consuming part is the sorting bit, which can be done
using for example Quicksort with complexity O(nlnn).
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3 | MAIN RESULT

In this section, we state our main convergence result under the resilient interval consensus algorithm presented above
for robust networks. Noting the time-dependency of the set R;(¢) above, the system (3) is time-varying essentially.
We assume the following.

Assumption 1. Let the time sequence {75}, be the points when R;(t) alters for some i € N. There exists 7 > 0
such that |7x41 — 7%| > 7 for all k > 1.

This assumptions implies the boundedness of the dwell time 7341 — 7%, which is often in place for multi-agent
systems with continuous-time switching dynamics??. Our main result is the following.

Theorem 1. Consider the multi-agent system (1) over a bidirectional graph G, which is (2r + 1)-robust. Suppose that
NienI; # 0 and Assumption 1 holds. Then resilient interval consensus can be achieved by using the above proposed
protocol when the number of misbehaving agents is locally bounded by r.

Proof. Define the Dini derivative of a function ¢(t) as DV ¢(t) = limsupy,_q (¢(t + h) — ¢(t))/h. Let | = max;en l;
and w = min;cy u;. Then the interval intersection becomes N;jenI; = [Z, u]. Define two continuous and Lipschitz
functions p(t) = max{max;en z;(t),u} and p(t) = min{min;ey x;(t),1}. Let I'(t) = p(t) — p(t) > 0. We first claim
the following.

Claim 1. D*T'(t) <0 for t > 0.

Fix ¢t > 0. Suppose that p(t) > u. Therefore, there is some € > 0 such that max;ey ;(t) > w on the interval
[t,t +¢). Define the index set Jo(t) = {j € N : z;(t) = max;en ;(t)}. Taking the Dini derivative of 5(t) along the
trajectory of (3) gives

DTp(t) = Dt maxx;(t) = @, (t)
ieN
= > i (95 (2 (£)) — @4 (1)), (4)

JEWigU{io})\ R (1)

where @;,(t) = max;¢ s, ) £:(t) following the property of Dini derivative2%:2!. In view of our strategy, for any j €
(Nig U{io})\Rio (1), i, (t) = x;‘) (t). Since u; > wfor j € N, we have for any j € (N;,U{io})\Ri, (t), gj(:c;.o (t) < xéo (t)
(if @;(¢) > w) and g; (2} (¢)) < w (if ;(t) < w) using the definition of g; and our resilient interval consensus strategy
(noting that there are at most r misbehaving neighbors around agent 7). Consequently, g; (=% (t)) < max{z’(t),u} <
x4, (t). Note that the second inequality becomes equality only if j € Jy(t) since u < z;,(t). By (4), we so far have
shown D*p(t) <0 if p(t) > u, where D5(t) = 0 holds only if (NV;, U {ig})\ R4, (t) C Jo(t). Recall that p(t) > u for
all ¢ > 0. The above result ensures that if p(s) = u for some time s > 0, then p will not increase. In other words,
p(t) = u for any t > s.

Combining the above comments, we derive that p(t) is non-increasing for ¢ > 0. In an analogous manner, we define
the index set Ji(t) = {j € N : 2;(t) = min;en x;(t)} and apply the Dini derivative along the trajectory of (3) to
derive (if p(t) <1)

+ — Dtmi _
D" p(t) = D ?enjzllxl(t) =&, (t)
= > aiy;(95(23 (1) — i, (1)), (5)
FEWi; Ui D\ R, (2)
where Z;, (t) = max;¢ s, () #:(t). Arguing similarly as above, we can show that p(t) is non-decreasing for ¢ > 0. Hence,
we arrive at Claim 1. Next, we will show the following.

Claim 2. [ < 2;(t) <ufor any i € N as t — oo.

By Assumption 1, we choose any 0 < ¢ < 7/2 and consider the time interval |1 + &, 711 — €] for a given k > 1.
Define a set = = {x = (21,22, -+ ,2,,) € R" : D*I'(z) = 0}, where DT'(z) := DTT(t)]i—¢, if z;(to) = z; for some
to € [Tk + &, 7k—1 — €] and all 4 € V. In fact, D*T'(z) can be viewed as the Dini derivative of I along the solution of
system (3)22 P- 353 We will first show that x; € [I,u] for any i € N by using the method of contradiction. In fact,
if this statement is false, then there exists 7, & [I,u] for some ig € N, where z* = (27,23, -+ ,2},) € Ej. Without
loss of generality, we assume z; = max;eny x; > u. Consider a solution x(t) = (x1(t), -+ , () of (3) starting with
x(r, +¢) = 2*. Reset Jo = {j € N : 2} =z }. Since G is (2r + 1)-robust, by Lemma 1 the communication topology
under (3) is connected. Any agent j € Jo will be attracted by those in N\Jy (having values less than z ) or u'®14.
Hence, there exists s € (74 + €, Tr41 — €] such that x;(s) <} for all j € N. This means p(s) < p(7x + €) and hence
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['(s) < I'(7% +¢€), which contradicts with the assumption 2* € Z. Therefore, we have managed to show x; € [I, u] for
all i € N. Involving the LaSalle invariance principle of switching system 23 Thm- 1 the positive limit set of the system
is contained in limsupy_, ., Zx. By continuity of the solution and letting e — 0, we know that z;(¢) € [l,u] fori € N
as t — oo and Claim 2 is proved. Next, we will show that the maximum and minimum of normal agents admit finite
limits. Namely, we have Claim 3 as follows.

Claim 3. lim;_,o, DTA(t) = 0, where A(t) := A(t) — A(t), A(t) := max;en x;(t) and A(t) := min;en x;(t).

We will use A(t) as a Lyapunov-like function similar to the idea in?*. To begin with, we rewrite (3) as

ii(t) = > aij (24() — 4(t)) + 2(t), (6)
FEWNULH\R: (1)

where z;(t) = 325 (v.ugiy)\r. (1) @ (95 (25(t)) — 25(t)) for i € N. In view of Claim 2, definition of admissible intervals
and the fact that G is a finite graph, we know that for any ¢ > 0, there is some time ¢, > 0 satisfying |z;(¢)| < ¢ for
all t > ¢. and all ¢ € N. Along the trajectory of (6), taking the Dini derivatives gives us the following:

DYX(t) =i, (t) = > i (220 (1) = w30 (1)) + 23 (1) (7)
JEWigU{io })\ Ry (t)

and

DTA(t) =, (t) = > ai,j (27 () — @i, (1) + 24, (1), (8)
JEWi U{ii D\ Ry (1)
where &, (1) = max;e k(1) Ti(t), &4, (t) = maxe e, (1) Li(t), Ko(t) = {i: ai(t) = A(t),i € N}, and Ky (t) = {i : z;(t) =
A(t),i € N} similarly as in Claim 1. Note that 2% (t) < x;,(¢) in (7) and 23! () > x;,(¢) in (8). For any € > 0, there
exists t. > 0 satisfying DY A(t) < e/2 and DT A(t) > —¢/2 for all ¢ > t.. Thus, DT A(t) < ¢ for all t > t..

In the sequel, we show lim; o, DTA(t) = 0 by contradiction. Assume that it is not true. There are two constants
g0 >0, &g > 0, and a time sequence {s,}52, satisfying lim, . s, = 00, DTA(sp) < —¢g and [s,41 — 5| > dp for all
p > 1. Consider any time interval J C [t.,00) satisfying J N {7}32; = 0. It can be seen that DT A(t) is uniformly
continuous in J because it is continuous in J and #;(¢) is bounded for each i € N. There is 6; > 0 satisfying
|IDTA(tY) — DTA(t?)] < e9/2 for all 1,2 € J and |t! — 2| < §;. Due to Assumption 1, we take 0 < 2 < &; such that
for any p > 1, the interval [s, — 02, s, + d2] C J for some J delineated above. Therefore,

DFA(t) = = ID¥A(s,) — (D Alsy) = DYA®)] < ~(D¥A(s,)| — IDTAGs,) = DA < =2 (9)

for every t € [s, — d2,8p + 02]. Since |sp41 — sp| > o for every p > 1, we select 0 < § < d2 to mark for a pairwise
disjoint family {[s, — d, s, + 6]} Using (9) we obtain

0o Sp+0 Sp+0
[ prawar < i Z | prawa < - Jin Z [ e = jim_@oz = . (10)
te - s -4 - spfﬁ

This conflicts with the fact A(t) = A(t) — A(t) > O for any ¢t. Hence, we proved Claim 3. Finally, what remains to
show is Claim 4 below.

Claim 4. There exists some number y € [I,u] such that lim; ., z;(t) = y for any i € N.

In view of the analysis on (7), (8) and lim;_o, DTA(t) = 0, there exist constants § > y satisfying lim;_,c A(t) =
limy o0 @4, (t) = 7 and limg o0 A(f) = limy_oo 24, (t) = y. Assume that 7 > y. Since G is (2r+1)-robust, the underlying
topology has a spanning tree by Lemma 1. There exists time ¢* and € > 0 satisfying x;,(t) > 7—¢ > y+e > x;, (¢) for
t > t*. Since limy_, o0 44, (t) = 0, we have lim;_, o xé.o (t) — @iy (t) = 0 for all j € (N, U{io})\Ri,(t) by utilizing (3) and
our resilient interval consensus strategy. Similarly, we obtain lim¢ oo 27 (t) — 24, (t) = 0 for all j € (N;, U{i1})\ Ry, (t)
through the convergence lim; o @;, (t) = 0. As G is finite, there exists ¢’ > ¢* satisfying two things: (i) There exist
two paths, one starting from the root node kg to g and the other from kg to i1, in the communication network at ¢’
and (ii) zx,(t') > ¥ — € and x4, (t') < y + €. Apparently, (ii) yields a contradiction. Hence, § = y := y. By Claim 2,
y € [I,u]. The proof is complete. [

Define the switching signal o : [0,00) — @, where Q is a finite set of bidirectional graphs. The network G, ) =
(V, Ey@py) is time-varying, and we have the adjacency matrix A(t) = (a;;(t)) € R"*", where t > 0. We assume the
following:
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Assumption 2. There exist ap > a; > 0 such that o < a;;(t) < ag for (j,4) € Ey ) for all t > 0.
Assumption 1’. Let the time sequence {7 }72 ; be the points when R;(t) or o(t) alter for some ¢ € N. There exists
7 > 0 such that |51 — 7| > 7 for all & > 1.

Similarly as Theorem 1, we can show the following result.
Theorem 2. Consider the multi-agent system (1) over a time varying bidirectional graph Gy, which is (2r + 1)-
robust for all t. Suppose that NienI; # O and Assumptions 1’ and 2 hold. Then resilient interval consensus can be
achieved by using the above proposed protocol when the number of misbehaving agents is locally bounded by r.

4 | SIMULATIONS

FIGURE 1 A 3-robust bidirectional graph G with N = {2,3,4,5,6} and M = {1}.

We consider a network G with n = 6 agents having normal agents N = {2,3,4,5,6} and misbehaving agent
M = {1}; see Fig. 1. When (j,7) € E, the adjacency matrix element is set as a;; = 0.1 for ¢ < j and a;; = 0.2 for
i > j. It is direct to check that G is (2r 4 1)-robust with »=1. For each normal agent, its admissible interval is chosen

as follows: Iy = [—4,2], Is = [0,3], Iy = [-2,4], Is = [-3,1], Is = [-1, 5], with the intersection N;enI; = [0, 1]; see
Fig. 2(b).

The initial condition is taken as z1(0) = —1, 22(0) = 3, 23(0) = —4, 24(0) = =2, z5(0) = 4, 26(0) = —3, which
are outside their intervals. The misbehaving node 1 follows its own dynamics &;(t) = —2x1(¢) + ¢t/10. By using our

resilient interval consensus strategy, the state trajectories are shown in Fig. 2(a). We observe that all normal agents
are able to reach an equilibrium at around 0.2 € [0, 1] in line with our theoretical prediction presented in Theorem 1.

5 | CONCLUSION

In this paper, we have investigated the problem of reaching agreement in the framework of resilient interval consensus
over bidirectional graphs. A purely distributed resilient interval consensus strategy has been developed to withstand
locally bounded misbehaving nodes for robust networks. On the basis of robust consensus analysis, we proved the
convergence of states of normal nodes to the intersection of their admissible intervals for nonlinear multi-agent
systems. The effectiveness of our algorithm is validated through a numerical example.
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