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Highlights
· Protection of Freedoms Act 2012 regime representative of surveyed British public
· Public education gap on DNA retention suggest public views are not well-informed.
· Criminal justice professionals express expansive views on forensic DNA retention
· Non-criminal justice professionals express restrictive views on forensic DNA retention
· Research into stakeholders rating of different DNA retention regimes highly recommended






























Forensic DNA retention: public perspective studies in the United Kingdom and around the world
Abstract
This review analysed public perspective studies on forensic DNA retention in the United Kingdom and around the world. The studies generally show strong public support for the long-term or indefinite retention of DNA from convicts and suspects. There is considerable support for the retention of DNA from all or some arrestees and potentially the entire population. This was predicated upon the belief that forensic DNA databases have crime-solving abilities, which the public rate highly. In the UK, it was found that the current Protection of Freedoms Act 2012 regime is broadly representative of the recommendations of the surveyed British public. Nevertheless, the studies highlighted a gap in forensic DNA education among the public, suggesting that public views may not be well informed. Overall, there was clear evidence of privacy concerns and the potential misuse of DNA records among the public, with a significant number opposing the retention of DNA from the innocent. It was found that most of the studies were qualitative or non-representative of the relevant population, limiting the generalisation of the results. There was also limited studies among a representative sample of primary stakeholders who are well-informed or directly exposed to the benefits, challenges and risks associated with DNA retention. A research into stakeholders rating of different forensic DNA retention regimes is therefore highly recommended. This is important because the studies suggest divergent views among criminal justice professionals and other members of the public, with the former expressing expansive views and the latter expressing restrictive views. The primary stakeholder's survey will help establish whether the relevant safeguards have been put in place to protect both public security and individual interests. 
Keywords: Public perspective; National DNA Database; Protection of Freedoms Act 2012; privacy; public security
Introduction
National forensic DNA databanks and databases have revolutionised the investigation of crime since they were first introduced in England and Wales in April 1995. Williams and Johnson[footnoteRef:1] describe the ‘common trajectory’ of forensic identity testing from initial case-by-case application in resolving violent crime to the development of DNA databases for the investigation of a wide range of offences including property crime. Currently, over 94 states in the world operate a national forensic DNA databank/database or are planning to establish one.[footnoteRef:2]  There are 8 operational national DNA databases in continental Africa, 16 in Asia, 36 in Europe, 9 in North and South America and 2 in Oceania (Table 1).[footnoteRef:3] More than 67 million forensic DNA profiles are held on DNA databases globally with China (>44 million), the United States (17.1 million), and the UK (6.7 million) having the largest databases.[footnoteRef:4] Whilst some states restrict DNA databasing to convicted individuals, others permit short retention periods for DNA data from arrestees. The website of the Forensic Genetics Policy Initiative[footnoteRef:5] provides detailed analysis of the inclusion and retention criteria for different national DNA databases around the world. As the need for international collaboration in fighting cross-border crime such as human, sex and drug trafficking, terrorism and illegal immigration rises, it is expected that more states will establish a national forensic DNA database. The European Union (EU) Council Decision 2008/615/JHA, for example, requires all EU member states to create a national DNA database that can be searched automatically by other member states.[footnoteRef:6] Though there has been a significant progress in achieving this goal, differences in DNA retention policy have been highlighted as a potential setback in the transnational exchange of DNA data.[footnoteRef:7] [1:  Robin Williams and Paul Johnson, Genetic Policing: The Use of DNA in Criminal Investigations (Willan Publishing 2008).]  [2:  Forensic Genetics Policy Initiative, ‘Welcome to the Genetics Policy Initiative!’ (Forensic Genetics Policy Initiative) <http://dnapolicyinitiative.org/> accessed 5 July 2016.]  [3:  Forensic Genetics Policy Initiative, ‘Global Summary’ (Forensic Genetics Policy Initiative, 10 February 2016) <http://dnapolicyinitiative.org/wiki/index.php?title=Global_summary> accessed 11 April 2017; ENFSI, ‘ENFSI Survey on DNA Databases in Europe-June 2016’ (ENFSI, 2017) <http://enfsi.eu/wp-content/uploads/2017/01/ENFSI-Survey-on-DNA-Databases-in-Europe-June-2016.pdf> accessed 11 April 2017.]  [4:  Forensic Genetics Policy Initiative, ‘Global Summary’ (n 3); Ge Baichuan, Peng Jianxiong and Liu Bing, ‘The Tactics System and Capacity-Building of National DNA Database’ (2016) 41 Forensic Science and Technology 259; FBI, ‘CODIS - NDIS Statistics as of February 2018’ (Federal Bureau of Investigation, 2018) <https://www.fbi.gov/services/laboratory/biometric-analysis/codis/ndis-statistics> accessed 5 April 2018; Home Office, ‘National DNA Database Statistics, Q3 2017 to 2018’ (GOV.UK, 2017) <https://www.gov.uk/government/statistics/national-dna-database-statistics> accessed 9 March 2018; Human Rights Watch, ‘China: Police DNA Database Threatens Privacy’ (Human Rights Watch, 15 May 2017) <https://www.hrw.org/news/2017/05/15/china-police-dna-database-threatens-privacy> accessed 30 May 2017.]  [5:  Forensic Genetics Policy Initiative, ‘DNA Policy Info by Country’ (Forensic Genetics Policy Initiative, 2017) <http://dnapolicyinitiative.org/wiki/index.php?title=Main_Page> accessed 10 November 2017.]  [6:  ENFSI DNA Working Group, DNA Database Management Review and Recommendations: April 2016 (ENFSI 2016).]  [7:  Carole McCartney, Tim J Wilson and Robin Williams, ‘Transnational Exchange of Forensic DNA: Viability, Legitimacy, and Acceptability’ (2011) 17 European Journal of Criminal Policy and Research 305; Carole McCartney, ‘Forensic Data Exchange: Ensuring Integrity’ (2014) 47 Australian Journal of Forensic Sciences 36; Filipe Santos, ‘Overview of the Implementation of the Prüm Decisions’ (EXCHANGE 2016); Filipe Santos, ‘The Transnational Exchange of DNA Data: Global Standards and Local Practices’ in K Jakobs and Knut Blind (eds), Proceedings of the 22nd EURAS annual standardisation conference: Digitalisation: Challenge and opportunity for standardisation. (Verlag Mainz 2017); Helena Machado and Rafaela Granja, ‘Ethics in Transnational Forensic DNA Data Exchange in the EU: Constructing Boundaries and Managing Controversies’ [2018] Science as Culture 1.] 

Table 1 – Countries with operational national DNA database in the world
	Continent/region
	Country
	Number

	Africa
	Botswana, Egypt, Morocco, Mauritius, Namibia, South Africa, Sudan, Tunisia.
	8

	Asia
	Bahrain, China, Indonesia, Iran, Israel, Jordan, Japan, Kuwait, Lebanon, Malaysia, Qatar, Saudi Arabia, Singapore, South Korea, United Arab Emirates, Uzbekistan.
	16

	Europe
	Austria, Belarus, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Georgia, Germany, Greece, Hungary, Iceland, Ireland, Latvia, Lithuania, Luxembourg, Macedonia, Malta, Montenegro Netherlands, Norway, Poland, Portugal, Romania, Russia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Ukraine, United Kingdom.
	36

	North/South America
	Argentina, Brazil, Canada, Chile, Colombia, Jamaica, Panama, Peru, United States.
	9

	Oceania
	Australia, New Zealand.
	2

	Total
	
	71


Deoxyribonucleic acid (DNA) is the genetic material that stores genetic information of most organisms including humans.[footnoteRef:8]  It encodes information needed for building cells, tissues and organs of an organism. The genetic material is hereditary and is passed on from parent to offspring. The DNA molecule is made up of a string of subunits called nucleotides.[footnoteRef:9] A gene refers to specific sections of the nucleotide sequence that control phenotypic characteristics such as hair, eye, and skin colour.[footnoteRef:10] Some specific DNA sequences, called non-coding DNA, do not control phenotypic characteristics or their biological function is not fully understood. These non-coding areas are characterised by repetitive core sequences that vary in number within and between individuals (termed length polymorphism).[footnoteRef:11] Except for red blood cells, every cell of the human body has genomic DNA.[footnoteRef:12] Therefore, all biological fluids or body tissues have DNA which can be profiled for forensic identity purposes.  [8:  Jeremy M Berg, John L Tymoczko and Lubert Stryer, Biochemistry (7th edn, WH Freeman and Company 2012); R Garrett and Charles M Grisham, Biochemistry (5th edn, Brooks/Cole, Cengage Learning 2012).]  [9:  Garrett and Grisham (n 8); Berg, Tymoczko and Stryer (n 8); David L Nelson and Michael M Cox, Lehninger Principles of Biochemistry (4th edn, WH Freeman and Company 2005).]  [10:  Garrett and Grisham (n 8); Berg, Tymoczko and Stryer (n 8); Manfred Kayser, ‘Forensic DNA Phenotyping: Predicting Human Appearance from Crime Scene Material for Investigative Purposes’ (2015) 18 Forensic Science International: Genetics 33.]  [11:  John Butler, Forensic DNA Typing (Second, Elsevier 2005).]  [12:  Ted Gordon-Smith, ‘Structure and Function of Red and White Blood Cells’ (2013) 41 Medicine 193; Berg, Tymoczko and Stryer (n 8); Richard Li, Forensic Biology (Taylor and Francis Group 2011); Zhong-Wei Zhang and others, ‘Red Blood Cell Extrudes Nucleus and Mitochondria against Oxidative Stress’ (2011) 63 IUBMB Life 560.] 

Forensic DNA Databases are computerised database systems that store forensic DNA profiles derived from biological samples taken from known individuals and biological evidence recovered from crime or incident scenes (including a person). The biological samples are usually saliva taken in the form of a mouth swab whilst the biological evidence includes saliva (e.g. extracted from cigarette butts), nasal secretions, semen and vaginal secretions (e.g. from condoms or vaginal/anal swabs), bloodstains, bones, hair, urine, faecal matter and ‘touch’ DNA – which cannot be attributed to a specific biological source.[footnoteRef:13] A collection of the physical biological samples/evidence including their DNA extracts is referred to as a Forensic DNA databank.[footnoteRef:14] The forensic DNA profile is a unique set of 10 – 16 (now up to 24[footnoteRef:15]) pairs of numbers and a pair of gender-specific letters (XX for female, and XY for Male) derived from the non-coding areas of the DNA. The DNA profile can be used to identify a person with a high degree of certainty but it cannot predict the health, disease risk, ancestry or the physical appearance of an individual.  [13:  Mark A Jobling and Peter Gill, ‘Encoded Evidence: DNA in Forensic Analysis’ (2004) 5 Nature Reviews. Genetics 739; Kelly Virkler and Igor K Lednev, ‘Analysis of Body Fluids for Forensic Purposes: From Laboratory Testing to Non-Destructive Rapid Confirmatory Identification at a Crime Scene’ (2009) 188 Forensic Science International 1; Butler (n 14), p34, 38; Roland AH van Oorschot and Maxwell K Jones, ‘DNA Fingerprints from Fingerprints’ (1997) 387 Nature 767; Timothy J Verdon, R John Mitchell and Roland AH van Oorschot, ‘Evaluation of Tapelifting as a Collection Method for Touch DNA’ (2014) 8 Forensic Science International: Genetics 179.]  [14:  John Butler, Advanced Topics in Forensic DNA Typing: Methodology (Elsevier 2012).]  [15:  Dennis Y Wang and others, ‘Developmental Validation of the GlobalFiler® Express PCR Amplification Kit: A 6-Dye Multiplex Assay for the Direct Amplification of Reference Samples’ (2015) 19 Forensic Science International: Genetics 148; Scottish Police Authority, ‘Scots Forensic Service to Lead Europe in DNA Technology’ (Scottish Police Authority, 11 August 2015) <http://www.spa.police.uk/news/322981/296781/> accessed 23 December 2016.] 

The main purpose of databases is to help solve crimes that are otherwise unsolvable by traditional investigative techniques such as interrogation of suspects and witnesses. When a profile from a crime without a suspect matches a subject profile on the database, it is referred to as a cold hit.[footnoteRef:16] This can lead to the identification of the unknown offender and potentially the resolution of the crime. Another type of database hit is a warm hit, where a crime profile matches an already identified suspect.[footnoteRef:17] The warm hit can be used to corroborate other evidence or verify the identity of the suspect, though this can be achieved without the database. The retention of DNA data is only relevant for generating cold hits. The database also allows identification of serial offenders by linking different crimes. Another potential benefit of DNA databases is the possibility to analyse crime patterns, which can aid the police in identifying crime hot spots.[footnoteRef:18] This can help the police to develop effective proactive measures to counter crime or prevent crime. [16:  Butler (n 5) 231; Matthew Gabriel, Cherisse Boland and Cydne Holt, ‘Beyond the Cold Hit: Measuring the Impact of the National DNA Data Bank on Public Safety at the City and County Level’ (2010) 38 The Journal of Law, Medicine & Ethics 396; Simon J Walsh, James M Curran and John S Buckleton, ‘Modeling Forensic DNA Database Performance’ (2010) 55 Journal of Forensic Sciences 1174.]  [17:  Gabriel, Boland and Holt (n 16); Walsh, Curran and Buckleton (n 16).]  [18:  Carole McCartney, ‘The DNA Expansion Programme and Criminal Investigation’ (2006) 46 British Journal of Criminology 175.] 

[bookmark: _Toc483345588]The UK National DNA Database
The United Kingdom National DNA Database (NDNAD) is the world’s largest database by the proportion of the entire population on the database (over 8.2% of the UK population). It holds DNA records from all police forces in England and Wales as well as records from the separate Northern Ireland DNA Database (NIDNAD) and Scotland DNA Database (SDNAD). Additionally, DNA profiles from the Crown Dependencies (Isle of Man, the Bailiwick of Jersey and the Bailiwick of Guernsey) are exported to the NDNAD. As of December 2017, the database held 6,151,593 subject reference profiles (of which 5,344,537 are known individuals) and 582,950 crime scene DNA profiles.[footnoteRef:19] A search of the database, on loading a new crime scene profile, can provide investigative ‘leads’, identify unknown offenders or eliminate suspects and link different crimes. As of 2016, the chance of a match between a newly loaded crime scene profile and a subject profile was 63.3%.[footnoteRef:20] Although less than 1% of crimes are detected using the NDNAD, its detection rate has been shown to be more efficient than crimes without DNA evidence.[footnoteRef:21] Estimates reported by Bramley[footnoteRef:22] in 2009 indicates that the database contributed to an increase in detection rate from 26% to 40% for all recordable offences, 16% to 41% for domestic burglary, and 8% to 63% for vehicular theft offences. About half of detections yield conviction of which a quarter result in incapacitation or imprisonment. The estimated crime prevention rate is 7.8 crimes per custodial sentence.[footnoteRef:23]  [19:  Home Office, ‘National DNA Database Statistics, Q3 2017 to 2018’ (n 4).]  [20:  National DNA Database Strategy Board, National DNA Database: Annual Report, 2015 to 2016 (NDNAD Strategy Board 2017).]  [21:  Bob Bramley, ‘DNA Databases’ in Jim Fraser and Robin Williams (eds), Handbook of forensic science (Willan Publishing 2009); McCartney, ‘The DNA Expansion Programme and Criminal Investigation’ (n 18).]  [22:  Bramley (n 21).]  [23:  Bramley (n 21).] 

The crime prevention potential of the NDNAD has influenced significant government support and financial investment in its development and expansion.  For example, over two hundred million pounds funding was invested in the NDNAD through the Government’s DNA database expansion programme by 2005.[footnoteRef:24] The programme aimed at increasing the collection of DNA samples from crime scenes and rapid sampling of suspected individuals, as well as advancing the DNA analysis technology to allow analysis of low template (i.e. smaller quantities of DNA samples, sometimes referred to as touch DNA) and degraded DNA. The expansion programme was facilitated by legislative reforms in England and Wales that widened the pool of individuals that could be sampled including those arrested, charged or convicted of a recordable offence.[footnoteRef:25] Several ethical and policy issues regarding data privacy and human rights have been raised about the retention of samples and profiles, particularly data of unconvicted individuals. These issues have evoked debates on public security, principles of justice such as the presumption of innocence, proportionality and necessity, and the onus of proof; and ethical values such as liberty, bodily inviolability, informed consent, privacy, equality and autonomy of individuals.[footnoteRef:26] [24:  McCartney, ‘The DNA Expansion Programme and Criminal Investigation’ (n 18); Robin Williams and Paul Johnson, ‘Circuits of Surveillance’ (2004) 2 Surveillance & Society 1.]  [25:  Criminal Justice and Police Act 2001, s 82; Criminal Justice Act 2003, s 10.]  [26:  Carole McCartney, ‘Forensic DNA Sampling and the England and Wales National DNA Database: A Sceptical Approach’ (2004) 12 Critical Criminology 157; Nuffield Council on Bioethics, The Forensic Use of Bioinformation: Ethical Issues (2007); Victor Toom, ‘Forensic DNA Databases in England and the Netherlands: Governance, Structure and Performance Compared’ (2012) 31 New Genetics and Society 311; S and Marper v The United Kingdom [2008] ECHR 1581; Sheldon Krimsky and Tania Simoncelli, Genetic Justice: DNA Data Banks, Criminal Investigations, and Civil Liberties (Columbia University Press 2011); Jungnyum Lee, ‘The Presence and Future of the Use of DNA-Information and the Protection of Genetic Informational Privacy: A Comparative Perspective’ (2016) 44 International Journal of Law, Crime and Justice 212.] 

[bookmark: _Toc483345589]Forensic DNA databasing and privacy concerns
Forensic DNA Databanking and Databasing introduces two main privacy concerns: firstly, the phenotypic characteristics (including health or disease risk, age, geographical origin, ancestry and physical appearance) of an individual and his/her biological family can be predicted from the actual DNA sample; secondly, an individual and his/her biological family can be tracked using the stored forensic DNA profile – a form of bio-surveillance.[footnoteRef:27]  Without restrictive rules, employers, for example, may access the DNA databank to determine the genetic predisposition of prospective employees who have their DNA material or that of their relative retained. They may also be interested in finding out whether a prospective employee has their DNA records or is related to an individual on the ‘criminal’ database. This may potentially introduce a form of ‘genetic discrimination’ in employment. Unconvicted individuals on the databank/database may be denied important services because of genetic discrimination or adverse inference of criminality may be drawn against them.[footnoteRef:28] [27:  Williams and Johnson, ‘Circuits of Surveillance’ (n 24).]  [28:  MPA Civil Liberties Panel, Protecting the Innocent: The London Experience of DNA and the National DNA Database (Metropolitan Police Authority 2011) <http://policeauthority.org/metropolitan/downloads/scrutinites/dna.pdf> accessed 29 March 2017.] 

Article 8 of the Human Rights Act 1998 (HRA) stipulates that:
1 Everyone has the right to respect for his private and family life, his home and his correspondence.
2 There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.
It follows that any interference with the privacy of an individual must be justified or proportionate and necessary. For convicted individuals, there is a consensus for their DNA to be stored due to their potential risk to society or high propensity to re-offend.[footnoteRef:29]  The estimated recidivism rate among violent offenders is over 60% within three years.[footnoteRef:30] The retention of convicted individual’s profiles may help in achieving key public security objectives such as crime prevention or reduction, investigation, detection, prosecution and resolution of crime.  The retention of DNA samples and profiles of unconvicted individuals has been controversial because there is limited data to justify retention.[footnoteRef:31]  [29:  Butler (n 14); Carole McCartney, Forensic Identification and Criminal Justice: Forensic Science, Justice and Risk (Willan Publishing 2006); Bramley (n 21).]  [30:  Butler (n 14); Jean McEwen and Philip Reilly, ‘A Review of State Legislation on DNA Forensic Data Banking.’ (1994) 54 American Journal of Human Genetics 941; Patrick A Langan and David J Levin, ‘Recidivism of Prisoners Released in 1994’ (2002) 15 Federal Sentencing Reporter 58; Patrick A Langan, Erica L Schmitt and Matthew R Durose, Recidivism of Sex Offenders Released from Prison in 1994 (Bureau of Justice Statistics, US Department of Justice 2003) <https://www.bjs.gov/index.cfm?ty=pbdetail&iid=1136> accessed 30 December 2016.]  [31:  McCartney, Forensic Identification and Criminal Justice: Forensic Science, Justice and Risk (n 29); S and Marper v The United Kingdom (n 26); Kate Beattie, ‘S and Marper v UK: Privacy, DNA and Crime Prevention’ [2009] European Human Rights Law Review 229; Human Genetics Commission, Nothing to Hide, Nothing to Fear? Balancing Individual Rights and the Public Interest in the Governance and Use of the National DNA Database (Human Genetics Commission 2009) <http://www.statewatch.org/news/2009/nov/uk-dna-human-genetics-commission.pdf> accessed 29 March 2017; Carole McCartney, Tim J Wilson and Robin Williams, The Future of Forensic Bioinformation (Nuffield Foundation 2010) <http://www.nuffieldfoundation.org/future-forensic-bioinformation> accessed 29 March 2017; Carole McCartney, ‘Of Weighty Reasons and Indiscriminate Blankets: The Retention of DNA for Forensic Purposes’ (2012) 51 The Howard Journal of Criminal Justice 245.] 

[bookmark: _Toc483345590]Retention regimes
Forensic DNA databanking/databasing is generally governed by legislation to ensure that it operates lawfully, ethically and effectively in the prevention and early resolution of crime. The retention regime is the legal system that governs whose DNA samples/profiles can be stored and the length of retention. The general factors considered in the development of appropriate retention regime include definition and size of the active or previously active criminal population (i.e. individuals who have committed crime, are committing crime, or are likely to commit crime), recidivism rate or re-arrest rate, and heterogeneity of offences committed by individual offenders.[footnoteRef:32] The different retention models used or proposed for national databases include: comprehensive/universal database,[footnoteRef:33] convicted individuals database, suspected individuals database, arrestee database, volunteer database or a combination of these with or without databanking (i.e. storage of the actual DNA sample). The models for length of DNA sample/profile retention include: indefinite, until the death of subject or hundred years, temporal retention based on the seriousness of the offence, age, the maximum length of sentence or a mixture of these.  [32:  Jim Fraser, Forensic Science: A Very Short Introduction (Oxford University Press 2010); Walsh, Curran and Buckleton (n 16); Dick Leary and Ken Pease, ‘DNA and the Active Criminal Population’ (2003) 5 Crime Prevention & Community Safety 7; Butler (n 14); Ken Pease, ‘DNA Retention after S and Marper’ in Home Office (ed), Keeping the right people on the DNA database: Science and Public Protection (Home Office 2009); Andromachi Tseloni and Ken Pease, ‘DNA Retention after Arrest: Balancing Privacy Interests and Public Protection’ (2011) 8 European Journal of Criminology 32.]  [33:  Robert Williamson and Rony Duncan, ‘DNA Testing for All: There Are Two Fair Possibilities for Forensic DNA Testing: Everyone or No One.’ (2002) 418 Nature 585; DH Kaye and Michael E Smith, ‘DNA Identification Databases: Legality, Legitimacy, and the Case for Population-Wide Coverage’ (2003) 2003 Wisconsin Law Review 413; R (on the application of S) v Chief Constable of South Yorkshire and R (on the application of Marper) v Chief Constable of South Yorkshire (EWCA (Civ)).] 

Generally, an effective retention regime should ensure that the data of the ‘active or previously active criminal population’ are retained on the database for a justifiable period whereby it will assist in the maintenance of public security.[footnoteRef:34] As established in existing literature and European court cases,[footnoteRef:35] the public interest in the creation of databases should be balanced with the civil liberties of individuals, particularly the right to privacy. Hence, an effective retention regime should be compatible with human rights law. The literature shows that most states apply a specific combination of inclusion and retention criteria influenced by legal history and politics.[footnoteRef:36] Comparing the trajectory of DNA database practices in liberal democracies and communitarian systems, Toom[footnoteRef:37] suggests a level of conformity to due process in the former and crime control in the latter.  [34:  Walsh, Curran and Buckleton (n 16).]  [35:  S and Marper v The United Kingdom (n 26); Forensic Genetics Policy Initiative, Establishing Best Practice for Forensic DNA Databases (FGPI 2017) <http://dnapolicyinitiative.org/wp-content/uploads/2017/08/BestPractice-Report-plus-cover-final.pdf> accessed 3 October 2017; Aycaguer v France [2017] ECHR 587; Independent Advisory Group on the Use of Biometric Data in Scotland, Report of the Independent Advisory Group on the Use of Biometric Data in Scotland (Scottish Government 2018).]  [36:  Filipe Santos, Helena Machado and Susana Silva, ‘Forensic DNA Databases in European Countries: Is Size Linked to Performance?’ (2013) 9 Life Sciences, Society and Policy 1; Toom (n 26); Victor Toom, ‘Trumping Communitarianism: Crime Control and Forensic DNA Typing and Databasing in Singapore’ (2014) 8 East Asian Science, Technology and Society 273.]  [37:  Toom (n 36).] 

[bookmark: _Toc483345591]Public security
The legal justification for the privacy intrusiveness of forensic DNA databases/databanks has mainly relied on public security grounds.[footnoteRef:38] The definition of public security, based on paragraph 2 of article 8 of the European Convention on Human Rights (ECHR) or the HRA, encompass the protection of national security, public safety, the economic well-being of the state, and protection from threats directed at the public.[footnoteRef:39] Article 8 also includes the protection of the rights and freedoms of individuals.[footnoteRef:40] In this regard, public security can be described as the protection of the state and its structures as an institution, the public as an entity, and individuals (especially where the person represents the public, such as crime victims) from any form of threat to their economic, social, environmental, and cultural well-being and health. The threats include crime or disorder, terrorism, disaster, disease outbreaks, military attack, political instability, disruption of economic relations, and non-enforcement of human rights, international law and the law of the state. In the context of crime fighting and forensic DNA databasing/databanking, public security, based on section 63T of the Police and Criminal Evidence Act 1984, can be defined as the utilisation of DNA databasing/databanking technology: [38:  Helena Soleto Muñoz and Anna Fiodorova, ‘DNA and Law Enforcement in the European Union: Tools and Human Rights Protection’ (2014) 10 Utrecht Law Review 149; Nuffield Council on Bioethics (n 26).]  [39:  Kevin Aquilina, ‘Public Security versus Privacy in Technology Law: A Balancing Act?’ (2010) 26 Computer Law & Security Review 130.]  [40:  Home Office, Keeping the Right People on the DNA Database: Science and Public Protection (Home Office 2009).] 

a) in the interests of national security, 
b) for the purposes of a terrorist investigation, 
c) for purposes related to the prevention or detection of crime, the investigation of an offence or the conduct of a prosecution, or 
d) for purposes related to the identification of a deceased person or of the person to whom the material relates.[footnoteRef:41] [41:  Protection of Freedoms Act 2012., s 16.] 

[bookmark: _Toc483345592]Privacy
Privacy is a complex concept to define and it may be subjective to social context and technological advancement. Shils[footnoteRef:42] defines privacy as a state of ‘zero-relationship’ among members of a community (either two individuals or two groups or an individual and a group). Gavison[footnoteRef:43] also defined privacy as ‘a limitation of others' access to an individual’. Perfect privacy is achieved when a person’s information is not available to others, not observed, and is physically inaccessible to others. Privacy also means the independence of an individual, group or organisation to decide when, how, where, why and what information about them to release to others.[footnoteRef:44] Practically, the state of zero-relationship, control over private information and inaccessibility may be difficult to achieve in a real society, especially in a society dependent on technology that facilitates networking or interconnectivity, monitoring of movement and social interactions with limited regulations. For example, there is a massive amount of open source information about individuals and organisations available online which can easily be accessed. The individual has limited or no control over the use of such information.  [42:  Edward Shils, ‘Privacy: Its Constitution and Vicissitudes’ (1966) 31 Law and Contemporary Problems 281.]  [43:  Ruth Gavison, ‘Privacy and the Limits of Law’ (1980) 89 Yale Law Journal 421.]  [44:  Alan Westin, Privacy and Freedom (Bodley Head 1970).] 

Another definition of privacy is that it is an ‘area of a man's life which, in any given circumstances, a reasonable man with an understanding of the legitimate needs of the community would think it wrong to invade’.[footnoteRef:45] This definition broadens the scope of privacy and may cover other areas such as family life, the home, correspondence or professional association. Both international and national laws provide for the protection of the right to privacy of individuals including their family life, home and correspondence.[footnoteRef:46]  [45:  (Justice (the British Section of the International Commission of Jurists) as cited in Gavison (n 45).]  [46:  Universal Declaration of Human Rights 1948; European Convention on Human Rights 1950; Human Rights Act 1998.] 

In summary, privacy can be described as a state whereby: 
a) a person’s body, actions, thoughts, feelings and desires, health status or physical condition, their relationships, possessions and interactions with their environment; and 
b) any material and/or information retrieved, generated or inferred from them such as their DNA material, DNA profile, fingerprints, photographic image, physical appearance and origin, religious beliefs or way of life, political opinions, sexual life, habits, behaviour and communication records are concealed from others in the same social environment. This is also applicable to a group of people or an organisation or institution.
As explained in section 1.2, the databanking and databasing of DNA records from individuals constitute an interference with their privacy.[footnoteRef:47] Though an individual may provide consent to the storage and use of their DNA records, sensitive information about biological relatives can also be revealed. Retained DNA samples could be analysed for sensitive information (such as health status or disease risk) about the person and their biological family. The retained DNA profile could be used for familial searching and can reveal unknown family relationships. For these reasons, there is need to justify this interference as stipulated under Article 8 (2) of the HRA.  [47:  S and Marper v The United Kingdom (n 26).] 

[bookmark: _Toc483345594]Retention regimes for the UK (England and Wales) NDNAD
The retention regimes for DNA data from England and Wales, Northern Ireland and Scotland are independent of each other though they share several similarities currently. Table 2 summarises the current retention regimes applied in each jurisdiction. The law in England and Wales, and Northern Ireland is the same. 
Table 2 – Summary of current forensic DNA data retention regimes in the UK
	Retention category
	England/Wales system[footnoteRef:48] (2013 – present) [48:  Protection of Freedoms Act 2012 (n 34).] 

	Northern Ireland system[footnoteRef:49] (2013 – present) [49:  Criminal Justice Act (Northern Ireland) 2013.] 

	Scottish system
(2007 – present)[footnoteRef:50] [50:  Criminal Procedure (Scotland) Act 1995.] 


	CONVICTION

	Adults
	All recordable crimes
	Indefinite
	Indefinite
	Indefinite

	Under 18 years
	Serious offence
	Indefinite
	Indefinite
	Indefinite

	
	Minor Offence

	First: 5 years plus length of sentence
Second conviction or custodial sentence >5years: indefinite
	First: 5 years plus length of sentence
Second conviction or custodial sentence >5years: indefinite
	Indefinite

	NON-CONVICTION

	Minor offence
	Automatic deletion after the conclusion of investigation or any proceedings
	Automatic deletion after the conclusion of investigation or any proceedings
	Automatic deletion after the conclusion of investigation or any proceedings

	Charged with a serious Offence
	3 years (+ 2-year renewal with consent of Court)
	3 years (+ 2-year renewal with consent of Court)
	3 years (+ 2-year renewal(s) with consent of Court)

	Arrested for a serious offence
	3 years with consent of Commissioner (+2-year renewal with consent of Court)
	3 years with consent of Commissioner (+2-year renewal with consent of Court)
	Automatic deletion after the conclusion of investigation or any proceedings

	Issued with a Penalty Notice for Disorder (PND)
	2 years
	2 years
	2 years

	Terrorist suspects
	Retention under relevant legislation a (+2-year renewal(s) with NSD by Chief Constable)
	Retention under relevant legislation a (+2-year renewal(s) with NSD by Chief Constable)
	Retention under relevant legislation a (+2-year renewal(s) with NSD by Chief Constable)


aIncluding The Police and Criminal Evidence Act 1984 (s. 63M), Terrorism Act 2000 (para. 20E of sch. 8), Counter-terrorism Act 2008 (s. 18B), Terrorism Prevention and Investigation Measures Act 2011 (para. 11 of sch. 6), Criminal Procedure (Scotland) Act 1995 (s. 18G).
The retention regimes that have been applied to forensic DNA data from England and Wales can be broadly divided into three: ‘restrictive regime’ (1995 – 2001), ‘expansive regime’ (2001 – 2013) and ‘semi-restrictive regime’ (2013 – present). The first regime, brought into force following amendment of the Police and Criminal Evidence Act 1984 (PACE) by the Criminal Justice and Public Order Act 1994 (CJPOA), is characterized by indefinite retention of all DNA samples and profiles of convicted individuals, and destruction of DNA records after an individual is acquitted or the case is discontinued.[footnoteRef:51] All loaded profiles are subjected to speculative searching against other profiles. Challenges associated with this system include delays in the destruction of non-convicted individuals’ DNA records which renders some relevant database hits unlawful and inadmissible in court.[footnoteRef:52]  Another challenge is repeated sampling of non-convicted suspects.  [51:  Criminal Justice and Public Order Act 1994.]  [52:  Bramley (n 21).] 

The expansive regime was introduced following amendments to PACE by the Criminal Justice and Police Act 2001 (CJA) and Criminal Justice Act 2003 (CJA). This system removed the obligation for the police to destroy DNA records of non-convicted individuals and permitted the indefinite retention of DNA samples and profiles of any individual who becomes a suspect during a criminal investigation. It is reported that, in December 2005, the records of 200,300 individuals who had been arrested but not charged were retained on the NDNAD. About 5% (8,493) of individuals in this retention category were identified as suspects in 13,964 other offences including murders, sexual assaults, aggravated burglaries and the supply of controlled drugs.[footnoteRef:53] This statistical evidence suggests that retention of non-convicted individuals’ DNA records could potentially aid future investigations, improve early detection of crime and serve as a crime deterrent. The major challenge with the expansive model is the infringement of the right to privacy of innocent individuals. Studies and reviews that evaluated the English/Welsh, Scottish, Dutch and Canadian retention models noted the disproportionality of the expansive model against the right to privacy of non-convicted individuals.[footnoteRef:54] Prior to 2008, the UK Court of Appeal and the House of Lords supported the expansive regime against the infringement of individuals’ private interest.[footnoteRef:55]  [53:  Bramley (n 21).]  [54:  Michelle Kisluk, ‘Comparison of Data Protection in Forensic DNA Databanks in Canada and the United Kingdom’ (Masters, Unpublished, Central European University 2008) <http://www.etd.ceu.hu/2009/kisluk_michelle.pdf> accessed 12 May 2016; J Fraser and Scottish Government (Funder), ‘Acquisition and Retention of DNA and Fingerprint Data in Scotland’ (University of Strathclyde 2009) Report <http://strathprints.strath.ac.uk/18671/> accessed 11 October 2016; Toom (n 26).]  [55:  R v Chief Constable of South Yorkshire Police (Respondent) ex parte LS (by his mother and litigation friend JB) (FC) (Appellant) and R v Chief Constable of South Yorkshire Police (Respondent) ex parte Marper (FC) (Appellant) (UKHL (2004)); R (on the application of S) v Chief Constable of South Yorkshire and R (on the application of Marper) v Chief Constable of South Yorkshire (n 33).] 

In 2008, the European Court of Human Rights (ECtHR) ruled that the expansive retention model for the NDNAD does not maintain a fair balance between individuals right to privacy and public security. This ruling in the case of S and Marper v the United Kingdom led to the development of the current Protection of Freedoms Act (2012) (PoFA) retention model which requires the destruction of all DNA samples after profiling or within six months[footnoteRef:56], recognising the sensitivity of the actual DNA material. The PoFA model permits indefinite retention of DNA profiles of most convicted individuals and temporal retention for some first-time convicted minors and unconvicted individuals (Table 2 above).  [56:  Retention of DNA samples can be extended beyond six months when required for prosecution disclosure purposes under the Criminal Procedure and Investigations Act 1996. The sample must however be destroyed after fulfilling its purpose.] 

Since the implementation of the PoFA regime in October 2013, over 1.7 million profiles of unconvicted individuals have been removed from the database and over 7.7 million DNA samples have been destroyed after DNA profiling.[footnoteRef:57] These deletions were carried out to ensure compliance with the PoFA regime that seeks to balance public and individual interests. Following the implementation of PoFA, reports of the NDNAD Strategy Board (NSB),[footnoteRef:58] the Ethics Group (now Biometrics and Forensics Ethics Group (BFEG))[footnoteRef:59] and the Commissioner for the Retention and use of Biometric Material (Biometrics Commissioner)[footnoteRef:60] indicate an improvement in the genetic privacy of individuals, particularly the retention of DNA records of non-convicted individuals. The new regime has also improved the match rate of the database compared to previous retention regimes (Figure 1). According to Amankwaa and McCartney,[footnoteRef:61] this suggests that the PoFA regime may be potentially more effective in protecting public security than earlier regimes. It is however highlighted that some profiles that require retention have been deleted from the database, risking public security. Also, the Biometrics Commissioner notes that the State may risk the failure to detect and prevent crime due to non-retention of all arrestee data.  A further risk is that some profiles have been retained unlawfully due to challenges with the retention process and the IT system for the database. The current policy on this issue requires the police to check the legality of each match before acting. However, unlawful hits are being used for intelligence purposes and this may constitute a breach of privacy.[footnoteRef:62] [57:  Home Office and James Brokenshire, ‘Protection of Freedoms Act Implementation and National DNA Database Annual Report 2012 to 2013’ (GOV.UK, 24 October 2013) <https://www.gov.uk/government/speeches/protection-of-freedoms-act-implementation-and-national-dna-database-annual-report-2012-to-2013> accessed 11 March 2016; Alastair MacGregor, Annual Report 2014: Commissioner for the Retention and Use of Biometric Material (Office of the Biometrics Commissioner, UK 2014).]  [58:  National DNA Database Strategy Board, National DNA Database: Annual Report, 2014 to 2015 (NDNAD Strategy Board 2015); National DNA Database Strategy Board, Annual Report 2015/16 (n 20); National DNA Database Strategy Board, National DNA Database: Annual Report, 2013 to 2014 (NDNAD Strategy Board 2014).]  [59:  National DNA Database Ethics Group, Annual Report of the Ethics Group: National DNA Database 2014 (National DNA Database Ethics Group 2015); National DNA Database Ethics Group, Annual Report of the Ethics Group: National DNA Database 2015 (National DNA Database Ethics Group 2016).]  [60:  MacGregor (n 57); Alastair MacGregor, Annual Report 2015: Commissioner for the Retention and Use of Biometric Material (Office of the Biometrics Commissioner, UK 2016); Paul Wiles, Annual Report 2016: Commissioner for the Retention and Use of Biometric Material (Office of the Biometrics Commissioner, UK 2017).]  [61:  Aaron Opoku Amankwaa and Carole McCartney, ‘The UK National DNA Database: Implementation of the Protection of Freedoms Act 2012’ (2018) 284 Forensic Science International 117.]  [62:  MacGregor (n 60).] 


Figure 1 – Trend of NDNAD match rate from 2003/04 to 2015/16.[footnoteRef:63] The match rate measures the chance that a crime scene profile loaded on the database matches a subject profile. The graph shows a gradual increase in the match rate, with highest rates observed within the PoFA period 2013/14 to 2015/16. [63:  National DNA Database Strategy Board, Annual Report 2015/16 (n 20).] 

Significance of public perspectives on forensic DNA retention
Whilst forensic DNA databases continue to grow in the UK and around the world, several studies have highlighted poor engagement of the public in the development of forensic DNA retention law or policy.[footnoteRef:64] The dissemination of information regarding the actual effectiveness of forensic DNA databases is also inadequate and public views are suspected to be influenced by the media and fictional investigative television programs (CSI effect).[footnoteRef:65] To partly fill the public knowledge gap, Sense about Science and EUROFORGEN[footnoteRef:66] recently published a brief guide that seeks to demystify the use of DNA. Public perspectives about DNA retention is important because they can help policy-makers to develop acceptable and proportionate legislative regimes for national DNA databases. The views of the public can also inform the development, use and governance of the database.[footnoteRef:67] This review sought to survey empirical studies carried out in the UK and different national contexts on forensic DNA retention. The goal of the study was to establish the existing knowledge on public perspectives on DNA retention, identify research gaps and provide recommendations for further research.  [64:  McCartney, ‘Of Weighty Reasons and Indiscriminate Blankets’ (n 31); Helen Wallace, ‘The UK National DNA Database: Balancing Crime Detection, Human Rights and Privacy’ (2006) 7 EMBO Reports S26; Frederick R Bieber, ‘Turning Base Hits into Earned Runs: Improving the Effectiveness of Forensic DNA Data Bank Programs’ (2006) 34 Journal of Law, Medicine & Ethics 222; Brian Blakemore and Christoper Blake, ‘Can the National DNA Database Be Effective and Comply with Human Rights Legislation?’ (2012) 85 The Police Journal 191; Cate Curtis, ‘Public Understandings of the Forensic Use of DNA: Positivity, Misunderstandings, and Cultural Concerns’ (2014) 34 Bulletin of Science, Technology & Society 21; Cate Curtis, ‘Public Perceptions and Expectations of the Forensic Use of DNA: Results of a Preliminary Study’ (2009) 29 Bulletin of Science, Technology & Society 313.]  [65:  Smilja Teodorović and others, ‘Attitudes Regarding the National Forensic DNA Database: Survey Data from the General Public, Prison Inmates and Prosecutors’ Offices in the Republic of Serbia’ (2017) 28 Forensic Science International: Genetics 44; Curtis, ‘Public Understandings of the Forensic Use of DNA’ (n 64); MPA Civil Liberties Panel (n 28).]  [66:  Sense about Science and EUROFORGEN, Making Sense of Forensic Genetics (Sense about Science 2017) <http://senseaboutscience.org/wp-content/uploads/2017/01/making-sense-of-forensic-genetics.pdf> accessed 31 March 2018.]  [67:  Robin Williams and Matthias Wienroth, Public Perspectives on Established and Emerging Forensic Genetics Technologies in Europe (EUROFORGEN-NoE 2014) <https://www.euroforgen.eu/fileadmin/websites/euroforgen/images/Dissemination_Documents/WP4/Williams_and_Wienroth_-_2014_-_Public_perspectives.pdf> accessed 21 May 2017.] 

Method
This review forms part of a larger literature-based project on the efficacy of forensic DNA retention regimes, focusing on the UK National DNA Database. The included empirical studies were identified after a search of 8 legal and multidisciplinary/science academic databases using a combination of keywords related to the topic. The databases searched were Hein Online, LexisNexis, Lawtel, Westlaw, Web of Science, ScienceDirect, Scopus, and PubMed. Some included publications were also identified from a random search on Google, screening of references of the included literature, and through research network referrals. The systematic search was conducted from 20th January to 5th May 2017. The search was limited to publications in English. 
Results and discussion
A total of 23 primary studies related to forensic DNA retention or databases were identified and analysed in this review. Table 3 summarises the specific research focus of the studies and citations. Nine studies were conducted in the United Kingdom whilst fourteen were carried out in other states around the world. 
Table 3 – Summary of empirical studies related to public perspectives on forensic DNA retention
	Research focus
	Number of publications
	Specific research area
	Citations

	Public perspectives on forensic DNA databasing
	23
	Inclusion and retention criteria for DNA databases; Ethical positions about DNA databasing; Effectiveness of DNA databases; Opinions of prisoners about DNA databasing; Voluntary participation in DNA databasing; Views of criminal justice professionals versus other members of the public
	Human Genetics Commission (2001); Williams R and Johnson P (2004) 23 New Genetics and Society 205; McCartney C (2006) 46 British Journal of Criminology 175; McCartney C (Willan Publishing 2006); Nuffield Council on Bioethics (2007); Human Genetics Commission (2008); Home Office (2009); Anderson C and others (2011) 20 Public Understanding of Science 146; MPA Civil Liberties Panel (2011) Metropolitan Police Authority; 

Dundes L (2001) 21 Bulletin of Science, Technology and Society 369; Gamero JJ and others (2003) 1239 International Congress Series 773; Gamero JJ and others. (2006) 1288 International Congress Series 777; Gamero JJ and others (2007) 33 Journal of Medical Ethics 598; Gamero JJ and others (2008) 2 Forensic Science International: Genetics 138; Curtis C (2009) 29 Bulletin of Science, Technology & Society 313; Curtis C (2014) 34 Bulletin of Science, Technology & Society 21; Prainsack B and Kitzberger M (2009) 39 Social Studies of Science 51; Machado H and others (2011) 210 Forensic Science International 139; Machado H and Silva S (2012) Journal of Biomedicine and Biotechnology 592364; Machado H and Silva S (2014) 8 Forensic Sci. Int. Genet 132; Machado H and Silva S (2015) 35 Bull Sci Technol Soc 16; Machado H and Silva S (2016) 41 Sci. Technol. Human Values 322; Teodorović S and others (2017) 28 ‎Forensic Sci. Int. Genet 44.


[bookmark: _Toc491186460][bookmark: _Toc493622961]Public perspective studies in the United Kingdom (2000 – 2011)
[bookmark: _Hlk510885599]Inclusion and retention criteria for DNA databases
In 2000, MORI Social Research[footnoteRef:68] investigated the attitudes of a random sample of the British public (n = 1,038) towards human genetic information.  The quantitative survey was sponsored by the Human Genetics Commission (HGC). With regards to forensic DNA information, most interviewees supported sampling of individuals charged with murder (98%), sexual crimes (98%), and burglary (68%). Whilst 48% of the study participants supported the destruction/deletion of DNA records of those acquitted, 46% thought that the records should be retained. The remaining 6% answered ‘don’t know’.  [68:  Human Genetics Commission, Public Attitudes to Human Genetic Information (Human Genetics Commission 2001).] 

Between November 2006 and January 2007, the Nuffield Council on Bioethics[footnoteRef:69] conducted a consultation about the use of forensic bioinformation in the UK. The consultation received 135 responses from individuals (76%) and organisations (24%) within the law enforcement, prosecutorial and human rights community and the ‘general’ public. Citing the assumption of ‘innocent until proven guilty’, there was considerable support for ‘no conviction, no retention’ of DNA records. Many respondents, however, thought that absent conviction, retention of arrestee or volunteer DNA should be based on informed consent. Some respondents justified the retention of all or some arrestees’ data or that of the entire population by citing public security or safety reasons. Another reason in support of a universal DNA database (UDNAD) was equity. For convicted individuals, the range of opinions included indefinite retention for all, retention based on re-offending history, and type/seriousness of crime. Among those who favoured retention for convicted children, some thought that the retention period should be proportionate to the crime. Those who opposed retention for young children convicted of minor crimes cited the adverse impact it may have on their development.  [69:  Nuffield Council on Bioethics (n 26).] 

The Human Genetics Commission[footnoteRef:70] again assessed the views of the British public on DNA retention policy through a Citizen’s Inquiry in 2008. The panel was composed of a diverse group of 25-30 UK citizens from Birmingham and Glasgow.  Drawing from the outcomes of several inquiry sessions with experts, and visits to policy-makers and communities, the panel made 29 recommendations about the operation of the NDNAD. Concerning themes related to DNA retention policy, most participants were against a universal database. Most participants also favoured the exclusion of DNA profiles of the innocent and supported the destruction of all DNA samples after profiling. Most panellists recommended that retention length for convicted individuals should be based on the seriousness of the offence. Also, retention (short or long-term based on offence seriousness) should apply irrespective of age.  One critical theme that emerged from the inquiry is the lack of adequate information about the NDNAD and differences in opinion between criminal justice professionals and other members of the public.  [70:  HGC, Citizens’ Inquiry into the Forensic Use of DNA and the National DNA Database: Citizens’ Report (Human Genetics Commission 2008).] 

In 2009, the UK government published a consultation document[footnoteRef:71] in response to the Marper decision. The document detailed a new DNA retention policy, which was incorporated in the Crime and Security Act 2010 (s. 14, repealed). The consultation received 503 responses from the public including 402 individuals.[footnoteRef:72] There was strong support for the destruction of all DNA samples after profiling. This policy was perceived to balance public interest and civil liberties. Criminal justice professionals, however, expressed concerns that this policy may adversely affect the ability of the police to solve cold cases. Most respondents favoured the non-retention of DNA profiles of all unconvicted arrestees. Some respondents, however, supported the proposal to temporarily store data of individuals arrested for a serious offence (ranging from 3 – 14 years). For convicted individuals, most respondents favoured indefinite retention of DNA profiles irrespective of the seriousness of the offence. However, some expressed concern that this policy is disproportionate, and that the seriousness of offence and length of sentence should be considered.  Respondents supported the deletion of DNA profiles of all children under 10 years. For children between the ages of 10 and 18, respondents supported a maximum of 10 years’ retention if not convicted and indefinite if convicted. There were criticisms of the insufficiency of data available on the efficacy or effectiveness of the NDNAD among the respondents. This suggests that the views of the public on DNA retention policy may be limited by the lack of adequate empirical evidence.  [71:  Home Office, Keeping the Right People on the DNA Database: Science and Public Protection (n 40).]  [72:  Home Office, Keeping the Right People on the DNA Database: Summary of Responses (Home Office 2009) <http://webarchive.nationalarchives.gov.uk/20100418065544/http:/www.homeoffice.gov.uk/documents/cons-2009-dna-database/cons-2009-dna-response2835.pdf%3Fview%3DBinary> accessed 3 June 2017.] 

In June 2011, the Metropolitan Police Authority Civil Liberties Panel (MPA CLP) produced a report on public perspectives about the National DNA Database.[footnoteRef:73] The report was informed by a legal and policy review, public and stakeholder consultations, and an online survey of a cross-section of Londoners (n = 615). Most respondents to the online survey (84%) were against the retention of DNA of arrestees absent a conviction. Participants also expressed concern about the lack of justification for retaining DNA records of non-convicted individuals. Among the reasons cited was the disproportionality between the high number of ‘innocent’ DNA records retained relative to the low number ‘NDNAD match’ convictions.  [73:  MPA Civil Liberties Panel (n 28).] 

The consultation with stakeholders and selected citizens highlighted the following reasons in support of retention of arrestee DNA records: future detection of serious crime (such as sexual assault); the concept of ‘nothing to hide, nothing to fear’; and the speeding up of the investigative process due to rapid elimination of the innocent. Reasons for non-retention of arrestee DNA records were the criminalisation of the innocent, disproportionate representation of ethnic groups and distrust of the data retention procedure and use of DNA records. Like the HGC Citizen’s Inquiry and the Government’s consultation, the report emphasised significant differences in opinion between criminal justice professionals, and individuals subjected to sampling/retention and human rights advocates. The former group supported indefinite or long-term retention of all arrestee data whilst the latter favoured temporal or non-retention of arrestee DNA records. The conflict between the different groups is attributed to the limited statistical evidence to justify the retention/non-retention and periods of retention of DNA records of different categories of individuals.
Ethical positions about DNA databasing
Williams and Johnson[footnoteRef:74] assessed the views of 60 primary stakeholders of the NDNAD including human rights advocates using a semi-structured interview approach.  Some respondents expressed concern about the potential phenotypic and behavioural predictions of DNA, and its excessive surveillance power. They thought that DNA databasing/databanking should be limited because of the ‘genetic exceptionalism’ of DNA information. Other interviewees thought that the forensic DNA profile derived from the sample has limited predictive power. Hence, there should be little concern about privacy and civil liberties. This latter group of interviewees were those who supported the expansion of the database to include either convicted individuals and suspects or the entire population.  There were views in support of the destruction of DNA samples after profiling. [74:  Robin Williams and Paul Johnson, ‘“Wonderment and Dread”: Representations of DNA in Ethical Disputes about Forensic DNA Databases’ (2004) 23 New Genetics and Society 205.] 

Anderson et al.[footnoteRef:75] also assessed the views of young offenders in South Wales about the National DNA Database in 2008. The study used a qualitative citizens jury model among the participants (n = 84, aged 12-19 years). The focus group discussion that informed the Mock Trial found a strong level of support for the establishment of a UDNAD. In the mock trial, the young offenders (12) that served as the jury returned a verdict that disfavoured the establishment of a UDNAD due to cost, a threat to civil liberties, inability to achieve universality, and diminishing of the presumption of innocence principle. The initial outcome of the focus group discussion (i.e. support for UDNAD) was attributed to potential stigmatisation or discrimination of young people who have their data retained on a more restricted database. [75:  Claudine Anderson and others, ‘The National DNA Database on Trial: Engaging Young People in South Wales with Genetics’ (2011) 20 Public Understanding of Science 146.] 

Effectiveness of DNA databases
Through qualitative interviews, McCartney[footnoteRef:76] investigated the perspectives of 14 criminal justice professionals and policymakers about the effectiveness of the UK DNA expansion programme and retention regimes. Some interviewees thought that the NDNAD is an effective tool to solve cold cases and assess crime trends, justifying the need for retention of DNA profiles. Forensic DNA databanking was thought to be necessary because DNA samples can be used to upgrade the NDNAD when new technology (for example massively parallel sequencing[footnoteRef:77]) becomes available. Those who opposed these views thought that the NDNAD is not always useful because not all cases involve DNA. Some expressed views supporting ‘no conviction, no retention’. There were concerns about overreliance on DNA and the NDNAD and its associated risk of abbreviating police detective work. One interviewee thought that the deterrence effect of the NDNAD is debatable because offenders change their ‘modus operandi’. Supported by a review of the literature and DNA detection rates, McCartney[footnoteRef:78] concluded that a large database may not be effective in detecting crime. Given that retention of DNA of innocent individuals may constitute an infringement of privacy, the study emphasised the need for further investigation into the impact of DNA retention policy (and the NDNAD) on crime detection. [76:  McCartney, ‘The DNA Expansion Programme and Criminal Investigation’ (n 18); McCartney, Forensic Identification and Criminal Justice: Forensic Science, Justice and Risk (n 29).]  [77:  Unlike STR profiling which is based on length polymorphism, massively parallel sequencing provides additional information by determining the actual sequence of specific regions of the DNA. See Walther Parson and others, ‘Massively Parallel Sequencing of Forensic STRs: Considerations of the DNA Commission of the International Society for Forensic Genetics (ISFG) on Minimal Nomenclature Requirements’ (2016) 22 Forensic Science International: Genetics 54.]  [78:  McCartney, ‘The DNA Expansion Programme and Criminal Investigation’ (n 18).] 

Overall, the analysis of public perspective studies carried out in the UK indicates that the current semi-restrictive retention policy (i.e. the PoFA regime and/or the ‘Scottish model’) is broadly representative of the recommendations of the surveyed public. However, considering the NDNAD public education gap, it is difficult to ascertain whether public views are well informed. Secondly, most studies are not based on the views of a representative sample of the British population and therefore it is difficult to generalise the findings. Thirdly, the conflict of views that seem to emerge between criminal justice professionals and other members of the public indicate that there is a need to investigate the actual efficacy or effectiveness of DNA retention policies.  This will help establish the relevant categories of individuals and standard retention lengths to improve the performance and management of the database.
[bookmark: _Toc491186461][bookmark: _Toc493622962]Other public perspective studies around the world (1999 – 2017)
Inclusion and retention criteria for DNA databases
An international study by Wertz[footnoteRef:79] surveyed the views of 4,868 geneticists, general practitioners and patients about forensic DNA typing and databasing. Most participants favoured a sampling regime capturing convicted sex offenders (95%), convicts of serious offences (89%), those charged with sexual (79%) or serious offences (71%). Indefinite DNA retention was supported by 90% and 55% of participants for those convicted and charged, respectively. Most participants opposed DNA typing of the innocent.  [79:  As cited in Curtis, ‘Public Perceptions and Expectations of the Forensic Use of DNA’ (n 64); D Wertz, ‘DNA Forensics: Professional and Patient Attitudes Internationally’ (2002) <http://hgm2002.hgu.mrc.ac.uk/Abstracts/ Publish/WorkshopPosters/WorkshopPoster05/hgm0256.htm>.] 

In the United States, Dundes[footnoteRef:80] surveyed 416 residents of Maryland using a convenience sampling approach in 1999. The study found strong support for a DNA database of convicted violent offenders’ (89%), convicted felons’ (77%), all convicted offenders’ (65%) and suspects of violent offences (65%). Most respondents opposed DNA retention for suspects of any crime (56%) and all newborns (55%). It was found that most participants who supported capital punishment (75%) or unrestricted means to solve crime (80%) favoured retention for convicted violent offenders. Dundes[footnoteRef:81] concluded that an expanded DNA database may be valuable to crime-fighting. However, there should be appropriate safeguards to prevent misuse of the database. The study did not consider how long DNA records should be stored. Also, the results cannot be generalised because the study sample was not representative of the Maryland population.  [80:  L Dundes, ‘Is the American Public Ready to Embrace DNA as a Crime-Fighting Tool? A Survey Assessing Support for DNA Databases’ (2001) 21 Bulletin of Science, Technology and Society 369.]  [81:  Dundes (n 80).] 

Gamero et al.[footnoteRef:82] investigated public awareness of DNA databases in a representative sample (n = 1,654) of the Spanish population in 2003. The study used a random sampling approach to recruit interviewees. Most participants (86.9%) were aware of the usefulness of DNA typing in a criminal investigation. This varied by level of education: 81.7%, 87.2%, 90.3%, 66.7% for those with primary, secondary, higher and no formal education, respectively. Non-consensual DNA sampling was supported by most participants for accused individuals (54.99%) or in cold cases (79.87%). About 8 out of 10 participants (79.9%) supported a recidivistic violent offenders’ DNA database. There was strong support for convicted offender’s DNA database (72.0%), and volunteers’ DNA database (65%). When stratified by profession, participants in the law enforcement field were more supportive of a recidivistic offenders’ DNA database, regardless of the type of offence (between 55% – 60%). About six out of ten participants (57.4%) opposed databasing of all citizens’ DNA records without consent. Regarding the length of retention, most participants (52.1%) favoured DNA retention until the death of the subject.  [82:  Joaquín-Jose Gamero and others, ‘Spanish Public Awareness Regarding DNA Profile Databases in Forensic Genetics: What Type of DNA Profiles Should Be Included?’ (2007) 33 Journal of Medical Ethics 598; Joaquín-Jose Gamero and others, ‘A Study of Spanish Attitudes Regarding the Custody and Use of Forensic DNA Databases’ (2008) 2 Forensic Science International: Genetics 138; Joaquín-Jose Gamero and others, ‘Some Social and Ethical Aspects of DNA Analyses and DNA Profile Databases’ (2006) 1288 International Congress Series 777; Joaquín-Jose Gamero and others, ‘Study of Spanish Public Awareness Regarding DNA Databases in Forensic Genetics’ (2003) 1239 International Congress Series 773.] 

In New Zealand, Curtis[footnoteRef:83] researched the views and expectations of the public about the forensic use of DNA in 2009. A random sample of 100 participants was interviewed via telephone. Most respondents thought that the following individuals should have their DNA records retained: convicted sexual offenders (100%), convicted violent offenders (93%), all convicted offenders (65%), suspects of sexual offences (75%), suspects of violent offences (61%), arrestees of sexual offences (62%), and arrestees of violent offence (52%). More than half of respondents opposed retention for arrestees or suspects of any crime and a UDNAD. Regarding the length of retention, 74% thought DNA records should be stored indefinitely. About eight out of ten respondents were confident of the efficient contribution of DNA towards the resolution of crime. Eighty-one percent of respondents were willing to volunteer their DNA records when requested by the police. Most respondents (63%) expressed concerns about privacy. It is worth mentioning that the main source of DNA information within this population was the media and the author found limited knowledge about DNA analysis and databasing processes. Even though the study was representative, the small sample size limits the generalisation of the results.  [83:  Curtis, ‘Public Perceptions and Expectations of the Forensic Use of DNA’ (n 64).] 

Opinions of prisoners about DNA databasing
A qualitative study carried out in Austria by Prainsack and Kitzberger[footnoteRef:84] in 2006 and 2007 interviewed 26 prisoners to ascertain their knowledge and views about forensic DNA technology. Most interviewees strongly believed in the effectiveness of DNA in solving a crime or eliminating the ‘usual’ suspects in a criminal inquiry. The main source of DNA information in this population was also the media or television programs. Many participants expressed concern about the potential abuse of DNA databases, breach of privacy and the possibility of ‘planting’ evidence. Most interviewees opposed the establishment of a UDNAD or retention of DNA records of the innocent. Although participants noted the potential stigma associated with DNA retention, the study did not explicitly address how long data should be stored on databases for different categories of individuals.   [84:  B Prainsack and M Kitzberger, ‘DNA Behind Bars: Other Ways of Knowing Forensic DNA Technologies’ (2009) 39 Social Studies of Science 51.] 

In Portugal, Machado et al.[footnoteRef:85] also assessed the views of 31 prisoners about forensic DNA databases using a qualitative semi-structured interview approach.  The study was conducted in 2009. Most interviewees supported the indefinite retention of DNA records of convicted individuals. This view was influenced by the possibility of exonerating wrongly convicted individuals or eliminating the usual suspects using DNA records held on the database. Some participants supported the establishment of a UDNAD for similar reasons and the possibility to neutralise discrimination or stigmatisation of ex-convicts. The expansion of DNA databases to include records of all convicted individuals was supported by other interviewees. Like the Austrian study, there were concerns about the potential misuse of retained DNA records. [85:  Helena Machado, Filipe Santos and Susana Silva, ‘Prisoners’ Expectations of the National Forensic DNA Database: Surveillance and Reconfiguration of Individual Rights’ (2011) 210 Forensic Science International 139; Helena Machado and Susana Silva, ‘Criminal Genomic Pragmatism: Prisoners’ Representations of DNA Technology and Biosecurity’ [2012] Journal of Biomedicine and Biotechnology 592364.] 

Voluntary participation in DNA databasing
Machado and Silva[footnoteRef:86] in 2012 focused on the willingness of a non-representative sample (n = 628) of Portuguese citizens to accept the inclusion of their DNA profile on the DNA database. Most respondents (53.5%) answered ‘perhaps’ (30.3%) or would not accept (23.2%). Voluntary participation in DNA databases (46.5% respondents) decreased significantly with age (p < 0.001) and education (p = 0.011). The perception of the DNA database as a criminal database was the main influence of non-acceptance (59.6%) to volunteer DNA records. Acceptance was influenced by the belief in the idea of ‘nothing to hide, nothing to fear’ (18.2%), the crime-solving capacity of databases (20.9%) and UDNAD (23.3%).  [86:  Helena Machado and Susana Silva, ‘“Would You Accept Having Your DNA Profile Inserted in the National Forensic DNA Database? Why?” Results of a Questionnaire Applied in Portugal’ (2014) 8 Forensic Science International: Genetics 132; Helena Machado and Susana Silva, ‘Public Perspectives on Risks and Benefits of Forensic DNA Databases: An Approach to the Influence of Professional Group, Education, and Age’ (2015) 35 Bulletin of Science, Technology & Society 16; Helena Machado and Susana Silva, ‘Voluntary Participation in Forensic DNA Databases: Altruism, Resistance, and Stigma’ (2016) 41 Science, Technology, & Human Values 322.] 

Machado and Silva[footnoteRef:87] categorised the data by profession (Law enforcement (n = 63), health and life sciences (n = 32), research and development (n = 160), and other professionals (n = 203)) to assess the perceived benefits and risks of database practices. Most participants agreed on the crime-solving efficiency (88.5%), judicial efficiency (78.2%) and crime prevention and deterrence effect (47.9%) of databases. The risks agreed by the professional group were data insecurity (72.8%), misuse of DNA data (67%), stigmatisation (34.9%) and genetic discrimination (25.3%) in descending order.  [87:  Machado and Silva, ‘Public Perspectives on Risks and Benefits of Forensic DNA Databases’ (n 86).] 

Machado and Silva[footnoteRef:88] also analysed the open-ended questions in the survey to determine the motivations for voluntary participation in databases. The study found that solidarity, altruism and civic responsibility to contribute to public protection motivate voluntary participation; resistance to participation is influenced by privacy intrusiveness, misuse of DNA data and fear of potential genetic discrimination; non-participation is motivated by the idea that only criminals should have their data retained, stigmatization of database subjects, and lack of direct benefits of databases.  A limitation of this study was that a non-representative sample was surveyed and hence the results cannot be generalised. Secondly, the findings may be attributed to potential media or academic influence on the subject rather than actual experience or exposure to the Portuguese DNA retention system. [88:  Machado and Silva, ‘Voluntary Participation in Forensic DNA Databases’ (n 86).] 

Curtis[footnoteRef:89] also investigated the understanding of a representative random sample (n = 394) of New Zealand citizens about the forensic use of DNA and databasing practices in 2014. Although participants had limited knowledge about forensic DNA databasing practices, the majority believed in the crime-solving capacity of forensic DNA (93.9%) and would be willing to volunteer their DNA data (75.8%).  This finding is consistent with the earlier New Zealand study[footnoteRef:90] but contrasts with findings from the Portuguese study[footnoteRef:91] where willingness to participate is less than 50%.  The study also found that most participants consider the use of DNA to be relevant in serious crimes such as major assault (72.2%) and sexual offences (85.5%). Ethical concerns agreed by most respondents were privacy issues (51.4%), errors (66.9%) and ‘planting’ of DNA (57.8%). [89:  Curtis, ‘Public Understandings of the Forensic Use of DNA’ (n 64).]  [90:  Curtis, ‘Public Perceptions and Expectations of the Forensic Use of DNA’ (n 64).]  [91:  Machado and Silva, ‘“Would You Accept Having Your DNA Profile Inserted in the National Forensic DNA Database?’ (n 86).] 

Views of criminal justice professionals versus other members of the public
According to Teodorović et al.,[footnoteRef:92] users of the DNA database appear to favour permissive rules whilst data subjects prefer restrictive rules. This observation is consistent with the findings from public perspective studies in the UK.[footnoteRef:93] Teodorović et al.,[footnoteRef:94] assessed the views of a non-representative sample (n = 558) of the Serbian public about forensic DNA database practices in 2016. A questionnaire was used to survey the ‘general’ public (n = 162), prosecutors (n = 169), prisoners (n = 156), student police officers (n = 51), and prison guards (n = 20). Most respondents (57.9%) supported retention criteria including DNA records of either convicted individuals (16.1%); convicted and suspected individuals (24.2%); or convicts, suspects and volunteers (17.6%). A UDNAD was supported by 34.9% of the population. For convicted individuals, 96.3% of respondents favoured retention for those either convicted of serious crimes (29.1%), all crimes (41.9%) or all crimes and offences (25.3%). About half of respondents (51.6%) preferred indefinite DNA retention (general public (38.9%), prosecutors (61.5%), prisoners (56.4%), prison guards (60%), and student police officers (41.2%)). The second favoured option was retention until the death of the subject (37.1%). For suspects, 36.9% were in favour of inclusion for any crime and 33.3% for only serious offences. More than half of each subpopulation preferred indefinite retention whilst 33.9% favoured retention until acquittal. Close to half of respondents (47%) indicated concern about the privacy intrusiveness of DNA databases. However, a large proportion of participants in the prosecutors’ category (51.5%) indicated no concern about the violation of privacy.  [92:  Teodorović and others (n 65).]  [93:  HGC (n 70); Home Office, Keeping the Right People on the DNA Database: Summary of Responses (n 72); MPA Civil Liberties Panel (n 28).]  [94:  Teodorović and others (n 65).] 

Conclusion
In summary, the studies emphasise the value placed upon the ability of forensic DNA databases to solve crime. The outcome of studies conducted in the UK and around the world show considerable public support for the retention of DNA from convicts, suspects and potentially all arrestees and the entire population. This observation is predicated upon the belief that DNA databases have crime-solving abilities, which they rate highly. There is clear evidence of privacy concerns and the potential misuse of DNA records among the public, with a significant number opposing the retention of DNA from the innocent. This calls for well-informed public engagement by authorities to assure the public of the safeguards established for DNA databases. This is important because it appears public opinion is mainly influenced by the media and television programs rather than facts of the system being implemented.
While studies of public perspectives are relevant in developing appropriate retention policies, these studies do not address the actual value of DNA retention to public security. Furthermore, there is a scarcity of such studies among a representative sample of primary stakeholders who are well-informed about the subject area and are directly exposed to the benefits, challenges and risks associated with DNA databasing. There is a need for research into the effectiveness rating of the different NDNAD or forensic DNA database retention policies among a representative sample of managers and users of the system. This will help establish whether the relevant safeguards have been put in place to protect both public security and private interests. In England and Wales, the recommended stakeholders include all Police Forces, Police Authorities, Forensic Science Providers, managers of the database, prosecution services, human rights committees and advocates and others with a direct interest in the use and operation of the database.
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