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Abstract: Central management of fire stations and traditional optimization strategies are vulnerable
to response time, a single point of failure, workload balancing, and cost problems. This is further
intensified by the absence of modern communication systems and a comprehensive management
framework for firefighting operations. These problems motivate the use of new technologies such as
unmanned aerial vehicles (UAVs) with the capability to transport extinguishing materials and reach
remote zones. Forest fire management in remote regions can also benefit from blockchain technology
(BC) due to the facilitation of decentralization, tamper-proofing, immutability, and mission recording
in distributed ledgers. This study proposed an integrated drone-based blockchain framework in
which the network users or nodes include drones, drone controllers, firefighters, and managers. In
this distributed network, all nodes can have access to data; therefore, the flow of data exchange is
smooth and challenges on spatial distance are minimized. The research concluded with a discussion
on constraints and opportunities in integrating blockchain with other new technologies to manage
forest fires in remote regions.

Keywords: blockchain; smart contract; drone; forest fire

1. Introduction

Different ecosystems such as forests and grasslands provide a natural resource and
maintain resilience and natural cycles. These environments are characterized by a wide
variety of attributes. Specific attributes of each ecosystem need to be monitored to properly
assess their health. These certain attributes are aligned with their ecosystem stressors.
The main stressor for forests is “climate change”, and the second most important is “fire
disturbance” [1]. Since traditional methods in ecosystem health monitoring had limitations,
the combination of Geographic Information System (GIS) with remote sensing became
more and more popular for monitoring various spatiotemporal scales. These technologies
allow up-to-date monitoring and prediction of forest disturbance risks [2]. Forest fires in
remote regions pose severe threats to ecosystems and are considered important drivers
of climate change with adverse impacts on the environment [3]. There is a need for an
emergency response to detect the exact location of fires in remote regions and prevent them
from turning into a disaster [4]. However, in the field of firefighting, departments are slow
to implement novel technologies due to restrictive protocols and uncertainty about value
addition [5]. Therefore, many studies have been conducted to improve scientific methods to
save the environment, ecosystems, and risks to the public [6]. In this regard, to reduce the
destructive effects of forest fires in remote regions, researchers have used wireless sensor
networks and machine-learning models [7]. Furthermore, operational models and forest
fire simulations have been created to predict fire behavior [8]. The other technique for
forest fire detection is using satellite imagery and forest fire modeling considering spatial
parameters [9]. Recently, deep-learning frameworks have been utilized to predict forest
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fire progression and protect human lives [10]. Due to the dangerous nature of firefighting
operations, using robots in extinguishing fires in remote regions has been of particular
interest [11].

Unmanned aerial vehicles (UAVs) and drones are able to autonomously fly without a
human pilot and are remotely controlled [12]. One of the drone usages is in a warehouse
to scan items and products and communicate to managers for any appropriate action [13].
Recently, drones have achieved an important role in the logistics sector since they have
some advantages such as time-saving by getting away from the traffic and environmental
friendliness by reducing carbon footprint. However, since drone management relies on
machine-learning techniques, there are some limitations, for example, employing a highly
skilled person that increases costs. Another issue is a limited battery problem that can be
handled by drone-charging facilities, but it can lead to a significant initial cost. Accordingly,
it is necessary to define the factors that may play a remarkable role in the adoption of
drones in different industries [14].

Drones can effectively monitor operations to avoid undesirable results when natural
disasters occur. They can be a tool to obtain “aerial photography” used for the investigation
of disaster management [15]. Aerial pictures of operations facilitate detailed descriptive
analysis of equipment [16] and give helpful clues for scene understanding [17]. Moreover,
these robotic vehicles can carry payloads and fly to remote regions [18]. Multidrones
need interaction to share data such as locations, paths, tasks, and purposes. Complex
interactions between drones and stations can be supported by artificial intelligence (AI),
the Internet of Things (IoT), and cloud or edge computing [19]. Modern technologies
can minimize casualties and damages, enable quick responses, and prevent false alarms.
However, information systems confront a primary challenge since they require trust in
centralized management that cannot effectively protect data from unauthorized access [20].
Therefore, there is a need for distributed networks to access information and facilitate data
exchange in a secure procedure [21].

To address these issues, blockchain technology (BC) can efficiently facilitate collabora-
tion among devices [22]. Blockchain, introduced by Satoshi Nakamoto in 2008, electronically
records data in digital formats [23]. This technology has been increasingly adopted for
various purposes, including forest fire surveillance [24]. There are many challenges for a
drone network because of its distributed nature; thus, there is a need for blockchain-based
platforms to control drone functions and provide trust and security for the network [25,26].
Moreover, since there is a possibility of false alarms while applying UAVs to detect fires in
a particular area, AI algorithms using blockchain can record a history of transparent alarms
received to assess the truthfulness of UAV performance [27,28].

This study developed a blockchain solution to prevent multidrone collisions during
combating fire. The main objective of the proposed framework is to present a complete
picture of how BC can support the management of drone operations for delivering extin-
guishing materials and monitoring the mission in forest fires in remote regions. Toward the
main research objectives, the following contributions to the body of knowledge are made:

• Proposing a framework architecture aiming at applying blockchain for combating
forest fires;

• Discussing two cases for drone management to combat fire, i.e., delivering materials
to suppress fires and monitoring the firefighting operations in the forest area;

• Reporting the research challenges in using blockchain for putting out forest fires.

This study primarily focused on managing drone functions to combat fire outbreaks
in remote regions with BC. The remainder of this paper is presented as follows. Related
studies are discussed in Section 2, and the proposed framework of the system is explained
in Section 3. Section 4 offers blockchain applications in two cases of firefighting opera-
tions. Challenges are described in Section 5. Finally, research conclusions are presented
in Section 6.
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2. Related Work and Background
2.1. Blockchain Technology

BC has been considered a “trust machine” since the technology can realize multiuser
participation in both an open and semi-open network and create trust among users [29].
Moreover, the network based on the blockchain can protect personal privacy. In this
regard, patent data access based on BC was introduced to control data access by the
encryption algorithm [30]. The core design patterns of BC include a consensus mechanism,
used to reach the required agreement on specific data, chained data blocks, the space
for storing data, encryption technology, and protecting sensitive data from hacking [31].
Researchers reviewed the features of BC and investigated its effective role in solving
interaction problems [32]. One of the unique features of blockchain is the consensus
mechanism applied in a decentralized network to guarantee that different nodes can achieve
the final agreement on data content or a decision. Both authorized and unauthorized
nodes can reach consensus mechanisms. The second type of mechanism contains proof
of knowledge (POK), crash fault tolerance (CFT), proof of work (POW), and proof of
stake (POS) [33].

Consensus algorithms can be used in blockchain to authorize all network users to
uphold a chain of blocks for stored data. These blocks contain historical transaction
information, connected through a hash algorithm. Blockchain architecture contains public
and private access based on the network’s permissions level [34]. Cryptography technology,
including hash algorithm, zero-knowledge proof, and asymmetric encryption, ensures
data privacy protection in a blockchain network. In a blockchain network, each block has
a unique hash that, if its information is changed, the hash value will be changed. Then,
the next block will not recognize the new block. This feature of blockchain makes it very
difficult to tamper with the recorded data [35].

Since 1997, cryptographers have presented the concept of smart contracts [36]. One of
the first BC applications was the Ethereum platform that enabled smart contract codes to
be run on a blockchain network. Once the determined requirements in the digital contract
are fulfilled, the contract is automatically executed. Smart contracts implemented on a
blockchain network guarantee secure data sharing [37]. These further minimize unpre-
dictable conditions, facilitate trust-based interaction, and reduce transaction costs [38].

2.2. Drone Technology

Aerial support is a critical firefighting tool releasing a considerable amount of extin-
guishing material [39]. However, such kinds of ways to suppress wildfire can cause a risk
to firefighters’ lives: firefighters risk entrapments [40]. Since a limited-size fire can be easier
to suppress and control than a flame that has already spread, unmanned aerial vehicles
(UAVs) can be more valuable in such conditions. In the last few years, the application of
UAVs, commonly called drones, in surveillance has increased. Several studies investigated
the use of drones in forest fire detection and suppression [41]. In the following, the various
aspects of using drones in fire control are reviewed.

One of the important steps in controlling forest fires is predicting the firefront advance
that raises awareness. In this case, a research study developed a system for the patrolling
planning of UAVs to monitor fires in forests. To this purpose, researchers applied a route
point scheduling logic combining features of the region with real-time measurements [42].
Another idea to detect a fire at the early stage is to use the animal’s body in the forest to
deploy IoT-based sensors. Tehseen et al. came up with the idea to gather data and send
them to the station. They also used drones for real-time visualization and graph theory to
create an efficient model [43].

In the case of extinguishing forest fires, Aydin et al. presented the use of drones
equipped with fire-extinguishing balls. They analyzed the factors involved to increase the
efficiency of fire-extinguishing balls including the optimal number of balls and the best
distance for dropping the balls [44]. In another study, scholars depicted a unique clustering
approach to detect a forest fire and transmit data on the fire to a base station through
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wireless communication. Moreover, their approach is efficient for managing the energy
challenges of UAVs [45]. Ausonio et al. presented a conceptual framework to compute the
water flow rate based on the total number of drones by considering the decisive factors in
the evolution of fires [46].

2.3. Applications of Blockchain in Monitoring

BC has been gradually applied for monitoring purposes to handle the issues of central
systems. For example, many organizations and governments adopted electronic medical
records (EMRs) based on cloud computing [47]. EMRs have several advantages, but
they suffer from central management. Records stored in centralized systems may result
in tampering, fraud, or unauthorized publication. Therefore, researchers designed an
EMR system based on BC to improve their security [20]. Vahdati et al. presented an IoT,
blockchain, and AI architecture to manage the coronavirus disease (COVID-19) [48]. Codes
relying on a blockchain-based smart contract are autonomously executed, which establishes
trust between the participants involved and enhances the efficiency of any workflow [49].
Hathaliya et al. presented a healthcare architecture based on a permissioned blockchain
and reduced the patient’s time and cost through remote patient monitoring (RPM) [50].
Ratta et al. used BC and IoT in healthcare systems to improve the functionality of the
medical sector in drug traceability, RPM, and medical record management [51]. Personal
health records are sensitive and essential to be saved during data exchange inside the
system; therefore, another study presented a network to use BC to improve efficiency in
multiple healthcare monitoring systems [52].

Also, monitoring can play an essential role in the system workflow of using renewable
energy, in which the secure management of node transactions can reduce system fail-
ure [53]. Data about inbound or outbound energy can be part of a smart contract stored in
blockchain [54]. Accordingly, an energy management framework was proposed to establish
trust among users and enforce autonomous monitoring to improve aggregated grid services
without relying on centralized systems [55]. An authorization system based on blockchain
technology can facilitate access to customer data and resource trading; the system improves
reliable monitoring management and optimization of worldwide consumption [56].

By growing the use of UAVs, new challenges in managing their operations have
emerged. The critical issue of working with UAVs that needs to be addressed is the
possibility of crashes. As a result, to avoid the collision, there is a need to design a network
based on blockchain to identify obstacles. Accordingly, a swarm system was designed to
maximize the motion safety of drones [57]. In this regard, a blockchain-based platform
could increase trust and security during the operation of drones [58]. Another study
introduced an improved architecture based on a chain code to manage and monitor IoT
devices employing a private blockchain [59]. Furthermore, Datta and Sinha presented a
framework for EdgeDrone and BC to improve forest fire surveillance by relying on secured
data delivery. They designed an edge-computing architecture including three layers: the
IoT layer, edge layer, and a cloud server continually connecting with the edge layer. The
leader selection algorithm used in this study to improve energy conservation is important
in a wildfire IoT environment with constrained resources. Furthermore, the researchers
minimized energy consumption by a drone trajectory algorithm. A comprehensive analysis
of QoS parameters displayed a delay reduction of 66% [24]. Another application of the
blockchain-based framework for drones is optimizing the scheduling for UAVs’ battery
problems. Therefore, researchers [60] designed a secure drone charging system based on
blockchain to authenticate charging stations.

As mentioned above, the previous studies have applied new technologies to control
forest fires in different phases; detection, prevention, and suppression. Inspired by the
relevant studies, the authors of the current paper presented a management framework
based on blockchain to manage drones in a fire operation.
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3. Proposed Framework Solution

When combating fires in remote regions, the integration of smart contracts based on
blockchain and UAV collaboration makes operations easy to control and more robust to
a single point of failure. Blockchain can efficiently control drone performance, support
collaboration to avoid an operation failure, secure it, and ensure drones remain in the
mission area. Data in a blockchain-based network are public for each node, and therefore,
not only does each node has access to other nodes’ data, but it also controls its attack
detection. As a result, the single point of failure challenge is mitigated [61]. For ceasing
wildfire in remote regions, the current paper focused on examining the achieved solutions
by BC and identifying decentralized drone mission challenges. Figure 1 presents the process
of uploading mission status reports to the blockchain network.
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Figure 1. Process of uploading mission status reports to blockchain network.

The UAVs can deliver extinguishing materials to a specific place in real time and
improve the emergency response to suppress the fire. Therefore, drones help firefighters
respond and find the direction of the fire spread [62]. The drone’s function for combating
wildfire is summarized, as seen in Figure 2.

The nodes based on joint planning need to reach a common aim of the operation.
Since decision-making in a distributed network is complex, autonomous solutions can
solve the challenge [63]. Moreover, unit testing is used to analyze the correctness of
individual components in smart contracts. A unit test can provide an obvious reflection of
mistakes if the test fails [64]. Blockchain technology offers an effective solution to ensure
that all users are connected to share their data in a decentralized fashion. The proposed
framework enables the drone’s performance under control through the smart contract. In
this procedure, the drone controller and the manager in the fire station follow the terms of
the smart contract security system.



Drones 2022, 6, 331 6 of 14Drones 2022, 6, x FOR PEER REVIEW 6 of 14 
 

Drones function to 

combat forest fire 

Transporting

Releasing extinguishing 

materials

Monitoring operations

Extinguishing materials 

delivery

Camera delivery 

Sparying extinguishing powder

Releasing extinguishing balls

Water delivery 

Verifying that operation is 

successful

Sending pictures from the area 

around the operation place 
 

Figure 2. Drones function to combat forest fires. 

The nodes based on joint planning need to reach a common aim of the operation. 

Since decision-making in a distributed network is complex, autonomous solutions can 

solve the challenge [63]. Moreover, unit testing is used to analyze the correctness of 

individual components in smart contracts. A unit test can provide an obvious reflection 

of mistakes if the test fails [64]. Blockchain technology offers an effective solution to 

ensure that all users are connected to share their data in a decentralized fashion. The 

proposed framework enables the drone’s performance under control through the smart 

contract. In this procedure, the drone controller and the manager in the fire station 

follow the terms of the smart contract security system. 

A drone consists of a frame, motor propellers, an electric motor controller, a power 

distribution board, a flight controller, a battery, a receiver or Bluetooth, a camera, a 

video transmitter, and some sensors. There are multiple sensors attached to a drone. For 

example, the pressure sensor measures the altitude or the distance between the ground 

and the drone; the GPS locates the drone’s position. Firefighting drones supported by 

thermal cameras improve vision via the smoke and quickly navigate. Generally, an 

average communication range of a drone is 8 km. It can fly for 30 min, and its speed can 

reach 96 km/h [65]. Drones facilitate fire suppression by transporting fire extinguishers 

such as foam, powder, and carbon dioxide extinguishers (CO2)[66] (Figure 3); and 

monitoring the operation by carrying cameras and capturing pictures to inform the 

status of the fire outbreak. They are equipped with a payload drop mechanism to release 

the spheres against fires. When a drone reaches the flame, the controller can release the 

balls to suppress the flame [46,67]. 

  
(a) (b) 

Figure 3. Drones with extinguishing materials: (a) powder; (b) balls. 

Figure 2. Drones function to combat forest fires.

A drone consists of a frame, motor propellers, an electric motor controller, a power
distribution board, a flight controller, a battery, a receiver or Bluetooth, a camera, a video
transmitter, and some sensors. There are multiple sensors attached to a drone. For example,
the pressure sensor measures the altitude or the distance between the ground and the drone;
the GPS locates the drone’s position. Firefighting drones supported by thermal cameras
improve vision via the smoke and quickly navigate. Generally, an average communication
range of a drone is 8 km. It can fly for 30 min, and its speed can reach 96 km/h [65].
Drones facilitate fire suppression by transporting fire extinguishers such as foam, powder,
and carbon dioxide extinguishers (CO2) [66] (Figure 3); and monitoring the operation by
carrying cameras and capturing pictures to inform the status of the fire outbreak. They
are equipped with a payload drop mechanism to release the spheres against fires. When a
drone reaches the flame, the controller can release the balls to suppress the flame [46,67].
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4. Applications of the Presented Approach

In an untrusted environment, data sharing by drones may lead to security breaches,
which blockchain can address. Attribute-based encryption (ABE) is one of the most common
public key-based verification schemes. The verification mechanism utilizes a smart contract
to access public-key cryptography to improve accounts’ security [68]. The drone needs
to generate a random key to encrypt the collected data and the key by ABE; then, it can
upload the data and send the ciphertext to the fire station. When the drone sends data or a
request to the blockchain, the validation of the request needs to be evaluated. If the drone
receives verification from the blockchain, it can upload the ciphertext to the network.
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4.1. Drone for Suppressing Fires

The proposed algorithm for suppressing fires in remote regions by drones is shown in
Figure 4. The framework includes three stages: receiving alarms, blockchain, and orders.
In the receiving stage, alarms sent from the camera installed in a forest area are received;
the alarm includes fire size and fire location. The smart contract confirms the requirements.
Then, the established block with encrypted data, including drone ID, fire location, and
delivery time, will be stored in the blockchain. All information recorded in the blockchain
network is secure and trustworthy.
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The procedure of the network, which is seen in Figure 5, includes the following:

• Sending an alarm by a camera installed in the forest area near the station;
• Deciding the place of starting the operation, based on the distance of the fire from

the station;
• Registering the identification number of the selected drone into the network;
• Starting the operation and monitoring the status of equipment and the progress of

the mission.

The drones need to be coordinated in remote regions to maintain their trajectory to
reach the fire point. Once the extinguishing materials of the drone are almost finished, the
drones return to their base. Eventually, once the fire is successfully suppressed, the mission
is concluded.
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4.2. Drone for Monitoring the Operation

To ensure fire safety operations, drones are equipped with cameras and can communi-
cate with the station. The monitoring data gathered by the drones can report the status of
the mission by sending data to simultaneously update its location to inform the fire station
about its condition and the fire status. The blockchain is a decentralized technology known
as a meta controller and can manage the drone’s function in a decentralized fashion.

This section proposes a management framework for drone collaboration based on
blockchain. According to this framework, drones are the tools to manage and control the
mission, not suppress the fire. The management framework includes three layers: verifying
identities, managing the operation, and tracking tasks.

Verifying identities: The nodes of this study are a selected drone, a manager in the
fire station, and firefighters; the nodes record their identification number, which a smart
contract can confirm in the blockchain. When verifying node addresses, the smart contract
defines whether the verification request meets the criteria. If the smart contract does not
authorize the identification address, the blockchain discards the request. For example, the
function of “checkFirefighters” can only be executed by the manager; thus, if an unknown
address runs the function, the function cannot be executed, and an error will be returned.
After running the function, its information (Table 1) is recorded in a block, then the block is
added to the network.

Table 1. Example of transaction details.

Type Description

Function checkFirefighters
Executed by Manager

Manager address 0xCE3B046f5F795e45176278Cf431584DBad02674D
Transaction index 22
Transaction Hash 0x5c8f2a2f951b3f6747484e273c8bc839c8a9410a8eebe134ceb9f18b7c63913d

Managing the operations: The drone needs to report the firefighters’ location, wind
direction, and fire status. As mentioned before, the image data are not transmitted to the
blockchain. The InterPlanetary File System (IPFS) is used as decentralized storage to store
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the hash values of image data imported from the Decentralized Application (DApp) [69].
Back to the previous example, the function “checkFirefighters” causes the drone to send
pictures of each firefighter. If one of them is in trouble, the station and other firefighters can
be informed of an alarm. As mentioned in the previous section, when the battery’s capacity
is almost finished, the drone needs to return to the station; a new drone will continue the
mission. Figure 6 presents the algorithm for monitoring the framework of the firefighting
operation with blockchain technology.
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Tracking tasks: Since the data are recorded in distributed ledgers, every operation step
can be tracked. This feature offered by BC helps firefighters locate faulty equipment during
the mission, track responsibility goals, and improve the structure of the firefighting system
(see Figure 7).
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5. Discussion and Challenges

In the last few decades, drone technology has paved the way for avoiding human
presence, especially during forest fires, by monitoring delivery extinguisher materials. This
study proposed a framework for decentralized drone collaboration using BC in combating
fire in remote regions. The data reported from the operation place are constantly and
automatically recorded on the blockchain to fully monitor operations. Since it can run
without any third-party interference, the cost of manual validation will be reduced, and the
security of the data will be increased. In particular, since the images captured by cameras
need memory with high capacity, they cannot be efficiently transmitted into the blockchain.

To ensure complete fire suppression, text data, such as the drone battery status reports,
wind direction reports, and amount of used extinguishing material reports, are reported
during the mission. The texts are reported on time by the drone. When a firefighter is in
danger or gets stuck, the drone can detect the dangerous situation with a high-resolution
camera in the drone’s body. Then the drone immediately sends an alert to the fire station.
Furthermore, the drone is required to immediately send the wind direction report after
reaching the fire area. Therefore, blockchain manages the operation to control the drone’s
status and protect the mission from a cyber-attack. Moreover, every single task in the
process is performed under the supervision of the fire station. Figure 8 illustrates drone
applications for monitoring and suppressing fire in remote regions using blockchain.
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Some constraints and limitations in implementing the proposed framework in remote
regions need to be reported. The lifecycles of blockchain technology are one of the limita-
tions of the framework. Blockchain networks depend on high computational power to run
smart contracts on drones. Therefore, faster and more energy-efficient drone processors are
needed to obtain maximum outcomes from a limited energy resource [70]. Another limita-
tion of blockchain is transaction throughput [33]. Since the smart contracts deployed on a
blockchain network are immutable, the developers need to be careful about the correctness
of the codes. Any fault codes in the smart contract may damage the blockchain network.

Distributed ledger management is a complex task not only in public but also in private
or consortium blockchains. The issues include determining the individuals who write
the codes, govern, and manage the blockchain. There is a need to conduct many research
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studies in this field to improve proper technical criteria, policies, rules, and regulations for
the professional deployment of BC in drone networks.

Moreover, UAVs and drones are equipped with various sensors that can create massive
data; thus, the processing of this amount of data on drones, which have a battery constraint,
can lead to a suboptimal solution [71]. As a result, collected data from IoT devices may
affect drone resources. In addition, because of the presence of several sensors of drones,
there may be a possibility of reading adverse data from surroundings by the sensors; thus,
the drone may be damaged or misguided.

6. Conclusions

Blockchain technology provides decentralization, immutability, data privacy, and
transparency. In this article, a drone application system equipped with BC for safe and
real-time firefighting management in remote regions has been introduced. The proposed
framework is applicable in firefighting missions based on BC and smart contracts. Drones
can suppress the fire, and the fire station manager controls their function on a smart con-
tract. Deployment of drones based on BC improves the efficient control of mission steps to
maximize the safety of operations in remote regions. The proposed architecture of system
nodes improves the security of the process by preventing information from being tampered
with and enhances the ability of data analysis in the management system. The text data are
recorded in the transaction information in a blockchain network. Furthermore, operation
supervision can be facilitated by a visualization platform, which allows for manageable
access to transaction data. There are, however, challenges around the large volume of
imagery data and storing them in blockchain networks. In this paper, frameworks for deliv-
ering and monitoring were designed to handle the data in the blockchain. The frameworks
have the potential to facilitate fire management in remote areas. Furthermore, the flexible
deployment and robust information analysis can assist in safe fire suppression missions.
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