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Abstract — Nowadays, the rapid growth of Internet
applications open the doors for people to communicate and do
business around the world and thus saving time, efforts and
money. However, the success of these applications is based on
protecting the data from hackers. It is well known that
preventing sensitive data from hackers while they are sent
through the global network is a big challenge. There are many
techniques used for securing data. Some of these techniques are
based on encrypting a readable text into an unreadable text
using mathematical operations, while other techniques are
based on encrypting a readable text into an image (e.g., the
Text-to-Image Encryption algorithm — TTIE) or into musical
notes using an encryption key. The encryption key must be
secure and should not be sent through the Internet.

This paper proposes adding a new security level to the TTIE
algorithm, and demonstrates how the encryption key produced
by the TTIE algorithm is exchanged with the other party using
the Diffie Hellman technique. Thus, this paper proposes a
modified TTIE algorithm called the Diffie Hellman Text-to-
Image Encryption Algorithm (DHTTIE), and tests and
analyses the proposed algorithm.

Subject Classification: MSC2010, 94A60

Index Terms— Encryption, Private Key, Secured
Communication, Text-to-Image Encryption, Diffie Hellman
algorithm.

1. INTRODUCTION

The great revolution in digital data communications leads to
many researches on how to achieve a high level of reliability
and secrecy when transmitting the data through the Internet.
One way to keep data secure is by using cryptography.
Cryptography is a technique used to protect the sensitive
data from hackers while they are sent through the global
network by encrypting the text message from readable form
into unreadable form [1]. Some of the encryption techniques
focus on encrypting data into musical notes or into an
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image. This paper proposes a hybrid encryption technique
based on the Text-to- Image encryption algorithm (TTIE)
and the Diffie Hellman technique. It describes how can they
work together in order to produce a more secure encryption
algorithm. Fig.1 describes how data are encrypted using a
private key. The private key encryption algorithms rely on
the fact that both the client and the server know and own the
same encryption key. As described in Fig.1, on the client
side, the plain text (the message D) is encrypted using a
private key into an unreadable form D' before sending it
through the secure channel. The server uses the same private
key to decrypt the receiving message and gets the original
message.

Client| DataD
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The Data D are encrypted
using a private key (K)

producing D',
I
v
Secure Channel
v
Server Receives D'
v

The encrypted text D' is
decrypted into D using K.

Fig. 1 The Encryption process using a private key technique

The encryption algorithm is an algorithm used to encrypt
the data D into D'. In other words, the encryption algorithm
is the algorithm used to transfer the original data D into an
unreadable or a hidden form D' [1]. The private key (K) is



the core of the encryption algorithm. The decryption
algorithm is the encryption algorithm running in reverse. In
other words, the decryption algorithm is an algorithm used
for transforming the encrypted data (the ciphertext) into the
plaintext [2].

Encryption techniques are used to prevent hackers from
accessing sensitive data when they are sent through the
Internet. Examples of these techniques include digital
signature, and digital certificate [3]. Digital signature and
digital certificate are not the focus of this research.

Mainly, there are two techniques used for data encryption:
namely private key and public-key encryption [4]. Other
techniques include digital signature, and hash functions [5].
This paper focuses on private key encryption. It proposes a
hybrid encryption algorithm based on the TTIE encryption
algorithm and Diffie Hellman technique called Diffie
Hellman Text-to-Image Encryption Algorithm (DHTTIE).
Details of these techniques are given in section 3.

Below, we describe various techniques for data
encryption. These techniques focus on text encryption and
image encryption algorithms.

Nithin, Anupkumar, and Hegde [6] proposed the
Fast Encryption Algorithm (FEAL) image encryption
algorithm which is based on Data Encryption Standard
(DES) algorithm. In FEAL, the original image is divided
into a number of blocks, then encryption and decryption
algorithms are carried out using 12 keys of size 16-bit.

M.Ali, BaniYounes, and Janta [7] proposed dividing an
image into a number of blocks. These blocks are then re-

organized into a transformed image, and then the
transformed image is encrypted using the Blowfish
algorithm.

Divya, Sudha, and Resmy [8] proposed to divide an
image into 8 x 8 blocks. In this technique, portions of an
image are encrypted instead of encrypting the whole image
at once. This is done in order to make the encryption process
faster.

M.Muishra, P. Mishra, Adhikary, and Kumar [9] proposed
a new method for image encryption based on Fibonacci and
Lucas series.

Singh and Gilhotra [10] proposed an encryption algorithm
that encrypts a text in four phases. In this algorithm a given
word in a text is transformed into a floating point between 0
and 1.

Huang, Chi Lee, and Hwang [11] proposed an encryption
algorithm in which n?+n common secret keys are generated
in one session.

Torkaman, Kazazi, and Rouddini [12] proposed a novel
encryption algorithm which is a hybrid of cryptographic and
steganography techniques.

Krishna [13] proposed a new mathematical model in
which the output of the Elliptic Curve Cryptography (EEC)
algorithm a variable value and a dynamic time stamp are
used to generate the cipher text.

Other techniques encrypt the data as musical notes or an
image. Some of these techniques are described below.
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Dutta, Chakraborty and Mahanti [14] proposed to encrypt
a given plain text into musical notes using MATLAB.

Yamuna, Sankar, Ravichandran, and Harish [15]
proposed two phases encryption algorithm for transforming
a plain text into musical notes.

Dutta, Kumar, and Chakraporty [16] proposed an
encryption algorithm in which the letters in a text message
are encrypted (mathematically) to musical notes.

The rest of this paper is organized as follows. Section I,
presents the previous work related to the proposed
algorithm. Section 111 presents our work including research
methodology, experiments and the analysis of the proposed
algorithm. Finally, section IV presents the conclusion and
future work.

2. RELATED WORK

Bh, Chandravathi, and PRoja [17] presented Koblitz's
method and used it to map a message to a point in the
implementation of Elliptic Curve Cryptography [18, 19].

Singh and Gilhorta [5] proposed an encryption algorithm
based on the transformation of a word in a text into a
floating point number (n). The resulting (n) is then
encrypted into a binary number (b), and then (b) is
encrypted using an encryption key.

Kumar, Azam, and Rasool [20] proposed a new technique
of data encryption. In this technique, a matrix (N) is
encrypted by three operations namely row transformation,
column transformation, and decimal to binary
transformation.

Abusukhon and Talib [21], and Abusukhon, Talib, and
Issa [22] proposed the Text-to-Image Encryption algorithm
(TTIE). In their work, a plain text is encrypted into an image
of type “png” using java.

Abusukhon [23] investigated
technique with the TTIE algorithm.

using block cipher

Lokeshwari et al.[24] proposed to encrypt an image by
converting the image into a stream of pixels which are
decomposed into blocks and then the resulted pixels are
rotated based on angles. A replace code is generated for
each block and then this code is encrypted using Merkle-
Helman crypto system.

Abusukhon, Talib, and Nabulsi [25] analyzed the
encryption time for the TTIE encryption algorithm.
Abusukhon, Talib, and Almimi [26] proposed the
Distributed Text-to-lImage Encryption Algorithm (DTTIE)
in order to improve the speed of the TTIE algorithm.
Abusukhon and Hawashin [27] proposed a novel secure
network communication protocol based on encrypting a
plain text into a barcode image.

This work differs from the work presented in [21]-[23],
[25]-[27]. In their work, each individual letter from the
alphabet set is encrypted into an individual pixel (each pixel
consists of three integers R, G, B). The resulting pixels (26
pixels since there are 26 English letters) represent the
encryption key. The encryption key itself is sent through a
secure channel to the other side. In our proposed algorithm,
there is no need to send the encryption key itself to the other
side. Instead, random numbers are sent to the receiver from



which a private key (k1) is generated based on the TTIE and
Diffie Hellman. The result of this process is two identical
keys k1 (generated on the receiver) and k1' (generated on
the sender). To achieve this goal, we use the Diffie Hellman
key exchange algorithm [28]. In addition, in this paper we
propose an enhanced TTIE algorithm. In this algorithm, an
additional level of encryption based on RGB values is added
to the existing TTIE algorithm.

Singh and Jain [29] proposed an enhanced Image to Text
Encryption algorithm proposed in [21]. In their algorithm
the plaintext is encrypted using the Text to Image encryption
algorithm and then the resulting image is encrypted using
the Advanced Encryption Standard (AES) technique. Two
keys (keyl and key2) are generated and included in the
encrypted image. A random number is included as a pixel in
the end of the encrypted image and then this number is used
to lookup the keys (keyl and key2) from a database on the
receiver.

Manjunath, S.G.Hiremath [30] proposed an encryption
algorithm consisting of two levels of encryption. In the first
level the RSA algorithm is used to hide data and then merge
them to cover image using the H-LSB technique. In the
second level of encryption, Chaos algorithm encrypts the
resulting image.

Arun, Azarudeen and Nivek [31] proposed an encryption
algorithm based on the TTIE algorithm proposed in [21] and
the AES algorithm. In their algorithm, three input values are
entered and the plaintext is transformed into its ASCII code.
The ASCII code values are multiplied by the user inputs and
the product values are divided by 256. If the quotient value
is less than 256 then it is stored otherwise, the quotient value
is again divided by 256. This process produces an image and
then this image is encrypted by AES algorithm using a key
to produce another image.

3. THE PROPOSED WORK

In this paper, Java NetBeans is used as a vehicle to carry
out our experiments. The encryption algorithm, decryption
algorithm, server program and client program are all
implemented in java (NetBeans) and built from scratch.

All experiments in this paper are carried out using a
single machine with the following specifications; processor
Intel (R) core (TM)2, Duo CPU T5870 @ 2.00GHz,
installed memory (RAM) 2.00GB  operating system
Windows 7 Ultimate and hard disk 24.5 GB (free space).

3.1 Data Sample

A small data sample is used in order to test the proposed
encryption algorithm as described in Fig2. The data sample
is stored in a notepad file.

| Untitled - Notepad == P

File Edit Format View Help

this is a test

we encrypt this message using our proposed technique
which convert the text to image with hellman
algorithm for key exchange

Fig. 2 The Data Sample

3.2 Research Methodology and Evaluation
In this section we use the following abbreviations:

P.: is the plaintext.

P: is a pixel consists of three integers R, G, and B. The three
integers represent the intensity of the Red, Green, and
Blue colors of the pixel P.

CIP: is the ciphertext plane (a plane that represents a part of
the total ciphertext) and it consists of a number of
pixels.

COP: the correction plane (is the other part of the total
ciphertext). Note that the CIP size and the COP size are
identical. In other words, they contain the same number
of pixels. However, unlike CIP, the COP plane consists
of one color only while the CIP consists of multiple
colors.

FEP: is the final encryption plane and is produced by
performing an arithmetic operation (e.g. summation |,
Xor, .., etc) on both planes CIP and COP.

CKP: is the key of the correction plane (this key is used for
producing the correction plane COP).

CIKP: is the key of the ciphertext plane (this key is used for
producing the ciphertext plane CIP).

L: is a letter from the alphabet set.

nl, n2 and n3: are random numbers.

m: the number of letters in the alphabet set.
DH: is the Diffie Hellman Algorithm.

S: is the sender node.

C: is the receiver node.

The first phase of our proposed algorithm is to perform
the key exchange between the client and the server using
The Diffie Hellman key exchange algorithm. In this phase
random numbers are generated to produce the keys K1 and
K2. The values of the generated random numbers are limited
to the range from 0 to 200. This means that all values in the
CIP are ranged from 0 to 200. This step produces two
identical encryption/decryption keys (K1 and K2) on both
sides of the network. In other words, a symmetric key
encryption technique is used here. Using K1 and K2, we are
able to produce the ciphertext (CIP) on both sides of the
network.

In the second phase of our proposed algorithm, the Diffie
Hellman key exchange algorithm is used again to produce
three random numbers (R, G and B) on both sides of the
network. The three random numbers represent the color of
the COP. The values of the generated random numbers of
the COP are limited to the range from 0 to 55.

In the third phase of our proposed algorithm (the Diffie
Hellman Text to Image Encryption algorithm (DHTTIE)),
the TTIE is enhanced by adding another level of encryption
(the COP) to the CIP level. In other words, the resulting
plane RP=CIP + COP. This is done in order to make it
harder for hackers to get the plaintext. Note that the values
of the COP and the values of CIP are both generated using
the Diffie Hellman key exchange algorithm and they are not
sent through the network.



The following is a mathematical description for the
proposed algorithm DHTTIE. Here, we describe the main
phases of the DHTTIE.

Phase 1: Key Exchange for the ciphertext plane (CIP)

For each L in the plaintext, S generates three secret
integers namely nl, n2 and n3 and then uses the DH
technique to produce one pixel consists of R, G and B
values as follows:

S: Generate three random numbers (nl1), (a) and (h).
S: Compute A= (n12 (mod h)

S: Send the A value to C.

C: Generate random number (b)

C: Compute B= (n1)" (mod h)

C: Send the B value to S.

S: Compute A' = B2 (mod h)

C: Compute B' = AP (mod h)

The result of this step is two identical numbers A' and B'.
These two numbers represent the red color ( R ) on both S
and C. In other words, R =A"' = B'. Bear in mind that the R
value is in the range from 0 to 200.

The above algorithm is repeated for the other two colors
G and B producing for example, A” , B”, A" , B”, such that:
G=A"=B"and B= A", B” . Note that the three values R,
G and B produce one pixel (Q) which represents one letter
from the alphabet list. Note that the values R, G and B are
generated using the DH algorithm and thus they are not
reveal to anyone.

To be sure that all pixels are in the range from 0 to 200,
the modulus operation is used as follows:

R=R%200, G=G %200, B=B % 200

The above steps are repeated for all letters in the alphabet
set producing the CIKP key. The CIKP key entries adhere to
the following rule:

VL 3! Py (R;, Gy, By)

Now, suppose that (Q) is a pixel in the CIP plane where
(Q) = {Rq, Gaq, Ba} and that (v) is a pixel in the COP plane
where (v) = {Rou, Gu, Bu}. In this paper we enhance the
TTIE algorithm by adding (Q) to (v) and thus produce a
new pixel (9). Note that the values R, G and B of (9) are in
the range from 0 to 255. This is because () values are in
the range from 0 to 200 and (v) values are in the range from
0 to 55. Now, () represents one pixel in the FEP plane
where 0 = {Rs, Ga, Ba}. The (Q) values are added to the (v)
values before sending them through the channel as follows:

FEP = {01, 92, 03, ..., O No of pixels in the plain }
FEP = {[(Ra1 + Ru1), (Raz + Ry2) + (Ras + Ru3)],
[(Ras + Rua), (Ras + Res) + (Ras + Rus)],
[(Ra7 + Rw7), (Ras + Rug) + (Rag + Rug)], ...} (1)
Where,
91 = [(Ra1 + Ru1), (Raz + Ry2) + (Ras + Ry3)]
0>= [(Ras + Rus), (Ras + Res) + (Ras + Rus)],

and so on.

This is done in order to make it difficult for hackers to get
the plaintext. Note that the addition operation in Eq. 1 can
be replaced with any arithmetic operation. Bear in mind that
on the other side of the network when the receiver receives
the FEP plane, it first subtracts the COP from the CIP as
follows:

FEP, = {[(al - Rul), (al - RUZ) + (al - RU3)]!
[(92- Rua), (02 - Rus) + (02- Rus)],
[(@3 - Ru7), (05 - Rug) + (93 - Rug)....} (2)

Then, the final phase of this algorithm is carried out
where the decryption algorithm is executed in order to get
the plaintext. In this phase, each three contiguous integers
are grouped in order to produce an individual letter from the
plaintext. Fig. 3 describes the above phases.

' Ra1 @
i Ru @ *
Jl @¢ =

Fig. 3 The Phases of the DHTTIE encryption algorithm

The proposed algorithm (DHTTIE) is evaluated by
comparing the decrypted text on the client side with the
plaintext sent by the server.

3.3 Our Experiment

Fig.4, shows the system architecture for our experiment.
Java (Netbeans) is used as a vehicle to carry out the
experiment. The client program, the server program, the
encryption algorithm and the decryption algorithm are built
from scratch. The client and the server are tested on the
same machine using the loopback address 127.0.0.1 and port
7070.

3 — L)
— —:'

L

Client Server

Fig. 4 The system architecture for the DHTTIE encryption algorithm

In this experiment, the plaintext shown in Fig.2 is
encrypted on the client machine and then sent to the server
machine as an image of type ".png" as shown in Fig.5.

w

Fig. 5 The ciphertext produced by DHTTIE algorithm



Unlike the previous work presented in [21]-[27] in this
paper, the TTIE algorithm is enhanced by another level of
encryption (the COP plane). In addition, the encryption keys
(set of pixels) are generated on the sender and the receiver
nodes and thus, there is no need to send them through the
network.

34 Analysis of the Proposed Algorithm (DHTTIE)

The hackers need to pass through two levels of obstacles.
The first level is the transformation of the text into “png”
image (need to pass through the CIP and the COP planes).
The second level is the Diffie Hellman level. Three integers
are generated in order to produce the COP color; where each
integer has a value in the range from 0 to 55. Each integer
can be represented by 55 different values thus, the number
of permutations checked out in order to guess the key for the
COP is:

Pcop = (55)° 3)

The number of permutations checked out before the hackers
guess the CIP is:
Pcip = ((255)%)? [22] 4)
The key space for Pcop and Pcip (called Ksp) is the all

possible permutations of an encryption key. Thus, Ksp is
calculated as follows:

Ksp = (55)° x ((255)°)*° ©)
= 8.535366 e + 192

To calculate the number of permutations for Diffie
Hellman when using the TTIE algorithm, first the key size
of the proposed algorithm is calculated as follows:

We assume that the plaintext consists of the alphabet
letters only (no digits or special characters are used) and
thus, the number of letters (L) used for generating the
plaintext is 26 letters. Since each letter is represented by
three integers (1=3) and each integer is represented by eight
bits (b=8), then the following equation describes the key
size (S):

S=LxI xb (6)
= 26x3x8
= 624bits

To find the equivalent case-base for Diffie Hellman (for
symmetric key encryption) we use the following equation:

0.05 * (SL +14)% (log2 (SL + 14))? @)

Where, SL is the security level for symmetric encryption.
[32].

Since we have a 624 bit key's size, then substituting SL =
65 in the above equation will produce a key of size = 620
bits which is very close to 624 bits key size. Thus the total
number of permutations for Diffie Hellman using the
proposed key (called Ksdh), is approximately:
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Ksdh = 2% (8)
= 36893488147419103232
Eq. 9, describes the total number of permutations (Tp).

Tp = Ksp * Ksdh 9

Thus Tp is approximately =
3.1489941982705027534465953480025 e +212

CONCLUSION AND FUTURE WORK

In this paper, a hybrid encryption algorithm (called the
DHTTIE) is proposed. The DHTTIE is based on the TTIE
encryption algorithm and the Diffie Hellman algorithm. The
DHTTIE is analyzed and the results showed that the total
number of permutations is approximately:

3.1489941982705027534465953480025 e +212

Enhancements are carried out on the TTIE encryption
algorithm by adding a new level of security (COP). This
paper showed how the Diffie Hellman algorithm is used as a
vehicle for generating the TTIE's key entries (colored
pixels) on both sides of the network without a need for
sending the key through the network. This is done in order
to keep the keys secret. The proposed technique is evaluated
by decrypting the message sent by the sender and thus
retrieving the original message. In future, we proposed to
investigate the DHTTIE when the key size is greater than
624bits and the tested data is a large-scale collection
(multiple GBytes).
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