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Special Issue on Emerging Trends, Challenges and Applications in 

Cloud Computing 

Longzhi Yang, V. Vijayakumar, Tossapon Boongoen, Nitin Naik 

 

Cloud computing enables ubiquitous and efficient on-demand access to information, data, and 

computational resources with the support of modern wired and wireless communication technologies. 

Cloud computing has been very widely used in education, autonomous vehicles, smart cities/homes, 

renewable energy, healthcare, engineering, business, and telecommunications, amongst others, with 

the support of the advances in Artificial Intelligence, Internet of Things (IoT), and Data Science. Such 

technologies and their applications have made significant impact to the way people live and do 

business by offering online services and instant communications. 

 

Despite of the intensive research effort in the field, some open challenges remain, such as inefficient 

load balancing and energy management in cloud data centres, high cost to access to the facility, 

insufficient security and privacy, and low speed big data stream processing. This special issue focuses 

on recent advances in addressing these challenges and investigating all the aspects of emerging trends, 

in addition to reporting innovative real-world applications of cloud computing to deliver effective and 

efficient solutions for current and future challenges. These papers have been selected after a rigorous 

peer review process. 

 

Cloud computing and wireless technologies provide the technological foundation for IoT, in terms of 

data, computational, and communication solutions. The first paper in this special issue introduces an 

open source IoT-based smart home management system using sensors, actuators, smartphones, web 

services and micro-controllers [1]. The system has been prototyped and deployed in a bedroom for 

system validation and evaluation. Compared to the approaches available in the literature, the 

proposed system is featured by better performance in terms of cost efficiency, open source, energy 

efficiency, reliability, and scalability. 

 

Security, privacy, and trust are important aspects to consider when we use cloud computing services, 

and image processing is a common task for cloud computing. A common solution from many cloud 

services for trusted and secure image classification task is using encryption, but encryption can be 

useless in preserving privacy in many cases in an adversarial setting. The second paper therefore 

proposes a cloud-based differentially private image classification approach that protects the privacy 

of individuals who appeared in an image dataset [2]. The performance of the proposed framework is 

validated by considering the trade-off between the accuracy and privacy, with promising results 

demonstrated. 

 

Blockchain has emerged as a key technology for secure, privacy-preserving, and trustworthy digital 

systems, and many innovative applications have been developed in the recent years after its success 

in digital currency. Electronic government (E-government) is one of the most complex systems which 

needs to be distributed, secured and privacy-preserved, and the blockchain technology appears as a 

natural solution for this. The next paper proposes a framework of a decentralised e-government 

system using the blockchain technology, ensuring information security, privacy, and trust [3]. 

Theoretical and quantitative analysis demonstrates the implications of the proposed framework in 

public sectors. 



 

Fog computing extends could computing by an extra fog layer between the end devices and the cloud, 

leading to low bandwidth and energy consumption, low latency, higher location awareness, and higher 

quality of services. Such technologies have been widely applied in the areas of autonomous vehicles, 

healthcare, smart grid, cloud gaming amongst others. It is important to keep such systems secure due 

to the importance of privacy in the society and the presence of very strong cyber-attack threats. The 

next article presents an identity-based and anonymous key agreement protocol for fog computing [4]. 

Based on this scheme, the communication between the sensor devices and the fog devices are not 

traceable by the central servers, which is implemented with limited computational and 

communication overhead. 

 

The on-demand usage nature of cloud computing may affect the availability and reliability of 

services in the cloud, as the demand may peak beyond the maximum capacity of the cloud 

resources. Resource optimisation is one of the common approaches to address this, especially with 

the emergence of Software Defined Networking (SDN). The next publication in this special issue 

proposes a resource optimisation method for SDN enabled big data stream processing in a could 

environment [5]. The system was simulated in the CloudSimSDN platform, showing the working 

mechanism and the usefulness of the method. 

Load balancing is another approach that has been very widely implemented in cloud for effective 

resource management and allocation to meet the dynamic on-demand resource request. The next 

article reports a new load balancing technique using double Q-learning for workload distribution 

between virtual servers in a cloud environment [6]. This approach effectively ensures a higher 

quality of service of the cloud especially when there are a large number of users. This technique can 

optimise resource allocation and thus improve consumer satisfaction. 

Cloud computing is often an integrity part of modern business solutions, in the field of education, 

entertainment, health care, business and finance, amongst others, and could computing has become 

a main platform for business intelligence. The next paper reports an investigation of the application 

of business intelligence in the higher education sector using a case study [7]. It is suggested from this 

study that the integration of business intelligence to academic processes can provide meaningful 

insights and decision support to many challenges.  

An effective electrical distribution network with the support of an efficient battery-base energy 

storage system is essential for a nation’s development and net-zero carbon goal. The next paper 

presents a supervision strategy in an Arduino card photovoltaic generator with storage connected to 

the low voltage grid, to address the overload and underload problems of batteries [8]. This is 

implemented by integrating supervision algorithms to the Arduino card, and the simulation results 

demonstrate the effectiveness of the system for battery protection and system supervision. 

Given the wide range of options available in the cloud computing market, it is appealing to study the 

strengths and weaknesses of the tariffs form various cloud computing providers. The next article in 

this special issue reports a new costing model that systematically evaluates cloud services by taking 

multiple resourcing factors into consideration [9]. The proposed work was validated and evaluated 

using a real-world dataset extracted from a data centre. This comparative study suggests that could 

computing cost may vary up to 17% from different cloud service providers. 

Data centres are important building blocks for cloud computing services, which are one of the major 

contributors in the computing sector towards carbon emissions. Along with the increasing demand 

of cloud services, energy efficiency of data centres has become a key aspect for greenhouse gas 



reduction. The next paper presents a predictive model of energy consumption estimation for servers 

in cloud centres [10]. The experimental results show that the server fabrication, ambient 

temperature, and CPU temperature have noticeable effects on the power consumption of servers.  
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