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Abstract—A growing body of security and privacy research
focuses on at-risk populations – those who are marginalized,
stigmatized, and/or criminalized – and who may face signif-
icant harm from research conducted about themselves and
their communities. For example, recent research has studied
family members of those in prison, survivors of domestic
violence, undocumented immigrants, and sex workers. At-
risk communities have a heightened need for confidentiality,
consideration for possible past trauma, and research justice
given inherent power differentials. Here, we offer a set of
ethical research practices we have deployed in research with
multiple at-risk communities. We hope these practices will
serve as guidance and a springboard for discussion about
what it means to conduct ethical research, particularly with
marginalized, stigmatized, and/or criminalized groups.
Index Terms—ethics, privacy, human subjects, trauma-
informed practice, research justice, vulnerable populations

1. Introduction

In the U.S., an institutional review board (IRB) is
a “committee that performs ethical review of proposed
research.”1 Similar such boards exist in other countries,
which may be called ethics review boards (ERB) or
other names. However, many institutions that conduct re-
search such as private companies and universities in some
countries may have no such board available; progress is
necessary to ensure that researchers have access to their
expertise [1]. Additionally, the requirements and decisions
of such boards may differ widely in terms of what research
they require to be reviewed and the decisions they make
with regard to the research they review [2].

Increasingly, research communities are realizing that
IRBs and ethics review boards are “not always sufficient
to establish that a paper [or research effort] is ethical” [3].
Aside from cases of researcher malice (that is, malicious
or deceptive researchers failing to fully disclose critical
details of their research prior to conducting it), ethics
boards may fail to fully protect participants because they
lack sufficient authority to enforce ethical practices or
expertise in particular research methodologies or commu-
nities [4]. Additionally, prior work in other domains study-
ing IRBs has accused them of being “dysfunctional, in

§. Equal contribution.
1. As defined by the U.S. federal Office for Human Research Protec-

tions: https://www.hhs.gov/ohrp/irbs-and-assurances.html.

crisis, and ‘...more concerned with protecting the institu-
tion than research participants”’ [5]. Thus, some research
communities such as the security and privacy community
have established ethics committees as part of the peer-
review process at multiple conferences to review the ethics
of submitted papers.2

IRBs typically enforce ethical principles set forth in
the Belmont Report [6] or the Menlo Report [7]. We pro-
pose that principles from more recent ethical frameworks
such as Care Ethics [8] or Distributive Justice [9] may
be more relevant for research with at-risk populations
or projects focused on social justice or equality. Our
guidelines are meant as a set of considerations for research
design and aim to bring the issue of avoiding harm to light.

What does it mean to protect participants from harm?
While evaluating a study’s ethics at time of submission
may prevent the publication of papers that set unethical
standards for future research, such methods do nothing to
protect the participants and communities already subjected
to harm. Nor is ethics board review prior to the research
commencing necessarily sufficient protection, both for the
reasons aforementioned, and because board standards may
not emphasize clearly enough the importance of concepts
like research justice [10], [11]: ensuring that research
not only avoids harming participants but benefits and
empowers them and their communities.

In this paper, we discuss our practices for protecting
at-risk populations as part of measurement and usability
research. Our practices are drawn from our work with
sex workers [12]–[18], migrants [19], low-socioeconomic
status groups [20], [21], LGBTQ+ folks [22], women in
touch with the criminal justice system, people experienc-
ing homelessness [23], those recovering from addiction,
and folks who sit at intersections of all of these commu-
nities (see e.g., [24]).

We discuss:

(1) Confidentiality Practice: practices for ensuring
confidentiality of both participant information and
the community resources research may identify.

(2) Trauma-Informed Research Practice: practices
for avoiding re-traumatizing participants and
protecting researchers themselves.

2. For more detail, please see [3].
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(3) Research Justice Practice: practices for ensuring
research benefits and empowers communities.

We offer these practices as guidance to researchers as
well as food-for-thought concepts for discussion, expan-
sion, and generalization. It is important to note that we
are neither the first to cover all of these topics, nor do we
cover all ethical issues of research with at-risk populations
(e.g., we do not discuss ethics around data scraping) nor
all possible ethical considerations and practices. Signifi-
cant work is needed to expand, refine, and pursue ethics
and justice as part of security and privacy research and we
hope this work is but one small part of this larger effort.

2. Confidentiality Practice

Research participants require confidentiality in two
main areas: their personal information and the resources
– such as circumvention or other safety tools – they use
in their community.

2.1. Protecting Participant Privacy

Populations that are vulnerable or criminalized such as
imprisoned people, undocumented migrants, sex workers,
or members of the LGBTQ+ community in regions where
their profession or identity is currently illegal have a
heightened need for protecting their personal information.
Knowledge of their participation in a study about their
community poses risks including fines, incarceration, de-
portation, physical violence, and further discrimination if
knowledge of a participant’s membership in a criminalized
community reaches law enforcement or other authorities.
Further, publishing details that can be used to contact
or identify a participant as a member of such a group
increases the chance of harassment directed at them and
risks “outing” them in areas of their life where their
identity or profession was previously kept secret. As re-
searchers, journalists, or policymakers who impose these
risks on participants despite good intentions, we must
prioritize the protection of participant privacy.

Below, we discuss approaches for protecting partici-
pant confidentiality in interview or survey studies. We note
that many of the same principles apply to measurement
studies: great care should be taken to avoid publishing
any details (usernames, post-content that could be reverse
searched, demographic information including region, etc.)
that alone, or in combination, could risk identifying a
participant. For further discussion of ethics in studies with
found data (e.g., data obtained via scraping or visiting
online communities), see, e.g., [13], [25]–[27] for points
to consider.

2.1.1. Logistics. While complete anonymity cannot be
guaranteed, our practices aim to reduce the personal in-
formation collected at all stages of the research process
and prioritize the confidentiality of any information that is
collected. Recruiting participants for user studies requires
collecting a certain amount of participant information. For
example, it may be necessary to ensure that the potential
participant belongs to the community being studied via a
screening questionnaire for an interview study or at the
beginning of a survey study questionnaire.

Recruitment. Often, ensuring high quality research re-
quires ensuring that a wide range of demographics and
identities are represented amongst the recruited partic-
ipants. However, not all participant communities may
feel comfortable having their demographic information
collected as part of screening, and collecting or disclosing
such information in research reports may pose signifi-
cant risk depending on the size of the community of
study. For example, though it would be ideal for the
racial distribution of the participants to match that of
the general population in order to avoid harm resulting
from disproportionately representing certain groups, stud-
ies have shown that requesting this information from some
groups of interview participants beforehand is not pre-
ferred by participants [14]. Wider participation can instead
be encouraged by working with communities of diverse
populations (e.g., a community for LGBTQ+ people of
color) to distribute recruitment materials and diversifying
the locations in which posters and flyers are distributed.

Scheduling. When conducting qualitative interviews, re-
searchers must schedule a time to converse with the par-
ticipant. Care must be taken to ensure that the scheduling
system used minimizes the amount of personal informa-
tion collected. We recommend software such as Calendly3,
which requires only an email address to place an in-
terview event on the calendar. This process should be
supplemented with information on how the participant can
create a throw-away privacy-preserving encrypted email
account (e.g., using Protonmail4), which they can use just
for the purpose of the receiving the interview reminders.
Alternatively, if collecting email addresses even with the
option to create a throw-away account is too sensitive
for the research population at hand, researchers can al-
low participants to pick an interview slot as part of the
screening survey and, at the end of the survey, provide
participants with the link at which the interview will take
place. While this eliminates the ability to remind partici-
pants of their interview appointments, which may lead to
significant drop-off rates in the recruitment pipeline, such
an approach enables recruitment without the collection of
any personal information.

Conducting interviews. The method for conducting the
interview should not require further personal information
and should be end-to-end encrypted to avoid potential
interception of sensitive information. Further, participants
should have the option to participate in whatever mode is
best for them: chat, audio, or (if appropriate and desired)
video interview. For example, interviews can be held via
meeting software such as Jitsi Meet5 or Cisco Webex (only
with end-to-end encryption enabled6), which have meeting
rooms that can be used at any time and do not require
scheduling personalized meetings for each participant.
These meeting options also have the benefit that they can
be used in an internet browser without the participant
needing to download additional software and interviews
can be held using any combination of audio, video, and
chat.

3. https://calendly.com/
4. https://protonmail.com/
5. https://jitsi.org/
6. https://help.webex.com/en-us/article/WBX44739/

What-Does-End-to-End-Encryption-Do?
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Figure 1. A flowchart of platforms used to recruit, schedule, and conduct interviews to minimize unnecessary interaction and personal data collection.

Compensation. Research participants should be compen-
sated for the time and effort they put into research partic-
ipation. For either interview or survey studies, compensa-
tion can be provided via several methods. For in-person
studies, cash is an ideal form of compensation. For online
studies, gift cards provide privacy, especially if they are
awarded by providing a gift card claim code at the end
of the interview or survey itself. The major drawbacks of
gift cards are that many necessities cannot be purchased
with them, and they may need to be customized based on
the geographic location of the participant. To address this
tradeoff, researchers can use platforms like Tango Card7

and Ryybon8, which allow participants to choose a desired
type of gift card and thus may address liquidity issues and
issues of internationalization. Alternately, if desired by
participants, researchers can offer less anonymous com-
pensation via payment platforms such as PayPal.9

For surveys, providing a gift card code immediately
upon survey completion risks exploitation by research
scammers, who maliciously complete surveys they do not
qualify for with random answers [28]. Alternatives include
emailing the code (or link to gift card selection platform)
to the respondent at a later date (see aforementioned
information on providing instructions for participants to
create a throw-away, encrypted email address) or hosting
a webpage at which participants can enter a randomly
generated participant ID in a few days to receive their
compensation if they were approved.

2.1.2. Analyzing and Publishing Data. Interviewers
must obtain consent from participants to record audio or
video, to copy down chat logs, to transcribe recordings,
and to take notes during the interview. Methods of analysis
will depend on the formats of data that were consented to.
Of course, all participant data must be stored with security
controls such as passwords and encryption to reduce the
risk of unauthorized access, and all personal information
of participants must be deleted upon completion of the
study. This includes any personal information explicitly

7. https://www.tangocard.com/
8. https://www.rybbon.net/
9. https://www.paypal.com/

or implicitly contained in interview transcripts. Partici-
pants whose data is stored should also be organized using
randomized identifiers such as 3-digit numbers instead of
personally identifiable information such as names or email
addresses. Interviews that are audio recorded will likely
need to be transcribed for qualitative analysis; automated
transcription software, while less accurate, may offer more
confidentiality than human transcription depending on the
privacy protection and data use policies of the service.
Such software can be supplemented by manual review
and transcription by the research team. Alternately, a trust-
worthy transcriber, including potentially a member of the
community of study (see further discussion in Section 4
below) if community size is sufficiently large that privacy
risks can be mitigated, can be considered with appropriate
data protections.

It is critical to avoid disclosing personal information
in any resulting publications, including possible deduction
of interviewee participation via, e.g., a differencing attack
[29] or linkage attack [30]: think deeply and critically
about how a combination of demographics, location in-
formation, and direct quotes if they are from found data
(e.g., forum data) could be reverse searched or combined
to identify participants, and check thoroughly whether
participant information could be deduced using contextual
clues (e.g., how many people in existence can reasonably
fit a given description). Participants quoted in publications
can instead be identified via the randomized numbers used
to identify participants in the data or other similar anony-
mous identifiers. If needed, researchers may consider
omitting demographic details completely or describing
only the broad demographics of their sampled population
without distinguishing which participants had which de-
mographics. Finally, in some cases researchers may need
to paraphrase participant quotes to protect confidentiality;
care should be taken to ensure that this is done only for
participant protection and not as part of a colonial practice
to de-center or stigmatize participants’ own language [31].

2.2. Protecting Participant Resources

Criminalized populations in particular, but also other-
wise vulnerable populations, find themselves on internet

https://www.tangocard.com/
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platforms hostile to them, using payment platforms that
make their income precarious, and needing additional
protection measures in many other aspects of their lives.
It is important for researchers to protect these resources
from being discovered by authorities or platforms that
may seek to remove these tools of preservation. Thus, we
(researchers, journalists, policymakers, and the like) must
not publish the names of these resources. For example,
sex workers keep within their community lists of violent
or dangerous clients [16]. These lists are confidential and
not shared outside the sex worker community; inviting
outsiders to view or contribute to such a resource by
publicly identifying it would compromise the integrity
of the resource and further affect the safety of the sex
workers using it. Not only should resources dedicated
to the safety of vulnerable populations be intentionally
kept secret, but mainstream platforms on which these
populations depend should also not be named publicly.
For example, if certain vulnerable populations are precar-
iously existing on some mainstream social media platform,
publicly stating that they are doing so would make the
community even more precarious. Similarly, practices that
vulnerable populations employ such as coded language
should be kept confidential to avoid exploitation of the
protocols by bad actors.

Finally, it is important to consider the safety of re-
search data that you do not intend to publish: on a
collaborative project, a researcher new to working with
at risk populations asked one of the authors if she could
download some data to use offline and was told yes, but
only if she could fully encrypt the data (transcripts that
had been de-linked from PII), and if she was prepared to
defend her laptop from border officials when travelling.
As sex workers regularly wipe devices before crossing
borders or simply leave them at home, we explained that
in our research practice we should not ethically take fewer
precautions with their words.

3. Trauma-Informed Research Practice

Trauma-informed care is an approach to service provi-
sion from social work and public health [32] that seeks to
account for the pervasive nature of trauma and avoid re-
traumatization. An estimated 70% of people experience a
traumatic event in their lifetime [33], and many marginal-
ized and at-risk communities have high rates of traumatic
experiences. Thus, it is important that the research we
conduct does not exacerbate or recreate that trauma, e.g.,
by making participants recount their traumatic experiences
in interviews [34]. This is of particular importance to the
security and privacy community, as research often inves-
tigates negative experiences that occur when technology
fails to protect people [35].

Before beginning research with a community with
high rates of trauma, researchers should consider whether
direct interaction with participants is necessary to achieve
their research goals. Instead of collecting new data from
participants that may prompt them to divulge or describe
traumatic experiences, consider whether appropriate and
ethical use (see prior section) of existing data like forum
posts could suffice. Alternatively, conducting focus groups
or interviews with organizations that offer services or
support to at-risk populations—for example, professionals

supporting survivors of intimate partner violence—could
generate equivalent insights while not requiring trauma
survivors to relive their trauma. Each study will need
to weigh the costs of new data collection against the
importance of centering community voices.

If conducting research directly with community mem-
bers is necessary, there are multiple ways researchers can
minimize harm. Making participants feel safe is critical.
Following the confidentiality practices in Section 2 like
minimizing collection of identifiable data will help build
trust between researchers and participants. As will be
discussed further in Section 4, researchers should pay
attention to the power differential between themselves and
the participants and empower participants where possible.
For example, researchers should be transparent about their
research goals and the possible risks of participation, and
ensure that the participant knows they can skip questions
or end the interview at any time without losing their
compensation. If the interviews are conducted in-person,
the researchers should prioritize finding a location that
is safe and familiar for participants (e.g., public library)
rather than one of convenience (e.g., in the computer sci-
ence building on campus). Similarly, research has shown
that racial differences between interviewer and participant
can impact interviewee responses [36]; researchers should
carefully consider how their identities may impact the
comfort and candidness of their participants, and consider
including community members in the research team.

Researchers should attend to the ways their interview
questions and interview style may (re)traumatize partici-
pants. It is important to note that participant discomfort
is not the same as distress; offering space for participants
to have their stories heard and valued can be a positive
and theraputic experience [37]. Nevertheless, it is critical
that researchers approach the interaction with care, and
prepare to accommodate participants who are distressed,
up to and including ending the interview.

We offer a few concrete trauma-aware practices here.
First, when community members are not a part of the
research team (see further discussion in Section 4), re-
searchers should consider hiring someone from the com-
munity to review materials before launching a study. Sec-
ond, researchers should alert participants as part of sign up
that the research procedures may bring up sensitive mem-
ories about, e.g., assault. Third, throughout the research
process, including in publications, researchers should pay
attention to the language the community/participant uses
to describe their experiences and mirror that, rather than
imposing their own language onto the participant. For
example, if an interview participant describes being ha-
rassed and stalked by an ex-partner, but does not use
the term “abuser,” the researcher should also not use the
term in clarifying questions. Fourth, researchers should
be prepared to allow participants a moment to pause after
sharing a traumatic experience and/or to offer resources to
participants as needed. For example, if a participant shares
an experience with suicidal ideation during an interview,
the researcher should be prepared to offer resources like
contact information for a suicide help-line [34].

Additionally, if a study will frequently deal with
trauma and traumatic experiences (e.g., working with
survivors of intimate partner violence), the research team
should take care to consider the impact of secondary



trauma [38]. Taking the time to debrief and to care for
your own mental health is a service both to yourself and to
your participants, who will benefit from having a resilient
and rested interviewer.

Psychologists at your university’s counseling center
may be able to provide trauma-awareness skills training
for your research team and can provide support for sec-
ondary trauma.

4. Research Justice Practice

Research Justice is often defined as a “strategic
framework that seeks to achieve self-determination for
marginalized communities. It [centers] community voices
and leadership in an effort to facilitate genuine, lasting
social change.”10

Research justice can take many forms and centrally
focuses on ensuring that communities are empowered to
“wield all forms of knowledge and information” about
themselves. Critically, research justice involves taking
steps to shift from research as an extractive process –
taking community stories for the gain of a publication
– toward a co-creative one. In its most realized form, re-
search justice empowers communities to leverage research
for justice aims (e.g., advocating for resources that would
improve community safety).

Considering justice is critical in all research, but
especially in research with marginalized groups since
“the extractive dimensions of academic research are
heightened for stigmatised groups,” who are likely to
be over-researched and extremely underrepresented in
academia [39].

Here, we touch briefly on concepts and techniques
researchers can use as they consider embedding justice
elements in their research. Other works offer additional
considerations for research justice (e.g., [10], [11], [15],
[39]).

We note that when working with marginalised com-
munities, we may run into activities and needs of com-
munities that are counter to what is widely accepted as
‘just’ – Nancy Fraser terms these instances where legal
understandings of ‘justice’ are seen as unjust by oppressed
communities ‘abnormal justice’ [40]. When working in
such settings, it is important to be aware of where we stand
as researchers. Legal and regulatory frameworks are ever-
changing and, as a result, research work can be a valuable
input to ‘evidence-led policymaking.’ As such, researchers
should be mindful that research processes and outcomes
can be a way of shaping policy and legal discussions that
affect the communities with whom we work.

4.1. Positionality

Research is a collaborative process, ideally between
academic researchers and community members, but at
least between academic researchers and participants.
Given this collaboration, and the degree of interpretation
on the part of the researcher inherent in any research pro-
cess, researchers, particularly those studying marginalized
groups of which they are not members, should consider
including a statement of positionality [41] discussing their

10. https://www.datacenter.org/services-offered/research-justice/

relationship to the research they are conducting and how
that relationship may have guided their research. Such
a statement is not simply a statement of identity (e.g.,
“I’m a white woman”), but rather a discussion of how
the researcher’s beliefs, demographics, and/or experiences
related to the subject at hand might have influenced the re-
search process. What impact does the researcher’s identity
have on their choice of research questions, interpretation
of research results, and choice of discussion topics? When
working with at-risk populations, what position is the
research taking in relation to the risks this population
faces, how does the research relate to these risks, and how
does our wider research practice relate to this beyond the
immediate paper? For example, where do you stand in
relation to policies and laws that affect the population of
study? How does this shape the research and your choice
in and engagement with research partners?

While our discussion here is focused on the role of
researcher positionality in empirical research, ultimately,
positionality is more than a section in a research paper; it
is about self-awareness and critical reflection about how
your relationship to your work may affect that work [42].

We note that it is critical to balance public positional-
ity discussion (e.g., of membership in a marginalized or
criminalized group) against personal safety. For example,
in our research work we do not disclose whether au-
thors are members of the criminalized and/or marginalized
community of study (e.g., sex workers, undocumented
immigrants) but rather disclose and discuss our posi-
tionality on the relevant community issues (e.g., carceral
and anti-carceral approaches toward sex work and migra-
tion). When considering whether and what information
to disclose in a positionality statement, it is important
to consider power dynamics (e.g., representation in the
research field, career stage) and size of author pool, among
other factors.

4.2. Selecting Research Questions

Research that has the potential to affect humans needs
to consider ethical frameworks. There are many of these,
but we have chosen to explore care ethics [8] and distribu-
tive justice [9] for this paper. These are two frameworks
that allow us to focus on the complexities of working with
marginalized or otherwise vulnerable communities in a
way that prioritizes equity, respect, and the redistribution
of power, knowledge, and skills throughout the process. In
addition to this, we also present information as set forth
in the Menlo Report [7].

The principle of Justice is at the forefront when per-
forming research involving vulnerable populations: the
effort and risks of the research largely fall upon the vul-
nerable subjects. This principle suggests that the benefits,
if any, must be targeted towards the same community.
Ideally, research goals will align between the commu-
nity and academic researchers. Indeed, some research is
pursued at the behest of the community. However, such
alignment is often challenging and time-consuming, as the
research questions suitable for academic publication may
differ from the research goals of communities. Academic-
focused research which does not benefit vulnerable com-
munities, and thus does not follow the principle of justice,
but which also does not lead to harm is often tolerated
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by vulnerable communities. In such cases, justice-oriented
practices include engaging in the additional labor of pro-
ducing non-academic reports or toolkits on top of the
academic publications – or doing these first and then
writing the work up in academic papers.

Under the principle of Beneficence, researchers must
always minimize harm to subjects: the duties of min-
imizing risk, maximizing benefit, and even foreseeing
the potential levels of risk and benefit belong to the
researchers. By the principle of Stakeholder Perspectives
and Considerations, researchers should also seek to iden-
tify unconsidered or unintended stakeholders and broaden
their analysis of benefits and risks to include these com-
munities. Further, for justice-oriented research practice,
we must not only intend no harm, but be aware of and
acknowledge when we do cause harm; for this we need
accomplices outside academia who trust us enough to let
us know about our harm [43].

Following the principle of Respect for Persons, we
must respect the rights and autonomy of our research
subjects regarding participation in the research. Informed
consent of participants is crucial and “leveraging intended
benefits to coerce or entice consent from subjects fails
the voluntary participation element” [7]; i.e., we must
consider the level of autonomy present in our prospective
participants’ choice to participate and contribute to the
research.

Finally, as always, the principle of Respect for Law
and Public Interest applies: we must honor “laws, reg-
ulations, contracts, and other private agreements” while
upholding “transparency and accountability” [7]. How-
ever, we argue that while we cannot break the law, we
may at times need to be critical of the law when working
with marginalized groups – especially when working with
sex workers and others whose work or identities are
criminalised. If we hope to work towards justice with these
communities, that often means advocating to change laws
and policies – so our work should be useful for this too
where applicable.

4.3. Contributing to the Community

As aforementioned, a key principle of research jus-
tice is ensuring that research empowers communities to
achieve their goals. How research might contribute back
to the community is especially important to consider in
the case of research that follows beneficence rather than
justice in its nature.

We note that some marginalized communities are more
cohesive than others. In the case of highly fragmented
communities or communities with contradicting views, not
all approaches to research justice and community contri-
bution we describe may be practical and other strategies
may be needed. However, we emphasize that awareness of
community norms, values, and needs and alignment with
community well-being is critical in any human-centered
research. Here it is perhaps also to reflect on what we
mean when we talk about ‘communities’ - and whether
the group we are working with are or even should be
made generalisable.

One approach toward justice-oriented research is to
involve community members as peers in the research
(see Section 4.1) and/or to incorporate the community’s

goals into the research (see Section 4.2). Such practices
involve negotiating and acknowledging power imbalances
between researchers, peer-researchers, community organ-
isations, activists, and others who may be involved in
a research project. Bringing in community members to
research teams requires ongoing work to navigate bureau-
cratic hurdles (e.g., difficulties hiring community members
without academic credentials), norms (e.g., payroll and
payment delays), and interactions (e.g., ensuring commu-
nity researchers without typical academic titles – student,
postdoc, etc. – are included and respected). Inclusion of
members from criminalized communities may be particu-
larly difficult.

Another direction toward community contribution is
ensuring that communities have access to research results
so that they can use these results to achieve justice.
Ensuring research papers are open access is a good start,
but it is also important to ensure that research results are
presented in a variety of usable and accessible formats. For
example, under the advisement of community members,
we can create 1-page plain-language briefs or short videos
summarizing research outcomes so that these outputs can
be used in advocacy work.

A third approach to community contribution – and
especially if the research process was more extractive than
collaborative in nature (that is, served the purposes of the
researcher more so than the community) – is to provide
services such as software development, ghostwriting, etc.,
to contribute in a non-research way to the well-being
of the community of study. Alternately, researchers may
consider contributing back to the community by hiring
community members to partake in other parts of the
research such as transcription. And, of course, research
participants need to be compensated appropriately.

A final approach to community contribution and the
practice of research justice includes centering the commu-
nity at all steps including in public science communication
such as panels and interactions with journalists, as we
discuss next.

4.4. Speaking About the Community

When asked to speak on behalf of the community,
whether on panels or in the popular press, researchers
may consider first ensuring that community voices are
centered before their own. This way, community members
may better control the narrative around themselves, their
goals, and their needs.

Journalists or event organizers may ask for community
contacts or guidance recruiting community members. To
protect confidentiality of community members, it is always
necessary to seek permission prior to providing any con-
tact information. Additionally, researchers may consider
providing a guidance document, which could emphasize
the importance of justice-oriented reporting, examples of
best practice participant protections you have implemented
as researchers, the fact that you compensate participants
for their labor, that the population the journalist seeks
to report on may be understandably fatigued from being
over-researched and over-reported, and the fact that work-
ing with marginalized communities requires significant
trust capital. An example of such a document can be found
in [44].



Finally, it is important to consider the angle from
which event organizers or journalistic venues may be
approaching topics related to the community of study.
There are many organizers and journalists who have expe-
rience with sensitive settings. This of course also includes
those who themselves are members of the communities
with whom you are working. These kinds of people can
be strong allies in developing an understanding about
journalistic or event venues to ensure they are reliable
and reputable.

5. Concluding Thoughts

In this paper we offer a set of ethical practices for
security and privacy researchers to consider in their work.
While we focus on practices that we have used in our
empirical research with at-risk populations, we emphasize
that these practices are appropriate for consideration in
nearly all research, whether you build systems, conceive
of novel technologies and their applications, or measure
threats in the world around you. Finally, we emphasize
that ethical practice is a continuing journey. As we evolve
as a research field, so too must our ethical practices evolve.
In this evolution, we must consider how to best center
safety and justice as part of our research practice.
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