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ABSTRACT

This project aimed to provide an exploratory examination of-ambney laundering (AML)
risk assessments in the contemporary context of the-bhaked approach, in which financial
professionals assess the risk to which they are exposed and adi@ble modification
actions in accordance with their levels of perceived risk. In this study, the purpose was to
evaluate the quality of expert judgment and to identify factors that influence money
laundering risk estimates. To proceed along these littese different exploratory methods
were employed. First, an opinion poll was conducted on 1497 individuals who were directly
or indirectly responsible for making AML risk assessments in the real world. This poll
contained questions relevant to the resehrsuch as the contexts and information that
they thought were most useful to form a reasonable belief that particular transactions have
potential for money laundering and the factors that were most likely to influence the quality
of risk assessment deasis in this domain. This was followed by sestmuctured interviews
conducted on nine AML experts based on four themes: the effectiveness of risk
assessments, the risk assessment process, the main factors that influence risk judgement
and perceived processprovement opportunities. The interview responses were then
subjected to thematic analysis. Finally, an experimental study using vignettes was designed
to investigate the quality of probability judgmentin this context. This measured overall
accuracy oAML risk assessments along with performance on various important underlying
Ju%}v v3e }(ip P uvd @ E}ee 0 A 0 }( A% ES]e ~ A% ESe Al
interesting results emerged from these analyses. For example, it was found initiatytteo
short polls that organizational response strategies (such as formulated policies, procedures)
serve as the most common choices for AML practitioners to gauge their risk assessment
judgment accuracy. Therefore, despite the mymiomoted riskbased appoach, in which
financial professionals assess the risk to which they are exposed and adopt suitable
modification actions following their levels of perceived risk, professionals most often
depended either on their organization processes or domicile stayutequirementto build
their reasonable judgment during AML risk assessment. Moreover, this finding also strongly
emerged fronthe semistructured interview analysis. Intriguing results also emerged from
the experimental probability judgment accuracy syudror example, it was found that both

experts and novices were overconfident about their distribution judgments and this effect

2



was slightly more pronounced in the expert group. One manifestation of the overconfidence
effectin both groups was the prefemnee for falsepositive over falsenegative errors.

Notably, novice participants slightly outperformed expert participants in the proportion of
correct outcomes. These findings are discussed in terms of their main contributions to
research and practice, pential limitations of the work are considered and directions for
future research are offered.

Keywords financial institutions, artimoney laundering, expertise, probability judgment,
bias, overconfidace
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CHAPTERINTRODUCTION

1.1 AnOverview

This research project aims to provide an exploratory examination ofraatiey laundering
(AML) risk assessmenitsthe contemporary context of the riskased approach, in which
financial professionals assess the risk to whichirtimstitutions are exposed and adopt
suitable modification actions in accordance with their levels of perceivedliek riskbased
approach to AML risk assessmenmsxedwith element ofuncertainty due to the variable
nature of money launderingrhere are difficulties associated with knowing when a
customer intends to or eventually will get involved with money laundering related offence
There is uncertainty associated with determining potential money laundering risk and there
is areliance on judgmental professional evaluations of the relevant risk indicators. In
contrast to the earlier emphasis on the use of Hlased methodology, wibh involves

strictly adhering to statgprovided rules for the identification of potential money laundering
risks, he riskbased approaches emphasize that AML regulated institutions understand
where their risks lie in order to carry out effective risk @ssmentAppropriate judgment

and confidence levels are vital in this context because wudafidence might lead to

denying financial assistance unnecessarily while overconfidence could lead to trusting and
authorizing a highrisk offender. However, thewglity ofhuman judgmentin this area has
never been examined ia systematic manner¢a, Sanusi, Haniff, & Barnes,

2015).

Accordingly, the main aim of this project@provide an exploratory examination of the
quality of money laundering risk assessment. In order to proceed along these lines, the
following sections provide a definition and an overview of money launddréttaviour a
consideration from prior literatue of the most popular types of money laundering
techniques and the effectiveness of AML risk assessment methods employed in commercial
banks. This is followed by an evaluation of the importance of probability judgmentin risk
assessmentand a discussioritefrature focusing on expertise and probability judgment
accuracy. Based on this discussion, specific resedogttivesare developed. Finally, an

outline for the remainder of the thesis is provided.
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1.2 Money Laundering: An Overview

In general, money landering is the act of concealing the existence, source, or use of illegal
acquired income to appear legitimate (Schroeder, 200(Hough money laundering

activities were originally perceptive as a criminal offence strictly related to drug trafficking,
money laundering crimes have now become an integral part of nearyiminatoriented
activities aimed at generating income. Money laundering activities have contributed to the
continued rise of various crimes. As such results in a more detrimental economic impact
than any other kind of crime since they have many more pté victims than any other

type of crime(Kumar, 2012). For instance, basedioternationallabourorganisation
estimates, forced labar alonegenerateoverUSD 150.2 billion annually, making human
trafficking one of the most lucrative reventgenerating crimes in the world, agithe
incredibly high human costs (FAAPG, 2018). Organised crimindksx evadersgdrug
traffickers, terrorists, insider dealers, and many other criminals need money laundering to
further their goals because it helps them avoid the kind of attention from dlne |
enforcement that sudden wealth from illegal activities brings (Kumar, 2012). Each year,
approximately 25 percent of the world's gross domestic product (GDP), or about $800
billion to $2 trillion in US dollars, is laundered worldwide, according to thigeld Nations
Office on Drugs and Crime (Storm, 2013s0Arom the IMF reports, the money laundering

industry annual revenue may be close to $1.15 trillion (Kumar, 2012).

Furthermore, ¢pbalization hasntegratedinternational financial systems and temblogy in

a manner that made it easier for individuals and corporate entities to communicate more
quickly, deeply, and effectively across the globe, thus giving criminals more opportunities to
siphonenormous crime proceeds from around the world (Schroeder, 200¢. majority of

cash enters the financial system through banks and other financial services institutions, and
theseorganisationsalso play a considerable role in enabling international motnansfers
(Canhoto, 2021)Money mowngthrough the financial systeteawesa verifiable trail that, in
many cases, cabe used tadentify illegal activity, identify those responsible, and pinpoint

the proceeds of criminality that can then be recove(®& Goede, 2012)Consequently,
financial information has evolved into an invaluable investigative and intelligenceTtoel.
moneyo pv E]JvP &E WRgwana&ridwlpundering as a crime and all illicit activities

relating to it as criminal offencg®enetis, 2018) Banks and other private entities undergo
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costly anttimoney laundering procedures to help governments limit the facilitation of

proceeds from crime (Berg, 2020). For instarbanksare required under laws

predominantly based on thBinancial Ation Task Force (FATEfommendations, to meet

intricate compliance requirements, verify thdentites } ( SZ J|E HeStu Ee[ VvV }uE -
funding, and monitor their payments (Pol, 2020). Similarly, underthe proceeds of crime
regulations, all reportingntities such as banks and their employees are required to report
suspicious transactions (FATF, 20Ihemoneylaunderingregulation requiresegulated

businesses to conduct AML risk assessments to determine the likelihood that their

operations could failitate the laundering of criminal proceeds (HM Revenue & Customs,
2021).Forthe staff,the most challengingaspectis developingcriteria toidentify

suspiciousehaviouror transactiong Sinha2014). Withoutquality considerations in bank
AMLprograms, criminals might be able to evade detectidhe consequences such

failureshaveleft majorfinancialinstitutions with penaltiesand costsin thehundredsof

millions (Nyrerdd etal.,2022). Acommonthemein the riskassessmeriiterature is the

emphasis on boxicking, which results in a high false positive rate that undermines the AML

eCeS u[* ((] CU vi[e E %uS S]}v ~ o00 MisesopdraiihfjecostsS oX U Tii
forlaw enforcementagencieshat rely to someextentonthese reports for intelligence

(Amicelle & lafolla, 2018Takats, 2011).

1.3 An introduction t)AML risk assessment

Financial institutions that are regulated, like banks, commercial banks, insurance companies,
securities companiegurrency exchangersnd credit card issuers, prioritize AML risk
assessment. As well as maoher non-financial organizations, including@sinos, gambling
associations, football associations, and real estate developers that are also regulated by
anti-money laundering lawgUnger & Van Waarden, 2013)hus, banks and other AML
regulated institutionsare developgngdifferentmethodsto assessnoney laundering risk in

their customer due diligence (CDD) to satisfy AML regulatory requireni8at®na &

Riccardi, 2019)Though this dissertation examines international AML standards for carrying
out risk assessments by ANkgulated entitiesijt is primarily focused on the AMiisk

assessment practices of commercial banks.

AML risk assessment involves the ability to identify groups of customers with specific

product preference types or exhibiting specific buying behaviour aimed at concealing the
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soure or destination of fundéCanhoto, 2008) The rulebased and ristbased approaches

are two main approaches for carrying out AML risk assessment (Hopkins & Shelton, 2018).
The rule-based approach outlines clear criteria in the form of rules given by the state to
regulated AML businessé&said themidentify potential money laundering risks (Unger &

Van Waarden, 2009and report such activities asispicious activities to regatory

authority (Hopkins & Shelton, 2019Financial institutions and banks have been required to
take reasonable stepsto identify and assess money laundering risks within their businesses
since 2007, as a result of the rblased approach sponsored the Financial Action Task

Force (FATF) for adoption by regulated AML ent{iesTF, 2013). With the ridlased

approach, financiabrganisationsand otherAML regulated entitieare required to reduce

the complexity when making distinctions between sugpis and nonsuspicious cases of
money laundering by focusing more on major areas of their business prone to money
laundering activitiegDemetis & Angell, 2007)The riskbased approach has in recent years
taken over from the rulebased approach as beingg mainapproach for carrying out AML

risk assessment by financial institutioriBello & Harvey, 2017)

The shift in methodology for money laundering risk assessment &are-based toarisk-
based implies suspicious behaviour or activiges no longer defined by thet&te but
rather by the different stakeholders involved in money laundedrignesprevention
(Savona & Riccardi, 201Rik-based implementation has, however, encountessleral
challenges due to inadequacies in the risk theoretical framework for AML (Bello & Harvey,
2017).For example, the construction of the difference between rsuspicious and truly
suspicious transaction is always challenging and this is evidertoe lrigh number of false
positive reports in most AML system around the wdilsemetis & Angell, 2007)
Accordingly Demetis and Ange]l§2007) work calls for more research work on how to
utilize internal intelligence and other resources to help clarifyysvBor distinguishing
between the suspicious and nonsuspicious. In practive  management of AML risk
assessment within regulated financial institutions and banks is largely dependenton

professional perceptions of AML risk opinigiFATF, 2013b; HopkidsShelton, 2019)

Although the rulebased approach reduces uncertainty for decismakers during money
laundering risk assessment since all subjects of the regulation@egewith the same

exactrules(Hopkins & Shelton, 2019), the riblased approat focuses on the construction
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of a riskdefined profile for the targeting of money laundering activitéemetis & Angell,
2007) To aid proper AMtisk assessment using the riddased approach, information
relating to customer background, geographic lbma, business line, product and service

types are usually collected about a prospective customer and profiled in line with the

Jve3]8us]Iv[e % E JA <3 v E E]*I E 3]vBudlfa, POA)TheE Z E

FATF recommends the categorization of these information types into high and low risk
(Bello & Harey, 2017)in order to examine the volume of activitig®emetis & Angell,

2007) HoweverDemetis and Angell (200Aote that the FATF has provided no
guantification for showing how to distinguish between high and low risk and that this
identification is @pendent on the assessor probabilities or numerical estimations of the
AML risk. The work @avona and Riccardi (2014150 notes that little guidance on AML risk
assessment methodology has been provided by academic researchers and suggests the
existence}( P % 3SA v E « E Z E - [ategdohmon®y lgund&dng risk
assessment and that of practitioners, and that this space is currently being occupied by

information technology (IT) and consulting companies.

Money laundering monitoring in fimecial institutions does not only involve the

identification of customer account behaviours but it also attempts to predict future
behaviours of customers. There are elements of speculation faced by the money laundering
analysist duringisk judgmentnd there is also &tronglink between the effectiveness of
risk-based assessment and humgalgment qualityin this contex{Canhoto, 2008) The

present study aims to identify and address the major theoretical gaps in the literature,

which also create voids in guidance for effective AML risksassent in practice. Even

though scholars have noted and studidatrole of risk-based approach ilMLrisk

assessment, the studies are found to generally lack strong theoretical foundations for linking
professional cognitive factors to quality of AML @slsessmentin financial institutions

(Jamil, MohdSanusi, Maisa, & Yaacob, 2022Paradoxically, money laundering risk
assessmentis not just a measurement exercise but a response to set requirements
introduced by the AML regulaty regime championed by the FATF (Riccardi et al., 2019).
These requirements are periodically updated, and guideline statementissued by FATF. For
example, the FATF in 2013 created an AML risk assessment framework to guide AML

regulated bodies during thessessment of money laundering risk (Halliday et al., 2019).
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proceeds is landered (Savona & Riccardi, 2017). A disjunctive synthesis of both the
likelihood and consequences judgments should guide the risk assessment of money
laundering risk. For example, banks may report a transaction as suspicious if there is a high
likelihoodthat the transaction is a case of money laundering occurring or if the
consequences will be severe that the transaction turns out to be a case of money
laundering. Money laundering risk indicators (potential red flags) are also codified in
national risk asessment frameworks as a guideline for identifying instances of money
laundering (Savona & Riccardi, 2017). But guidelines do not usually translate easily into
provider behaviour (Reyna & Lloyd, 2006). Within AML domain, experts must be able to
identify ard interpret erratic trails of crime proceeds across jurisdictions (Fedirko, 2021).
Financial institutions can only see a fraction of the bigger, more complex picture when
dealingwith transactions(FATF, 2022)in fact, criminals exploithis information @p to layer
illicit financial flows between financial institutions within and across jurisdictidrmais,
circumstantialevidencebecomeghe foundationof inferenceto identify whether proceeds
originate from criminal activities (Bell, 2000hterpretation is unavoidable during AML risk
assessmentand all risk judgments, whether based on codified risk categories or a
SE ve S]}v[e }viu] & S]}v o U @®&AMEes}peristadeurice(taiiyat X
the coreduringthe riskassessmerprocedureinterpretationsare contextuallysensitive and
conclusionsareoften probabilistic(Veenetal., 2020). Yet, one critical missing element from
academic literature on AML risk assessmentis the lack of consideration of the accuracy of
professioral probability judgmentin this context. The background of this area of research is

discussed next.

1.4 Probability Judgment Accuracy

Several judgmental contex¢s.g. forecasting, risk assessmengjguire quantifying

uncertainty in terms of probability disbutions (Soll, Palley, Klayman, & Moore, 2022).
Probability judgment accuracy concerns the ability to assess the accuracy of probabilities for
the occurrence of given evenfilkieeThomson, 1998)When examining the quality of
judgmentin an assessmentor prediction context, it is not sufficient to judge the

performance of theassessor solely by how often he or she is correct while neglecting the
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degree of confidence that he or she has in each assessi@entidence can be defined as a
subjective likelihood of its correctness and is one of several forms of uncertainty human
brains encode (Fleming & Daw, 2017; Merkle & Van Zandt, 2@06assessment of

confidence involves assessing whether or not a given answer is accurate based on a
retrospective assessme(bcheiteet al, 2020). Existing experimental research work
suggestsco (] v %0 C-e E]3] o E}o ]Jv 8Z }PVv]S]A }vEE}o }( ¢
formulation. The evidence presented thus far supports the idea that the degree of

confidence in one's choices correlates with the level of knowledge of errors one has made.
For exampleBorracci and Arribalzaga (2018pte that confidence coulde considered an
essential ingredient of success in task accur&sreral tasks involving probability

judgments have demonstrated these patterfigejos, van Deemen, Rodriguez, & Gomez,
2019) for instance in judgment tasks relatirigrensic assessmeng{Mattijssen, Witteman,

Berger, Brand, & Stoel, 202Qurrency forecastingWilkieeThomson, 1998)andnews
judgmentgqLyons, Montgomery, Guess, Nyhan, & Reifler, 20Bbwever, nost attempts to
document the relation between judgment confidence and judgment accuracy have either
lacked statistically significant results or arrivatdmixed results. Miller et al. (2015) study,
synthesized 40 years of research from 36 studies and assessed clinicians' confidence ratings
with mental health or psychological issues based on the accuracy of their judgments. They
demonstrated that confidece is better calibrated of judgment accuracy using a random
effects model, with a small but statistically significant effect (r=.15; CI=.06, .24). While, in
>uv. v D ES_vr>p vVP} ~1iife «3p C A]3Z «3p vSe u []JVP ipg Pu v§
versus generdtnowledge in response to a viewed video of a bank robbery, the study found
that confidence could be a good marker for accuracy with cued recall. However, Luna and

D &S _vr>worksuygested the need for further studies using ecological tests and robust
data analysis methods to confirm the validity of their work. In contrast, Carlin and Hewitt
(1990) found no significant relationship between confidence and accuracy among clinical

psychologists.

Another underlying aspect of judgmentthat can be identifiemn a confidence/accuracy
analysis is resolutio(Gcheiter 2020) an ability to discriminate between instances where an
eventis likely to take place from when it is n@fders, 1963)An individual's resolution is

measured as theorrelation between judgment (e.g., confidence) and success (e.g., correct

20



answer, yes/no) across items (e.g., a question) within a task (Sch20@0).Most study
suggests that propriate resolution decreases with an increase in decision difficulsnayi
either from decreases in discriminability or from increasing demands for speed at the
expense of accurade.g.,Baranski & Petrusic, 1994)letacognitivestudies have shown
that poor calibration and resolution may result from inconsistent probabdisgimates from
the assessor, which again would be a critical problem in the present context as similar
instances should be evaluated in an equivalent mar{eeg. Lingel & Schneide2019
Yates1982) Calibration is the measure used to describe the reegf consistency between
allocated probabilities and actual occurrencédgtéli, Budescu& ArieliAttali, 2020
Lichtenstein et al., 1977). For example, a perfectly calibrated assessor would be correct on
all occasions where he or she provided a proligbof 100%, would be correct on seventy
out of one hundred occasions where he or she provided a probability of 70%, and on 50% of
occasions where he or she provided a probability of 50%, and sbhenmost recognised
cause of poor calibration is overcihence or overreactiofDoyle, Ojiako, Marshall,
Dawson, & Brito, 2021Lichtenstein, Fischhoff, & Phillips, 1982; Wallsten & Budescu, 1983;
Wilkie-Thomson, 1998)In the context of accuracy, overconfidence is the difference
between mearconfidence and overall accuragttali et al.,202Q Brenner, Koehler,
Liberman, & Tversky, 1996Jhe concept of overconfidence has been described as a type of
miscalibration in which the assigned probability of the answers given being correct exceeds
the true accuracy of the answefSkala 2008) It occurs when judges overestimate the
probability of correct answers relative to the probability of their accuracy, underestimating
the probability that the truth may be much further awé$ollet al., 2022) Several studies
have demonstrated that calibration in probability judgmentis adversely affected by
overconfidence (McKenzie et al., 2008)or exampleSkala (2008) found that the principal
facets of modern behavioural finance's conventional dominaniweéoverconfidencere
miscalibration, betteithan-average effect, the illusion of control, and unrealistic optimism.
The consequences of miscalibration and overconfidence have grave consequencesin the
real world because these estimates guide actiond tieve significant and consequential
results.Fischhoff, Slovi@gnd Lichtenstein(1977) among others, identified an essential

v %3 Jv }JA & }v(] v E ~ &Z(3BsinNEr end, mostecent
studies oncalibration studiege.g.Attali et al., 202D are general overconfidence and the

hard teasy effectOverconfidence tends to emerge most frequently during difficult or very
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difficult tasks, whereas underconfidence occurs at easy tasks (where correct answers exceed
expressed probabil judgment).Therefore, understanding the manifestation effects of

AML distribution judgments and homoney laundering riskre miscalibrated becomes

crucial. Although, it is desirable that AML experts can defy the biasing influence from
overconfidenceand they should be more suitable at doing so than novices in an AML
context. However, no prior study in this domain has systematically examined whether this is
actually the caseExperimental manipulations that affect accuracy provide insight into the
underlying mechanismgn the literature, a number of statistics have been proposed for

examining probability judgment accuracy, and the background of this area is discussed next.

1.5 Key theories foestimatingprobability judgment accuracy

Various statistics for examining probability judgmentaccuracy have been proposed in the
literature. Bayesian Networks (BNs), for example, express causal relationships between
events using graphical inference and can be used both for predicting the pliopabi

unknown variables or updating the probability of known variables based on evidence (Kabir
& Papadopoulos, 2019). It follows a mathematical models of reasoning based on Bayesian
inferences, a process for drawing conclusions given observed dataay that follows
probability theory (Costello & Watts, 2014). In a comprehensive review, Musharraf et al.
(2013) evaluated the use of BNs to assess human error probabilities during offshore
emergencies. They demonstrate that the BNs approach adequatedgsss human error
likelihood based on their comparative study. Similarly, the application of BNs in system
safety, reliability, and risk assessment, was recently presented by Kabir and Papadopoulos
(2019). Though BNs have gained popularity in risk assegspplications due to the

u} ofs (0 £] 0 *3Eu SUE U 3Z EBayeshanu} we(E]183]1r &I} ¥(}(
likelihood functions and priors (Endress, 2013; Marcus & Davis, 2013). The Bayesian theory
permits too many arbitrary alterations to liketlods and priors. Bowers and Davis (2012)
explain that this flexibility of the Bayesian theordmsed model could allow the usage of

the model for explaining almost any behaviour as optimal.

The Mean Probability Scores (MPS) is another frequently used agpfor studying
likelihood judgment (Yates & Curley, 1985he MPS is linked to Brier (1950) and is often
E (EEE 8} «38Z ZE)ENMNIE [X/SuUu sp& «35Z ]J(( & v A

probabilities and whether or not the events transpired. The MRS8sdic is a wide gauge of
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overall accuracy that can be broken down to reveal important underlying aspects of
performance, such as calibration and resolution (evturphy, 1973; Murphy, 197

Yates, 1982)Sanders (1963jnalysis on the subjective proge of probabilityforecasting
suggestedhat the Probability Scores (PS) may be expressed as a sum of components which
classify the different underlying aspect of the judgment validity, and nearness to certainty or
deviation. The Sanders decomposition b&tPS can be applied only to forecast restricted to

a limited set of categoriefrates, 1982X DUE % ZC ~id00T U i601T » (LESZ E& A %o
decomposition of the PS to explain aspects of the forecaster judgment influenced by
external factors beyond the control of the forecaster and factors controlled by the
forecaster. Howeveryates (1982yvork on external correspondence first reviewed botiet
Sanders and Murphy decomposition before presenting a covariance decomposition of the
PS that can basefulfor either continuous or discrete forecasts, whereas the others employ

only discrete likelihood.

The presenstudy will adopt an approach that wdbased on Yates (1982), as outlined by
Wilkie-Thomson (1998) in the context of currency forecasting. This approacthand
relating statistics will be described in detail in the thesis. However, in the meantime,
research that has utilised probability juehgnt accuracy approaches to examine the quality

of professional judgmentis reviewed next.

1.5.1 TheHfects of Expertise in Probability Judgment Accuracy

Findingsfrom existing literature show inconsistent conclusions across different professional
domains(Wilkie-Thomson, 1998)In some fields, experienced professionals are found to be
more accurate in their probability estimates than novices. For example, in the domain of
clinical science, BenjamjrMandel, andKimmelman (2017) examined the extent to wini

experts could predict more accurately than novice researchers the likelihood of replication

of significance levels and effect sizes from original cancer stud@sgever, despite their

overall better performance, the study also noted that experts wikalsed knowledge
exhibited significant overconfidence in their area of expertise. Similarly, in other settings
such as forensic sciene.g.,Martire, Growns, & Navarro, 2018gxperts have been found

to produce accurate and well calibratgddgments. In addition, the work of Trueblood,

Holmes, Seegmiller, Douds, Compton, Szentirmai, Woodruff, Huang, Stratton and Eichbaum
~1iide }Jv v GE Ju P ] v3](] 3]}v (}uv A% ES+[ %E} ]Jo]3C A
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a higher degree of discrimirdity than that of novicesWhile Larson and Billeter (2017)

uljveSE s ]Jv SZ JE& *Sp C }v A% ESipg Pu vs HE C Jv & 3]
performance in a competition, that experts gave more critical ratings for low performance
than novicesHowever,tZ @& epose }( DUEE C 3§ oX[e ~Tiiie «3p CU AZ] .
internal and external manipulations of crime causality affected clinical judgment across
three levels of expertise, showed that both experts and laypeople displayed similar patterns

of judgmentwhen determining the dangerousness and responsibility of offenders.
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have performed worse than novicelSor instance, Parr, Heatherbell, and White (2002)
examined thecorrelation between confidence and accuracy for experts and novices in a
wine odorants identification experiment and discovered a stronger association between
confidence and accuracy for novices (r=.60) than for experts (r=OP4¢r studies in
financid contexts have illustrated inverted expertise effestD uE }°op ~ Pvl oU iddoV
Yates, McDaniel, & Brown, 199For example, in a stock price forecasting stixhtes et al.
(1991) found that the predictions of novices were better than those with profesal

E% E] v X dZ « usSzZ}E- }uvs  (}E& SZ « (( Se]v € o $]}v
more established cognitive interpretations of the task. They indicate that more experience
within a domain can lead to a greateamberof beliefs being forrad about the kinds of
data that are predictive of important occurrences. False opinions are straightforwardly
amended in areas where rapid and trustworthy feedback is forthcoming. But in areas of high
uncertainty and less reliable feedback (such as imfired forecasting) greater experience

can result in a greater dependence on weak cues.

1.5.2 The Effects dBenderin Probability Judgment Accuracy

Anotherimportant consideration in the risk assessmentdomain is the inconsistent risk
calibrators across gendekccording to studiesin cognitive psychology and marketing,
gender may play a role in influencing judgment performance at an individual level, with
gender's impact changing as task complexity increases (Chung & Monrog T26ale
Mumford, 200). The firancial industry still faces gender imbalance in the workplace,
including in roles associated with amtioney laundering risk assessment, which are
predominantly male For example, a recentreport on the number of fiithe financial and

insurance employeeia the United Kingdonshowed that as of 2021, there were 516
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thousand male fultime workers compared to 344 thousand female-irthe workers

(Statista, 2022)Understanding how gender plays a role in the calibration and confidence
literature is therefoe important. Similarly, experimental literature suggests females tend to
be less overconfidentin higstakes decisiommaking environments than males (Lackner &
Sonnabend, 2020). Itis, however, difficult to support this claim in the context of money
laundering risk assessment due to relatively few studies on the individaséd role (Isa et

al., 2015). Currently, suspicious activity reports derived from AML risk assessments, most
from financial institutions are of poor quality (Pol, 2020), evidenced kynhigh number of

false positive reports reported in most AML systems (Demetis & Angell, 2007). Hence the
motivation to investigate whether gender might be a factor in how well AML risk judgments
are made in the financial industrg sector where gender impiality persists among the
workforces. Particularly in roles involving AML risk management, which are overwhelmingly
male dominated (Statista, 2022). Identifying opportunities for interventions that can
improve the quality of AML risk assessment reportsrfifinancial institutions may depend

on understanding whether gender differences influence cognitive style in money laundering

risk judgment.

Most studies sugge#ihat females are least confident in matgped endeavours such as
mathematics (Mura, 1987)echnical problems (Rustemeyer, 1982). According to Beyerand
Bowden (1997), females underestimated their overall performance and displayed poorer
calibration on grceivedmale dominated tasks. In tlirestudy, they found thatemaleshad
greater psychological tolerance for underestimatwirerrors i.e., low confidence when one

is right, than nales Different levels of confidence may also explain observed differencesin
risky behaviour across gender (Estes & Hosseini, 1988) insaince Lackner and

A"Yvv v [+ ~Bliidy on gender differences in overconfidence and decisi@king in a
high-stakes environment concludes that women, on average, are less likely to show
overconfidence than their male counterparts. Fisk (20di8)dyanadysed scores from
engineering exams grading for genddfects andconcludes thafemalesare less likely to
achieve the top outcomes because they are less risk aversatiages A study conducted

by Barber and Odean (2001), examined the stock investnnmtwles and females
separately. Their result found that males tratié5% more than females, resulting in lower

earnings for males. They conclude that males are probably more overconfident than female.
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Estes and Hosseini (198850 looked ahow certain personal characteristics affects
investor confidenceThe sibjectsused in tleir experimentwere asked to examine
hypothetical company's financial statements and then decide how much money to invest.
After assessing the correctness of this investment dercjgshe subjects were asked to

§ Bu]v S§Z & PE }( }v(] v Jv ]8X dZ «Spu C }v og = SZ §
making investment decisions was substantially lower than that of men. In an experimental
study conducted by Eckel and Grosmann (20€dmales tend to be more riskverse than
males.Asimilar experimentaktudy by Jianakoplos and Bernasek (1986pdemonstrated
that females possess a portfolio with a lower degree of risk than their male counterparts.
Hence, there is common assertitmat has emerged from existing literature that suggests
that femalesare likely to less confidence than their maleunterparts.Nevertheless,
overconfidence effects may take precedence in AMLassessment ifnale perceive

themselves to be knowledgeah cases of actual instance of money laundering

In conclusion, different contextual settings such as level of expertisgander difference
can influence the accuracy of probability judgment and the above discussion has guided the

formulation of the bllowing researclobjectivestemised in the next section.

1.6 ResearclhimandObijectives

Despite official guidelines, reports of suspicious financial transactions are often made even
when there are no reasonable grounds to suspect thfihancial transaction involves
proceeds from crimegAmicelle and lafolla, 2017). Data collection for thegmse of making

a decision needs to be conducted with a level of due diligence, which allows experts in this
field to make reasonably certainty that they have taken reasonable care and taken
reasonable ethical steps (Maurer, 2005). Due diligence is t¢asnighat it eschews

definitive conclusions but is provisional, probabilistic, and the outcomes are neverreally
known in advanceA weltknown problem in the literature is distinguishing between
suspicious and nesuspicious behaviours (Bello & Harv2§17). Falsepositives and false
negatives are both controlled to enhance quality control of suspicion transactiparting;
however, the pressure is most critical for missing faiegative report§Amicelle and

lafolla, 2018) This could lead to reputainal risk, personalost,and related financial cost

(for example in some jurisdictiofinancial cosimay be upo $2 million plus five years'

imprisonment) With banks becoming more concerned with AML risk assessments, there is
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increasing debate about theffectiveness of the riskased approach, which gives

businesses discretion over what constitutes suspicious transactidosey laundering
detection, for examples significantly dependent on human judgmeas there are no

physical indicators to detéenoney laundering risk (Sinha, 201Fhe quality of AML risk
assessmentis po@Pol, 2020) and this has aonsiderable implicatiomn practice since law
enforcementrely to some extent on the result of the risk assessment for intelligence and
investigdion activities. Human errors seem inevitable in the risk assessment process due to
the considerable involvement of humans in monitoring, managing, and making decisions
(van Duyne, Harvey, & Gelemerova, 2018). Despite these concerns, there have been
relatively few studies on the effectiveness of individbaked roles in assessing money
laundering (Isa etal., 2015). Some recent literature on money laundering points to a need
for more research to link cognitive factors to the accuracy of AML risk assessiment
financial institutions (Jamal et al., 202Bven though scholars in this field have noted and
studied various risk assessment approaches, the studies are found to lack strong theoretical
foundations for linking expert cognitive factors to the quatifyAML risk assessmentin
financial institutions (Jamil et al., 2022)his thesisesponddo this call by pursuing the

following research objectives.

X To examine the quality of AML risk assessment
X To povide an understanding of how likelihood judgments formed within the context
of AML risk assessment

X To develop @uantitative methodology for assessing the quality of AML risk assessment

As stated above, the main aim of tlsigidyis to provide an exploratory investigation of the
effectiveness of profesonal AML risk assessmemsmethod was developed to examine
the quality of AML expertsrisk judgment in terms of performance on two underlying
accuracy componentsalibration,and resolution. This method has been analysed using
vignettes developed from actual cases of money laundering incidences. In this way,
probability judgments have facilitated the study of money laundering risk likelihood
judgment. With proper use of this @thod, it opens up the opportunities faliscoveringa
wider variety of those variables that magnableresearchercomprehendvhen and how

AML experts makeorrectdecisiongelated to money laundering risk.
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Therestof this thesis is outlined as followShapter 2 reviews the existing literature of
specific cases of money laundering behaviour. In doing this, the most common and
potentially serious types of money laundering behaviours are identified which, in turn,
provide data to assist in the formulatiasf vignettes and their subsequent use as
experimental materials (described in detail in the methodology section). Chapter 3 describes
the risk assessment framework fttre commercial banking sector. Chapter 4 outlines the
thesis specific research quest®address in this studgeneral methodology used in the
thesis anddescribes the construction of trexperimental A P v dristruments Chaptels
presensthe first study on factors influencing ANiEk assessment. Chapter 6 presgan
experimental sady that examinsthe quality of AML risk assessme@hapter7 concludes
the thesisby discussing the findings in relation to the original research questions, by
considering the implications of the findings for research and practice, by considering

potential limitations of the thesis and by providing suggestions for future research.
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CHAPTERMONEY LAUNDERING AS A FINANCIAL CRIME

2.1 Background

Chapter2 describes the background and context of money laundering crimes and highlights
somekey potentialfactors that drives the continuous expansion afoney laundering
operations identified in the literatureChapter2 also discusses how various money
launderirg schemes resulted in antoney laundering regulations that the banking industry
has subsequently implemented earrying out AMlisk assessmenin this study, money
laundering is viewed as a criminal offence that@sed ona prior crime,andas a praess
designed to distort the link between wealth obtained from illicit acts by using various
technigues that vary in complexitin chapter 2, examples are presented that illustrate how
banks are exploited by criminal organizations using potentially semooney laundering
techniques that are outlined in appendix @ontinuing the literature review on anthoney
laundering regulationén the next Chapter of this thesi€hapter 3 describes the risk

assessment framework for the commercial banking sector.

2.2 Money laundering crime

It is not uncommon for criminals to commit crimes for the purpose of makiogey. A

money laundering scheme is an action aimed at conceakggtin gains that are intended
for use and making them appear to originate from legéten sources (Baldwin, 2003; Levi &
Soudijn, 2020)In fact,money laundering, anonymity and predicate offences are often
closely connectedAccording to Schroeder (2001), the three main reasons why criminals
engage in money laundering are falows. First, money is used by criminals to sustain
payments for reoccurring operational cost necessary for the survival of their criminal
enterprise and extravagant lifestydeTherefore, since money is the lifeblood for their
sustainability, there imneed to make the proceeds acquired from their illicit activities
appear to be from legitimate sources while spendingit. Second, criminals disguise the
source of their wealth to avoid any linkage with the illicit activities generating the proceeds
becausehe trail can representincriminating evidence of participation in the illicit act when
detected by law enforcement agencidsird, criminals must conceal the existence or shield
ownership of acquired assets obtained through proceeds of illicit acsviteavoid their
forfeiture, which is of significant focus aimed at &gte prosecutors during crime
prosecution.
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But why money laundering crimes continue to thrive globally is an important question that
comes to mind. Findings from existing literatuteoss inconsistent conclusions across

various authorsFor instance, Darbar's (2019) research on the topic of money laundering in
India discovered that there had been no concerted international efforts to stop the crime,
which is a barrier to the current soess of fighting money launderinGonversely, a similar
study byAlkaabi, Mohay, McCullagh, and Chantler (2Cd@ygested that international
collaboration on the fight against money laundering has yielded considerable success within
the last decadeThe sudy noted that, despite this success, more efforts need to be directed
at cultural and historical differences among different countries when constructing strategies
to combat money launderingecausethese factorhave significant influence on natitn

AML regulatory framework and the charactertbkir financial systemAccording to Van
Wegberg, Oerlemans, and van Deventer (2018), in their study on the ways cybercrime
proceeds can be laundered, there are vulnerabilities in the international financiadrayst

and these vulnerabilities are being exploited for the purpose of laundering proceeds
acquired from illicit activitiesln fact,FATF (2018) has expressed concern that it has become
increasingly difficult for countries to enforce their national laws inorderless commercial
environment due to the globalization of trade and communicatioB#obalization has
integratedinternational financial systems and technology in a manner that made it easier
for individuals and corporate entities to communicate mopackly, deeply, and effectively
across the globe, thus giving criminals more opportunitiesiponenormous crime

proceeds from around thevorld (Schroeder, 2001)Schroeder (2001alsofaulted

globalization as a major vehicle for the growth of moraynidering crimes because
globalization offers opportunities for fremarket capitalism expansion that exposes
international financial systems for criminals to access frelg. main factors contributing

to the vulnerability of a financial institution ire¥h's (2019) study on insights into why

money laundering persists in ban&se competitive pressures, shareholder returns
imperatives, and lucrative misaligned incentive structures for managenBenntugarura

and Ssali (202@uggesthe weakness of global regulatory response to money laundering

hascontributed significanty to the growth of the money laundering crime.

In contrast, criminals carrying out money laundering may believe that they can disguise the

source of their illicity acquired proceeds without revealing the illicit act (Johari, Zul, Talib, &
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Hussin, 2020) by exptoig weaknesses in the financial system (Van Wegberg et al., 2018).
The findings of most authors on money laundering show that the ultimate goal for the act of
committing money laundering crime is to ensure criminally acquired proceeds in form of
cash or ¢ther assets derived from illicit activities are in the final form that makes it
accessible for reuse without raising public suspicious on the fund's source of origin
(Roberge, @07). To many, the several services offered by financial institutions make it a
preferred choice for laundering proceedstten fromillicit activities(Isa, Sanusi, Haniff, &
Barnes, 2015; Mabunda, 201&tatistical pieces of evidence and reoccurrgages of

e ee(po u}v C o pv EJVP EJu ¢ %u 0]*Z C A E]}us IuvsE]
agencies annually, to a large extent, support the assumption that financial systems are
indeed the gateway through which most criminals transform their illicitljusred proceeds

into the legitimate economyk-or example, a recent study carried outkgrystin, Mihus,
Svyrydiuk, Likhovitskyy, and Mitina (2026und the global estimates of the extent of

money laundering related activities to within the ranges €2 of the global GDRgross
domestic product While Alkaabi et al. (2010jound some important variation from

Korystin et al. (2020¢stimates for theextensivenessf money laundering in Australia to be
12% of their GDP and that of the United Arab Emirdt¢&E) to be approximately US$ 1

billion or 1.32% of their GDP, pointing out cultural and religious differences as contributing
root causes for variations in success noted against the fight of money laundering crimes
across countries. Section 2.2 of thigpter outlines someasef successfuhstancesof

money laundering crimesonsummatedhrough financial systemsnd banks in particular.

According tahe nature of money launderingt is a criminal offense that stems from
another prior crime~& A E or' E E]Mqneyladiridéring activities offer tharomise
of a process with means to distort the linkage between wealth obtainech indulging in
illicit act. This promisbasenormous appeato potential criminals especially in
circumstances to conceal the source of the wealth, wieky serve asvidence of
participationin an illegal activity liable for persecution by State authorities and further
seizure of thecquired proceeds- } E}A}oel] ~ ~usl}Alrdiichllyj theney
laundering is a criminal phenomenon with evolving meth@dan Wegberg et al., 2018]t
can befacilitated through a human medium such as money m@essons who help third

parties transfer funds usintpeir own personaldentities for commissiorfseeRaza, Zhan, &
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Rubab, 2020) or information technology enabled channels like virtual curreffamechebe,

2020) Criminals exploit these mediums to smuggle bulk casgh cashintensive businesses,
structure financial transactionsyse tradebased laundering, operate shell companies, and
laundervarious forms of digital currengarbar, 2019), which often offer varying levels of

anonymity during the wealth concealment process (Kruisbergen, Leukfeldt, Kleemans, &

Roks, 2019)dZ u}e& ] v&](] o ( SUE }( 3Z A E]lpe EJulv oe[ %o C

behaviour is their preference for cash payment, despite the rapidly changing face of
criminality and the rise of cybercrim@ruisbergen et al., 2019According to Daighaus

(2017), their preference for cash is partly due to cash being a public good that promises ease
of use, convenience, and privacy and is associated with interminably endhairayiours

and social practicedVhile Angel and McCabe (2015) suggestexd ttash payments are

directly between buyer and seller, resulting in no thpdrty involvement in the payment
settlement process, unlike other forms of payment, such as checks or debit cards, which

require third parties, and requires varying levels ofsttu

Findings from existing literature show an inconsistent pattern of what criminals do with the
proceeds of crimedn this regard]evi and Soudijn (202@uggestedhat the nature of

crime committed, theamountof proceedderived thecriminal's personal owrgoals, as

well as the existing AML laws in the country of the predicate crimes are determinants of the
ultimate destination of proceeds of crimes and the method of laundefriings implies that

the process of money laundering canry&om being simple to sophisticate@onsequently

any approach that help facilitate significant amount of proceeds in an effective and quick
way without detection thus becomes a vulnerability in any financial syst&émss, the

concept of riskbased assssment of AML risk became an important foundational principle

to respond to money laundering riska the context of the FATF (2013) money laundering

risk assessment guideline, a money laundering vulnerability is esable or facilitate
occasionfor money launderingcrime. This isbecause money launderers always strive to
identify and exploit vulnerabilitiesCombating laundering crimes involves a judgment call

that considers the impact of mitigating actions like regulation, supervision, and enforcement
to a perceive threat and vulnerabilitfHowever, thevulnerabilities may result from an
exposure created by any particular financial product or industry, supervision inefficiency,

poor enforcement structureyr regulatoryloopholes missed by AML legistats (US
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Treasury, 2018)Taken together, these findings indicate that money laundet@uniques
evolvesin response tgerceived availabl®pportunities and changes in financial services,

enforcement structure and operating regulatory framework.

In this clapter, a review of existing literature on specific cases of money laundering
behaviour is carried out. Therefore remaining sections are presented in the following
order. Section 23 describes the money laundering cycles, types of money laundering
techniguesand case examples. Sectiod provides an overview of AML Scheme in
detection of money laundering activities. Finally, Sectidnp2ovides the conclusion of the

chapter.

2.3 Money laundering cycle andchniques

The analysis above has demonstrated that money laundering does not occur in isolation.
The idea that criminals use a thrgdhase transition (placemenigyer,and integration)

model to make their acquired illicit income appear to come from legitimate ssuhas

been extensively discussed in the literature (e.g., Akyay, 2001; Aljawder, 2018; Liu, Zhang &
Zeng, 2008; Singh & Best, 2018)nghandBest(2019) distinguished the three phases as
follow: Placement refers to the processes by which proceeds asgjdirom illicit activities

enters the financial system as either through cash deposits or through the use of cash for
the procurement offinancialassetdncluding various forms gfrepaid cards and money

orders, with the hope of a possible lodgement istduture predetermined account and

location. Layering, on the other hand, is the process in which the criminally generated funds
already successfully transmitted into the financial system are transformed through arrays of
financial transactions (such asirsfer of the funds to various accounts in different location
across the globe) to break the trail between the final state of the funds and the initial entry
point of the funds into the financiadrganisationsLast but not least, integration is the
procedure by which thesuccessfully layered funds ameintroduced into the legal economy

through an investmenof choiceor a direct purchase of luxury goods.

Not much attention has been paid to the preliminary stage that precedes the placement
stage in most risting literature because most cases of money laundering criinedo this
three-stage model (Soudijn, 20L&8Hencethe preceding stage to placement doest have

significant relevance to the objective of this thesls the remainder of this sectiomo
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recourse will be drawn outside the threstage model and monelaundering crimes will be
taken to imply activities within any of the cycle of the placement, layering, and integration

stages.

Bergstrom, Svedberg Helgesson, and Mérth (20EH)e shownhat the existing strategic
alliance between the banking sector and pulsliakeholdelinvolved in the combating of
money launderingand other financiatrimes may appear straight forward in theory but
distinguishing funds from legitimate sources and thé®en the illicit origin is ambiguous in
reality. Darbar (2019kuggests criminal inconsistent behaviours in choice of money
laundering approaches as one of the possible factors that contribute to this ambiguity
Additionally, research by Irwin, Choo, and {2012) on launderers' methods shows that
criminals have preferences for the placement, layering, and integration techniques they use
and that this is based on the specific circumstances of each individualFk@sastance,

some money launders may peafto use the proceeds of crime to purchase expensive items,
while others may prefer to launder the money through a farming operation, a nonprofit
organization, or an online store. Similar to how cultural norms can vary by nation, so can
behaviourallypatterns on how to launder money may differ across the globe Koker,

2009) Irwin etal. (2012found criminals tend to use more than one type of technique
simultaneously during the process of money laundering because of the conviction that the
more techniques they employ, the more cash they are likely to successfully launder or

conceal within the quickest time.

A common contention that has become apparent from existing literature irdtmaain of
money launderingisk related topicss the notion thatcriminally generated proceeds go
through financial systems unnoticed. For example, the woiRdafneider (2004ajoncludes

that banks and othefinancialrelatedinstitutions have a strategienportant role in the

overall success of any money launderieghniques employed by criminals. They noted that
financial institutions represent the major portal for the transition of criminally generated
proceeds from the underground economy to a legitimate econo&tgrling (2015kuggests
that the process of evolitn for the financial sector in response to competitive market
pressure and anticipated customer new demands has also continued to fuel the growth for
money laundering crimes. In additiolsa et al. (20153emonstrates in their studgn how

banking instititions assess money laundering risk, that money laundering is a real
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challenging risk that banking institutiose faang. The following analysis of realorld
cases involving banks' participation in various money laundering schemes and existing
literature on the main categories of money laundering risks can help to further develop

these findings.

2.3.1 Bulk Cash Smuggling
Bulk cash smuggling is the act of physically moving large sums of cash from one location to
another in an effortto hide the proceeds and a¥deing discovered by law enforcement
officials(FATF, 2015A vital question is whether bulk cash smuggling and money laundering
usually occur together? Criminals have an abiding desire to avert establishing any form of
evidential trail that provides a path for law enforcemtegent tracking Cassella, 2004)n
addition, existing findings on criminal behaviour suggestthat cash is still being accepted as
the most predominant form of payient forcriminal relatedactivities such as illegal drugs
sales, bribery and corruption and other forms of illicit activities or services on the street
(Sterling, 2015) Singh and Bhattachary&2017) study on currency in circulation using
annual panel data of 54 countries found that thportionsof cashin circulation, both
cumulativeandvolume of large denomination bank currenciai® statistically significant
determining factorof corrupton. This assertion is possibly explained from Stefl§(215)
view, that criminals believe that cash payments signify a high level of certainty of the final
settlement. However, the continuous receipts of cash payments outside the legitimate
financial gystemledto gradual stashing of huge cash payments outside the walls of the
financial system and are vulnerable to théfingel & McCabe, 2015)Also, it has been
noted that the desire to place the acquired illicit funds into different sectors of the
manstream economy is crucial to the continuous survival (forinstance, the repatriation of
EpP ulv € C ]*SE] S} &E-[ 8} » oo E+[ <*S3]v 8]}ve }( 82 E&]Ju]
proceeds, and therefore the need for a process with the least evidemihis usually
sought after(Farah, 2010) The choice of direct lodgement of these funds into an account
should be a first option bufoley (2007has demonstrated that the success of law
enforcement organizations in enforcing domestic finahmstitutions' reporting of currency
transactions has caused some criminals to shift their attention away from using banks for
their transactions and toward further consideration of other alternatives, such as bulk cash

smuggling for the movement of tlirecash proceeds.
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Criminals who smuggle large amounts of cash as a technique for money laundering typically
take advantage of the higher bills of each curre(@8gudijn & Reuter, 2016) because

proceeds converted to higher currencies notes are less hiukyng transportation, when
compared to similar value in lower denomination notes. For example, the Portuguese

P}A Evu v3[e ]v]3] o E (p-e--eurd billtodlEi}eponoriy was due to the

primary concern that it will facilitate the movement afroe proceedgBuchanan, 2004)

The target of most criminals who employ the use of bulk cash smuggling techniquesiis to get
their fund to a jurisdiction with pooriiancial system regulations, where it will be easy to

place these criminally generated proceeds into the legitimate econdtayinstance, after

the money has been physically moved out of the country, it can be deposited into a foreign
bank that might notbe subject to any currency reporting requirements. If the money is
successfully deposited into the foreign account, it may then be possible to transfer the
money back to theriginating jurisdictionn the form of a transfer from a foreign

corporation or o invest it in property abroadCassella, 2004)

Some investigatorée.g.,Cassella, 2004; Kobor, 2007; Riccardi & Levi, 2048¢ shown that
bulk cash smuggling &spreferred method by criminals for the transfer of illicitly acquired
cash proceeds across countries' borders because it does not create any track for law
enforcement agents to trail. Another reason why criminals use the bulk cash smuggling
techniques fomoney laundering across bordersis because when proceeds derived from an
unlawful act in a country leaves that country of crime origin, it becomes mpmbklematic

to trace the funds due to the neavailability of a substantive audit trail in the form of
transaction records. Furthermore, when the cash arrives at the criminal desired location, it
provides the criminal opportunities with options to invest the illicitty acquired proceeds
directly in any caslintensive businesses such as bars, restaurantsjlrehops or the direct
purchase of casintensive assets such as cars whuem then beraded in the legal

commodity marke{Riccardi & Levi, 20185ee Appendig, for some identifiedulk cash
smugglingrelatedcases The next section examinagucturing techniques used by criminals

to avoid reporting requirements (Schneider, 2004a).

2.3.2 Structuring
Rules such as the standard reporting threshold of $10,000 and the recordkeeping

requirementin the Bank Secrecy Act (BSA) were developed, amongretdsams, to ensure
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huge financial transactions consummated through domestic financial institutions are
reported to the law enforcement agency for further review to aid detection of criminals
involved in illicit activitiegMeltzer, 1991) However, criminals determined to avoid the

paper trail that the BSA requirement creates will be tempted to manipulate their
transactions to fall below the set statutory reporting threshold, through a process called
structuring(Linn, 2010) Schneider (2020poted that transaction structuring is one of the
techniques that can be employed by criminals during the movement of criminally acquired
proceeds through the financial system to avoid raising suspicious of their financial

transactions.

Structuring refers to the intentional act of splitting an initial large amount to multiple
smaller transaction amounts below financial institutions reporting threshold of US$10,000
and recordkeeping requiremeigchneider, 2020)The Bank Secrecy Act is the statute that
governs structuring (Discussed in section 2.3). While this technique may successfully evade
the currency tansaction report (CTR), but it does occasionally lead to a suspicious activity
report-SAR filing by the financial institution if detected. However, to avoid any form of
suspicious behaviour during the adoption of the structuring techniques in the money
laundering crime, criminals employ the services of multiple entities to carry out various
independent lodgements to split large amount to fall below the reporting limits. Structuring
technique is most often employed during the placement stage to laundér dletjuired
proceeds into the financial system } E}A}oel] ~ ~usl}ASdd Nppenikx 1, for
some identified structuring related case€lhe next section examines cryptocurrencies,

another tool used for money launderir{upuis & Gleason, 2020)

2.3.3 Virtual/Crypto assets

The term "crypteasset” refers to a wide variety of assets today. Crypto assets exist in many
forms, but no widely accepted definition exiskdduben & Snyers, 2020For the purposes

of monitoring and supervision, regulatory authoritiasd standardsetting bodies have

adopted a number of definitionsrypto-assetsA digital representation of money or legal

rights that can be electronically transferred, stored, or traded is referred to as a "erypto
asset" (MLS(2020a) Thecrypto asseis also regarded as a right or interest for the
purposes of defining a provider of a crypasset exchangén the same way that fiat

currencies serve as a medium of exchange, units of account, and stores ofcvghie,
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assetsare digital represerstions of value like Bitcoin, Ether, and Rip(ykes & Vanatko,
2019) Though a virtual currency can be used to purchasewsald goods and services, it

has no legal tender status in some countries. There are currently various types of virtual
currences,and the majority of accepted virtual currencies are created with cryptographic
algorithms and use the blockchain technology to file all executed transaction records in
decentralised, anonymous and irreversible for(Mabunda, 2018) Surprisingly, theapid

growth of virtual currency as an alternative means of payment to the existing fiat currencies
has opened new horizons for investment opportunities both for legitimate usage and by
cybercriminals for money laundering purpodéevi & Soudijn, 2020; UBeasury, 2018)
Transaction anonymity is an important feature enabled by most payment gateways such as
darknet market that accepts cryptocurrency as a means of payment for promoted illegal
goods and services traded in their platforifiSruisbergen et al2019) These illegal €
commerce platforms allow usersto operate perceived or actual anonymity during
transactions and offer an escrow service that relies on technology that conceals their
location and identity from law enforcement agents track{iiéSTreasury2018) Some

countries do not recognize virtual currencies as legal tender, despite the fact that they can
be used to purchase reaforld goods and services. Due to this, priv@nhancing
cryptocurrencies like Monero and Zcash were developed. Theseraies are made
specifically to limit the trailing analysis that is possible with digital currencies like Bitcoin

(Fauzi, Meiklejohn, Mercer, & Orlandi, 2019)

According to the U.S Immigration and Customs enforcement (ICE) forecast, the use of
virtual curencies for money laundering and otherillicit acts will continue to grow as a result
of continuous innovation targeted to improve virtual currencies anonymity during
transactions(USTreasury, 2018)For example, the outcome of most recent investigatory
activities on cases of money laundering crimes has shown that virtual currencies such as
Bitcoin are increasingly being used in the proliferation of online money laundering because
it possesses features that attract the usage by crimifalsichebe, 2020; Malnda, 2018)
Typically, criminals exploit the use of virtual currencies to amount wealth gained from illicit
activities such as Ponzi scheme, online drug sales and corruption because of the promotion

of such illegal trades in the dark web in exchange fauai currenciegVVo, 2020) But what
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are these features in cryptocurrencies that makes it suitable for the act of money

laundering?

Cryptocurrencies operate on the blockchain technology which is a decentralized financial
system that is free from the redatory intervention(Griffin & Shams, 2019yith an

appealing feature that allows the transfer of value in more rapid and cheaply manner even
across borders than through the banking systems with greater anonymity and reduced
oversight(Brito, 2013) The work offeichmann and &ker (2020)found cryptocurrencies
lacked the identification obligations and regulatory supervision found in the regulations that
govern fiat currencies operations in the legitimate economy and as such makes
cryptocurrencies an instrument extremely suitaldor money laundering activities. In their
study, they demonstrated how illicit funds can be laundered using virtual currencies and
concluded that virtual currencies are suitable instruments to commit the act of money
laundering, particularly during thelacement and layering phases. Similarly, the work of
Mabunda (2018)n the examination of cryptocurrencies found that criminals make use of
virtual currencies to skirt existing AML regulatory structure during the act of money
laundering. Alsol.orenz, Sila, Aparicio, Ascensdao, and Bizarro (2020nd that proceeds
from illicit activities cannot be easily detected in the Bitcoin network becatsenally
generatedransactions hidevithin clusters oflegitimate transactionsThough virtual
currencies pos a serious threat as an instrument for money laundering related offences
(Haffke, Fromberger, & Zimmermann, 2018)e transaction ease,i&nabled anonymity,
universally acceptability and decentralization capabilities associated with the user makes
virtual currencies a financial innovation appealing for criminals during the act of money
laundering.See Appendix 1, for some identified virtual currencies related cabeselxt
sectiondetails a revievat some additional strategies that were employed tosgitie
impression that illegal funds came from legal soureeg(incorporating businesses, and

then declaring the proceeds of crime as legitimate incof@chneider, 2004a).
2.3.4 Misuse of legal entities (Shell companies)

Shell company commonly known as an anonymous company or entity that exists without a
physical presence or asset and often used for a wide range of illicit activities such as tax
evasion, corruptionbribery,and money launderingTiwari, Gepp, & Kumar, 202

According tdPacini, Hopwood, Young, and Crain (20E9%hell company is a limited liability
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company or business entity that can existas a privately owned entity or publicly owned, and
with no significant physical asset or business activities. Inegansdiction, the

Jv JE%}IE S]}v % E&} ¢ ¢ (}E *Z cavedélib¥sately eHedp @& estdllish

and very quickly online as part of reforms targeted for growing the number of small
businesses presentin the jurisdictigiindley, Nielson, &farman, 2014) However, the
international rule requires those saddled with the responsibilities for company formation to
confirm the identity of the beneficial owner of the business during company incorporation
because a company is a legal entity that egents a group of people either natural

persons, entities created by State or a mixture of both, with a specific purpose.
Implementation of these responsibilities varies across differentjurisdiction and
circumstances, and therefore a factor with so mamgertainties. For exampl&indley,

Nielson, and Sharman (2018)ork on the effectiveness of the international standard across
182 countries found a significant level of roampliance with the standard requiring

providers obtained certifiegroof of idenity credentialsfrom beneficial owners when
creatingshellcorporations A similar study conducted #®lired, Findley, Nielson, and

Sharman (2017across 176 counties found a substantial number of firms within the OECD
countries were more willing to flouhternational standard than their counterpart in

developing counties or tax havens (These are jurisdictions with the low tax rate for business,

flexible supervisoryegimes,and strong bank secrecy law).

The misuse of shell companies for illicit acts sasimoney laundering is a growing
phenomenon that has continuously attracted academic attention in the field of money
launderingoverthe last two decades. Although the formation of a shell company is lawful
and, can be used for legitimated purposes sushreergers and acquisition®ydogdu,
Shekhar, & Torbey, 20Q7hut most recent literature on shell companies has focused on the
use for illicit activities. For example, the recent Panama Paper leak exposed how public
figures used registered offshores sh@limpanies to conceal the true identities of their
wealth from the public through a complex layering of ownership structidascsics, 2017)
Similarly, the work oPacini et al. (2019n the u® of shell company to facilitate crime

found criminals use shell entities layered in an array of complex networks to conceal their
identity from wealth originating from proceeds of illicit activities. Their work identified three

principles that motivate éminals to adopt the use of shell companies to conceal their
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wealth during the process of money laundering: First, most jurisdictions do not have an

adequate legal structure that encourages recdmeping for beneficial owners of

incorporated shell compaas, and as such increases the challenges for identifying the

natural persons behind most shell company's control and benefits. Second, the availability

of complicit professionals like accountanisyyers,and other professionals with specialist

skills on existing AML structure, for recruitment by criminals to help provide the required

expertise needed to conceal criminal's identity using arrays of shell companies. Third,

criminal has the flexibility to sefp arrays of shell companies incorporated from different

jurisdictions governed by different laws, to increase the difficulties faced by law

enforcement agencies during assets beneficial owner tracking. Surprisingly, some developed

countries law enforcemet agencies have publicly acknowledged the challenges

encountered during the investigation of crime proceeds involving the use of shell

companies. For example, the U.S Immigration and Customs Enforcement (ICE) agency noted

in the US national risk assessmesport for 2018, that criminal consistently makes use of

arrays of shell companies to conceal their criminally generated assets and that there is

currently no systematic ways for unveiling information relating to the beneficial owners of

corporate entites(USTreasury, 2018)They further noted that this complication resulted

from the ease at which shell company are established with little information about the
v3]8C[e }Av E- v $]1A18] » % E}A] HE]JVP *Z 00 }u% vC ]Jv

Lacey and CGarge (2002)analysed the effectiveness of domestic and multilateral policy
reform and found that criminals are more likely to use shell companies registered in the
offshore jurisdiction during the layering stage. For example, a criminal can use set@sl of f
transfer transactions aimed to conceal the source of illicit funds by transferring these funds
to different offshore bank accounts opened in the name of their shell companies and hide
beneath the layers of the bank secrecy laws of the offshore cowstiie facilitate

transactions under secrecy, offshore shell banks equally exist solely to facilitate fund
transfer services for customers who requires the processing of their transactions under the
bank secrecy provided by the offshore jurisdiction of caaemn. WhileWilkes (2020work
concluded that criminal incorporate shell companies mainly to shield their identity and
conceal the wealth created from their illicit activitildowever, with reference to shell

companies in tax havens, the recent attemgpt@ving a minimum of 15% corporate tax on
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global companies tackling profit shiftingvas euphemistically called Transfer pricithat is

now signed by over 130 countries representing most of global economy. This will impact at
least this source of mongaundering. It also shows money laundering success is highly
dependent on policymaking will and global policy integratiSee Appendix 1, for some
identified misuse of legal entities related cas&be involvement of complicit professionals

iIn money lamdering is examined in the following section.

2.3.5 Complicit Professionals

In recent years, the role of certain professionalsin the Legal, real estate, financial services
and accounting professions as potential accomplices in the act of money laundering,crime
have continued to attract focus by various jurisdictions law enforcement agencies and
nongovernmental organizations such as FA&nson, 2016)For instance, the FBI in 2016
renewed its focus on investigations that target professionals, such as brokers, accountants,
and lavyers, who may bableto help criminals move money. This was done as part of

efforts to address the threat of proceeds of illicit origin passing through the international
banking system and across bord€F8I, 2016) While HM-Treasury (2017hoted in the UK
national risk assessmentreport for 2017, that professional services are a crucial gateway for
criminals to disguise the origin of tfE (pv X dZ o % E}( **]}v o[ « EA] » E
for by clients during the execution of some tradelated transactions involving properties,

*Z 00 }u% VvC[e (}E&uU S]}vU A }uvSe }% VvV]vVP Vv }SZ & SC %o -
dealings. As a re#iwof their professional engagementin these transaction types, they act as
an intermediary between their clients and financial institutions. However, this position of
trust is often misused by complicit professional to facilitate the act of money laumgl@m

behalf of others, because they knowingly participants for personal benefits or they lack
compliance with applicable AML procedures unwittingly exploited by criminals for the act of
money launderingAccording to FATF (2018), using specialists aniepsmnal

intermediaries is a tactic used to hide beneficial ownership, especially when the proceeds of
crime are sizable. Benson's (2016) research on the role of professionals in the facilitation of
money launderingoncludedthat the actions, purposesgctors, and relationships involving
professionals like lawyers and financial professionals during the act of money laundering are

complex and variedut how then can the involvement of professional executing
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transactions on behalf of money laundering ctida@ identified is an important question yet

to be fully explained or understood (Middleton & Levi, 2015).

Cummings and Stepnowsky (2014yiew of investigated money laundering cases
demonstrated that the services of a legal practitiomegre used to launder money in
approximately fifteen per cent of cases examined and they made a further call for lawyers
to maintain good practices during dealings with clients to avoid the risk of clients abusing
their services for money laundering. Similar nwéocused on English and Wales solicitors by
Middleton and Levi (2005) suggetitat some legal practitioners occasionally provide
professional assistance to organized criminal groups (OCG) to facilitate money laundering
and this conclusion was made bassuevidence from the reoccurring high number of
solicitors being persecuted for the act of money laundering related crimes annually. While
At liv ~Tii0e. UlveSE S SZ S EJu]lv o ¢ | }usS % E}( ]}V 0]
point to integrate the aminally acquired wealth into the legitimate economy because they
act as a facilitator, that is an outsider whose expertise is contracted by the criminal to solve
logistic bottlenecksThe vulnerability of professional services to criminal exploitation as
willing conspirators or gullible facilitators has recently come under increased scrutiny
(Newbury, 2017)there have been calls from the academic scholars and law enforcement
agencies for a more stringent regulatory regime for some professional ikgels and reals
estate who act as middlemen to facilitate the hidden flow of mo(@ypmwich, 2018)See
Appendix 1, for some identified complicit professional related caSmslly, the next section

examines tradebased money laundering techniques.

2.3.6 Tradebased money laundering

As increased regulatory activities targetedlmamks and other financial institutions to

ensure the safety of the financial system from being abused by criminals continue to yield
success, the vulnerabilities in the international trade system have gradually become an
alternative method for criminalsot exploit for movement of proceeds from illicit activities.
Tradebased money laundering, according to the FATF, is the process of hiding the proceeds
of crime and relocating value through trade transactiaaside their illegal sourcéSoudijn,
2014a). Tade-based money laundering is the deliberate exploitation of legitimate trade
transaction for the movement of illicit proceed. It is a method whereby criminals use

potentially unlawful activities such as false invoicing, mischaracterizing legitimate-trade
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related transactions to circumvent existing AML controls to move proceeds of c(irfel-
EgmontGroup, 2020)Tradebased money laundering involves the movement of funds
consummated by the initiated tradeslated transactions targeted at circumventing existing
AML controls. The crime of traeleased money laundering is unlike other forms of trade
related crimes that involve the movement of stolen goods of goods obtained from an illicit
act. According tddataley (2020) trade-based money launderinBMLis an almost
undetectable technique that transnational organized criminal groups currently use to
launder the proceeds of their criminal activity. Identifying legitimate transactions and their
associated genae documentation is a risk faced by commercial banks during AML risk
assessmentJMLSG, 2020alParticularly, the trade initiators are largely responsible for
dictating the quantity and kind of documentation that a firm receivésgtthermore, with

the diversity of documentation required in trade finance transactions, banks may not be
experts in many types of trade documents received. Such risk is higher in circumstances
where the initiators of those commercial transactions are in alliance to disguiseuhbe tr
nature of the transactions involved. Similarly, existing literature findings have identified
activities of tradebased money laundering as a major cause of discrepancies during the
measurement of international tradeelated data. For exampl&eats (199) assessed

African trade figures and found significant differences in trade figures between African
countries and their partners. Yeats work suggests the cause of this gap resulted from false
invoicing of trade activities and smuggling related activitiisilarly,Berger and Nitsch
(2008) demonstrated in their study on the case of international trade data using import
figure of the five largest importers for the period of 262206, that trade data significantly

correlated with countries level of corrugtureaucracies and volume of smuggling activities.

Most country law enforcement agencies have acknowledged that the risk associated with
the use of tradebased activities for money laundering purpose is significant and not easily
detectable. The United Stiias Customs and Border Protection agency suggest that trade
based money laundering technique is a method currently being employed by criminals to
launder illicit drug's sales proceefldSTreasury, 2018 JMLSG (2020auggests that
launderers usually adophe trade-based money laundering techniques during the layering
and integration stages of money launderirtdowever, they further noted thahere is little

likelihood thatthe trade-based approaclis use during the placement stage. Their work also
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suggestshat the enormous volume of transactions and complexities in financing
arrangements associated with trade finance allows for the commingling of legitimate and
illicit, which helps obscure individual transactions. Typical TBML methdddes activities
relating tooverbilling and underbilling of goods and services, multiple billing of goods and
services, fictitious trades, the use of shell companies, and the investment of incriminated
money in expensive goods (e. g. automobilesyellery, watches, goldhouses, and works of
art. In these situations, working with the private sector and the ensuing reporting practices
of the required parties areontinually very crucial in helping to increase awareness of the
TBML risk (FATEgmontGroup, 2020). These trustworthy supply chains are broken into by
criminals, who use them as a conduit for smuggling illegal funds into the financial system.
Instead of utilizing ay of the standard TBML techniques, they take advantage of these legal

supply chains to transfer their illicit profits to variojsisdictions.
The FATF 2006 report namseveraimethods that serve as the cornerstone of TBML:

{ KA E Z EP]vP \forgoods dmickwices: The essential component of this
technique is misrepresenting the cost of the good or sertodeansfer value. The importer
and exporter being complicit in the misrepresentation in this kind of arrangement is a

crucial enablingdctor.

{ D]*@® % E + v38]vP 8Z «<u v3]3C }( P}} « }E&E « EA] «U ]Jv op JVvP -
no product is moved at all, is referred to as ovard undershipment of goods and services.

Once more, it depends on collusion between the importer and e>grort

{ Duo3]% o0 Joo]vP (}&E 3Z s+ u +Z]%u vS }( P}} » jdall o]A EC }(
for misrepresenting the cost; rather, it focuses on reusing previous records to support

multiple payments for the same shipment of goods or provision of sesviTlomake it more

difficult for one institution to recognize the documents, criminals or terrorist financiers

further exploit this by reusing these documents across multipiancial institutiors.

{ WZ vS}u "Z]% % |]VPW E} P}} o Eaps8r@ork swhaySabticated 00 %o
(JMLSG, 2020a).
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of a good or service, such as shipping a relatively cheap good that is represented as a more

expensive item, or an dinely different item, to justify value movement.

And FATF (2008) noted that over and undesoicing of goods and services in international
trades is perhaps the most basic approach adopted by criminals for transferring illicitly
acquired proceeds acroggrisdictions with a low rate of detection by law enforcement
agencies. Whilele Boyrie, Nelson, and Pak (200®rk on capital flows due to trade mis
invoicing in 30 African nations suggest#imgoicing as an instrument used mainly for
laundering illegdy obtained funds, smuggling related activities and tax evasion. However,
Forstater (2018jrgues that trade mignvoicing is not an approach used by criminal alone
but also an instrument used by some major multinational companies for illicit financial
flows. The findings from these authors suggestthat activities of international trade can be a
disguise for the actual movement of crime proceeds across various country's borders
without raising suspicious attention both from the law enforcement agencieSiaadcial
institution used to finance such trade. Financial institution role in failing to detect
transactions involving proceeds of crime during the facilitation of international tradiste d
payment raises some serious concerns among academic sctasidrspme reasons

outlined in the existing literature. For examphkaheem (2017showed that banks currently
do not have a complete understanding of the types of activities that tladsed money
laundering could presentto the bank and how to adequasslsess their risk of exposure to
trade-based money laundering risk. In his study, he found that, for criminals to bypassed
existing customer due diligence instituted by bank AML systems, they can use bank's
existing and welestablished clients within thbank as front businesses for their money
laundering activities. The work denz (2019)suggests that financial institution perception
of trade-based money laundering risk in trade finance is underdeveloped. Whieem
(2019) work on tradebased money landering risk assessment found that the current
checkbox system employed for risk determinant of money laundering during transaction
review is not sufficient to detectinternational trades payments transactions involving crime
proceeds. Naheem's work poed out the need for a more flexible approach to determining
the overall individual risk. Andeonov, Yarovenko, Boiko, and Dotsenko (2@t®jcluded

that the process of identifying transactions involving proceeds of crimes is quite arduous,
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periodic in natire and significantly dependent on personnel decisions. This study uses the
following case study to highlight how criminals use trades to launder proceeds of crimes.
The Uhited Statesn 2018 released@report that TBMLremains a crucial method of money
laundering connected to cartels and drug trafficking. The report also emphasized how
organise criminal groupare increasingly using TBML and how this can break the connection
between the underlying crime and any associated money laundering, making it more
challenging to link drug traffickers tmoney launderingactivity. Theincreasing usage of
TBML was also raised as an explanation for the steadily declining number of bulk cash
seizures across therlited StatesSimilarly, FATEgmontGroup (2020) also comfied that

the decline in seizures might be a sign thaminal groupsre increasingly using covert
methods of moving money, like TBML. Clothing and sedtardl textiles, like foodstuffs,

are a convincing example of a lexalue, highvolume product that bows for an extended
supply chain, making them appealing for exploitation in TBML schemt&sms of price
misrepresentation to support the laundering activity, the extreme price variability is also

attractive.

Mostrespondents from the private sectgoyimarily financial institutionsbelieve that TBML

is the most difficult type of ML activity to identiffilaheem, 2017)Since TBML is extremely
adaptable and can take advantage of any industry or commodity, it is challenging for
financial institutiongto allocate resources and incorporate the most recent insights into
their business rules and compliance framewofkgsancial institutiongan only see a small
portion of the network because in practice, TBML schemes can inuadwefront

companies and funglbeing transferred between several banks. TBML schemes are so
fragmented, it is inherently difficult for Fls to identify potential TBML schemes based on an
analysis of the entire chain, and in many cases, this hinders their ability to spot
discrepanciesni supplemental documentation and customer profil&ge Appendix 1, for

some identified tradebased money laundering related cases.
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2.3.7 Summary findings of likely indicators of money laundering evidence from the above
case study

TABLEL EXAMPLE OML RISK LIKELY INDICATORS

Money
Laundering
Techniques

Likely Indicators

Bulk Cash
Smuggling

Structuring

Virtual
Currencies

Misuse of legal
entities (Shell
companies)

Complicit
Professiona and
Financial Service
Employees

Tradebased
money
laundering

Customers who only use cash to pay deposits into an account. (2) Multiple payments from thi
parties and subsequentithdrawal of these funds in cash. (3) Disclosed personal profile to banl
mismatched the account operation. (4) The pattern of cash lodgement is usually with higher b
currency or extreme low bills like 5, 10 and 20. (5) Often exchanging bank nothjinéo
denominationforeign currencies.

Customer depositing/withdrawing cash more frequently with amount usually below the statuto
reporting threshold limit of $10,000. (2) Substantial account balance arising from numerous
amounts ofcash deposits into bank accounts over a period. (3) Multiple cash lodgements into
account from across different geopolitical locations.

Several transfers across operated bank accounts of the same companies. (2) Reasons statec
purpose of fund transfer is inconsistent with prior transactions records of the same benefician
Multiple transfers to receivers overseas. (4) Sources of account funding largely dependent on
cryptocurrencies sales. (5) The company have no existioggsAML structure in place to safely
guide its usage for money laundering. @)rrencyexchangerémposedransaction fees that were
significantly higher than those imposed by traditional banks or payment processors for similar
money transfers.

Transferrindarge sums of money into an international bank account, especially if the nation is
location of concemn=~T¢ }u%o V] o[ AV EZ]% *SEMU SUE « Ju%o}e }(
represented as directorshareholders. (3) Shell company operating in anigkarea with no
known legitimate business purpose. (4) Frequent transfer of funds from company operation
jurisdiction to company accounts in an overseas jurisdiction. (5) Different companies usiage
company registered address and same identity of directors. (6) Identical accounting records, \
look-alike material facts used by more than one registered company. (7) Use of Shell compan
incorporated in offshore locations.

The company source of funds is unknown. (2) Professionals managing resource owned by pc
exposed persons (PEP)/high net worth individual. (3) The use of similar entities with identical
ownership structure and trding activities for banking transactions. (4) Professionals use their o
address as aregistered office address for clients during company registration office address.
Purchases made on behalf of clients by professionals.

Movement of large sum transfer transactions between personal accounts and company tradir
accounts. (2) A large sum of debit payment from company account used for real estate and Iu
artpurchases. (3) Multiple credit payments from overséasitparties credited to the company
accounts and subsequent withdraw in cash. (4) Account inflow exceeded declared anticipatec
turnover. (5) A significant number of transfersin and out of a gambling account. (6) Account ir
from third-party transfersised for funding large cash withdrawals and extravagapenditure {)
Payments that deviate from the customer's typisahaviour (8) Animporter who regularly make:
cash payments in advance. (9) Making use of a personal email address rather th&aralated
one. (10) Depending on afinancial institution's (FI) data storage capacity, the obvious recyclir
prior documentation with little to no edits, even down to the date, is permitted. (11) According
research, the exporter has no trading gemce at all. Using residential rather than commercial
space was part of this.
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2.4 Overview of AML Scheme in detection of money laundering activities

2.4.1 Moneylaundering risk and the bank secrecy act

In the year 1970, the Bank Secrecy Act (BSA) was enacted by the U.S. congress as a result of
criminal usage of the financial system for laundering proceeds from drugs t(&tthgige,

1986) The act smulated a recordkeeping requirement that compels financial institutions to
keep records of the identity of persons involved in currencies related transactions within the
threshold of US$10,000 and above. This act was to achieve the following aimsv&srso,

ensure financial institutions retained evidential trails in the form of transaction records
required by law enforcement agencies to trail proceeds originating from illicit activities.
Second, the financial institution sends routine reports of thests of transactions called
currency transaction reports (CTR) to an arm of government with the responsibility to

gather intelligence on a central basis. Third, this act was introduced to discourage the use of
financial institutions for laundering of prbigenerated from drug sales and other activities
considered by the State as unlaw{Meltzer, 1991) Fourth, the implementation of this act

will discourage criminals from using the financial system laundering of their proceeds and
forcethem to get the proceeds of their llicit activities through other ways that increase

chances of detectioisuch as smuggling of cadhinn, 2010)

Notably, the reporting requirement for filing returns on a transaction of du&$10,000
became the cornerstone for the development of AML strategies use for combating money
laundering crimes across the worlflaheem, 2019)The initial enforcement of the BSA
reporting requirement raised some concerns around reporting parameterdiaadcial
institution liabilities in certain circumstances of failing to render these returns. For example,
when customers deliberately structure their transactions to fall below the reporting
threshold. In 1986, the U.S. Congress expanded the Bank &t include the anti
structuring provision, which addresses the situation where customers intentionally structure
their transactions to keep them below the US$10,000 reporting threshold and financial
institution reporting liabilities in such circumstees(Meltzer, 1991) Within this framework,
structuring of a single transaction into multiple transactions to evade reporting threshold is
considered an illegal activity that financial institution must report as suspicious activity

reports commonly called SARinn, 2010) The early enforcement of the BSA reporting
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requirements lead to initial total returns filing of 500,000 CTR by188D and
progressively passed 8 million annual filings by early 198fdtzer, 1991)

The proactive review of these reports is the main source for law enforcement agents to
detect highly risky behaviotinn, 2010; Sharman & Chaikin, 200But there were calls in

the BSA regulated community to simplify astdeamline the CTR returmeporting

requirements asmore burdenis brought to regulator services due to the high volume of
CTR filinggLinn, 2010; Wilkes, 2020)Good reasons were put forward to why certain types

of currency transaction over US$10,08Bould be exempted from being filed as CTR. For
example, there is a need for the free flow of legitimate currency from the banking systemto
the retail business environmeiiMeltzer, 1991)and the ultimate goal of the BSA act is to

filter out transactions that are typically likely to be involved with funds that originate from
illicit related offences. Subsequently, certain customer transactions were exempted on the
ground that the exempted transactions relating to retail and other legitene@ashintensive
businesses must be within a reasonable judgment of the financial institutions, do not exceed
amount commensurate with the customary conduct of the lawful, domestic business of the

customer.

It has beera longstanding traditionfor peopk to conceal the sourceof wealth. However,

this old tradition was brought into light when tHéS made money laundering a crime as

part of its war on drugs in the 19808ware of the global nature of money laundering, the

US put pressure on its-Galliesto join the fight. They established the FATF togetherin 1989
to coordinate their efforts. Although it is only a task force in name, the FATF operates more
like an intergovernmental organization, with a small secretariat based in Paris. At first, only
the G-7 countries and a few other OEQDrganisation for Economic &@peration and
Developmentmembers could join, making membership extremely exclusive. The FATF
published a report on money laundering in 1990 that included 40 recommendations and
backed theBSA reporting requirements as well as the global adoption of KYC policies
(Mulligan, 1998). Due to the cldixe nature of the organization (Drezner, 2007), the
members were able to quickly come to an agreementon a set of standards, the "Forty
Recommendabns," which served as a standard for national antney laundering
legislation.The 40 FATF recommendations were developed with the goal of having the

required nations and entities adopt them as the minimum requirements for their AML
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structuresto combatmoney laundering crime€JMLSG, 2020b). They serve as
recommendations, which are standards of conduct that States may choose to voluntarily
adopt. The recommendation does outline a financial institution's responsibilities for
reporting and observing suspous activity Howeverthe AnnunzieWaylie AML act of 1992

also expanded the BSA act by establishing the suspicious activity report (SAR), which gave
financial institutions the authority to determine which transactions are suspicious rather
than the government (Wilkes, 2020)hs amendmentin the BSA act imposes certain duties
on financial institutions to have a proper understanding of their customer, which
consequentially compelled the need to develop kngaur-customer (KYC) standarf8anks,
professionals, and other AMiequired entities developed policies and procedures in
response, and as part of their customer due diligence (CDD) process, they evaluated the risk
of money laundering that their clients pos€8avona & Riccardi, 2019yhe CDD is a
continuous process that evag with responses to perceive money laundering threats. It
provides a framework for financial institutions to obtain relevant information about a
customer that may be necessary to evaluate and determine the customer's transaction if it
is commensurate withhe customer's legitimate businessto decide when to file FAdrire

1 illustrate the risk assessment framework adopted by financial institutions to mitigates

money laundering crimes.

HGUREL. MONEMAUNDERING RIRESPONSE FRAMEWORK
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Source: Present author (The information used in designing this framework was drawn
extensively from information gathered during the interaction between AML practitioners

and AMLrelated training seminars).

Since the earl21st Centuryconsiderable change has taken place in the methodology for
money laundering risk assessment from the rbkesed to the riskbased, as promoted by

the FATRFATF, 2013a)n contrast to the earlier emphasis on the use of rblesed
methodology, which inveks strictly following statgrovided rules for the identification of
potential money laundering risks, the ritlased approaches emphasize that AML regulated
institutions understand where their risks lie make the riskbased approach effective.
Implying AML regulated entities now take ownership to ensure reasonable steps in the
identification and assessment of the money laundering risk within their business. Given such
shift, there is uncertainty associated with determining, predicting potential futaomey
laundering risk and there is a reliance on judgmental professional evaluations of relevant
risk indicators. Although the implementation of the AML isdsed approach methodology
has differed from one organization to another, the establishment obaglstandard and the
establishment of AML regulatory framework has been generally regarded as the natural
system for AML coordination without paying attention to the accuracy of judgements made

by AML professionals.

One line of thinking is that suspicioastivity reports (SARS) which form the cornerstone of
the AMLframework, globally hang on the loose scales of susp{&amha, 2014; Wilkes,

2020) In reality, what appears to be a straightforward decision is actually a complex
scheme, historically carmeout by public agencies such as prosecutors and courts, now
entrusted to financial professionals. To fulfil this obligation, financial professionals must be
able to discern suspicious behaviour within complex financial transactions using a
procedural riskassessment framewoilCindori, 2013) Chapter 3 provides a description of
the commercial banking sector's risk assessment framework. lealaminedank AML risk
assessment decision processes to understand how suspicious ansluspitious behavior

arerecognized.
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2.5 Conclusion

Money launderers use a variety of sectors, services, transactions, and professionals in the
legal economy in their efforts to legalize the proceeds of illegal activity. Corporations,
domestic banks, money service providers (such as currency exchangecfienk,cashing
businesses, and cash transfer firms), anldost of many other financial institutiorsse
susceptible to money laundering because of their capacity to conceal beneficial ownership.
Despite its criminal undertones, the money laundering predéself is not an economic

outlier; for the most part, it thrives on the same commercial and financial transactions that
are carried out bynostlaw-abiding individuals and legitimate businesses. Ensuring that the
transactions used taonvenethe criminaly generated proceeds appear as legitimate as

possible is, in fact, a key principle of money laurgds apply(Schneider, 2020)

Thischapter provided case studies on the relationship between money laundering,
anonymity, and predicate offences. In doing this, the most common types of money
laundering behaviours and their likely indicators are presented. The review suggests that
bulk cashrsmuggling, structuring, virtual currencies, misuse of legal entities, and complicit
professionals arsome of themost commorusedtechniques for committing the act of
money laundering crime. | analyse these techniques by using actual cases of money
laundering crime committed across 14 countries, in order, to understand their likely
indicators. Furthermore, these money laundering cases, in turn, pro\adgdicturethat
assisted in the formulation of2lvignettes and their subsequent use as experimental

materials in this thesis.

Another consideration in this chapter is thennectionestablishedetween money
laundering risk and the bank secrecy adte review discovered that AML professionals
frequently report and monitor suspicious activities in thekgvorld as opposed to
governmentagencies like prosecutors and coutcommon assertion that has emerged
from existing literature in the field of money laundering is the notion that the construction
of the distinction between suspicious and nonsuspisi@ialways problematic and this is
evidentin the large proportion of falspositive reports in every AML system (Demetis &
Angell, 2007). Similarly, since the e&?list century, considerable change has taken place in
the methodology for money launderinmisk assessment from the ruleased to the risk

based, as promoted by the FATF (FATF, 2013). In contrast to the earlier emphasis on the use
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of rule-based methodology, which involves strictly following statevided rules for the
identification of potental money laundering risks, the ridlased approaches emphasize

that AML regulated institutions understand where their risksdienake the riskbased
approach effective. Implying, AML regulated entities now take ownership to ensure
reasonable steps in thidentification and assessment of the money laundering risk within
their business. Given such shift, there is uncertainty associated with determining, predicting
potential future money laundering risk and there is a reliance on judgmental professional
evaliations of relevant risk indicators. Although the implementation of the AMEhéded
approach methodology has differed from one organization to another, the establishment of
global standard and the establishment of AML regulatory framework has beengner
regarded as the natural system for AML coordination without paying attention to the

accuracy of judgements made by AML professionals.

This Chapter highlight the background and context of money laundering activities as a
criminal offence in an effortp provide a better understanding of the nature of money
laundering crimes and the motivating factors for their continual expansion. Money
laundering crimes also been highlighted as a growing concern for both banks and regulators
due to the anonymity proded by money laundering schemes (Kruisbergen et al., 2019).
Similarly, money laundering risk contributes to several key problems for the financial sector
due to the inherent vulnerabilities within financial institutions' services. Intentionally hiding
illegal financial proceeds in legitimate transactions presents a number of opportunities for
criminal organisationsThe Chapter also highlighted specific case studies on money
laundering cases linked to financial institutions involving proceeds from varyqes of
predicate crimes, including, but not limited to, illicit narcotic drug trafficking, illicit drug
trafficking, corruption and bribery, fraud, and smuggling. The most common money
laundering techniques involve bulk cash smuggling, structuring, Vidwaencies, misuse of

legal entities, and complicit professionals.

In response to the emerging issuass risk judgmentaised in the preliminary literature
review done in this Chapter, the second section of the literature review presented in
Chapter 3 Wl be focused on the risk assessment framework currently employed by banks to

combat money laundering risk and the role of expertsin AML risk assessment.
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CHAPTERBXAMINING THE AML RISK ASSESSMENT
FRAMEWORK FOR COMMERCIAL BANKS

3.1 IntroductionandBackground to AML Risk Assessment

This chapter carries out a literature review of the risk assessment methods currently used by
banks toassessnoney launderingisk in order to improve the understanding of the risk

based approach in risk judgmeithis Chpter aims to provide an understanding from

existing literature on how suspicious and nsuaspicious behaviour are detected during AML

risk assessmentin financial institutions.

Most authors agree that AML risk assessment in the context of thebaskd @proached

(that emphasizes the need for professionals to understand where money laundering risk
lies) is a potential problem in money laundering research. Earlier discussions on the likely
elements of uncertainty in the riskased approach date back weller a decad¢Bergstrom

et al., 2011; Demetis & Angell, 2007; Ross & Hannan, 280d)interest in this topic

appears to have continued relatively persistentto date} JuP =~ v Epue u fitiv
Gelemerova, Harvey, & van Duyne, 2018; Gilmour, 2020; Helg&Morth, 2016; Isa et

al., 2015; Naheem, 2019; Riccardi, Milani, & Camerini, 2019; van Duyne, Harvey, &

Gelemerova, 2018)

The elements of uncertainty involved during the conceptualization of risk contribute to the
vulnerability of the riskbased apprach during money laundering risk assessnm&uss &
Hannan, 2007) Existing literature on psychology and economics often suggest that people
react to risk and uncertainty based on individual prefere(feey, Richter, Schupp, Hertwig,
& Mata, 2021) Leonovet al. (2019)noted the human interface as the most vulnerable
during money laundering risk assessmdiitis is partly because it takes a lot of time, effort,
and judgmentto identify transactions that are related to money laundetiignan

judgment thredens the validity of the decisions in the AML risk assessment process, as it is
widely recognized to have incorporated both the human biases and social consensus in
response to specific AML risk threat that suits the decisiaker(van Duyne et al., 2018)
Although both types of this human error are complicated. The human biases in risk
assessmentis a remarkably fundamental problem because different expertsihearse

conductsof dealing with the uncertainty of their objects and the uncertainty of treaims
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to understanding Fedirko, 2020)Bergstrom et al. (2011noted that one of the main

sources of human bias is operation variance that may arise from a variety of procedures to
detect illicit funds based on money laundering typologies and indicafisks related to the
customer, the nation or region, the product or service transaction, or the delivery channel
are allconsideredn this procedurd Esoimeme, 2018While Gilmour(2020) work on

current challenges during the implementation of the risksed approach found the
approachto be indecisive due to errors resulting from misinterpretation by professionals
during adoption. Gilmou¢2020) alsonoted that FATF provided no deite guidance for the
identification of appropriate risk assessmentto ascertain the right-diigence process for

the identification of money laundering risk.

However, regardless of the ridkased approach procedure adopted, human bias can have a
major confounding impact on anthoney laundering risk assessment decisions, yielding
potentially incorrect judgmenfisa et al., 2015)For example, let us assume that an AML risk
% E}( **]}v 0 ]J* JvE E 8 v &E A] AJvP o the Burpotewiv ] o SE ve
knowing whetherto file a suspicious transaction, one would expect a review of available
customer financial records in addition to evidence supplied by the client for justification that
each transaction in contention is sufficient to arrigea decision whetherto render a
suspicious activity report or noExpert opinions may bias judgments about whether or not

to file a suspicious transaction report if the actual AML risk of the client differs from the
estimate of the expert opinionThus,at least partially, expertbias poses an explanation for
the error observed between the assigned client risk and actual mtaewyleringrisk posed

by the client.

Within the above context, the purpose of this chapter is to contribute to existing pramfess
linking this stanebff by identifying a number of guiding principles that are (a) based on

decision science and existing approaches to AML risk assessment, (b) of practical use to AML
professionals working to screening out true negative during AMLlagskssment, and (c)

ethically defensibility.

This chapter is presented in the following four sectidBsction 3.2 examines the element
of context of risk and Antinoney laundering risks assessmdntSection 3.3, the core

challenges confronted by AMisk professional during AML risk assessment decision are
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identified and discussedkinally, Section 3.4 examines the Ak judgmentind concludes

the Chapter

3.2 Context of risk and assessment.

According to Ross and Hannan (2007), risk refers to circuressamwhere loss is both

possible and preventable. In order to understand and make logical decisions when faced

with the dangers and uncertainties of life, humans created the concept of risk (Elms, 2019).

Risk itself does not exist. By figuring out a wayitualize risk, Demetis (2010) argues that

humanscan transformthe fear of uncertainty into confidence in a clearly laid out strategy

for managing risk. In order to getanuoushandle on uncertainty, humans impose some

sort of structure, but irsodoingintroduce new uncertaintiegDemetis & Angell, 2007).

Making decisions is still necessary despite knowing the statistical probabilities of risk

outcomes andnaking them one after the other may alter the likelihood of future risk (Ross

& Hannan, 2007 Such a requirement has drawbacks and paradoxes because what is

observed is notiskitself but rather an internalized representation of thiagk that must fit

into a category that observation has established for it (Luhm&riRasch2003. In the

world in whch humans live, knowledge is used to generate and hi@hmstancesWithin

the various literature, a considerable amount of evidence has accumulated regarding the
S v 8}y AZ1 Z v ]v ]A] p o[ % E %3]}v }émaig Jv(op v e« 3Z ]

processes. It appears people use their internal risk prefergieey et al., 202]1)and a

combination of their cognitive ability during decision making to evaluate risk outcomes

(Dohmen, Falk, Huffman, & Sunde, 2018judies relating to decisiemaking provides

w85 v3]l o A] v 8Z 5 % }%0 [* % E %3]}V }( E]el-]* v ]vZ E

making process (Wiliams & Noyes, 2007). Perhaps compelling evidence comes from

Alhakami and Slovic (1994yho exammed the variables that affect how risk and benefit

judgments interact, as was observed in earlier researtiey found variance in both risk

and benefitjudgments are influence by changes in the perception of risk and perception of

benefit. Their work suggsts that humans depend significantly on individual perception

when dealing with risk. A similar pattern of findings emerges f&lavic and Peters (2006)

study on risk perception and affetthile Wiliams and Noyes (2003Jso suggested that an

individud risk perception defined their assessment of risk
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In addition to the above findings on the extentto which risk perception influences individual
risk assessment, there is also iacreasingbody ofresearchexamining when human

judgment can be relied upoduring the decisiommaking process relating to risk assessment
(e.g, Noroozi et al., 2013; Deacon et al., 20I)is focus became imperative as most
studies on decision science conclude that human judgmentis highly subjective, and the
magnitude of sufectivity inherent in any risk assessment decision process varies across
different professional domain€O'Donnell & Johnson, 20010 some fields, risk assessment
decisions are predominately dependent on human judgment. For example, in violence risk
assessment, clinician judgment is reported to be the most used practice. However, there
have been high criticism that most clinical assessment of violence is incé8®edman &
Cocozza, 1974Besides, from the 1970s onwards, experimental research by pegisis,
mainly employing student participants, illustrated that human judgmentwas subjectto
systematic and predictable biases when dealing with (i&khneman & Tversky, 1972,

1973) More recent research (e.g., Valaskova, Bartosova, & Kubala, 2019ustested the
existence of cognitive biases in various financial decisimaking contexts. Yet other
literature (Gigerenzer, 2007; Gigerenzer & Goldstein, 1996; Gigerenzer & Todd, 1999;
Litwack, 2001has questioned the highly negative view of humadgment that has

gradually emerged over the years.

Some vital conclusions can be drawn from existing studies on human judgment when faced
with uncertainty.Individual variations in social value orientation, for instance, seem to
affect people's ability tanake decisionéEmonds, Declerck, Boone, Vandervliet, & Parizel,
2011) Similarly, causes of variability in risk assessnassessinthe severity of the
incidentthat may occur and its probability of materializing are significantly related to age
andex% E] v ]Jv SZ %o E (TritkoChis¢lbo,(CTaaillCastrillo, & RubidRomero,
2021) Given this, it is disturbing that limited studies have examinedtimaanrole in
assessing money laundering ridka et al., 2015)Despite evidence that thevaluation of

risk can be hamper when AML professionals have varying comprehensions of money
laundering threats, vulnerabilities, and consequenddkthree elements (threats,
vulnerabilities, and consequences) of AML risk should be evaluated togethe@iMa risk

assessmentFATF, 20:2017)
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3.2.1 AntiMoney laundering risk assessment

According taGordon (2011) the purposes of ariinoney laundering risk assessmentin the
financial institutionfocus on three main objectives. First, it helps to serve as a tool for

(]Jos CEJvP }pusS epue% S 1 vS](] EJu]lv o[+ % E}(]Jo » (E}u Z A]v
to aid money laundering activities. Second, it serves as a transaction records tooldfat

be an evidential instrument required by state actors for criminal persecution purposes.
Third, it serves as a channel to advise state actors on potential money laundering suspicious
behaviour/transactionsConventionally the AML risk assessment i@sed primarily orthe
customesandtheir transaction patterns. Where the scope of the transaction reviewed is
dimensionedto cover four components: the client, transaction data, geography (ceuntry
specific, regional risks and cost) and thgdrty involvemeni{Naheem, 2019)However,

money laundeing risk assessmentis not a specific risk measurement exercise but a
response to set requirements introduced by the AML regulatory regime championed by the
FATHKRIccardi et al., 2019)These requirements are periodically updated, and guideline
statementissued by FATF. For example, the FATF in 2013 created an AML risk assessment
methodology to guide AML regulated bodies during the assessment of money laundering
risk (Halliday, Levi, & Reuter, 201But a critical assessment of research findings on the
banking sector AML system suggests that several factors are mitigating against the
effectiveness of the existing AML structure embedded within the banking syGtasit

2019) In particular, the chances ofiminally generategroceeds passing through the

financial system are high, but the likelihood of a transaction among the millions of
transactions process daily is vdoyv (JMLSG, 2020a)For exampleBergstromet al. (2011)

found that the process for carrying out an AML risk assessment to identify the act of money
laundering seems ambiguous irrespective of the adopted risk assessment methodology.
They also found that the operationalization of the risased modéfor carrying out AML

risk assessmentlack complete details but leftfor the obligated entities interpretation during
necessary procedure setting. Several publicly available AML risk assessments
methodological have emerged to provide AML practitionergesysitic guidance on how to
arrive at a logical conclusion during AML risk assessment of ¢{ifat®na & Riccardi,

2017) The FATF has specifically created the customer due diligence (CDD) framework, which
is primarily intended for use by AML practitiosetio assist them in gathering information for

a process of judgment that will allow one to be reasonably satisfied that one has taken
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reasonable care and reasonable steps during the entire risk asseséiaumter, 2005) In
accordance with FATF recommenidats, financial institutions are required to perform CDD
in order to identify their clients and gather information pertinentto their financial
behaviour. Financial institutions are required to comply with CDD standards in order to
effectively identify, vefy, and monitor their customers and financial transactiqiRATF,
20132017) Banks may be able to prevent criminals from having easy access to financial

services by carrying out CDD effigety.

Money launderingunctionsthrough usageof financial transaction activities, which are not
in themselvesinlawful Hence, AML risk assessmentinvolves the capability to discern
suspicious behaviour within complex financial transactions using agtoal risk
assessment framework. But this poses a range of ethical, empirical, and pragmatic obstacles
when finding specific instances of money laundei{Bgmetis & Angell, 2007; Naheem,
2017; Singh & Best, 2019nd is even more problematic when théedt under risk
assessment has no existing records relating to any known predicate offabeem,

2019) From a decision sciensgandpoint there is good reason to argue that tigetideline
around AML by emphasizing an administratmethodover a qualiative methodto money
laundering riskadministrationcannot work and that thémplementationof the riskbased
strategyin the development of the AML risk assessment system is neither empimcailly
practically defensible. Also, looking from the perspeetiof those involved in combating
money laundering, they are tasked with preventing a crime with very distinct patterns of
operations and are dutpond to complete risk assessments, on some level at least, for all
clients who carries out financial transamt with them or through their various owned
platforms. It is, therefore, important for this study to understand and distinguish the main

risk assessment approaches for the identification of suspicious behaviour.

Typically, researchers and practitionerstaiguish between three approaches to AML risk
assessment: ruldased approach, cadeased approach, and ridkased approacliRoss &
Hannan, 2007) These three approaches differ on some dimensions but, most important, on
the extentto how the understandingf the attributes of risk applies to money laundering.
The rulebased process involves risk predictions that are based solely on the clear formal
criteria given by the state to AML regulated entities for identification of unusual or

suspicious transactia) as decided by the sta{®alla Pellegrina, Di Maio, Masciandaro, &
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Saraceno, 2020; Unger & Van Waarden, 20E8y example, the FATF 40 recommendations
as promulgated in the year 1990 set out the basis of a-balsed AML decisiemaking
system(Ross & Hannan, 2007n it, some rules specify that certain kinds of activities are
prohibited, require certain regulatory arrangements such as reporting transactions over a
specific value to a central regulatory agency, and require action from by aganith
regulatory responsibilities such as customer due diligence, record keeping, reporting of
suspicious transactionsike the FATF Recommendatitd, which expressly prohibits
financial institutions from maintaining accounts that are anonymous or aléhrly fictitious
names(FATF, 2022020b) Decision making under the ruleased approach is straight
forward because the action outlined in the rule applies whenever a behaviour meets the

conditions specified in the statutory law.

Here, the assessor's risk perception or skills plays no role in ascertaining what is required to
make the judgment, as all subjects to the regulation are approach with the precise norms
(Unger & Van Waarden, 2013lowever, at the core of this approach gtessessomakes

two important highlevel decision tasks. First, suspicion assessment decision, which is the
process of deciding whether a financial transaction or a case meets a definition of suspicious
as outlined in the rule. The Second task is to deduhich prescribed predicate offence
underlies the given transaction or case under assessiiggitomarini, Laurenza, &

Sallinger, 2020)Rulebased reasoning is a deductive approach widely employed during the
development of several automated AML risk assment applicationgChi & Kiang, 1991)
However, the effectiveness of ruleased reasoning is dependent on how well the risk is well
defined, as the approach uses existing risk knowledge as the rules to inference about new
problems. Implying any transaeti below this threshold is considered naaspicious. This
feature itself brought about the privileges for criminals to manipulate their money

laundering activities below the threshold of what is defined as the suspicious threshold by a
state. Hence, theule-based approach is relatively inadequate in detecting suspicious
transactions alongShaikh, ABhamli, & Nazir, 20219nd has also been criticized for its rigid,
formalistic, bureaucratic, entailed high administrative burd€dager & Van Waarden,

2013, and excessive erroneous suspicious activity rep@tdla Pellegrina etal., 2020)

Advocates of the rukbased risk assessmentin this context have argued that thebased

framework augments by case studies analysis that provides the necessasyfor informed
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decisions on AM{FATF, 2005)This suggests that the rulzsased may function ore
effectively if implemented from experiences obtained from the cassed analysis, which is
another approach to money laundering risk assessment. Theltased approach to money
laundering risk assessment has an intrinsic foundation on a degisaking theory, which
postulates that people tend to choose acts that performed well in similar cases in the past
(Gilboa & Schmeidler, 1995 this approach, the decisiemaker bears in mind key money
laundering features/indicators noted in previous moneyrdering cases analysis to
uncover hidden leads and patterns that may prove valuable or timely and perspective of
money laundering trendfGao & Ye, 2007)t is an inductive reasoning approach, which
draws inferences of a new case based on the experieleegsed from previous cases
analysigChi & Kiang, 1991; Watson, 199and precedenbased justification. Caskeased
judgmentis an experieneeriented task approach and requires decisiorakers to have
detailed and expert knowledge of money launderirggiaties (Ross & Hannan, 2007)he
assessomakes two important highevel decision tasks to arrive at a judgment. The first
task involves skimming for simplified cases that incorporate the most relevant similarity
features with the task at hand. Thendlsecond task, adapt the features from the selected
casestudy to match features present in the new assessment. Thebased decision
making process has been used in other experieogented domain to acquire solutions for
problems which are not well werstood. For example, in new product development
(Haque, Belecheanu, Barson, & Pawar, 2000prdinating price and capacity decisions
(Jahnke, Chwolka, & Simons, 2008)nical diagnosis and sentencing decision pro¢éata,

1997)

However, the riskbased assessment differs from the rtb@sed and casbéased because it
gives decisiormakers some freedom to decide whether a case was risky, whether it could
be a money laundering case, and whether to disclose it as suspicious (Unger & Van
Waarden, 2013)The riskbased approach emerged as a measure introduced to make
regulated entities focus on actual money laundering risks during suspicious activity
reporting. In this way, the data reliability and accuracy of the SARs reports submitted by
banks should benore productive for usage by regulatory agencies (Dalla Pellegrina et al.,
2020; Ross & Hannan, 2007). Another strength of thelraded approach is that it enables

entities to allocate their resources towards potential vulnerability (van Duyne et dl8) 20
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An underlying assumption promoting the rblased approach is that it concedes money
laundering risks vulnerabilities varies across customers, jurisdictoducts,and delivery
channels. And this allows for more effort concentration on mitigatérd controls

resources towards areas of higher risk vulnerabilifi¢elLSG, 2020b)he riskbased
approach brought about licensing regim&y,Cand ongoing monitoring under the
customerdue-diligence (CDD) obligations, and suspicious transactions regdi@TR).
According to the FATF, a Ablsed approach to AML entails that nations, competent
authorities, and financial institutions identify, assess, and comprehend the money
laundering risks to which they are exposed and implement AML measures comragnsur
with those risks to effectively mitigate them (FATF, 2014). Thebaskd approach suggests
a shift in accountability from public authorities to the private sector by shifting the locus of
regulation to allow businessesto se#fgulate (Ross and Haan, 2007). Thereforexperts
would be best suited to evaluate money laundering rigksnce the riskbased approach
regimes give room for the makeover, for appraisal, for sound judgmentto those closely
involved. That is, AML practitioners are encouraggedssess money laundering risk that is
comprehensive and, includes sufficient breadth and depth about potential th(&a&3 F,

2013a)

The dependence on expert opinion, which is a conclusion derived from their intelligence
data interpretation of known treats, rather than any systematic analysis of known threats

to a business/client, may either understate or overstate the assigned measures for
identified threats during the risk assessment. For exanfpdewerda and Kleemans (2019)
have noted that using gpert opinions to assess money laundering risks can produce risk
misjudgement, served by sedielection that hides the actual relationships between threats
indicators. Their work indicated that the use of expert opinions to assess money laundering
risks oft v. %o % (E 8} %o}ee oo SSE] ud « EJA v C ]Jv JA] p o[ ]vs G
utility theory, where individuals make decisions to increase personal gains when faced with
uncertainty about the outcoméversky, 1967 These findings are consistenttiv Ruan, Yin,

and Frangopd] {2015) work, which demonstrated that risk assessors integrate risk attitude

based on utility theory during risk matrix formation and associated risk assessment.

Some of the uncertainty that exists in AML risk assessmentdisesom the fact that the

elements that determine the risk of each threat are elaborate and challenging to turning the
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concepts into measurable observations (i.e., no clear measures of threat across business
sectors) and, therefore significantly basedexpert opinion(Savona & Riccardi, 2017)
Though, the risldbased approach can be used in any country, by any financial services
institution, and by firms in a range of other sectors, for structuring AML efforts. But the
implementation of this approach #ill at a primordial stat¢ Demetis, 2010) As bodies on

the national level are left to setup their necessary procedures for this approach to work,
and this promotes diversity rather than stringent stand@Bgrgstrom et al., 2011)

Ultimately, each financial institution must demonstrate that their designated AML
programme maintains a reasonable and fisksed set of controls in line with applicable law
and regulation instituted to mitigate the risks of the financial institution being used to

facilitate the act of money launderinQVOLFSBERG, 2021)

AGURE. RSK ASSESSMENT METHODOLOGY

Source: Preserauthor.

Ross and Hannan (2007) suggest three conditions for the implementation of tHeasskl
assessment. First, an agreed AML risk definition; second, measurement model; third, in
depth expert knowledgéwhilethe FATF defined money laundering riskadsinction of

three factors: threat, vulnerability, and consequence, and that the risk assessment should
be based upon a riskased approach, agreed by those parties involved with the risk
identification and analysi§FATF, 2013c)ountries, competent atmorities, and banks must

therefore determine how thenoney launderinghreatstheyidentify might affect themin
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order to assess money laundering r$kATF, 2014)As shown in table 2, money laundering

risk varies across banking activities.

TABLE2. EXAMPLES AWIL RISK ASSOCIATED WITH DIFFERENT BANKING ACTIVITIES

Banking Activities Associated Money laundering risk

Services offered to companies that use cash frequently, high transaction volumes

Retail bankin : : )
9 value transactions, and variety of services.

Wealth Financial services and products are complex, PERswarieed, high value transaction
management take place in multiple jurisdictions, and beneficial owners are difficult to identify.

Investment Assets transferred between parties as exchanges for cash or other assets, layerir
Banking integrating.

The source of funds and remitter information is limited, especially when conductir

transactions with a bank located in a country not compliant with FATF
Correspondent  Recommendations or insufficiently compliant, PEPs may be involved in the oimel
banking of a bank, and transactions with high values.

(FATF, 2014)

Ambiguity in the conceptualization of AML risk camfuse risk assessment decisions and
lead to potentially deceptive conclusions. This ambiguity exists despite the freedom that
banks have in determining the best way to address AML risk associated with their
operations, including those identified in tlmational risk assessment or by the banks
themselvesRealistic decisiomaking often occurs with insufficient time to gather all
possible evidence before a decision must be taken, requiring an efficient process for
prioritising between potential action segncesDue to its elusive nature and paradoxical
nature, the concept of risk creates an element of ambiguity that makes auditing sueh risk
based approaches challengif@emetis, 2010)While the implementation of the riskased
approach has undoubtedly le@ a significant step forward in terms of regulatidittle is
known aboutwhat particular factors influence expert's risk estimates the most during risk
assessmentlo proceed along these lingthis studyexploredthe ambiguity faced during

risk assessentin Chapter 5 (study 1) of this thesis.

According to Bergstrom et 4R011) the riskbased approach, for instance, presupposes the
existence of routines and systems that respond whenever a customer makes transactions
that are deemed to be outside the normal course of business. It also makes it necessary to
find or create normaty models that can depict daily operations. When something is out of

the ordinary, it is marked as suspicious. This framework raises questions regarding the
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attribution of a "grey" identity to lawabiding customers. The ridkased analysis system

may judgethem as "not legitimate enough" (Geig&MWuensch, 2007) eventhough they

may not view them as criminals, which can cause them a variety of idsihes exploring

the riskbased based AML framework, a key aspect that emerges is the role of and function
attributed to AML professionals within the banking sector, who have been enlisted in
policing activitiesAs a result, severalinternational organizations have urged bank
supervisory bodies to ensure banks follow specific due diligence procedures wittd tega
customers by issuing guidance such as the FATF Recommendations, the Bassdyoagper
management of risks related to money launderiagd thelnternational Organization of
Securities CommissionEQSCQPPrinciples paper (JMLSG, 2020b). This is eslyedear

given that the regime demands that banks check the clients they serve and alert law
enforcementto any potential problems. Practically speaking, laws and policies based on
FATF standards mandate that millions of financial institutions and dtheinesses adhere

to complex compliance obligations, confirm the identities and sources of funds of their
clients, keep an eye on financial transactions, and report specific types of transactions and
suspicious activities to the appropriate authoritie[R22020). Thus, the next section of this
thesis examines how AML professionals operate in practice through the customer due

diligence.

3.2.2 Customedue diligence (CDD)

Customer identification has become an essential element of internal control of financial
institutions because suitable customer identification is necessary for financial institutions to
avoid likely misuse and fraud by customers involved in the act of mtanemdering

(Laurinaitis, Stitilis, Rotomskis, Novak, & Lysenok, 2021; Mugarura, 2014). Customer
identification is also known as KneMourCustomer (KYC), and it is a principle that seeks to
ensure that all activities within the financial system are ti@ispecifically identifiable

persons (Sharman & Chaikin, 2009). KYC covers the verification process performed by banks
and other financial institutions to ascertain the identity of customers or businesses they
intend to enter into a financial relationshipith (Kumar & Nikhil, 2020). The identity of a
customer may be reasonably satisfied after the verification of some principal elements by
banks. These elements may include the customer given names, residential address,

employmentand business career (JM|.3@0b). Furthermore, banks must be able to
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identify and verify beneficial ownership to corporate entities customers (Sharman & Chaikin,
2009). The challenges involved in locating beneficial owners (i.e., the natural person(s) that
control or ultimately evn a client on whose behalf a transaction is processed)(JMLSG,
2020b; McLaughlin and Pavelka, 2013). In order to assist AML professionals in overcoming
these challenges, a number of policies and guidelines have specifically developed. For
instance, in ordeto address concerns regarding the adequacy of controls and procedures
that enable a bank to know the customers with wheimey deal with the document

"Customer Due Diligene€EDD for Banks" was published in October 2001 (McLaughlin
Pavelka, 2013)It ispart of CDD to identify a customer and confirm his or her identity using
documents, data, and/or information obtained from reputable sources. This information
may include specifics pertaining to the customer's name, address, date of birth, source of
income, and other official identification. The identity of customers or beneficial owners

must be verified in accordance with the money laundering regulations, and this requires
relying on documents or information from a trustworthy source that is not the ansto
Documents issued by a government agency on behalf of the client may be among the
sources (JMLSG, 2020b).

In executing CDD, banks are not just verifying customer's identities, but also engaging in a
practice that always has the potential to fold bacgkitself and is provisional, probabilistic,
openended, and the ends are never really known (Maurer, 20@)D is not a specific
measure under certainty but rather proceeded from the legal doctrine of reasonable care.
This doctrine is an act requiring &h degree of caution ancbnsiderationto the risk that a
typically discreet and rationaindividualwould use in a similar circumstancghis is a

subjective test to determine whether or not a person was negligent and therefore liable.
Consequently, thact of CDD covers all the processes of gathering specific AML related data
about a customer to carry out risk assessmentand activities monitoring and will allow one
to be reasonably beyond doubt that one has taken reasonable care and steps ethically to
waEE vS & Puo § % The bank's jidgmehg @hich may be based on a risk
based approach, will determine how much identity information or proof to request, the
balance between whatto verify and to be reasonably satisfied as to a customemntyg

and other relevant issugsIMLSG, 2020b).

67



FATF (20:2020a) statesthat banks are required to take CDD measures when: (i)
establishing business relationships; (ii) transactions exceed the applicable designated
threshold (USD/EUR 15,000); (iii) teas a suspicion of money laundering; and (iv) the
financial institution has concerns about the accuracy or sufficiency of previously obtained
customer identification dataNevertheless, despite the adoption of CDD policies and
practices, the anticipatedperational issued interpretation, compliance costs, and scope
continuecontinue to persisfMcLaughlin & Pavelka, 2013). For example, statutes
interpretation and clarification of terms continues to be a problem during the execution of
CDD policiesandpr HE ¢« C vle ~ EP«3E,u 8§ oXU 1iiiv } E}A}o-l]
2020; Menz, 2020)Additionally, it has been challenging to strike a balance between
business efficiency and compliance with CDD measures, both in terms of defining what
should be acceptednd putting in place a riskased strategy that meets the necessary
criteria while actual business operations are being condu¢hdreno, Seigneur, & Gotzev,
2021).

For lowrisk financial products or services that offer appropriately defined and congtra
servicesFATRpermits a streamlined customer due diligence process under
Recommendation 10FATF, 2014)After a business relationship has been established, banks
can use these more straightforward measures to confirm the customer's and the beheficia
owner's identities. As a result, gathering less information (e. g. , not asking for information
about the potential client's address or job), and/or asking for less conclusive confirmation of
the client's identity and the goal and intended nature of thesiness relationship (FATF,

2014). The term "customer risk™ in this context refers to the money laundering risk that a
bank perceivesto be attached to a specific customer. Abéded approach starts with the
premise that most customers do not pose adht of engaging in illegal money laundering.
They must, however, set up systems to profile any customers who may meetthe criteria set
forth by the bank policies or AML applicable regulations and may suggest that they pose a
higher risk of doing so (JMLSIB20b). This risk results from the perceptions of risk related

to the characteristics that make up a customer's profile as well as the risk related to the

products, services, transactions, or delivery channel risk factors that the customer uses.

The veffication of lowrisk customers must be postponed until a risk trigger occurs,

according to Jayasekara (2020), who advocates for streamlined due diligence. The risk of
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money laundering is diminished, for instance, when there is a low threshold for
transactons, a small number of transactions per period, and no eblmssger transactions.

As a result, simpler measures might be adequate (FATF, 2013b). While increased customer
due diligence is required for politically exposed individuals (JMLSG, 2020b) asrkigh
clients like trusts or other vehicles used to hold personal assets, nonresident clients from
nations without adequate AML/CFT systems or safeguards, or firms with nominee
shareholders or shares issued in bearer form. These customer groups are those wh
practice particular professions or use banking services and products where there is a high
risk of money laundering. The following steps are taken by the financial institution to
conduct enhanced due diligence on this group of customers: (i) obtainidijcThl

identifying information from a wider range or more reliable sources and using the
information to inform the individual customer risk assessment; (ii) conducting additional
searches (e.g., verifiable adverse media searches) to inform the indivadstmer risk
assessment (iii) commissioning an intelligence report on the customer or beneficial owner to
better understand the risk that the customer or beneficial owner may be involved in
criminal activity (iv) confirming the source of funds or weattyolved in the business
relationship to be satisfied that they do not constitute the proceeds from crime (v)
requesting more information from the custom@ATF, 2014)As a further guidance, the
FATF (2022020a) introduced and regularly update lists of potentially increased and
potentially reduced money laundering risk factors, structured according to three criteria:
customers, product/ service and from a geographiahp of view. For exampldable 3

below shows an extract of these factors.

AML regulated entities such as banks are required to follow eb@sled approach to CDD,

but the review of current practises indicates that the actual efforts appear to haviedhif

from assessing money laundering risk to collecting documents needed to satisfy regulatory
requirementgMenz, 2020) However, current practice suggests most banks do not focus
their AML risk assessment on a government priority basis but rather ch#miepriorities

to meet technical compliancél.oday, the majority of financial institutions do not prioritize
governmental priorities in their AML/CTF risk assessments. Instead, and largely in response
to supervisory expectations, AML/CTF risk assessnae@tanteredon technical

compliance with requirements rather than the success of the financial institutions' efforts to
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prevent and detect financial crime (WOLFSBERG, 2021). An entemuisesk assessment,
which usually follows this exercise and &ylengthy, intricate, and resulf®cused rather

than processoriented, serves as its typical conclusion. As a result, there is growing concern
that CDD is evolving into a documeatllection exercise to avoid failing to comply with
regulator expectatios rather than an effort to identify and manage risks associated with

the business relationship. However, proponents of risk assessmentin this context have
argued that the CDD measures will allow banks to create a customer risk profile, which will
supportbanks' decisions regarding the amount and type of ongoing monitoring to assign to
the various risk categories of customers (FATF, 2014; JMLSG, 2020b). Applying CDD
measures is meant to gian institutiona solid basis for believing that it is aware of leac
customer's true identity, as well asach accounbeneficial ownes, and that it is confident
enoughto know the kinds of transactions afirtancialactivities of their customer§8IMLSG,
2020b). Risks associated with money laundering can be evaluated loaisa variety of
variables. By allowing businesses to subject customers to proportionate controls and
oversight, the application of risk categories to customers or situations can then provide a
strategy for managing potential risks. The three main @&kdrs are customer risk,
product/service risk, and country or geographic risk. Depending on the specifics of each
institution's situation, different weights may be assigned to these factors (individually or
collectively) when determining the overall risk potential money laundering. As a result,
financial institutionsmust decide on the risk weights on their own. A firm's discretion may
be restricted by parameters imposed by law or regulation. A proper risk assessmentwill also
assist the bank in decidinwhether to begin, maintain, or end a business relationship with a

client.
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TABLE3. FATRRISK RATING

Examples of potentially higher and potentially lower money laundering risk factors

risk factors

Factor Higher risk Lower risks
X The business relationship is conducted in x  Financial Institutions and DNFBPS
unusual circumstances (e.qg., significant Wher_e they are SUbJegt o
unexplained geographic distance between { :’aequ(ljrements ;[jotcom : e;tfmone.y
financial institution and the customer) underingand terrorist inancing
. consistent with the FATF
x Nonresident customers, Legal persons or Recommendations. have effective
arrangements that are persal assetolding implemented those, requirements
vehlcles: . and are effectively supervised or
X Companlgs that have nominee shareholder monitored in accordance with the
or shares n bearerfqrm. . Recommendations to ensure
Customer | X Businessthatare cashtensive compliance with those
risk factor | X The ownershipstructure of the company requirements.
appears Linusual or exvcessively complex gi Public companies listed on a stoc
$Z v SuE }(SZ }u% vC[- exchange and subiject to disclosu
requirements (either by stock
exchange rules or through law or
enforceable means), which pose
requirements to ensure adequate
transparency of beneficial
ownership.
Public administrations or
enterprises.
x Countries identified by credible sources, su L - .
as mutual evaluation or detailed assessme Countries identifiedbyredible .
reports orpublished followup reports, as not| smércte_sl,, ZUCh as mutu?l evaltjatlcz
having adequate AML/CFT systems. ﬁr etal ?f as_ses',o\sl\r/lnl_e/régpor S &
x Countries subjectto sanctions, embargos o aving e e_ctlve. . system
similar measures issued by, for example, th Countries |denfuf|ed by credible
Country or United Nations. sources as having a I.OV‘.' level of
geographic| x Countries identified by credible sources as corruption or other criminal

having significant levels of corrupti or other
criminal activity.

x  Countries or geographic areas identified by,
credible sources as providing funding or
support for terrorist activities, or that have
designated terrorist organisations operating
within their country.

activity.

Product,
service,
transaction,
or delivery
channel
risk factors:

x Private banking, Anonymous transactions
(which may include cash).

x NonHfaceto-face business relationships or
transactions, Payment received from
unknown or unassociated third parties.

Life insurance policies where the
premium s low.
Insurance policies for pension
schemesifthereis no early
surrender option and the policy
cannot be used as collateral.
A pension, superannuation or
similar scheme that provides
retirementbenefits to employees,
where contributions are made by
way of deduction from wages, ang
the scheme rules do not permitth
ee]Pvu vS }( uu EJ
under the scheme.
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x  Financial products or services thg
provide appropriately defined and
limited services to certain types of
customers, so as to increase accq
for financial inclusion purposes

(FATF, 2032020a)

The bank must first be aware of the customer's economic activities in ordégtErmine
which CDD approach is appropriate for the customer before beginning 8iDplified
customer due diligence applies to a list of customers set out by the jurisdiction AML/CFT

§X dZ E J]e v} & <u]J]E u vs 8} A E](C *pe@mMpleyth@AMIE[+ ] v3E]5C
assessment of an individual abstract money laundering risk situation can be assessed based
on the customers, product/ service and geographical criteria. Each of these criteria is rated
to reach an overall score. If the customer gets anrallescore that is within the lowisk
limit, which is the high limit for lowisk simplified due diligence, or the low limit for
enhanced due diligence, the bank has the discretion to decide which risk category the
customer will fall into, based on exisgj similar customers in their portfoli~ATF, 2013
2017) The classification of clients in a class of risk category is dependent on the existing
suspicions of the customer economic actigtiso money laundering risk vulnerability.
Suspicion is higher when CDD outcome of customer economics activities appear complex,
strange or lack legitimate rationale. While the suspicion is lower if CDD information point to
a legitimate rationale. The inteational practice recommends the use of a specific risk
guestionnaire through which a score will be given to the client, based on its characteristics,
which will place it in the risk categories provided by law, respectively: high risk, medium or

low (Grosu& Mihalciuc, 2021)

Consequently, according to JMLSG (2020b), banks must conduct CDD and monitoring for
two main reasons: to assishémin being reasonably satisfied that customers are who they
say they are, to know whetherthey are acting on behalfradther, and that there is no

legal barrier (e.g. government sanctions) in exchange for supplying them with the good or
service they've requested, as well as enabling the company to help the law enforcement by
making information about their clients or theilsjects of their investigations available. In

the end, the CDD program results in the filing of reports about suspicious activity, also
known as "suspicious activity reports” or SARS (McLaugtavelka, 2013)The FATF

recommendation 11, requires thdinancial institution process transactions that are
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apparently economic or visibly of lawful purpose for a client, and to pay special attention to
transactions that appears complex, unusually high, and out of known customer transaction
pattern. The finanial institution must file a suspicious report in circumstances when it
suspects or have reasonable ground to suspects that a transaction appears to be proceeds
from an illicit activitiegGordon, 2011) The assumption is that, compared to routine activity,
a disproportionate amount of unexplained activity is connected to crifweeirod, 2017)As

a result, odd behawur may be a useful indicator of criminal activifyhe reporting

requirement effetively turns banks into governmental agents and erodes the bond
between banks and their clien{®\micelle & lafolla, 2018; Hall, 199%)n obligation similar

to the reporting requirements imposed on certain other professionals such as physicians
and teaches that have benefitted from licensing and bear significant professional duties of
care.Clearly, the benefits of licensing and the costs of professional regulations support the
justification for equivalent reporting obligations in the banking sectoreéras reasonable

to require bankers to report suspicious financial transactions if physicians are required to
report suspicious wounds and teachers are required to report suspicious child abuse. Money
laundering suspicions must, however, apply to all custsrof a banKJMLSG, 2020b)
Although there are numerous flows of filed reports about suspicious transactions, it is still
unclear how many of these are of high quality. Additionally, it is likely that a sizable portion
of highrquality intelligence remamin-house rather than reaching the appropriate Financial
Intelligence Units in the absence of proper definitions of suspicion and@skemerova,

2009) The neksection examines decision making during risk assessment of suspicious

activity report.

3.2.3 Suspicious transaction and activity report

Suspicion, typied as lacking in trust, often revealed by the unwillingness of people to enter
into any bonds with others ithout intensely monitoring the risk of breach of trugdffe,

1999) is not a new concept to scholars. Researchers in the different academic disciplines
have explored the role of suspicion across a host ofrglated constructs, yet the full

effects of the act of suspbn remains significantly uncle@fedirko, 2021) Within the

context of risk assessment, the production of suspicion harnesses the legitimacy distribution
of normal and abnormal conduct, while on the other hand, riskiness drives the level of

monitoring ntensity (Amicelle & lafolla, 2018)This duality is encapsulated concisely within
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the riskbased approach, where risk appraisal plays a critical role in the alignment of
monitoring resources against varying levels of suspicion. That is, higher monitaengity

correlates with a higher level of suspicip@uittet, 2015)

Suspicion is a learned sense that helps systematic guide the search for traces of proceeds of
crimes hidden in volumes of financial transactions. Banks must reach the RGS suspicion
threshold to submit an STR/SAR.a&tivity or transaction is deem linked to proceeds from
crimes to report when the suspicion is trigger by whiFRACoined the reasonable
grounds to suspect (RGS) and reasonable grounds to believe. Suspicion is the searching for,
and interpretation of ureliable signs left by launders during the movement of proceeds of
crimes(Fedirko, 2020) RGS refers to circumstances whereby AML assessors consider the
facts, context and money laundering indicators related to a financial transaction to support
their suspiciorthat a transaction is an act of money laundering without necessarily carrying
out further verification.When there areverified,facts related to transactions that make it
likely that money laundering has taken place, then this means that there are rahkon
grounds to believe that the act was committe&imicelle and lafolla (201&ategorise
ulv C o pv E]JVP Jv ] 3}E+s pv E AlJe] o Vv SE ve( EE ep*%]
refersto simple transactions involving known money laundering pattdratsare easily
identifiable. The transaction patterns are deemed obvious and require less logic to

§ CEu]v ]S + Z]PZoC E]*ICX ZdE ve( EE e*p*%] ]J}V[ H*H 00C
anonymity and scanty obvious direct links with predicate offencalslel4 proposes a

categorized money laundering technique indicators under visible or transferred suspicion.

Identification of suspicious financial transactions remains being a complex problem
encountered by AML practitioner3here are several reasons tbis complexity, including

the lack of specific criteria for determining whether a transaction is suspicious, the
conscious decision of mondgunderers to remain anonymouand the difficulty in

validating the results obtained (Raza & Haider, 2011). HeweSinha (2014) also suggests
the claim of Mr Shah court case judgment pointed out that banks cannot accurately identify

proceeds of crimes.

TABLEA. TYPES OF MONEY LAUNDERING TECHNIRBEEB TYPES
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Money

Information sources most useful to form areasonable suspicion Visible/

Laundering .
Techniques known indicators Transferred
Bulk Cash Visible
Smuggling Physical cash lodgements/withdrawal pattern suspicious
. . Visible
Structuring Transaction patternand bank records suspicious
. . Visible
Virtual Currencies | . . . g
Mixers or tumblers, advanaaixersand privacy wallets suspicious

Misuse of legal
entities (Shell

companies)
Complicit

Professionals anc
Financial Service

Employees

Tradebased
money
laundering

Information obtained from outside sources about the flagged clie
or its affiliates, such amlverse media reports, requests from law
enforcement, as well as court orders and records.

Information obtained from outside sources about the flagged clie
or its affiliates such as adverse media reports, requests from lav
enforcement, as well as court orders and records.

Information obtained from outside sources about the flagged clie
or its affiliates, such as advensedia reports, requests from law
enforcement, as well as court orders and records.

Transferred
suspicion

Transferred
suspicion

Transferred
suspicion

Source: Present author.
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has reasonable grounds to suspect, that funds are the proceeds of crime or are related to

terrorist financing, it shall report its suspicions promptly to the relevabkt Banks should
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(FATF, 2014, p.22). This suspicious report obligation raises two vital questions on the

practical definitions of two concepts & }EP § ~ ,} A FiEst)wihatde the threshold

definition of suspicions within the limit of money laundering? Second, vgazfine as an
activity that generatesiillicit fund? The FATF recommendation 13 refer to illicit funds as

money generated from criminal activitiedydugh some national laws vary slightly with this

standard. However, the concept of suspicion and reasonability remains vague from a

practical perspective due to the absence of definitive guidance as to what constitutes

reasonable ground to suspect, nor thgailability of a standard to measure deviatiaii®h,

2020) There is less theoretical clarity on the benchmark to define the obligation to report

the suspicious transaction, but some conceptual legislative framettasl to limit the

discretion of reporting entities. For example, the FATF recommendation requires the
financial institution to consider and examine to a full extentall transactions that appear
complex, unusual large transaction amounts, and with patsadiiferent from expected

customer behaviour, and determining their economic intention behind such transaction
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(Mugarura, 2014) Despite that, the function of a reporting entity does not include the

investigation of suspicious transactions but just assemglfiacts necessary to establish that

w

a transaction may suspiciously originate from crime proceeds}EP § ~ ,} A SHIU 1iid-

the process to identify suspicious transactions linked to proceeds of crimes is invariably a
complex problem (Raza & Haid@f11). Hence, this section reviews the current suspicions

construct within the AML risk assessment process during suspicious transaction reporting.

According tdFATF (2014¥inancial institutions should ensure continual monitoring of
customers transa@n to determine consistency with the CDD documented risk and
customer activities profile. This monitoring process is a vital component of the AML risk
assessment framework for screening for and singling out unusual movements of potentially
suspicious tragactions(Amicelle & lafolla, 2018)Failing short to detect suspicious activities
that result in an actual case of money laundering consummated through a financial
institution, regardless of how obscured, is seen as a total failioe instance, the bankay

be fined for AML violations if a customer used the bank's systems to send or receive a bribe
and the bank neglected to identify and report the transact{@elemerova et al., 201.8Not

only is the compliance standard for monitoring transactions lagt sanctions overly

harshly, but compulsively tracke@hough there is a general feeling of frustration among
AML professionals about the lack ofinconsistencies the guidelines provided by AML
regulators regarding the core components of their AML obligations, like CDD checks and
STR/SARZavoli & King, 2021)The lack of clarity regarding thele of suspicion during

suspicious transaction review partially stems from two major challenges. First, from the

literal broad scope of suspicious behaviour (Raza & Haider, 2011). Second, the capability for

banks to adequately develop suitable criteriaidientify the money laundering transaction
behaviour Ginha, 2014)Critically, even when set compliance standards are met, it is still
likely that substantial amounts of quality intelligence remain within the bank and never get
passed onto the relevant atutory agencies due to the absence of definitive boundaries of

the concept of suspicion and ri¢icelemerova, 2009)

The work oZavoliand King(2021) on the challenges of implementing AML regulation found
SARs as an activity that is dependent on expert perceptions and choice. They pointed out
the lack of a specific standard during transactioniesv as a noted reason why AML

% E}( **]}v 0° % V H%}Vv S5Z J]E ]v ]JA] p o[* %o E %3]}ve Vv
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are often driven by the perceived topology of money laundering indicators discern during
customer transactions scrutingGiseSproie, lodorova, Murniece, & Voronova, 2020y his

is usually achieved using a test of economic rationality ascertained from information
gathered through CDD measuf@s<elrod, 2017) In this instance, the CDD measures

provide the evidence base justificati for a reasonable ground to suspect which
transactions are proceeds from lllicit origiidall, 1995; McLaughlin & Pavelka, 2013)
Implying the act of suspicious activities reporting relies on the AML professional probability
judgment on what constituents pvpep o SE ve SJ}vX , v U SZ % E §]
monitoring and the underlying reasoning of intuition has turned suspicion into verifiable,
actionable intelligence. Ideally, actionable intelligence allows experts to choose between
available altematives with a course of reasonablené&sandy Jr, 2012However, the

judgment formulation process to arrive at reasonable suspicion justifies questioning the
possibility of experts to access sufficient objective infotiotaon money laundering acts,
required to estimate the level of risk in each transacti¢rerwerda & Kleemans, 2019)

These findings further lead to a fundamental question bordering around the overall
effectiveness of professional AML risk assessmentjeldy. How do AML professional build
the judgment process to arrive at a given estimated probability of the likelihood to suspect

or not to suspect?

An expert must apply an economic rationality testin order to detect transactions that may
be unusual or at, supported by a rational economic explanation from the transaction
related parties(Axelrod, 2017) There is a fundamental assumption that any financial
transaction or activity that deviates from the expected customer transaction behavioural
pattern is considered suspicious (Raza & Haider, 2011). Transaction monitoring is the first
key component required to detect this behavioural deviation in an expected pattern, herein
referred to as suspicious or unusy&ordon, 2011) Here the documents gathered through

the CDD provide a basis for establishing transactions rationality. For example, a transaction
may not appear suspicious the surfacebut a review of additional contextual factors may
create suspicion. On the other hand, a transaction's context, which may have seemed odd
or suspicious at first, might turn out to be legitimate after additional CDD measure analysis.

Essentially, a suitable CDD documentation review can provide justificatiomidgnaallow
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banks to apply for exemptions from the reporting requirement or give reasonable ground to

suspect a transactiogHall, 1995)

The FATF has developed various observable methodalagiidance for detecting

suspiciais transactions based on collaboration with organizations committed to
implementing antimoney laundering policies and initiatives (examples include the
Asia/Pacific Group on Money Laundering (APG) and world bank; FAT2020)3 The
methods are summednder the following four thematic phase@) detecting and

identifying suspicious transactions; (ii) evaluating the facts and context surrounding the
suspicious transaction; (iii) connecting money laundering indicators to the assessment of the
facts and catext; (iv) and making the suspicious judgment, where the expert explains how
the facts, context, and money laundering risk indicators allowed to reach a grounds for
suspicion(FINTRAR020) These measures typically aid a bank to form a suspicious
judgment, and it is crucial to understand their dimensions and when they are especially
likely to be a problem. Therefore, the next section of this thesis examines each of these

measures.

3.2.4 Screening for and identifying suspicious transactions

The act of screening for and identifying suspicious transactions traditionally relies on human
judgment(Hopkins & Shelton, 2019pbut the use of automated systems followed by
judgmental validation byinancial professionals has become increasingly comimmetis,
2010) For some banking activities, where numerous lasgale transactions take place
frequently, this approach appears appropriatdence automated systems may be the only
representational realistic method that helps financial institutions track customer

transactions instantly for suspicious activiti¢gBATF, 2014 D}+*S vie[ E Puo S}E- u v
the use of monitoring syem solution by banks for AML transaction screening. Banks
essentially use behavioural/transaction monitoring solutions to flag up transactions for
further review by amanalyst JMLSG, 2020b) These automated screening solutions may
exploit customers riskating, location risk rating, transaction channels risk rating or any

other risk rating factors approved by the bank AML policies to identify money laundering
typologies and indicators in their processed transacti(asoimeme, 2018)These

automated soltions are models driven by fixed rules that are subject to calibrated limits

(RochaSalazar, SegovMargas, & Camachdifiano, 2021)used for transaction outlier
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detection. A model can be any system or procedure that imitate a predefined rule to
reduces tle initial complexity of monitoring large transaction sets for easy inference
(Demetis, 2010)Raza and Haider (2011) noted that a transaction that does not conform to
the expected behaviour of a customer is suspicious because it is an outlier. According to
Hawkins (1980, p.1;3Z ]v3u]3]A (1v13]1} vould bewar}gbserya@nAvhich
deviates so much from other observations so as to arouse suspicions that it was generated
C ]1(( & vS u Herednring sélutions detect for outliner in transactions through
two criteria (Zhu, 2006) First, it compares customer occurring transaction record against
account historical transactions patterns, which are considered consistent with customers set
CDD parameters. Second, it compares customers transgaéitiarn against similar peer
group to determine if the behaviour is unusual. For example, it will be suspicious if the
income generated by a local petrol station looks exceptional high compared to other petrol

service outlet in the same locality.

The FATE2014) recommends that the intensity of the extent and depth of transaction
screening solution should be a function of the fisksed approachit is implied that in
situations with higher perceived risk, more intensive monitoring should be required, while
situations with lower perceived risk, banks may choose to reduce the frequency and
intensity of monitoring.The use of automated systems during the screening of suspicious
transactions requires a highly prescriptive approach to the risk assessmeat bas
specified money laundering indicators checklists. Each mdaugydering indicator is
assigned value@errell & Van Horn, 2010)eading to an overall weighted value used for
the risk prediction (e.g., high risk, mediuisk, and low risk Michie andCooke, 2007). Then,
a general behaviour is a model as normality behaviour across for all customers profiled
under the same segmented rigkiting classification, for screening solution to detect an
abnormality. Thus, customer individual unique circumstanper situation outcome are not

adjudged during model screening functionaffyemetis, 2010)

The definition of (ab)normality is the trigger component for screening solution to decide
what to look for(Amicelle & lafolla, 2018)That is, if there is a breach of the normality
constructed, the system generates an alétence, the alert systems depend on the
combination settings of the screening parameter of risk and (ab)normality. There is a

substantial amount of anomaly screening techniques suggested in the literature to detect
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suspicious financial transactions. Soex@mples include clustering frequent pattern

analyser (Gao & Xu, 2009), social networks analyser for social behaviour (Colladon &
Remondi, 2017), and clustering frequent pattern visualization (Umadevi & Divya, 2012). Yet,
despite the increasing advancemdan AML screening technology, the limitation to
independently validate each transaction authenticity as suspicious remains an imaginative
evolution yet to be a witness. Consequently, the task of monitoring money laundering risk

by system remains a core f@ect of AML researchers and practitioners in practice.

Automated systems driven by robust information technology have always been critical parts
of the process for financial institution screening for and identifying suspicious transactions.
But the resultng high volume of falspositive alerts generated by these systems continues
to be a major challenge encountered during uségeen, 2020)As such, only a trivial
percentage of these generated reports result in actual suspicious activity report (S#R) fili
Furthermore, money launderers pay special attention to ensure their transactions remains
normal as possible to avoid detections as outliers (Raza & Haider, Zairlinstance, the
majority, if not all, computer programs used to detect suspiciousdeations generate a

large number of "false positives.". Usually between 95 and 98 percent of results are false
positives. These false positives must be verified by human investigation to determine
whether they are perceived to be linked to proceed frommas, which must be reported
(Lannoo & Parlour, 2021)Conversely, financial institutions have continued to invest in
people to acquire the required skills, since suspicious activity reporting relies on the
investigation of alerts as problems that shed tigin situations that disturb a set of
expectations about normalitfAmicelle & lafolla, 2018)To arrive at a judgment if a

suspicious transaction flagged is linked to illicit activities requires further assessment of the
facts and contextual elements inlved in the transactiolFINTRAC, 2020Fonsequently,

the section next examines facts and context, which are factors considered to create a

picture that supports the AML practiti@m in forming a suspicious belief.

3.25 Facts and context

Facts and the context surrounding a transaction provides pathways to arrive at a suspicious
judgment(FINTRAC, 202@Richardt(2021) defined facts as something that has happened or
things that exists and can get confirmed by different, independent souFaets regarding

a transaction, for instance, might include the day, hour, place, sum, or category of bank
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service product. Aditionally, information about a suspicious transaction may include the
financial history of an account, business lines, customer account information, or personal
contact information for a customer or corporate entitfccording taGordon (2011)

suspicionis the conclusion arrived after consideration of relevant facts surrounding a
transaction that point towards evidence of money laundering. Here, the transaction context
plays a significant role in determining suspicious transactions. Contextis the atform

that clarifies the suspicious facts in a transaction to aid judgment relating to suspicious
transactions(FINTRAC, 2020The contextis essentially required to differentiatetween

what may make a fact in a transaction appear suspicious or not, in each scefario.
instance, a person making deposits to a personal account might have an income or job that
is inconsistent with the amounts of the deposits (fact) and may alspkbanging the

justification for their deposits without being able or willing to do so.

The strength of the evidence pertaining to money laundering is highly transasgienific

and contextsensitive For some transactions, the evidence that indicatest ¢ transaction
source of funds may originate from illicit activities may be obvious, but others require
proper interpretation of suspicious behaviour hidden between lines. Consequently, the
significance of the evidence varies according to the complexitie money laundering
techniques employed by launderers. Facts relevance and context are crucial to decision
making(Rubinson, 2010)The relevance of facts and context enable experts to distinguish
between what might be suspicious and what ntigiot make sense in a particular situation.
The AML practitioner in a bank is an expertwho produces specific facts relating to money
laundering crimes. These facts include data about the customers' identity, transaction types,
transaction pattern and othedata relating to each customer that should aid an
understanding of the context data when put together to decide that each transaction
traceable to an individual customer is economic rational or not. Typically, facts within this
circumstance may originatiarough either analysis theorladen, or mediation approach
(Rubinson, 2010)These analyses differ on some dimensions, but the degree to which the
risk gradation is subjectively or objectively based is the principal deviation. On one end of
this ambit, the theoryladen approach hold that facts observe or perceive during risk
prediction is influenced by and interpreted through the professional's own existing beliefs,

values, assumptions, and expectatidian, 2016) In this instance, facts only become
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relevant given the law deems relevaiiRrubinson, 2010)On the other end of the ambit,
mediation approach filter for facts with no establighand binding rules, but rather apply
norms in the light of the complexity of the circumstangéaubinson, 2010)The advantage

of this approach is that it moves from facts evident, with laws, to the degree they can be
viewed as laws at all, amgj from context. This approach, it has been argued, is more
appropriate when analysing for facts under conditions of uncertainty, most especially in
circumstances where the information available is limited and of poor quality. The
dominance of interpretivestatement over cold facts alters the quality control of suspicious
activity reporting into an argumentative battle between the State controlled regulatory
institutions and AML obligated entitigg\micelle & lafolla, 2018)Further, the vague
definition of what constituent suspicion and the absence of an exhaustive guidance as to
what constituent reasonable suspicion is expected to increase the difficulties encountered
by reporting entities to structure transaction appropriately to avoid overreporingh,

2020; Sinha, 2014; Takats, 2011)

The challenge during risk assessment of suspicious transactions is that, in the absence of a
potent burden of proof needed to establish truly suspicious transaction and confronted with
potentially devastating consequencesmissing an actual case of money laundering
transaction, the existing risk assessment framework prioritises the use of indicators to
support judgment. These approaches to facts and the presented context analysis may form
the basis for a common understdimg for a transaction to be suspicion, and thus further
facilitates the linking of the observed transaction to known typologies and risk indicators of

money laundering.

3.2.6 Linking money laundering indicators to your assessment of the facts and context

In addition to difficulties establishing the facts and context surrounding a suspicious
transaction, another strain for those completing risk assessment for suspicious activity
reporting is the ambiguous evidence to identify particular acts of illicit fiugp(Bergstrom et

al., 2011) In the light of the lack of a substantial evidence base, the option of depending on
indicators as signals for money laundering activities becomes absolute. This approach is
particularly relevant to reduce the degrees of un@amty in decision making during
circumstances of incomplete information to validate the authenticity of facts and contexts

in a given instancéBrockett, Derrig, Golden, Levine, & Alpert, 2002)
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The FATF, law enforcement agencies and other competent atidsinvolved with AML
programs typically investigates various money laundering crimes typologies to formulate
indicators (Gordon, 2011; Plaksiy, Nikiforov, & Miloslavskaya, 20¥8)ney laundering risk

is represented by various parameters unique to mgfaundering activities, such as large
cash paymentéDemetis, 20@). Such parameters can then act as proxies for modelling
money-laundering behaviour. Money laundering indicators typically originate from various
facts, unusual patterns, behaviours, or order irregularities recognised in customers
transactions trendsThis system also draws on the review of hggrality suspicious
transaction reports submitted by AML regulated entities to update the list of available
indicators in the public domai(FINTRAC, 2020 is equally important to note that, the
regular updating of the indicators list help increases the numbers of scenario available for
practitioners to link cases during decision making. These risk indicators are specifically
delineated to enhance the ability for easy identification of suspicious activities linked with
the various forms of money laundering techniqU&ATREgmontGroup, 2020)Regularly,
AML Practitioners are encouraged to consider the sigmfie of the risk posed in each set
of financial transactions based on similarity with established indicators of money laundering
crimes. In this way, money laundering indicators serves as red flags of suspicious activity
that suggest an unusual act. Theepence of an indicator alone, might not provide a
justification to conclude a suspicious transaction judgment, the evidence should prompt

further detailed analysis of the transaction.

Gordon (2011)maintained that linking transaction patterns to existimgpney laundering
indicators helps guide practitioners in knowing transactions with a higher likelihood of
money laundering crimes. He noted further that the detection of molaeydering

activities would be challenging for financial institutions withoutmey laundering

indicators. HoweveiSavona and Riccardi (20150)ggest that the lack of quality data for the
formation of money laundering risk proxies is a principal challenge encountered during the
development of money laundering risk indicators. Siryilasome money laundering

indicators are difficult to quantify. For example, the recent worlatskus, Peri, and
Rubinchik (2021pn the theory and identification of businedmsed money laundering

identify variation in commodity prices as an indicatomwodney laundering risk. In addition,

the FATF noted that any form of anonymity in a financial transaction is a red flag indicator
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(Pocher & Veneris, 2021Bearing these circumstances, then there cannot be a final list of
money laundering indicator6FATREgmontGroup, 2020)Therefore, bearing the

uncertainty surrounding some money laundering construct, it will be logical to suggest that
there cannot be an exhaustive wrapped up list for all existing money laundering indicators.
Hence some level of uncertainty in decision making when professionals encounter

transactions without familiar money laundering indicators.

Moreover, adopting money laundering indicators asaedystick for judgment making might

lead to bias in the unconsciou %3 v }( SE ve &]}ve A]JEZ vC v ] S}E][-
suspiciougDemetis, 2010) Hence resulting in the number of falp®sitive reports. For

example, if a trading entity is registered or has offices in a jurisdiction with weak AML/CFT
compliance, all transactions consummated by the trading entity are taggsgicgous.

Iv ] 8}E[+ +}ous u C v}3 % E}A] o & Jv ] SI}v }( spe%] [}t
activities but can inform the decision for prompt confirmation of the facts and contextual

elements surrounding transactions or behaviour flag by each spéndicator(FATR

EgmontGroup, 2020; FINTRAC, 202@) new categories of money laundering risks emerge

through the latest money laundering scandals or accumulated through AML reporting

pathways, attempts to capture #m through an eveexpanding list of risk categories evolve
(Bearpark & Demetis, 2021HoweverGelemerova (2009¢oncludes that money laundering

risk is ambiguous and without clear indicators to gauge decisiakers to know precisely

when transactions are genuinely suspicious. Human judgment remains crucial during the
evaluation of collected money laundering reldtdata, especially in a circumstance whereby

data required for accurate decision are uninformative, unavailable, incomplete, or

conflicting (Hanea & Nane, 2019Hence the need for human judgmentin establishing

which transactions flags by these indicatéasts is accurate statements of suspicious
activities(Longworth, 2018) Thus, prompting for the review of how professional make the

judgmentto arrive at reasonable grountissuspect next.

3.2.7 Making judgment on reasonable grounds to suspect

Suspicious transactions occur regularly, and there is currently no quantitative model that
can independently confirm transactions funds with specific illicit activities otigiakes a

lot of work for staff members to manually examine flagged transactions (from systems) to

determine whether they are suspicious or n@emetis, 2010) Suspicion is a subjective
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concept that falls short of proof based on substantial evidence, and a human concept that is
very difficult to replicate in monitoring softwasolutions(Lannoo & Parlour, 2021)

Suspicion is more subjective than speculation because it is grounded in fact. A suspicious
transaction is” degree of satisfaction and not necessarily amounting to belief but at least
extending beyond speculation aswehether an event has occurred or ndsinha, 2014, p

78). Hence human logic is depended upon during the judgment process of discerning
suspicious transaction&Simwayi & Guohua, 2011¥%cholars studying facts as a disposition
often focus on the relatioship between factual truths and the interpretation of available

evidential traits. Money laundering risk assessmentis about the detection of factual truth.

Evidence of money laundering risks in a financial transaction may present an interpretation
concef, which occasionally influences the outcome of the judgment process. Interpretation
gives rise to an inference process that requires the contribution of both direct and
circumstantial evidence. On one hand, circumstantial evidence allows inference feom th
context surrounding a transaction. On the other hand, direct evidence is an inference that
comes from within the risk assessor actual knowle@gezenstein, 2008)importantly, all

forms of evidence must go through some form of inferential processfiect validity for
purpose. However, it is crucial to consider the suspicious pieces of evidence with cognizant

of the customer KYC information during decision making.

Money launderers are considered rational actors within the AML cor{&rtonova, 2011)
They may occasionally create a false representation of their KYC documentation to access
financial services. Yet, banks rely on these documents for intelligence gathering to predict
transactions suspiciomgss, despite not having the complete mechanism required for the
independent verification of all the information collected during CDDitha, Mariappan, &
Venkatachalapathy, 2015)or example, in the absence of public registries with beneficial
owners data, financial institutions have to depend on processes that determine the
truthfulness of statements presented by their customé®&monova, 2011)The facts
composite in the contextand money laundering tators make up the essential elements
to consider with the customer KYC information. Together, they must demonstrate and
articulate an expert suspicion of money laundering in such a way that irrespective of
whoeveris interpreting the same element with cparable experience, background, or

training would likely reach the same judgmégRtNTRAC, 2020Remarkably, financial
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institutions may not verify the evidence found in the context money laundering

indicators presence in a transaction that led to the suspicion. Neither are they required to
prove that a money laundering offence has occurred, but the decision must be free from
bias and prejudicd.aw enforcementrely to some exteon the result of the risk
assessmentfor intelligence and investigati¢iurthermore, the bank AML practitioreer
cannot provide a definitive opinion because of the many variables associated with

establishing a transaction with funds of illicit origin.

There is always the challenge of information insufficiency to ascertain a definite degree of
suspicious level in a transaction due to a varying range of information, whose awareness
might alter the initial decision. The lack of certainty as to the inforamasufficiency and, by
extension, the dependent on KYC for further justification of identified unusual transactions
create some uncertainty inherent in the production of the suspicious activity report. Thus,
vl D> % @& S8]5]}v E[* } % ]Vv]lquikfiednfrababilty, airhetric
commonly used for uncertaintgKaplan & Garrick, 1981)Probability allows practitioners to
adjust and deal with the uncertainty integrated with the absence of additional information
that would support or confirm theiaroused suspicion. Likelihood and consequences are the
most appropriate probabilistic approach in money laundering risk assessment. Likelihood
refers to the probability of an adverse event occurrfigATF, 2014)For example, what are
the money laundering likelihood that the subject is laundering the proceeds of criminal
activity? Consequences refer to the severity of the effects of the adverse event. For
example, what are the consequences of the subject sucatg$dundering these proceeds?
According tadFATF (2014)panks should analyse information obtained to understand the
likelihood of the risk of money laundering occurring and the impact that these would have.
However, banks are not necessarily requiregb&form probability calculations, which may
not be meaningfulWith the reliability of the practitioner opinion ideally being validated and
calibrated through a plot of the likelihood and consequences on a matrix, the likelihood and
consequences approacmeourages a robust logical evaluation of probability value while
limiting the possibility of over or underestimating the strength of the evidence presented.
(Williams & Maskell, 2021)

The state of expectationsin AML risk assessment does not only depehéd assigned risk

probability of the underlying assumption, but also a function on the degree of confidence
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used to determine the assigned probabil{fyreitas, 2021) Pulling this fundamental

principle together may suggest that AML experts estimate the probabilities and
consequences using various judgmental data correlation analyses on an array of irsdicator
It is often sufficient to use a variety of expert opinions that are synthesised by the
professional environmentto gain an objective understanding of the causes and factors
underlying the spread of money launderinthe element of chance dependentonthe

nature of money launderin@gKorystin et al., 2020)However, the decision regarding the risk
level is subjective to some degree. Different persons can have different views on the very
same financial transaction3he lack of consensus and certaintgaeding the amount of
information and, consequently, suspicion required to act appropriately is a common worry
in the broader field of controlling, from street stops to counterterrorism procedfdgert

et al., 2005; Fagan and Geller, 2015; Stalcup,)20bis position from the decisiemaker
perspective entails blurred boundaries of accountabififelgesson & Mérth, 2016and

thus the concept of suspicion as a subjective regliijnha, 2014)Human judgmentis
required to determine the validity of fas in the presented context through sensitivity to

the purpose and intents with which the facts stafidngworth, 2018) A basic assumption

of many social sciences is thaicts are not a function of determining it, but it is a matter of
cognition because the human brain has to screen what is essential from the bulk of

information during decision makindRubinson, 2010)

According to Longworth (2018)aving the fact under consideration can leave scope for
human judgmentin arbitrating their accurate description, constitution, or classification.
Especially in circumstances where the same facts may presentthemselvesin different
contexts but may appear identical tm@bserver because thgractices,ideas,and material
conditions of the contextin which the facts presentthemselves yield the interpretation
(Stephens, Markus, & Townsend, 2Q0Fhereis evidence that aggests that people depend
on heuristics principleso make judgments under uncertainffKahneman et al., 1982An
evolved system called heuristics are commonly used in judgment and denisikimg to
lessen cognitive load and minimize erfgrahnemaret al.,1982 Scheiteret al.,2020. Such
heuristics help diminish the complex tasks of assessing probabilities. They further noted
that, although these heuristics are highly efficacious, exceptthey can lead to systematic and

predictable errordTversky & Kahneman, 1974s a means of reduwy cognitive load and
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minimising error, heuristics and causal attributions are utilized in judgment and decision
making.This method may be biasedfiavourof direct evidence due to the understandable,
albeit false, notion that some observational forme auperior because they don't require
context interpretation, as opposed to other observational forms that(@oeenstein, 2008)
For example, transactions involving enormous amounts of direct cash payments may
generally raise a relatively high lewadlsuspicion than transactions involving insignificant
transaction amountin fact there are significant elements of speculation faced by the AML
expertduring decisiormaking on SAR, and there is also a clear link between the
effectiveness of AML rislsaessment and humgndgment qualityin this contextCanhoto,
2008) In the light of a physical indicator to determine what is suspicious, the process of
detection has to b based on a subjective, impressionistic assessment of the risk observer
(Sinha, 2014)

This circumstance is one contemporary emanate that AML practitioners must confront
during decision making. The model in Figure 1 desstite various means to estabh
evidence required to justify a suspicion threshold judgment enumerated by the risk
assessment approaches identified in prior research work. In the model, the process of
making suspicion judgmentis postulated as a deduction related construct, comprising
direct-evidence components (money laundering indicators) and circumstaeNidience

components (suspicious context).

3.2.8 Toward an integrative view tife complexity oAML risk assessment

| draw on the suspicious transaction literature review on suspicicarssactions(FINTRAC,

2020) money laundering indicator6FATHEgmontGroup, 2020; FINTRAC, 2020; Pocher &
Veneris, 2021)risk assessment approa¢Ross & Hannan, 2000) } uso] Ee[ ¢ seu VvS§
(Demetis, 2010; Hawkins, 1980; Raza & Haider, 2011; Zhu, 2006), and context (FINTRAC,
2020) to develop an integrative view (see Figure 3) of the AML risk assessment decision
model. The validity of this Figure 3 decision model was revalidated in Chagtging the
semistructured interview with AML experts conducted (see section 5.4.2). The Figure 3
model was also specifically developed to describe the complexity of assessing AML risks and
as part of building this thesis's theoretical framew(itkrther discussed irSection 4.1 and

4.3.1 of Chapter 4)
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HAGURES. AN INTEGRATIVE VIEWTHEAMLRISK ASSESSMENT DECISION MODEL

Source: Presentauthor.

3.3 Core challenges for AML risk assessment of STRs

3.3.1 Risk categorization

The FATF recamendations set out the riskased approach as the international standard

for implementing measures to combat money laundering. Theb&sed as such becomes

the foundational guideline for implementation of the AML regime to adequately addresses
identified higherrisk customergFATF, 20:2020a) However, in practice, the actual

formality of the riskbased model leads to variance in the AML risk effectiveness across
institutions. For example, AML stakeholders within the various financial institutions may
interpret risk differently due to their reliance on different models, techniques, and practical
tools (Savona & Riccardi, 201 Hurthermore, there are no specific established criteria for
financial institutions to adopt for the segregation of customerginsk categorization in

JE & 8} Z vv o u}Vv]8}E]JVP E *}pE + }uu veuE 3§ A]sz Z
profile (Grosu & Mihalciuc, 2021Hence, risk categorization has a direct implication on a
host of the AML scheme administration processesciimay include mechanisms to
coordinate actions to assess risk, cost, ongoing monitoring, risk mitigation plan, and the act

of suspicious transaction reporting.

Another concerning issue with risk categorization is the objective for AML stakeholders to
setcriteria and parameters used for customer risk categorization. With this objective,

money laundering risks are categorized into low, medium, and-hgkhcategorizations
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under the assumption that risk can be better managed when structured into constituen
components. Surprisingly, this belief is just a characteristic of a reductionist approach
(Demetis, 201Q)which operates contrary to the fact that risk is not a physical substance
that may have different constituents but a concept that is intuitive in nofjblolton, 2004)

As such, the operationalism of risk in the form of categorization is seen as a function of the
aspect of perceived risk imposed by the obser&mcethe process of risk categorization is

an act that enables the obseers to determine the process of breaking up risk into labels
imposed by the observerrisk perceptiaf&avona & Riccardi, 201 Hurthermore, even

when AML stakeholders are able to successfully designate the various money laundering risk
into various catgories, every profile in each designated categories does not default the
totally of the risk categorised, for example lewisk customergDemetis, 2010) Demetis

further noted this as the foundational mistake of the Fislased approach. Consequentially,
AML risk assessment and the related actions of fBAGREAR accordingly becomes an act
that depends on individual perceptions and consequentially leads to inconsistent approach

response to responding to potential suspicious activi(igavoli & King, 2021)

On another level, one may need to look out how riskegatrization help increases risk
prediction across a host of other field. To date, it will appear that risk categorization remains
one of the main instruments used in risk assessment to inform judgment on risk prediction.
However, the effectiveness of risktegorization in the risk management domain has come
under criticism across different professional applications in the last few decades. For
example, in the field of clinical scient@rge, Ryan, Singh, Paton, and Nielssen (2011)
examined the predictivealue of risk categorization as applied in a schizophresimted

range of harms and observed risk categorization resulted in a large proportion of false
positive risk ratings. Their study noted that categorization is a flawed way of deciding
isolated evats risk, despite the growing acceptance rate of categorization in risk
management strategies. Whikugustyn and Ward (201%)ork on the evaluations of
procedural justice suggests a higher likelihood of offending among individuals with low
evaluations oprocedural justice doctrine. Similarly, in the banking industhyou, Qi, Xiao,

and Wang (20213uggested that the supervised mdltibel risk classification models are
suboptimal due to the lack of labelled data and diverse combinations of risk typasarin

the application of subjective and arbitrary risk categorization techniques may impede
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financial institutions aspiration of detecting every money laundering related transaction
(Bender & Panz, 2020)

3.3.2 Regulatory distortion of the risk assessment preces

Anti-money laundering regulations are policiéays,or legislation for combating money
laundering and defines offences that constitute money laundering crimes. Despite their
importance and advantage AML provisions issued as guidance to financial institutions
must be promoted not to unduly hinder the olijgves of AML during the attempt to

enforce compliance. Though, the high money laundering vulnerabilities of the financial
sector as a result of the several numbers of essential services carried out by the banks is
considered sufficient to justify some plibintervention and control. The operationalization
and meaning of the most appropriate level of antoney laundering regulations

nevertheless remain unclear and not specify in great d¢Belrgstrom et al., 2011)The

recent shift from the rulebased b riskbased regulation has called for further discretion for
banks to decide what is a suspicious case, in light of the rigid, formalistic, bureaucratic, and
entailed high administrative burden inflicted by the rdd@sed approacliUnger & Van
Waarden, 2@3). Significant disagreement nonetheless persists regarding the scope of
regulatory intervention required. For example giz(2020) work suggests that risk
management efforts in banks have adjusted in response to theba@sled approach, from

the financia crime risk analysis to a documeallection exercise. This shift was necessary

to mitigate regulatory risk. Because the financial regulators equally adjusted in response to
the significant changes brought about by the +isksed approach. They formulateAML
prevention or mitigation measures intending to target activities with higher money
laundering risk vulnerabilities. These have specifically involved the risk segregation and
classification of many activities as lomedium,and high, with possible cobinations

between the different categories, dependent on expert judgment, breakdown of the
distinctions between high and lowisk jurisdiction, simplified and enhance due diligence.
Gelemerovaet al. (2018) note that because of the regulatory focus aonatrisks rather

than casespecific ones, banks are more likely to categorize partners and clients’ risks based
on their nationality or country of origin than on thdiehaviout which results in an
unfavourablebias against a group of potential customefsmore recent regulatory strategy

in the AML legislation has called for an extension in bank responsibility from the provision of
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electronic and other records for evidence of criminality to a position of being held liable for
money laundering activitiesncovered (Lanno& Parlour, 202L. While some other scholars
also noted that the KYC approach in the-tiglsed regime not only had it failed in

preventing the abuse of banks for money laundering but is now regarded as a cover

papering over the real issue banks.

A series of new regulatory distortion debates with the AML space has arisen as authorities
have attempted to construct a new risk designation era. Attention has focused on risk
designation such as country risk instead of championing the neeaHaoclusive risk

analysis (Gelemerovaetal., 2018). The diversion of attention from resolving the main issues
is a possible direct consequence, which flows from this subjective nature of risk assessment
focused on conduespecific risk. The AML regti@ns in the eyes of the regulators have

move considerable from precise to vaguer norms with the move from rule tebasled

regulation (Unger & Van Waarden, 2013). A number of other areas have also required
specific strategies such as better informatisinaring; powersproceduresand tools;
understanding the threats and performance metrics; enhanced capabilities, international

strategy, riskbased supervision and risk base management; and transparency of ownership.

Recent events in national and inteational environment have further confirmed that AML
regulatory policies cannot be effective in isolation to tackle money laundering related
offences. AML regulatory policy and appropriate legal framework must be managed more
effectively while the absolutéefinition of suspicious transaction appear to have been
ignored within the updated AML recommendations that have taken place in recent years.
Reference has already been made to the importance of public and private strategic
partnership in tackling economcrimes.Additional problems include the fact that anti
money laundering policy interventions have less than a 1% impact on criminal finances,
compliance costs far outweigh any money that has been recovered from criminal activity,
and banks, taxpayers, drregular people are punished more severely than criminal
organizationgPol, 2020) Risk aversion on the part of financial institutions, which seek to
shidd themselves from excessive scrutiny or penalties by financial regulators, can result in
"de risking practices," where banks decide to end business relationships with clients who
are deemed to be too risk{Halliday et al., 2019)Then, the boxticking pocesses

demanded by the legislators might be a hindrance, as these might deflect attention from
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the fact that additional or other knowledge was required, giving rise to a false sense of
control (Helgesson & Marth, 2016)

3.3.3 The concept of reasonability andsgiciousness
According to the FATF's (202@20) recommendations, financial institutions should be
required by law to report their suspicions to the financial intelligence unit (FIU) if they have
any reason to believe that funds are the proceeds of crilnazivity or are connected to
financing for terrorismin compliance with this recommendation, methodical suspicion,
therefore, becomes the pathway for the detection of activities involving the proceeds of
crimes(Fedirko, 2021) However, suspicion is ague concept that requires definitive
guidance to implement a reasonable suspicion threshold, which in this case is absent.
According tdDion (2012) there are various questions concerning how suspicious acts may
be related to AML risk interpretation. Firsvhat does the term suspicious activity mean?
Second, is suspicion equivalent to a probability or a possibility to observe an illegal
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organizational members know if thefforts were reasonable or not? These are related to
the recommendation presented above, which has blurred the lines to detect the difference
between transactions linked to criminal proceeds and genuine financial transactions
consummated through variousnfancial institutions platforms. The status requires financial
institutions to report activities/transactions they suspect might have linkage to proceeds of
crimes. Measuring the success of the SAR may prove difficult because of doubts about the

extent of @mpliance(Hall, 1995)

Furthermore, whether activities could be suspicious or unusual typically depends on the risk
observer perception of reality as obtained from the interpretation of available f@aisn,

2012) Suspicion is a variable and malleable concept that equally depends on different
mindsets and subjective judgeme(@elemerova, 2009)Yet, money laundering riskse
nebulous and there are currenttyo publicly available established optimal suspicion

threshold to guide the margin of the risks subjective judgment during decision making. In
the absence of physical indicators, professionals detect money laundetmf@ased on

their individual subjective and impressionistic assessni8imha, 2014)The concept of risk,
however, is much more elusive and individualized in AM&.dbout a risk judgment to

determinewhethera counterparty or transaction might be coacted to illicit funds
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(Gelemerovatal.,2018). As a result, raisesthe question of whether the negligenee

based reasonable suspicion test is appropriate given the criminal designation attached and
the punishmentthat results from a convictidar faiing to detect(Loh, 2020). Many

proposals to address the practical issues heargteredon changes to the reasonable
suspicion threshold, including suggestions to eliminate the objective "reasonable suspicion”
strict liability or to implement a hybrid "@sonable suspicion” test requiring both subjective
suspicion and objectively reasonable suspicion (Loh, 2020). There is a chance thatthe risk
based approach could at any time revertto cxampliance until more clarity is obtained
because reporting ingtitions will want to prevent the feared risk of being reprimanded by

the regulatory authoritieGelemerova, 2009)

3.3.4 Reactive risk assessment strategy and higlefadsitive incidences
One essential measure of the capabilities of AML solutions is their sensitivity (Bearpark &

Demetis, 2021). Sensitivity refers to the ability of a system to accurately identify those
transactions with a high likelihood of been invet/with proceeds originating from crimes.

An optimum performing AML system can form a suspicion on gasisitive basis to screen

out transactions with a high or low likelihood of involvement with the money laundering act
(FATF, 2014)However, the current challenge in the field is to identify associated links
between suspicious transactions linked with crime prde (Shaikh et al., 2021). As

Forstater (2018) noted, the existing framework operates based on identified suspected
threat and the analysis of their nature, sources, likelihood, and consequences. Where
threats and vulnerabilities concur in determining thebability of money laundering

(Savona & Riccardi, 2017). This system makes the risk judgment formulation a static process
that relies on prior typology studies, thematic assessment, expertise and may be confronted
with the possible omission of potentiabmplex environments that could occur during

actual cases risk assessmé@hia, Keoh, Michala, & Goh, 202&8nother paradox is that

KYC tends to be backward looking, which in current perspective cannot provide accurate
account of behaviour changes in twé. It needs to be noted that people change depending

on their circumstances and typologies of money laundering have continuously been
changing as a response to dynamics changes in the money laundering landscape (Mugarura,
2014).That is to say, risk assement strategies were still largely responsive, leaving this left

bank vulnerable to two factors: first, failing to recognize risk that was not assesseabr;
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second, facing legal challenges as new cases from victims of money laundering crimes

appearedn the court system@Naheem, 2019).

More compounding is the fact that outliers that lead to the correct profile of suspicious
condensed few suspected acts of money laundering transactions, but also with a
corresponding massive volume of genuine trangacti (Demetis, 2018). This has been
noted as one of the issues that have made risk assessments of the individual risks resource
intensive, timeconsuming(Menz, 2019) The government fines the bank if money
laundering is successfully prosecuted, and becalisdank failed to report the transaction,
the governmentrequires the bank to engage in expensive monitoring and repdtaigits,
2011) Even though the quality control of suspicion is both on "fgiesitives" and "false
negatives" reports, the pressure is primarily on the reported misgkmicelle & lafolla,
2018). The main consequence, which flows from this asymmetry imt@antives is the
defensive reporting by banks, thus potentially flooding the authorities with information
overload(Gara & Pauselli, 2020; Sinha, 2014)

3.4 Examining the AML risk judgment

Similarly, since the ear1st Century, considerable change has tagkce in the

methodology for money laundering risk assessment from the-baleed to the riskbased,

as promoted by the FATF (FATF, 2013). In contrast to the earlier emphasis on the use of
rule-based methodology, which involves strictly following starevided rules for the
identification of potential money laundering risks, the risksed approaches emphasize

that AML regulated institutions understand where their risks lie in order to make the risk
based approach effective. Implying, AML regulated esgititow take ownership to ensure
reasonable steps in the identification and assessment of the money laundering risk within
their business. Given such shift, there is uncertainty associated with determining, predicting
potential future money laundering risknd there is a reliance on judgmental professional
evaluations of relevant risk indicators. Although the implementation of the AMibasled
approach methodology has differed from one organization to another, the establishment of
global standard and thestablishment of AML regulatory framework has been generally
regarded as the natural system for AML coordination without paying attention to the

accuracy of judgements made by AML professionals.

95



Demetis and Angell (2006ave investigated the systemic effect of Altéichnology and
demonstrates many false assumptions being made. Their analysis shows that the use of
technology in partly automating the generation of suspicious report is risk generating. Since
there is, howeve, a limit to what these models can do for regulated entities. Unlike many
other components of criminal justice risk assessment, money launderers are proactive and
responsive agents that actively seek ways to infiltrate regulatory strategies as well as way
to avoid them (Ross & Michelle, 2007). Therefore, an expeidgment is necessary for the
completeness of an AML risk assessment. The experts utilise the raw transaction data and
reconstructs the information encapsulated based on secondary frame clistns imposed

by the organisational, regulation and personal factors to make risk estimations.

Human expertise is an integral part of assessing money laundering risks and has served as a
crucial element of the risk management solution in money laumdgerisk assessment.

Given this perspective, one might expectthat much research in AML risk assessment would
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across genders. Yet, research has been limited on tleeabindividual evaluations in

identifying and assessing money laundering risks, particularly in the assessment of customer
risk. Consequently, there is an urgent need to investigate the quality of human judgmentin
the context of AML, regarding severalderlying accuracy components, including

calibrations and resolutions. It is critical to have the appropriate level of judgmentand
confidence in such a situation as underconfidence can lead to unnecessary delays in
assistance, whereas oveonfidence camesult in excessive trusting and authorising a high

risk offender.

The use of human intelligence and other resources to help distinguish suspicious from
nonsuspicious transactions has been a central research problem that has emerged in the

wake of highprofile money laundering cases involving financial institutions. Meanwhile, the
financial industry faces increased pressure to reduce the proliferation of false positives that

thwart genuine transactions. In response to improve money laundering risk assessmen

accuracy, a riskased approach, for example, has gained attention. Oriented towards AML

risk assessment measures using a-gssksitive approach, in contrast to the rdt@sed

methodological approach used earlier when the state provided rules for ifyemgi
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Is more riskbased is likely to create more uncertainties, which imtwill call for a greater

reliance on professional judgment based on analysis of various relevant risk indicators. This
project argues that when experts heavily rely on designated money laundering risk

topologies, the cost of systematically calculatingk pparameters may not be justified due to

their failure to fulfil the intended function.

Although, there are good reasons for AML experts to form risk opinion in line with existing
AML risk recognised and incorporated by their organisation or statutorgdigtion, as
judgment of their own estimation. Which is currently a professional practice within the
financial industry. The FATF (2012) recommends, for example, that financial institutions
apply due diligence measuresto business relationships and ttiorsa with individuals and
legal entities from highrisk countries. Consequently, all transactions which may be
associated with people or businesses from these allegedly-fisfgtcountries are viewed as
Z]PZ &]l v <]PVv 0O e E (0 Pi{XEdr Estailaied®
circumstances that are viewed as unusual in nature or differ from the expected conduct
(DiNapoli, 2008) Therefore, risk is represented by various money laundergigted
parameters, such as largestapayments (Demetis, 2010). As a result, expertrisk estimates
take into account not only prexisting typologies but also the behavioural traits of the
already wellknown suspect customer bagdevertheless, how these risk topology features

affect the quality of AML risk assessmentis a research issue pertinent to the present study.

In addition, while AML experts should follow a flsksed approach during risk assessment,
the focus may shift from identifying and assessing money laundering risks to gatheri
information to mitigate regulatory risks (&hz 2020. More broadly this thesisarguethat

the organisational approach to money laundering risk plays a notable function in the
operation of the AML risk assessment. The strengtihigfargument stern fom the fact

that AML experts need to consider not only whether their reasonable belief will reflect their
organisation framework, but also whether the reasonable belief is in line with the statutory
requirement. If not, experts are deterred from choosidgetoptimal decision, thus distorting

optimum decision making.

In AML risk assessment, there are significant reasons for experts to recognise and adopt the
customer and transaction risk profile designated by their organisation or statutory
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jurisdiction asfithey were risk judgments of their own perceived estimatést instance,

the FATF (2012) advises financial institutions to use due diligence procedures when dealing
with natural and legal persons from higisk countriesAs a result of this classificati,

every transaction that may be associated with persons or businesses entities from these
allegedly higkrisk countries are perceived as high risk and signal as a red flag transaction. A
red flag is a set of prestablished circumstances that tend to biewed as unusual in

nature or vary from the expected behavidi@iNapoli, 2008) Red flags observed in

customers transaction triggers further detailed risk assessment, and the refusal to act by
AML practitioners or those due to regoise and investigate would tend to undermine fisk

based principles, creating uncertainty and increasing sanction costs.

Risk is, hence, a representation by various parameters related to money laundering, such as
large cash paymen{®emetis, 2010)In other words, there's the threat of AML risk
assessment becominghbareaucratic decisionThe implications of this approach on risk
judgment are more of a threat to the quality of risk judgment rather than a positive since
current processes lead to categorisatioff@r example, banks must adopt methods that
identify money laundering based orelatively perceivediskiness (low or highdf factors

such as the location of the customer, the type of bank product used, and the geography of
the transaction(Premti, Jafarinejad, & Balani, 2021)hen interpretive statements reate

cold facts, risk estimates evoli®a predetermined judgment based on consensus
estimatesabout the exact nature, form, and extent of the probleAs a result, the risk
terminology masked or legitimized new forms of discrimination and exclusion during risk
assessment (Amicelle & lafolla, 2017). Thusvides criminals with opportunities for
exploitation, which is avoidable if AML risk should instba assessedn a caseby-case
basis.The riskbased principle expressed within the context of AML risk assessment allows
for a stylised categorisation of risk, which will help experts determine their estimated risk
perceived leve(FATF, 2014)There is no doubtthat people evolve based on their
circumstances, and money laundering topologies are continuously egdlviresponse to

the dynamic changes in the modern market landscape. Against this comparative and the
International Standards on Combating Money Laundering backdrop, subsequent profiling of
customers perceived risk level then acquires a different characiee that is informed not

only by already known typologies but also of behavioural characteristics ofa pre
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established suspicious customer base. Hettws,studyargue that AML risk assessors'
judgment decision are systematically calibrated to theesstiof designated risk category

produced by their organisation or jurisdiction statutory limit.

Following the thought of Greenstein (2008), this project intends to distinguish between
visible suspicion and intuition generated suspicibrough the expemental study

presented in Chapter.An experimental study presented in chapter 6 will identify
indicators categorized as high risk by the FATF regulatory framework to identify visible
suspicion.Visible suspicion comprises of both the visibly suspicicarssactions involving
known money laundering topology, negative media coverage, law enforcement inquiries,
judicial orders and court documents about a customer or their affiliate. Afterall, the
identification of visible suspicion during the risk assesstpercesses may influence the
assessor's confidence in the accuracy of their judgment. This bias favour visible suspicion
against other kinds of intuitiofrased suspicion that require furtherohepth analysis, which
is understandable, although mistaken, think that certain types of observations are
"better" than others since they (assessors) will carry out little or no interpretative effort
(Greenstein, 2008).

There are costs associated with risk categorisation. It poses problems of false positiees, fals
negatives, and systematically confidence calibration. A systematically confidence calibration
may fail to view a highisk customer as such, just because the transactions satisfied basic
procedural norms, and it may allow recognition of normal transacts high risk, just

because it fails to satisfy basic procedural norms (Baumgartner & Whytock, 202agy
launderers are proactive and responsive agents that actively look for ways to infiltrate
regulatory strategies as well as ways to avoid them, imtrest to many other elements of
criminal justice risk assessmgmoss & Michelle, 2007). In addition, while AML experts
should follow a riskbased approach during risk assessment, the focus may shift from
identifying and assessing money laundering rtskgathering information to mitigate

regulatory risks (Men2020. More broadlythe position of this study ithat the

organisational approach to money laundering risk plays a notable function in the operation
of the AML risk assessment. The strengtlthig argument stern from the fact that AML

experts need to consider not only whether their reasonable belief will reflect their

organisation framework, but also whether the reasonable belief is in line with the statutory
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requirement. If not, experts are derred from choosing the optimal decision, thus distorting

their decision confidence level.

According to Lannoo and Parlou(2021), the dynamic risk assessment may also be based

on the following four pillars Subject matter expertise: Takes into accowutat is already

known about suspicious activities. Finding outliers involves taking into actalnaviours

that deviate from the typical profile for a given customer segment. Identifying anomalies

involves observing abrupt shifts in customers' behavicgrdvme. Network analysis:

Displays connections and relationships between various system playeay/sis via each of
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detail in Chapter 5Atthe heart of the issue, however, is that suspicion is a human concept,

and it is very difficult to teach a computer to be suspicious, as opposed to highlighting

unusual transactions in relation to set parameters. Human intelligence must not be left out

of any AML asses@nt system (Lanno& Parlour, 202)L
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assessment, e.g., organisational accountability, Operating jurisdiction related factors or their
personal factorsare yet to fully explained in the academics. Howetteg,riskbased

assessment approach provides the basis for thesesksitive application of AML measures.

In contrast to earlier risk emphasis on the rddased methodology, in which the State

provided rules for the identification of potential money laundw risks, the rislbased
approaches emphasize that AML regulated institutions understand where their risks lie to
make the riskbased approach effective. As a result of this shift, there is an increased
uncertainty associated with predicting potentiakfwe money laundering risk, as well as the
reliance on judgment derived from professional evaluations of relevant risk indicators. High
level of expert dependence on their organisation designated topology may be one indication
that the systematically modeisk parameters is not accomplishing the intended function

and therefore may not justify its potential cost.

For the purposes of this study, it is particularly significant that laws based on FATF standards
oblige millions of financial institutions andhar businesses to comply with complex

compliance requirements, confirm the identities and sources of funds of their clients, keep
track of financial transactions, and report certain types of transactions and "suspicious"
activities to authorities (Pol, 202. Even though banking institutions have automated risk
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management systems, assessing the risk of money laundering requires manual (human)
expertise. The frontline officers' support and the regulatory authority's monitoring efforts
are seen as complementato the support provided by the compliance department, which

should have increased the level of compliance in the banking institutions.

There are few studies on the role of the individual in determining the likelihood of money
laundering, particularly wén it comes to determining the likelihood of customers. Although
banking institutions have access to a variety of automated solutions for evaluating money
laundering risk, a human factor is still necessary. This study aims to add value to the existing
literature on money laundering risk assessment because there is little published research
that examines the role of an individual in the fight against money laundésagt al.,

2015)

3.5 Concluding remask

The central idea in this chapter was that AML finahinstitutions keeps record of every
transaction consummated through their platforms by customers or clients who use the
platforms as a medium to interact with the environmdBerentsen & Schar, 2018Record
types could include hard copies and digialrsions. Importantly, the captured information
becomes structured in the form of financial and nbnancial transactions that constituent
how the institution observes. Prior literature on AML risk assessment suggests that financial
entities set up theisystems in an organisationally and technologically driven structure to
sieve this information for AML risk assessm@emetis, 2010) In most cases, it appears
that these systems include models that incorporate already known typologies and
characteristics of preestablished suspect customer bases when performing risk
assessments. Animportant AML design goal is to address the problem of excessive and

useless reporting, known as the ‘crying wolf effetékats, 2011).

Human expertise is an integral part of assessing money laundering risks and has served as a
crucial éement of the risk management solution in money laundering risk assessment.

Earlier literature suggest AML risk assessment from the human point of view entails a
tension between boxticking and human judgement. In the risk judgment process, thereis a
heaw focus on checklist rather than the interconnectedness, memory, learning and

intelligence that are involved with the risk judgment (Helgesson & Mdrth, 20AB)L
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experts make a number of decisions, including when to act based on what is viewed as
normal and abnormal behavior as well as when to report suspicious client transactions. In
light of this, their choices (asset confiscation) may have serious repercussions for matters of

moral character and human rights

With banks becoming more concerned with ANk assessments, there is increasing

debate about the effectiveness of the riflased approach, which gives businesses

discretion over what constitutes suspicious transactions. Human errors seem inevitable in
the risk assessment process due to the coasahle involvement of humans in monitoring,
managing, and making decisions (van Duyne, Harvey, & Gelemerova, 2018). Despite these
concerns, there have been relatively few studies on the effectiveness of indhbdsal

roles in assessing money launderiiga et al., 2015). Some recent literature on money
laundering points to a need for more research to link cognitive factors to the accuracy of

AML risk assessments in financial institutions (Jamal et al., 2022).

In fact, there are relatively few research on the ineffectiveness of thebd@sed approach in
AML.While compliance in AML risk reporting is usually examined based on published
reports, what happens inside an organization within compliance reporting aomitras,

that is, within the black box, is often unknown (Pok, Omar & Sathye, 2014). The purpose of
this study was to highlight some of these issues. Hence, this research project seeksto
examine the quality of AML risk assessments in the contemporanegbof the riskbased
approach, and also linking this empirical situation into cognitive theoretical coritext.

seems appropriate to move on to the research questions and specifics of the research

methodology in order to fill the gaps in the AML risk asseent described above.
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CHAPTERRESEARCH QUESHAND DESIGN

4.1 Aim of the present study

This project aims to provide an exploratory examination of-amtney laundering (AML)
risk assessments in the contemporary context of the-daked approach, iwhich financial
professionals assess the risk to which they are exposed and adopt suitable modification
actions in accordance with their levels of perceived iiskhis study, the purpose was to
evaluate the quality of expert judgment, as well as armaliggtors that influence money
laundering risk estimates. From this information the findings would be usédgtdight the

effectiveness of the riskased approach in AML risk assessment.

Adopting a riskbased approach to AML, in which customers are risk rated based on

elements like geographic risk, customer risk, and product or service risk, which may raise or

lower the perceived risk posed by a specific customer or transaction, is prabteBello &

Harvey, 2017). Money laundering detection, for example, has to be based on a subjective
assessment of an assessor, as there are no physical indicators to detect money laundering

risk (Sinha, 2014)Standard banking practices involve risk sogr but the methodology may

differ from bank to bank, starting with defining the relative riskiness of professions,

industries, financial products, or countriearficelle & lafolla, 2018)The adoption of the

risk-based approach to AML is problematic @ascdssed in the literature. Of this approach,

van Duyne et al. (201%. 267 states:Z[dZ AZ}o %% E} Z 8} D> Z ¢ ]v }E%}
human biases and social consensus about the precise nature, form and extent of the problem

and has designed aresponsesp(] 3} 8Z eepu Vv SHE Vv 0 A 0 }( 3Z § Z58
*u]S SZ % }o0]S] o 11} v u .Ihi& statene@ pvidep[rationale for the

current research.

The main gap identified by the research questions was the need for a framewdnkthed

be appropriate for human reliability analysis of suspicious transactidsgiscussed in

section 1.2 of this thesis (page 15), money laundering crimes are associated with significant
financial and human costs, so creating this framework for futasearch is deemed

imperative, particularly in light of the difficulties associated with assessing money

laundering risks (see Figure 3 on p&$e The specific aims were to:
X To examine the quality of AML risk assessment
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X To povide an understanding of olikelihood judgments are formed within the context

of AML risk assessment

X To develop a quantitative methodology for assessing the quality of AML risk assessment

This section describes the design process for the study. It explains the research questions
and the methods chosen for answering the questions. In this section, the research question,
the research plars presented, as well as the belief system that influenced the design of the

research.

4.2 Research question

Within the context of AML risk assessmear expert's individual values and conceptions of
EJel (( 8Z}A S8Z Cul E]Jel «3Jud ipg PuvdeU v 3Z [fE% ES
influence this in many ways. Menz (B)2oted that AML risk assessmentis a complex
process, and the significantel of uncertainty in making accurate decisions may have
contributed to a shift in experts'aim to satisfy their regulators instead of focusing on actual
risk estimates. Although, the ridkased approach to anthoney laundering is fundamental

to the succesful application of the FATF Recommendations, which is the international
standards for combatting money laundering.essence, this strategy calls for all

participantsv regulators, law enforcement, the financial services industry, and other

sectorsv to focus their efforts on areas where money laundering risks are greatestin order

to combat this practice. The way that people perceive the opportunities and desires that are
available to them (as influenced by the environment) variésmans possess desireada

their perceived opportunities influence the outcomes of their decision (Ortega & V-argas
Hernandes, 2018). These perceived beliefs are not always accurate. As a result, it cannot be
certain that an expertwill choose the bestoption or may be unawasoaie alternative

opportunities.

This thesis indicates that expertrisk assessment decisions stem from the broad self
regulatory strategies of their organisation conduct and prevention regulatory focus. In doing
so, this research contributes to knowledgeoaib the determinants of the quality of AML

risk assessments by examining AML expert opinions on risk assessment judgment indicators
in a survey and investigating the accuracy of experts'actual risk probability judgmentin

money laundering crimeelated famulated vignettes. By examining expert opinions and
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relating the findings to experts' setegulatory preferences, this thesis should shed light on

the question of what factors influences expertrisk assessment quality the most.

This project examines thguality of AML expert probability judgmentin terms of

performance on various underlying accuracy components such as calibration and resolution.
The project employs probability judgment techniques for eliciting and evaluating the overall
quality of profes®nal judgment. This study incorporates money laundering cnielated

data to produce vignettes that describe actual cases with money laundering anthnaery
laundering conviction outcomes to utilise the probability judgment technique. Thus, the
study ues multiple indicators that correlate with those categorised risk designated profiles
and that are generally conducive to suspicious transaction reporting using thbassd

approach.

The project's current exploratory examination of AML risk assessnexhickd from the

literature and official practices guideline leadttree sets of research questions.

I.  Which specific factors significantly influence experts' judgments regarding AML risk?
[I.  How does the quality of AML probabilistic risk assessments maeea bgrts
comparewith that of novices?

Ill.  How does the quality of AML probabilistic risk assessments differ across gender?

While there has been a large body of literature published on risk perception and human
judgmentin general, the quality of human judgmt within the context of money
laundering risk assessmentis less well understood, especially from tHeasgld
methodology approach for assessing money laundering risk. Available literature which
examines the quality of human AML risk judgmentin conuia banks is scanty, and there
have been growing calls for more research work on AML risk assessment since the
introduction of the risk base(Demetis & Angell, 2007; GiSprole et al., 2020)
Furthermore, the continuing popularity of the riddased appoach in practice and the
dependence on human estimates for risk suggest that there will be crucial benefits for

studying the quality of human judgment.

4.2.1 Research problem
Consequently, the purpose of the study was to understand the actual thoughts of AML

professionals when making AML risk assessment decisions, and to connect these findings to
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the quality of antimoney laundering risk assessmenitke majority othe issues being
examined in this research are unique to the commercial banking industry, but the
implications of the findings could have an impact on all ABtjulated entities in a broader
context and contribute to academic and empirical debdtieere were three major

challenges facing the research design highlighted as follows.

First the issue of relevance of this topic research in practice. A relevant research paper is
one in which the research questions address problems (or possibly finds) thatipreats
encounter (or potentially encounter) in practice, and the hypotheses connect those
variables within their control to the outcomes they care about, using logic they regard as
plausible (Toffel, 2016). Money laundering is one of the biggest obstxkeseffective
international financial systenBuchanan, 2004 It is a global phenomenon and

international challenge that involves multiple financial institutions across many jurisdictions
and a complex series of transactions. As well as being extrafifisdylt to investigate,

money laundering is also very difficult to prosecute. The risk of money laundering is
therefore a relevant topic that must be studieEven though scholars in this field have

noted and studied various risk assessment approactiesstudies are found to lack strong
theoretical foundations for linking expert cognitive factors to the quality of AML risk
assessmentin financial institutions (Jamil et al., 2022). This research highlights some of the
issues. Hence, thibesistacklesa topic of great relevance in the field of money laundering

and the study fills an important gap in the empirical literature on this subject.

Second, the research scope. The scope of the study indicates the parameters under which
the study will operate (8ion & Goes, 2013). This scope of this study is human based role in
assessing money laundering risk, specifically human reliability during suspicious transaction
reporting. This will be examined in terms of performance on various underlying accuracy
components, such as calibration and resolution. In carrying out AML risk assessment, a
common assessmenttool was developed to facilitate the assessment of countries
worldwide against the FATF standard (Johnston & Carrington, 2006), hence the focus of this

reseach in term of its applicability is the global AML environment.

Third, this research project seeks to understand a broadly empirical situation involving the
quality of AML risk assessmentwithin a commercial banking context and to link this
empirical situéion academically and theoretically from a cognitive standpoint. Theory
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provides explanations for problems, describes unique features of phenomena, and provides
predictive information. A theory without research has no basis; similarly, a theory can only
be evidencedcorrect with researchThis was done in order to create an appropriate
theoretical framework (UdeAkang, 2012) within which to interpret the results and give a
justification for thebehavioursobservedA focus was placed on the dissimilar waysvhich
theories and practices were related in the research framework for this project (Verstegen,
2001). The project has been structured in a manner that should maintain this balance by
including both sets of issues in the literature review, the methodglframework, and the

data collection and analysis.

4.2.2 Research framework

The framework for the research was largely based on the research onion model developed
by SaundergFigure 4) According to Saunders’' model, research is composed of reultip
layers that comprise the beliefs and values undernea(Baunders, Lewis & Thornhill,

2007) At the centre of the onion model, data collection lies so that the methodologies can

be developed to suit beliefs. The model details the followindasirs.

i.  Philosophical stance
ii.  Approaches
iii.  Strategies
iv. ~ Choices
v. Time Horizons

vi.  Techniques and procedures
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HGURHE. THE RESEARCH ONION

Source Saunders et al. (2007)

In this research project, the onion model has been adapted a bit, and is used more as a
guideline than as a rigid framework. Despite this, the underlying principles of the research
remain the same, including the purpose of theidy, the epistemologgtance the methods

of gathering data, and the timeframe.

4.3 Philosophical assumption

The data collection was not attempted to be done with a tabula rasa approach Duschinsky,

2012) as the researcher's own experience in AML, whilegakare to avoid bias, was a

*}HE }( *SCE VPSZ ]Jv SZ +Su CX /v Uz |JvP D]Joe v ,u E&u
"o  Al§8Z 8§Z E® e+ E Z E[* }V %3SH 0 *53E vPRAP "~DI]0 *Ju%o0!
Huberman, 1994, p.17), the study took advantadge $Z & « & Z E&[s A % E] v %
knowledge. That helped to gain better access to professional respondent groups as well as

to bring out meaningful feedback from respondents starting with vignette design.
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4.3.1 Epistemologicadtance

Epistemological positiondescribe the researcher's understanding of money laundering risk
assessment. It is a statement of underlying values and beliefs that the thesis holds
concerning AML risk assessmentand how it is been performed in commercial banks.
According to the literaire review, this position has evolved out of the literature analysis,
which is supported by the theoretical framewotk.this thesis the underlying belief is that
the risk assessmentis complex process (see Figure 3 represeptatidrexperts face
uncettainty at the call. Individual perceptions and choices are essential to identifying

suspicious incidents, and no single approach is universal (Zavoli & King, 2021).

The epistemological understanding of the risk judgment process is important to the
researt) in order to understand whether it can be comprehended and described in an
academic context, and to determine if the data collected in the research can be used to

examine the quality of human judgment at risk.

4.3.2 Subjectivitystance

The study'sontext is based on the subjectivity belief that human's perspective or opinion,
particular feelings, beliefs, and desires affects decision making during AML risk assessment.
By offering a subjectivity perspective, one can explain how risk assessmenmitid caut on

the basis of personal perspective or preference of a subfemtording to subjectivism,

social reality is determined by the perceptions and actions of social agtotsn, Cheney &
Weinstock, 2000 AML experts, like other social actors, materpret the risk that they

assess differently as a result of their unique worldview. Their varying interpretations are
probably going to have an impact on their decisions and the type of risk judgment during
risk assessmeriavona & Riccardi, 201 Resllts of risk assessments are a result of experts
interacting with their environment and trying to make sense of it through their
interpretation of events and the conclusions they draw from them. In order to make sense
of and comprehend the risk assessmeuoitsnoney laundering crimes made by AML experts

in a meaningful way, this research bases its approach on the subjectivity assumption.
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Bank and ther AML regulated institutionare increasingly using ridkased approaclas a

means to deal with uncertaintyrian orgarsed manner, and it has become somewhat of a
contemporary standardThe entire AML risk assessment approach has taken into account
social consensus and human prejudices regarding the precise nature, form, and scope of
money risk, and it has dewaged a response tailored to the presumptive nature and level of
that "threat" that suited the political decisiemakers beforehand (van Duyne et al., 2018).

This thesis takes the stance that the entire risk assessment process will always be based on
the asessor's impressionistic, subjective assessment because there are no physical
indicators for money laundering risk (Sinha, 2014). The following subsections highlight some

of the additional complexities in the AML risk assessment process.

4.3.3 The riskbase appoach
The introduction of the rislbased approach has undoubtedly been an interesting regulatory

step, but the practical side of its implementation is still in its basic form (Demetis, 2010).
Banks and other AMtegulated entities are encouraged to develbeir risk assessment
system rather than relying on definitive lists. They must work within their specific
perimeters, including country risk, client risk, business risk, and other factors pertinent to
the region in which they operate (Naheem, 2017). Hoerethere are issues with risk
conceptualization in the riskased approach, and the definition of money laundering risk
remains unclear (Bello & Harvey, 2017), so most Alllged countries and entities

replicate the FATF guidance definitions withoutdaling any more objective criteria
(Ferwerda & Reuter, 2022). Therefore, rather than what they (regulated entities) deem
risky, risks are defined based on what regulators perceive to be risks (Ross and Hannan,

2007).

4.3.4 AML risk assessments are inconclusive

Despite official guidelines, reports of suspicious financial transactions are often made even
when there are no reasonable grounds to suspectthat crimes like money laundering have
been committed or attempted (Amicelle and lafolla, 2017). A-kedwn problem in the
literature is distinguishing between suspicious and 1suspicious behaviours (Bello &

Harvey, 2017). Data collection for the purpose of making a decision needs to be conducted
with a level of due diligence, which allows experts in this field &kereasonably certainty

that they have taken reasonable care and taken reasonable ethical steps (Maurer, 2005).
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Due diligence is casuistic in that it eschews definitive conclusions but is provisional,

probabilistic, and the outcomes are neverreally knawmdvance.

4.3.5 The problem of risk categorisation

Risk categorisation is crucial in the fls&ksed approach for allocating monitoring resources

in accordance with the perceived riskiness of customers (Amicelle & lafolla, 2017). In order
to determine customers risk category, the bank must first take attoount all pertinent
inherent risk factors, including customers, products and services, distribution channels, and
geographic areas (Klimova, Zhampeiis, and Grigoryan, 2020)ridlovated customers, such

as those located in lowisk locations, having law-risk account type, and working in a lew

risk profession but with intentions to engage in money laundering crimes may continue to
operate their business under the predefined lawk category without being monitored

heavily.

The epistemological undemding is important to the research when considering how to
develop the instrument used in the experimeiiberefore, the research takes a Normativity
approach setting of commercial banking and has tried to ta@ma rearch framework, both

empirically andheoritically that acknowledges the reality attual AMLrisk assessment

ZA normative theory includes description of the expectations that structure a speech event,

a range of ways in which individuals may respond to these expectations, and the namat
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4.4 Researchrheoretical framework

In this research project the theoretical framework is based ugeaision theonand has

been used to explain the overall quality of professional judgmentin an AML context. In
particular he framework was used to identify professional specific cognitive strategies in
terms of overall accuracy and some underlying accuracy components, such as calibration

and resolution.The framework was specifically applied to a risk assessment context, with
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the expectation that the findings could then be unilaterally applied across all AML regulated

entities.

4.41 Framework

Money laundering has been studied using various theoretical frameworks within academic
work. However, most of these research work are base@conomic frameworks,

particularly those that are used when predicting money laundering growth or managing
money laundering data. The focus of this research, however, is not purely economic; it
examines the cognitive aspects of expertresponses to manedering risk, and therefore

a broader theoretical framework is required.

This research framework is muttieoretical. Decision Theory has been used as a base, but
some of the specific system theories associated with thebvased approach have been
merged into this, which focuses on the construction of models rather than individual case
analysis. Models are constructed based on a variety of risk factors, then a different
character emerges for profiling suspicious customers. One informed not only sfingxi
typologies, but also by behavioural characteristics of agstablished suspicious customer
base. The latter point was included because of the research'’s premise that, for AML risk
assessments to be effective, AML experts need to have an understaotimoney

laundering contextual and the typology of money laundeniefated transactions.

In this research, one challenge was ensuring that the theoretical framework was appropriate
and relevant to this study and ensuring that there was no influenaaftioe author bias

regarding the framework format.

4.4.2 Decision Theognd AML risk assessment

A rational approach to decision making is provided by decision theory. It allows one to make
rational decisions in the face of uncertain consequences (North, 18&8)ision theory

involves determining what course of action to take when faced with uncertain data that
inconclusively support or discredit various hypotheses about the real but unknowable world
(Kaplan, 1967). Decision makers may gain or lose by actimg thpse uncertain data.
Obviously, a genuine application of this decision theory involves a great deal of complexity
and quite advanced computation techniques. However, one can get a sense of its

functioning by examining a simplified examytlee case of a AML expertwho decides
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whether or not to report a suspicious money laundering transactibmmakehis decision

the experthas to consider the likelihood die risk of money laundering occurring, the
impact if the transaction is actually a case of ragfaundering, the possible consequence of
failing to report a truly suspicious transaction, the impact of reporting this transaction on
the existing relationship between the institution and the client, and many other variables
Experts have three optiongggardless of how complex the problemTheycan report the
transaction as being suspicious, not report the transaction as suspicious, or spend more

time and seek further advise that will further facilitate a final decision.

Considering that the decisiemaking environment is uncertain, expectations are dependent
not only on the probability of an assumption, but also on the level of confidence that the
assumption is made. It is the state of confidence that determines the weight agents
attribute to a future assumption (Freitas, 2021). This resednigihlightssome specific
cognitive strategies utilise by expedsring AML risk assessmefihe fundamental
knowledge gap address by the current work lies in the field of money laundering risk
judgment, whichs recognised as a new developmentin the perspectives of judgment and

decisionmaking as explained by Jamil et al. (2022).

4.5 Data analysis framework

Theaim of this study is to evaluate the quality of expertjudgment and identify factors that
influence money laundering risk. In order to pursueshgoak, three exploratory methods
will be employed. To begin with, opinion polls will be conducted on 1497 ichdils who

are directly or indirectly responsible for making AML risk assessments in the real world.
These polls will contain questions relevant to the research, such as the contexts and
information that will be most useful for experts to form a reasonadiddief that transactions
are potentialinstances omoney laundering and the factors thate most likely to influence

the quality of risk assessment decisions in this domain.

Following that, semstructured interviews will be conducted with nine AML exis based
on four themes: the effectiveness of risk assessments, risk assessment process, key
influencing factors, and perceived opportunities for process improvement. The interview

responses will then be subjected to a thematic analysis.
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Finally, an ex@rimental study using vignettes will be conducted on 169 participants to
investigate the quality of probability judgmentin this contextthisthesis,a statistical
technique based on an extension of Yate's (1981) matilebe developedo measure the
overall accuracy of AML risk assessments as well as performance in various important

aspects of judgment across level of expertise (experts vs. novices) and gender.

There are several important factors that influence a money laundering risk estimate. Some
of the most significant factors include experience, commitmentto organisation values,
regulatory requirements, and individual differences. The eager strategy stemming from
organisation focus naturally elicits a tendency towards a course of action thaissastory

or good enough (Hernandez et al. 2019), and the vigilant strategy stemming from a
regulatory focus naturally elicits a tendency towards safe chdigdesstra, Bolderdijk, &
Veldstra, 2011)Conversely, cognitive biases have an impact on pelopi@making them
overrely on or give more weight to expected observations and prior knowledge, while
dismissing information or observations that are perceived as uncertain, without taking the
bigger picture into accountDietridh, 2010) These three focus strategies and outcome
sensitivities may have very important implications for AML risk assessiente, the first
research questiois to assess the influence of these three factors on the likelihood of AML
risk assessmemmudgment. The first research questiwvill investigatethe most significant of
these three factors to an AML expediuring the estimation of money laundering risk
judgment. As part of understanding the risk assessment process, this resefirsbekto
understand how these factors interact in their influence across a host of risk assessment
processes. Besides AML professionals working in commercial banking, thisvitadyo
seekopinions from AML specialists at other financial institutions and-fioancial firms
regulated on AML issues. The research utilises expert opinion polls to respond to question 1.
The opinion polls explore a fivdimensional analysis of how experts form their risk opinion

threshold during AML risk assessment.
The five aspecthat will beconsidered in the opinion polls include.

1. Threshold for the forming of suspicion,
2. Decision accuracy indicator,

3. Causes of decision disparity.

4. Decision outcome
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5. Customer identity verification regarding the threshold for KYC

Money laundering rislassessmentis one of the many fields where experts occasionally
make vague estimates when assessing the potential risk of money laund&hisgpractice

has always been controversial and often justified because making a likelihood assessment
too precisecould bias analysts or decisionakers.Yet these claims have rarely been
submitted to rigorous testing. Even though scholars have noted and studied the importance
of ariskbased approach in money laundering risk assessment, the studies are found to
genenlly lack strong theoretical foundations for linking professional cognitive factors to the
quality of AML risk assessmentin financial institutions. One critical missing element from
academic research on money laundering risk assessmentis the lack aferatisn of the

accuracy of expertjudgmentin this context.

As stated above, one of the main aims of this projectis to provide an exploratory
investigation of the effectiveness of professional AML risk assessments. Accordingly, the
overall quality of professional probability judgmentin an AML contextwill be @eahn
guestion 2.In order to identify specific cognitive strategies, professional and novice
judgment will be compared in terms of overall accuracy and in terms of the underlying
dimensions of accuracgomponents, such as calibration and resolutiéuthermore,
potential gender differences will be examingdresearch question.utlined in Table 5 are

the research questions and the intended primary and secondary data sources.

TABLES. SUMMARY OF RESEARCH QUESTIONS AND DATA

Summary of research questionsand primary and secondary data sources

Research Question Data Source Empirical] Secondary Data

Primary

Opinion poll survey | Journal article analysis

Unstructured nterview | FATF Guidelines

FSA Reports

Journal article analysis

Vignettes experimenty FATRSuidelines

FSA Reports

Case study reports

3) Howdoes the quality of AML probabilistic Journal article analysis
risk assessments differ across gender? | Vignettes experimenty FATF Guidelines

FSA Reports

Case study reports

1) Which specific factors significantly influeng
experts' judgments regarding AML risk?

2) Howdoes the quality of AML probabilistic
risk assessments made by professionals
compare to that of novices?
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Two studies will beonducted to explore these research questiotudy 1 presented in
Chapter 5 will seekto respond to research questio8ifice this research question is
specifically about the expert perspective, a study will be conducted with business
professionals wh@erform AML risk assessments as part of their regular job dufies.

most effective methodology for this investigation appeared to be qualitatively oriented. As a
result, a field survey and unstructured interviews with practitioneilt be conducted as

part of thestudy 1

The remaining tweesearchguestionswill be explored in study 2 and presented in Chapter
6 of this thesisThe accuracy of professional AML probabilistic risk assessméinte the
subject of these queriesStudying personal valuesd beliefs requires unobtrusive
approaches since they are sensitive subjects (Poulou, 2001). The vignette method allows
respondents to express their perspectives on topics they are familiar with, while remaining
detached from them and protected from persalthreat. This approach has the advantage
of removing the need for respondents to be biased and give socially acceptable answers
since they do not fear that honest responses might devalue their reputations (Alexander &
Becker, 1978). As Kerlinger (1968ywed, vignettes combine a variety of expressive and
objective ideas with projective methods, making them ideal for psychological and
educational research. Hence study 2 used a vignbtsed field experiment where varying
versions of vignettesill beused to depict the context and information about the rislased
approach (i.e., customer business lines, financial products and services, and domicile

location) to human subjects.

4.5.1 Definitions of expert and novice

Knowledge and skills in a particular fi@lek essential tahe concept ofexpertise (Herling,
2000). Experts are defined as those with many years of experience, whereas novices are
defined as those without much experience (Scheiter, Ackerman, & Hoogerheide, 2020).
Researchers have used this concepizsion in several judgment and decisiomaking

studies involving novice participants who were untrained in forensic examination tasks as
well as expert analysts who regularly engaged in such examinatioms Narcon, QuigleyA
McBride, & Meissner, 2022Y his studyadoptsa measure of more thatwo (2) years of

experience in AML related tasks as the measure of expertisezewdQ) length of

116



experience for novices. By conceptualising expertise as highlyr¢datied, itis possible to

predict that expertise will enhance performance on tasks (Krugerand Dunning, 1999).

4.6 Ethical considerations

In the course othe research, primary data was collected from a variety of individuals

working in commercial banks and other AML regulated industries. Collaborations with other
academics and experts across the field were also a part of the research. It was essential

during this research to maintain independent, honesty, opennéagsnessand

accountability. Further, ethical approval was obtained during the last quarter of 2020 using

§Z E}ESZpu E] hv]A E<]8C[* 5Z] » }vo]v %% E}A 0 *C+3 u v
regulations.Below is a discussion of some of the other crucial factors taken into account

during the ethical evaluation of research

4.6.1 Voluntary Consent

In addition to signing an explicit consent form, all participants have been deemed to have
consented to prticipate in the research by actively participating in the surveys or agreeing
to participate in the interviews. The research objectives were provided to all potential
experts via an email invitation, so that they could prepare and fully brief themsbéfese
accepting the invitation to particiga. All of the participants were AML professional working

with AML regulated institution.

4.6.2 Confidentiality

Money laundering related topics are ofteery sensitive and difficult tcecruit participants

from finanaal institutions All participants will have the right to highlight information that
cannot be published evenif it is shared with the researcret dl information throughout

the study were made available only to the researcher undertaking the studythadtudy
supervisor In addition to containing guidelines on authorship, confidentiality rules, and data
sharing policies, the ethics code outlines the procedures for responsible data management

and sharing.

4.6.3 Anonymity
Anonymity is ensured during case degtion, particularly during the description of specific

jurisdictions and identifying individual participants. The document also attempts to present
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a balanced global perspective on AML, rather than only highlighting examples of bad
practices in one jurdiction while ignoring positive cases in other jurisdictiofise project
also presented AML risk assessment frotvaéanced global perspectivasthe report

highlightsopinion from participants irvarious jurisdictions.

Although all interview responsesareported anonymously, they are broken down by
represented industry. With a codification systemin place for referencing between
researcher and supervisor, interview data and identity are known to the researcher and

supervisor to ensure validity and awghticity of data.

4.6.4 Rightto withdraw

Interview participants were adequately informed through the signed consent form and
throughout the process of their right to withdraw at any time and without giving a reason. If
this occurs, the interviewer may wish &sk the participant if the data collected up to the
point of withdrawal can still be used, but the participant retains the right to decide whether

it can be used.

4.6.5 Data collection period and Researghdline
Thecollection period for thegprimary dataused during this research work wasnducted

overan18-month period. The overall time span for conducting the research project was

three years.

4.7 Vignette instrument

The use of vignettes, which are systematic desionst of a concrete situation, is supported

as a method of producing more reliable measures of respondents' opinions than the more
abstract questions found in most opinion surveys (Alexander, 19t&re has been an

increasing recognition that questionnas are inadequate for studying attitude, perception,
beliefs,and norms; this has led to the growing popularity of vignettes (Gould, 1998).

over 30 years, clinical vignettes have been used to compare physicians' approaches to
diagnosing and treating piants with similar health problem@/eloski, Tai, Evan&,Nash,

2005). Researchers commonly use vignettes to prompt interview responses as part of their
research (Hughes & Huby, 2002), although their use in AML risk assessmentresearchis less

developed.
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There have been methodological debates comparing vignettes with observational
techniques. As opposed to observational studies, vignettes are moreetfisttive and
more rapid (Gould, 1996Researchers can use vignettes without compromising ethical
integrity when there is difficulty accessing participant groups and ethical problems are
paramount(Hughes & Huby, 2002pue to the sensitivity of this research topic and the
challenge of obtaining quality data for analysis, the vignette instrument proves &very
valuable tool, especially for collecting quality data in financial institutions. Importanisy,
important to consider the appropriateness wijnettescontent forintendedparticipant

groups when designinig

4.7.1 Vignette design

Reallife moneylaundering crime data was used to develop 12 sets etdd2-lines

financial transaction scenariok thesecasesboth money laundering and nemoney
laundering convictions have been obtainédgom the literature review, six (: Bulk Cash
Smuggling, Sticturing, Virtual/Crypto Assets, Shell Companies, Complicit Professionals, and
Tradebased money laundering) money laundering schemes discussed in Chapter 2 were
chosen to be usedin the scenario created for this study. Two casesas®ignedo each
scheme, one involving a money laundering conviction and the other involvingmoney
laundering convictionsA thorough account of the customer due diligence process was
incorporated into each scenario, and the type and quantity of informatontained in the
narratives were carefully crafted to resemble the kind of information that financial
professionals typically utilize to make assessments about the compaagdition to these
comments, three independent financial professionals were ctiagktwo of whom worked

for banks and the last, a lawyer specializing in AML legal practitioners, for content
validation. Furthermore e following strategy was used as an approach to improve the
validity of the vignettesfamiliarity, effectivenesgglevance, reliability, completeness,

intelligibility).

I.  Allinformation that could bias the participant towards a specific action point were
removed from each vignette.

ii.  The author carried out the first preliminary review of the vignette content based on
his bakground experience as an AML expertwho previous work in a commercial

bank prior to joining the PhD program.
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iii.  The vignettes were further presented to AML experts for review and the feedback
provided was adopted to enhance the vignettes

iv.  Also, the vignettewere also an integral part of the firstear annual progress report
and improved upon based on the comments received from the annual progression
panel member.

v. The vignettes were again presented to another set of AML experts for review before
the final verson of the vignettes was run through a pilot test.

vi. A feedback column was also created to seek the opinion from the participants on the

generalisability and vignettes realistic after completion of the experiment

After a successful pilot test, the vignett were uploaded to the JISC online survey platform
for participants to access. However, actual details of associated bank statsmerg not
provided but only relevant financial figures were included as part of the narrative. Future
research should corder this limitation and the findings relatirng vignettes questions

should be read with this in mind.

4.8 Concluding remask

Only primary data sources were utilized in order to ensure an accurate representation of the
opinions and discussion surrounding thégect. The decision theory framework for this

study has always been planned to take into account a variety of perspectives from expertsin
a wide range of fields who are involved in assessing AML risk. This variety included both
differentindividuals workg for the same jurisdiction and various jurisdictions involved in
AML risk assessment. In order to paint the clearest picture possible of the overall AML
compliance system currently in operation within the general banking sector, a number of
data collecion methods have been used to evaluate the similarities across these various

social constructs.

The research invohdeprimary data collection from individuals and as such obtained
university research ethics approval. The research was designed to be completed either
electronically or by teams skype meetings. Also, to some extentthe researcher is
independentto any pradioner role within a banking context, due to the nature of

separation between academic institutions and global banking institutions.
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CHAPTERFACTORS INFLUEN@IMG RISK ASSESSMENT: AN
EXPLANATORY INVESTIGATION

5.1 Introduction

The literature analysis of the ridkased approach to money laundering assessnseggests

the following three consistent findings. First, uncertainty is an inherent feature of AML risk
assessment decision making. Decision making often must be deterivased on

incomplete or inaccurate information and can be amplified by ambiguity, concealment,
inconsistencies, iflefined problems, and obscure boundaries affecting the number of
checks. Second, despite the several publicly available risk assessmentguiteuments,

the operationalization of the various riskssessment methodology models lacks complete
details but is leftfor the obligated entities interpretation during necessary procedure
setting. Thus, increasing the ambiguity faced by AML practitedering the decision

making process. Third, banks AML risk assessment system creates high numbers of false
positives reports generated, which is a major challenge faced by the banking industry and
are explicitly creating significant customer friction féct, the banking industry is under
pressure to drive down the number of false positives stopping genuine transactions in their

tracks.

This study identified three factors: organisational, personal, and regulatory, as important
determinant factors thainfluence expert AML risk assessment decisions from the literature.
Hence, there was the need to know which of these three factors significantly inform
decision outcomeluring risk assessment. Thawwhat particular factors influence expert's

risk estimatesthe most during risk assessment

5.2 Methodologyand Design

According tdKangas and Leskinen (2008he of the most common methods to explain
expert decision accuracy is to use judgmental probability forecasting and to assess the
degree of uncertainty asstated with predicting the effects of alternative decisions. For
example, an expert judgment about uncertainty may be expressed as verbal probability
expressions, graphical illustrations, numerical probabilities, odds, and fuzzy sets. In this
work, the prgect specifies behavioural concerns about the quality of probability judgment

accuracy, which is examined through a vignette experiment.
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Preliminary work such as literature reviews and interviews influence the research question
and poll design. For the oent study, both are used'he literature review aimed to provide
insight into how financial professionals can discern suspicious behaviour within complex
financial transactions using procedural risk assessment framew&dasle mic journals from
differentfields were reviewed, such as criminology, law, auditing, financial crime, money
laundering, economics. In addition, the reviewed included some AML risk guidance
documents and reports, such as those published by the FATF, Financial Intelligence Units in
different jurisdictions, etcA key objective of the data collection section of the research was
to examine how banks implement aationey laundering measures to assist governments in
limiting the facilitation of proceeds from crime8he results and underlying trends identified

in the review were then scrutinised across five short poll questions with AML expertsin
September 2021. The contribution of these preliminary exercise was to probe how AML
professionals make risk assessmentidens. That is, what particular factor significantly
influences their decision. Based on opinion results, this project examines the significance of
how organisations, regulations, and personal factors impact AML risk judgment. By using
opinion mining olsentiment analysis, one can learn what a large group of experts think or
feel(Chauhan, Sharma, & Sikka, 2023pme disciplines, particularly in the AML risk
managementdomain (Savona & Riccardi, 2017, for example), acknowledge that in many
complex risk stimations, the best data is expert opinion when measured data and formal
theories are inadequate, inconsistent, or unavailable. Furthermore, expert opinion is used in
cases where there aren't any empirically based models, and when it's necessary to eombin
information from different sources with incommensurable units of measurenfganhgas &
Leskinen, 2005)Against this background, the preliminary instrument for the first part of the
research was an expert opinion survey involving five different pollsqpfestion each

relating to an aspect of the AML risk assessment phases.

5.3 AML regulated entities survddrofessional opinion

To understand expertjudgment regarding factors that influence their risk assessment
judgment, we hosted five short polls with a ggte@n each. The short polls data are usedto
investigate the focus factors (organisation, regulatory and human) that influence expert
money laundering risk estimates the most. The pfatsuson the threshold for the forming

of suspicion, decision accuratyicator, causes of decision disparity and decision outcome.
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The survey also explored international dimensions of customer identity verification
regarding the threshold for KYC. Each of the questions offered the opportunity for
respondents to pick an ofan from construct indicators for organisational, operating
jurisdiction and personal factors and the opportunity to provide supplementary options as

appropriate.

To implement the survey, the author of this project hosted the online opinion survey in 23
AD> % E}( **]}v o[« E o0 § >]AdpendixPfQEthg ¥steof-AML LinkedIn

group), with global membership representation. The survey was available to all members of
the group who visited the group LinkedIn webpage between the open period duheeys,

and no allowance was made for multiple responses by a single member. The LinkedIn is a
social network that focuses on professional networking and offer professionals the
opportunities to describe their job roles in their respective profiles; hegitlsis provided the
opportunity to validate the role and experience of the respondents to this study opinion poll
guestions. Furthermore, there were no incentives offered in return for all participants who
completed the surveys. The polleerestripped ofall identifying information to avoid

potential surveyor effects, and the surveys were presented in written English. This study is
}Jv }(8Z (A e8u ]+ 3Z8ZA 85 U%S3S 3} ]vVA «8]P & D> % E}(
regarding the impact of organisatiorggulatory and human factors on AML risk assessment,

and it provides an important baseline for further systematic investigation.

With these caveats in mind, there are important reasons to examine the belief and
perceptions of AML experts. As discussediearthe main issue regarding the ability of AML
experts to assess money laundering risk is on how competent they are, given their existing
knowledge and skills as well as the influence of external factors such as regulatory
requirements and their internadrganisational factors such as internal control systems and
compliance (Isa et al., 2015). Thus, it is important to examine the attitudes of this all subset
of AML professionals because FATF and other AML regulators care deeply about shaping

human experte in assessing money laundering risk.

The opinion poll consisted of 5 questions that focused on five broad areas of AML risk
assessmentwithin any AML regulated entities and which were of interest to the research

guestions. The areas are listed below.
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1. What contextis most useful to form a reasonable belief that your customer
transactions are potential instances of money laundering (ML)?

2. What contextis most effective to form a reasonable belief that your perceived risk of
a transaction is consistent wigibsolute risk level?

3. What factor is the most dominant cause for differences in reasonable belief among

AML practitioners to submit a SAR?

The quality of your risk assessment decision is most influenced by what context?

What information is the most usefubtform a reasonable belief that you know your

customer?

o s

5.3.1 Background overview of AML Professionals respondents

TABLES. THE RESPONSE RATE FOR EACH SSHBRT POLL QUESTIONS

Surveys Factors (R1 =Regulation, measuremen{ Response rate
02=0rganisation, H3= Personal) (Participants)

Poll 1. What contextis most | Cash intensiveness (R1) The threshold 490

useful to formareasonable | Recogrionof ML indicators(02) | for the

belief that your customer Similarity with past ML crimes{8) | forming of

transactions are potential Negative press repori(4) suspicion

instances of money laundering

(ML)?

Poll 2. What contextis most | Regulatory compliance (iR Decision 477

effective to formareasonable| Internal policy compliance (O2) | accuracy

belief that your perceivedrisk| Previous decisions @) indicator

of a transaction is caistent Something elsg4)
with absolute risk level?

Poll 3. What factor is the most| Statutory interpretation(R) Cause of 250
dominant cause for difference] Organizational factors(® decision
in reasonabléelief among Personal factors (H3) disparity
AML practitioners to submita [ Something elsg4)
SAR?
Poll 4. The quality of your risk| Legislative factors@® Key factor 344
assessmentdecisionis most | Organizational policy @ that
influenced by wat context? Personal factors(8) influences

Something elsg4) decision

outcome

Poll 5. What information is the| Qurrentvalid passport The threshold 576
most useful to forma Tax ID number for knowing
reasonable belief that you Physical address your
know your customer? Something else customer

TABLE/ SHOWINANDICATORS FOR MEASURINGIBRSHAT INFLUENCING RISK JUDGMENT

SN [ Indicators Measure Academic literature

R1 | Cash intensiveness, Regulatory Regulation | Hamstraetal. (2011Pemetis (2010)
compliance, Statutory interpretatior] Factor Demetis & Angel (2007)
Legislative factors

02 | Recognitionof ML indicators, Organisation| Van Dooren (2005Andriopoulos (2001)
Internal policycompliance, Factor Hernandez etal. (2019)
Organizational policy

H3 | Similarity with past ML crimes, Personal Busse etal. (2015%inha (2014)rhomas,
Previous decisions, Personal facto| Factor (2018)
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Further analysis of the distribution of participants across the polls indicated [A&iF1e8)
distinct participants responded to the poll questions, with some taking part in more than
one poll question.

TABLES SHOWINGOPINION POLL FREQUENCY PARTICIPANTS

SURVEY PARTICIPATED NUMBER OF PROFESSIC

All'5 poll questions 11

Only 4 out of the 5 poll question| 74

Only 3 out of the 5 poll question| 89

Only 2 out of the 5 poll question| 196

Only 1 out of the poll questions| 1127
Total 1497

The thesis was interested in getting opinions from AML professionals across the global AML
regulated entities. Since AML compliance is a global response, this study needsto geta
representative picture from as many countries as possible. In total, geatits from 109
countries participated in the survey. See Fighifer the geographical spread of participants
across the